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I Board Policy - Records Management 1.61 

The Kenton County School District Administration shall acknowledge to the Board of 

Education in a public meeting prior to August 31st of each year that the District has reviewed 

the Data Security and Breach Notification Best Practice Guide and implemented best 

practices that meet the needs for reasonable security protection over personal information. 

Personal Information is defined as an individual's first and last name or first initial and last 

name; personal mark; or unique biometric or genetic print or image, along with any of the 

following data elements: 

• Account number, credit or debit card number, that, in combination with any required 

security code, access code, or password would permit access to an account; 

• Social Security number; 

• Taxpayer identification number that incorporates a Social Security number; 

• Driver's license number, state identification card number, or other individual 

identification number issued by any agency; 

• Passport number or other identification number issued by the United States 

government; or 

• Individually identifiable health information as defined in 45 C.F.R. sec. 160.103 

(Appendix A) except for education records covered by the Family Educational Rights 

and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix Bl 

Security Breach is defined as an unauthorized acquisition, distribution, disclosure, 

destruction, manipulation, or release of unencrypted or unredacted records or data that 

compromises or is reasonably believed to compromise the security, confidentiality, or 

integrity of personal information and results in the likelihood of harm to one or more 

individuals; or the release of encrypted records along with the key or process necessary to 

unencrypt the records. 



KRS 61.931 - House Bill 5 

Procedures and practices to safeguard against security breaches must be implemented by any 

entity that maintains or possesses personal information in accordance with applicable KRS 

and federal laws. 

For any contracts involving personal information that are entered into or amended after 

January 1, 2015, specific language requiring protection of the data must be included. The 

following Memorandum of Understanding was developed by the Kenton County School 

District legal counsel and shall be utilized with all software purchases: 

Memorandum of Understanding - See Appendix C 

The following guidelines were prepared around three major areas of consideration as 

identified by the Kentucky Department of Education: 

• Protection and Prevention 

• Preparation for Notification 

• Notification 



Protection and Prevention 

All District employees are charged with protecting the confidentiality of personal information 

whether it pertains to customers, employees, parents, or students. The basic premise is to 

remain vigilant in the safekeeping of all paper records and all electronic records. Employees 

are encouraged to collect the minimum amount of personal information necessary to 

accomplish the given task and retain the information for the minimum time required by law. 

The following Kenton County School District departments are identified and charged with the 

use, maintenance, and safeguard of records which contain personal and confidential 

information: 

• Personnel 

• Student Support Services 

• Finance 

• Technology 

• Special Education 

• Preschool 

• Food Service 

• Transportation 

• Support Operations 

• School Level Office Staff 

• Nursing Services 

There are many departments and employees that come into contact with and use 

information that can be considered personal and confidential. As such, all district employees 

will be provided a brief overview and basic training in order to strengthen our coverage and 

safeguard the protection of restricted personal records from unauthorized personnel. 

Each department shall inventory all records which contain very personal and restricted 

information which must be considered for appropriate protection. These records shall be 

reviewed periodically (annually at a minimum) in order to determine the rights and privileges 

of district staff that have primary responsibility to utilize the restricted personal information. 

More importantly, the district staff charged with maintaining the records shall adhere to 

strict guidelines which are designed to protect the restricted information reflected in the 

documents. 



The following guidelines. are to be utilized by all district staff responsible for the safeguarding 

of personal and restricted information: 

• Maintain an inventory of all electronic and paper records that contain personal 

information 

• Classify information contained in all restricted records according to sensitivity and 

level of risk if that information was accidentally or intentionally accessed by anyone 

without a need to know 

• Strictly adhere to the records retention requirements for all sensitive records 

• Supervisors shall annually assess the access rights afforded to district staff as it 

pertains to restricted files and data bases 

• Whenever practical, all high-risk information shall use data encryption to protect the 

sensitive files in combination with host protection and access control 

• Remove rights and access privileges immediately upon severance of employment for 

employees that have the responsibility to use and maintain sensitive files; retrieve all 

keys and building access control devices; remove all staff from security alarm code 

systems 

• All employees shall have awareness training regarding the importance of protecting 

and safeguarding restricted personal information contained in paper files and 

electronic data bases; the training shall also include a comprehensive review of Data 

Security and Breach Notification Best Practice Guide. 

• All employees shall review the following awareness training videos located on the 

Safe Schools Training Site: 

Cybersecurity Overview 

Protection Against Malware 

FERPA: Confidentiality of Records 

• Use strong passwords or pass phrases and change them frequently 

• Keep a password, PIN, or pass code on all devices including laptops, tablets, and smart 

phones 

• Require all contract vendors that utilize personal information on behalf of the school 

district to sign and adhere to the guidelines established in the District Memorandum 

of Understanding; all MOU's must be maintained and renewed annually 

• Each district staff member that is charged with the maintenance or access to personal 

restricted information shall adhere to appropriate office maintenance requirements 

designed to protect access to confidential records throughout the course of the work 

day and after work hours 

Only print files or records that contain restricted personal information if necessary 

Never leave restricted files on common space printers or copiers 



Never leave restricted files on desk top computer screens or printed files laying on 

the desk surfaces when you are away from the work space 

File all confidential information in securely fastened spaces when not in use 

Properly manage and control all confidential conversations 

Pay attention to confidential information being displayed on monitors in an open 

setting 

• Establish language for solicitation of.Request for Proposals that reflects the desired 

restrictions and controls necessary to safeguard personal restricted information to be 

utilized as part of the third-party work 



Preparation for Notification of Affected Individuals 

In the event there is a suspect data breach, the Kenton County School District will initiate the 

appropriate response plan. The Preparation for Notification of Affected Individuals was 

prepared using elements from the Best Practice Guide and pertinent data breach legislation. 

The Director of Technology shall be the Lead agent for the District and assume responsibility 

for the coordination of all internal investigation and notification procedures. The process for 

investigating a potential data breach is outlined in the following procedures: 

1) The lead staff member charged with managing the breach of data security process 

shall be (Director of Technology). 

2) The lead staff member shall immediately notify the Superintendent of Schools 

regarding any data breach incident. 

3) The Superintendent of Schools shall notify District legal counsel regarding any data 

breach incidents. 

4) The lead staff member shall engage the District Safety and Security Officer to assist 

with the investigation. 

S) The lead staff member shall work with the departmental supervisor to ascertain the 

scope of the data breach as well as the schedule of affected individuals for the 

notification process. 

6) Notification to affected individuals whose unencrypted personal information have 

been. or are reasonably believed to have been. acquired by an unauthorized person 

shall be prepared and disseminated within 35 days in accordance with House Bill 5. A 

draft notification letter to individuals is found in Appendix D. 

7) Outside law enforcement agencies with expertise in investigating crimes that involve 

technology shall be contacted for advice and assistance with any data breach 

incidents. Identify any and all agencies that may be of assistance with an 

investigation and secure contact information in the case of a data breach incident. 

8) Immediately assess and prepare strategies to contain, control, and correct any data 

security breach incidents. Document any issues discovered and response actions 

taken. 

9) Perform a thorough review of the actions and flaws with the District data security 

platform leading up to the data breach. Make any necessary adjustments to the 

structure in order to prevent future incidents. 

10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience 

and cyber-security practices. 



Notification 

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data 

breaches. KRS 61.931, ET SEQ. (HB 5), Kentucky School Districts are required to notify both 

the individual of a breach and various state officials. House Bill 5 addresses the safety and 

security for personal information held by public agencies and requires public agencies and 

nonaffiliated third parties to implement, maintain, and update security procedures and 

practices, including taking any appropriate corrective action to safeguard against security 

breaches. 

House Bill 232 requires consumer notification when a private party data breach reveals 

personally identifiable information. This bill also requires cloud computing service providers 

contracting with educational institutions to maintain security of student data. The District 

Technology Coordinator shall assume responsibility for approving and finalizing all cloud 

based service provider agreements. 

The District Technology coordinator shall utilize the following forms developed by the 

Commonwealth Office of Technology for use in the event of a breach or a suspected breach of 

data. 

• Data Breach Notification Form FAC-001- See Appendix E 

• Delay of Notification Form FAC-002 - See Appendix F 

The notification requirements are designed to alert individuals of such data breaches and 

provide those affected individuals with an opportunity to take appropriate actions to 

mitigate the personal damage from potential identity theft or other harm. The following 

guidelines were established by the Kentucky Data Breach legislation: 

• Prepare a description of the categories of information that were subject to the 

security breach, including elements of personal information that were believed to be 

acquired; 

• Contact information for the notifying agency, including the address, telephone 

number; 

• A description of the general acts of the agency, excluding disclosure of defenses used 

for protection of information from the following sources about steps the individual 

may take to avoid identity theft, for: 

- The major consumer credit reporting agencies; 



- The Federal Trade Commission; and 

- The Office of the Kentucky Attorney General 

The data breach legislation that went into effect in January 2015, each District has a total of 

35 days from the time of their formal notification of agency contacts to notify all individuals 

impacted by the security breach. If the internal investigation leads to a reasonable conclusion 

that an unauthorized person through criminal activity may be involved in the data breach 

then the local law enforcement should be notified. 

The appropriate State staff should be notified within 48 Hours if the investigation finds that 

the misuse of personal information has occurred or is likely to occur. The length of the 

investigation is not established by this bill and will vary with each incident. 

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form 

FAC-001 to KDEDataBreachNotification@Education.ky.gov and to the following agencies as 

required by KRS 61.933: 

• Attorney General's Office 

• Auditor of Public Accounts 

• Finance and Administration Cabinet 

• Kentucky State Police 

• Kentucky Department of Library and Archives 

• Commonwealth Office of Technology 

The Department of Data Breach Notification at the Kentucky Department of Education will 

provide the most current contact information for each State agency representative. If the 

investigation involves law enforcement officials and prevents the full disclosure of 

information to the Department, then form FAC-002 shall be utilized as required by KRS 

61.933. The investigation shall be conducted in a reasonable and prompt manner in order to 

determine whether the security breach resulted in or is likely to result in the misuse of 

personal information 
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Appendix A 

Department of Health and Human Services § 160.103 

this subchapter apply to the following 
entities: 

(1) A health plan. 
(2) A health care clearinghouse. 
(3) A health care provider who trans­

mits any health information in elec­
tronic form 1n connection w1th a trans­
action covered by this subchapter. 

(b) Where provided, the standards, re­
quirements, and tmplementatton speci­
fl.cations adopted under this subchapter 
apply to a business associate. 

(c) To the extent required under the 
Social Security Act, 42 U.S.C. 1320a-
7c(a)(5), nothing in this subchapter 
shall be construed to dlminish the au­
thority of any Inspector General, in­
cluding such authority as provided in 
the Inspector General Act of 1978, as 
a.mended (5 U.S.C. App.). 
[65 FR 82'798, Dec. 28, 2n00, as amended a.t. 67 
FR 53266, Aug. 14, 2002; 78 FR 5687, Ja.n. 25, 
2n13] 

§ 160.103 Deftnitions. 
Except as otherwise provided, the fol­

lowing definitions apply to this sub­
chapter: 

Act means the Social Security Act. 
Administrative simplification provision 

means any requirement or prohibition 
established by: 

(1) 42 U.S.C. 1320d-1320d-4, 1320d-7, 
1320d-8, and 1320d-9; 

(2) Section 264 of Pub. L. 104-191; 
(3) Sections 13400-13424 of Public Law 

111-5; or 
(4) This subchapter. 
ALI means Administrative Law 

Judge. 
ANSI stands for the American Na­

tional Standards Institute. 
Business associate: (1) Except as pro­

vided in paragraph (4) of this defl.ni­
t1on, business associate means, with re­
spect to a covered entity, a person who: 

(1) On behalf of such covered entity 
or of a.n organized health care arrange­
ment (as defined tn this section) tn 
which the covered entity participates, 
but other than in the capacity of a 
member of the workforce of such cov­
ered enttty or arrangement, creates, 
receives, maintains, or transmits pro­
tected health information for a func­
tion or activity regulated by this sub­
chapter, including claims processing or 
administration, data analysis, proc­
essing or administration, utmzation 

review, quality assurance. patient safe­
ty acttvittes listed at 42 CFR 3.20, b111-
ing, benefit management, practice 
management, and repricing; or 

(11) Provides, other than ln the capac­
ity of a member of the workforce of 
such covered entity, legal, actuarial, 
accounting, consulting, data aggrega­
tion (as defined in § 164.501 of this sub­
chapter), management, admintstrative, 
accreditation, or financial services to 
or for such covered entity, or to or for 
an organized health care arrangement 
in which the covered entity partici­
pates, where the provision of the serv­
ice involves the dtsclosure of protected 
health tnformatton from such covered 
entity or arrangement, or from another 
business associate of such covered enti­
ty or arrangement, to the person. 

(2) A covered entity may be a busi­
ness associate of another covered enti­
ty. 

(3) Business-assodate includes: 
(1) A Health Information Organiza­

tion, E-prescribing Gateway, or other 
person that provides data transmission 
services W1th respect to protected 
health information to a covered entity 
and that requires access on a routine 
basis to such protected health informa­
tion. 

(11) A person that offers a personal 
health record to one or more individ­
uals on behalf of a covered entity. 

(111) A subcontractor that creates, re­
ceives, maintains, or transmits pro­
tected health information on behalf of 
the business associate. 

(4) Business associate does not include: 
(1) A health care provider, W1th re­

spect to disclosures by a covered entity 
to the health care provider concerning 
the treatment of the individual. 

(11) A plan sponsor, W1th respect to 
disclosures by a group health plan (or 
by a health insurance issuer or HMO 
W1th respect to a group health pla.n) to 
the plan sponsor, to the extent that the 
requirements of § 164.504(0 of this sub­
chapter apply and are met. 

(111) A government agency, with re­
spect to determining el1gib1ltty for, or 
enrollment in, a government health 
plan that provides public benents and 
1s administered by another government 
agency, or collecting protected health 
information for such purposes, to the 
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§ 160.103 

extent such activities are authorized 
bylaw. 

(tv) A covered entity participating 1n 
an organized health care arrangement 
that performs a function or activity as 
described by paragraph {1)(1) of this 
deftnttton for or on behalf of such orga­
nized health care arrangement, or that 
provides a service as described in para.­
graph (1)(11) of this definition to or for 
such organized health ca.re arrange­
ment by virtue of such activities or 
services. 

Oivil money penalty or penalty means 
the amount determined under §160.404 
of thts part and includes the plural of 
these terms. 

CMS stands for Centers for Medicare 
& Medicaid Services within the Depart­
ment of Health and Human Services. 

Compliance date means the date by 
which a covered entity or business as­
sociate must comply with a standard, 
implementation spectftcatton, require­
ment, or modtfica.tton adopted under 
thts subchapter. 

Covered entity means: 
(1) A health plan. 
(2) A health ca.re clearinghouse. 
(3) A health care provider who trans­

mits any health information in elec­
tronic form in connection wtth a trans­
action covered by this subchapter. 

Disclosure means the release, trans­
fer, provision of access to, or dtvulgtng 
in any manner of information outside 
the entity holding the information. 

EIN stands for the employer identt­
ncatton number assigned by the Inter­
nal Revenue Service, U.S. Department 
of the Treasury. The EIN ts the tax­
payer identif.ytng number of an indt­
vtdual or other entity (whether or not 
an employer) assigned under one of the 
following: 

(1) 26 U.8.C. 601l(b), which ts the por­
tion of the Internal Revenue Code deal­
ing with identifying the taxpayer tn 
tax returns and statements, or cor­
responding provisions of prior law. 

(2) 26 U.S.C. 6109, whtch ts the portion 
of the Internal Revenue Code des.Ung 
with tdentif.ytng numbers in tax re­
turns, statements, and other required 
documents. 

Electrontc media means: 
(1) Electronic storage material on 

which data is or may be recorded elec­
tronically, including, for example, de-

45 CFR Subtitle A (10-1-15 Edition) 

Vices in computers (bard drives) and 
any removable/transportable digital 
memory medium, such as magnetic 
tape or disk, optical disk, or digital 
memory ca.rd; 

(2) Transmission media used to ex­
change information already 1n elec­
tronic storage media. Transmission 
media. include, for example, the Inter­
net, extra.net or intra.net, leased ltnes, 
dtal-up lines, private networks, and the 
physical movement of removable/trans­
portable electronic storage media. Cer­
tain transmtsstons, including of paper, 
vta facsimile, and of voice, vta tele­
phone, are not considered to be trans­
mtsstons vta electronic medta tf the tn­
formatton betng exchanged did not 
exist tn electronic form immediately 
before the transmission. 

Electrontc protected health information 
means information that comes within 
paragraphs (1)(1) or (1)(11) of the deftnt­
tton of protected health information as 
specified in this section. 

Employer ts denned as it ts 1n 26 
U.S.C. 3401(d). 

Family member means, wtth respect to 
an indtvtdua.l: 

(1) A dependent (as such term ts de­
nned tn 45 CFR 144.103). of the indi­
vidual; or 

(2) Any other person who ts a nrst-de­
gree, second-degree, third-degree, or 
fourth-degree relative of the tndtvidual 
or of a dependent of the tndtvtdual. 
Relatives by affinity (such as by mar­
riage or adoption) are treated the same 
as relatives by consangutntty (that ts, 
relatives who share a common btologt­
ca.l ancestor). In determining the de­
gree of the relattonshtp, relatives by 
less than full consanguinity (such as 
half-siblings, who share only one par­
ent) are treated the same as relatives 
by full consanguinity (such as siblings 
who share both parents). 

(1) First-degree relatives include par­
ents, spouses, siblings, and children. 

(11) Second-degree relatives include 
grandparents, grandchtldren, aunts, 
uncles, nephews, and nieces. 

(111) Third-degree relatives include 
great-grandparents, great-grand­
children, great aunts, great uncles, and 
nrst cousins. 

(iv) Fourth-degree relatives include 
great-great grandparents, great-great 
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Department of Health and Human Services § 160.103 

grandchtld.ren, and chtldren of nrst 
cousins. 

Genetic information means: 
(1) Subject to paragraphs (2) and (3) 

of thls definition, wtth respect to an in­
dividual, lnformatton about: 

(i) The Individual's genetlc tests; 
01) The genetic tests of family mem­

bers of the indlvldual; 
(lli) The manifestation of a disease or 

dlsorder 1n famlly members of such in­
dividual; or 

(tv) Any request for, or receipt of, ge­
netic services, or partictpatlon in clin­
ical research which Includes genetic 
services, by the indivldual or any fam­
ily member of the indivtdual. 

(2) Any reference in this subcbapter 
to genetic information concerning an 
individual or family member of an indi­
vidual shall include the genetic infor­
mation of: 

(1) A fetus carried by the individual 
or f8.Ill11Y member who 1s a pregnant 
woman; and 

(11) Any embryo legally held by an in­
dividual or famtly member ut111z1ng an 
assisted reproductive technology. 

(3) Genetic lnformation excludes In­
formation about the sex or age of any 
individual. 

Genetic services means: 
(1) A genetic test; 
(2) Genetic counseling (including ob­

talnlng, interpretlng, or assesslng ge­
netic information); or 

(3) Genetic education. 
Genetic rest means an analysls of 

human DNA, RNA, chromosomes, pro­
teins, or metabolltes, 1f the analysts 
detects genotypes, mutatlons, or chro­
mosomal changes. Genetic test does 
not include an analysls of proteins or 
metabolttes that is directly related to 
a manlfested dlsease, disorder, or path­
ological condition. 

Group health plan (also see definition 
of health plan tn thls section) means an 
employee welfare benefit plan (as de­
nned in section 3(1) of the Employee 
Retirement Income and Security Act of 
1974 (ERISA), 29 U.S.C. 1002(1)), includ­
lng insured and selr-insured plans, to 
the extent that the plan provides med­
ical care (as defined in section 
279l(a)(2) of the Publtc Health Service 
Act (PHS Act), 42 U.S.C. 300gg-91(aX2)), 
including items and services paid for as 
medical ca.re, to employees or thetr de-

pendents directly or through insur­
ance, reimbursement, or otherwise, 
that: 

(1) Has 50 or more pa.rticipants (as de­
nned ln section 3(7) of ERISA, 29 U.S.C. 
1002(7)); or 

(2) Is admlnistered by an entity other 
than the employer that establtshed and 
maintains the plan. 

HHS stands for the Department of 
Health and Human Services. 

Health care means care, services. or 
suppltes related to the health of an in­
dividual. Health care Includes, but is 
not limited to, the followlng: 

(1) Preventive, diagnostic, thera­
peutic, rehab111tatlve, maintenance, or 
palliative care, and counseling, service, 
assessment, or procedure wlth respect 
to the physical or mental condition, or 
runctional status, of an individual or 
that affects the structure or function 
of the body; and 

(2) Sale or d1spenslng of a drug, de­
vice, equipment, or other item in ac­
cordance with a prescrlption. 

Health care clearinghouse means a 
publlc or prlvate entity, including a 
bllling servlce, repricing company, 
communlty health management lnfor­
matton system or community health 
Information system, and "value-added" 
networks and switches, that does ei­
ther of the followlng functlons: 

(1) Processes or facllltates the proc­
esslng of health lnformatlon received 
trom another entity in a nonstandard 
format or containing nonstandard data 
content lnto standard data elements or 
a standard transaction. 

(2) Receives a standard transaction 
trom another entity and processes or 
fac1lttates the processing of health in­
formation into nonstandard format or 
nonstandard data content for the re­
ceiving entity. 

Health care provider means a provider 
of services (as defined 1n section l861(u) 
of the Act, 42 U.S.C. 1395x(u)), a pro­
vider of medical or health services (as 
defined in section 1861(s) of the Act, 42 
U.S.C. 1395x(s)), and any other person 
or organization who furnishes, b1lls, or 
ls paid for health care in the normal 
course of business. 

Health information means any infor­
mation, tncludlng genetic information, 
whether oral or recorded in any form 
or medium, that: 
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§ 160.103 

(1) Is created or received by a health 
care provider, health plan. public 
health authority, employer, life in­
surer, school or university, or health 
care clearinghouse; and 

(2) Relates to the past, present, or fu­
ture physical or mental health or con­
dition of an tndtvtdual; the provision of 
health care to an individual; or the 
pa.st, present, or future payment for 
the provision of health care to an indi­
vidual. 

Heo.lth. insurance issuer (as denned in 
section 279l(b)(2) of the PHS Act, 42 
U.S.C. 300gg-91(b)(2) and used tn the 
definition of health plan tn this section) 
means an insurance company, insur­
ance service, or insurance organtzatton 
(lncludtng an HMO) that ts licensed to 
engage tn the business of insurance in 
a State and ls subject to State law that 
regulates insurance. Such term does 
not include a group health plan. 

Heo.lth. maintenance organization 
(HMO) (as defined tn section 2791(b)(3) 
of the PHS Act, 42 U.S.C. 300gg-91(b){3) 
and used ln the definition of health plan 
tn this section) means a federally 
qualtned HMO, an organization recog­
nized as an HMO under State law. or a 
similar organtzatlon regulated for sol­
vency under State law ln the same 
manner and to the same extent as such 
an HMO. 

Heo.lth. plan means an indlvtdual or 
group plan that provides, or pays the 
cost of, medical care (as defined tn sec­
tion 2791(a)(2) of the PHS Act, 42 U.S.C. 
300gg-91(a)(2)). 

(1) Health plan includes the following, 
singly or tn combination: 

(1) A group health plan, as defined tn 
this section. 

(11) A health insurance issuer, as de­
nned in this section. 

(111) An HMO, as defined ln this sec­
tion. 

(iv) Part A or Part B of the Medicare 
program under title XVIII of the Act. 

(v) The Medicaid program under title 
XIX of the Act, 42 U.S.C. 1396, et se,q. 

(v1) The Voluntary Prescription Drug 
Benefit Program under Part D or title 
XVIII of the Act, 42 U.S.C. 1395w-101 
through 1395w-152. 

(v11) An issuer of a Medicare supple­
mental policy (as deflned in section 
1882(g)(l) of the Act, 42 U.S.C. 
1395ss(g )(1 )). 

45 CFR Subtitle A (10-1-15 Edition) 

(v111) An issuer of a long-term care 
poltcy, exclud1ng a nursing home fixed 
indemnity policy. 

(ix) An employee welfare benent plan 
or any other arrangement that ts es­
tabltshed or maintained for the purpose 
of offering or providing health benents 
to the employees or two or more em­
ployers. 

(x) The health care program for uni­
formed services under title 10 of the 
United States Code. 

(x1) The veterans health care pro­
gram under 38 U.S.C. chapter 17. 

(x11) The Indian Health Service pro­
gram under the Indian Health Care Im­
provement Act, 25 U.S.C. 1601, et se,q. 

(xttt) The Federal Employees Health 
Benefits Program under 5 U.S.C. 8902, 
et se,q. 

(Xiv) An approved State chtld health 
plan under title XXI or the Act, pro­
viding benefits for chlld health assist­
ance that meet the requirements of 
section 2103 of the Act, 42 U.S.C. 1397, et 
se,q. 

(xv) The Medicare Advantage pro­
gram under Part C of title XVIII of the 
Act, 42 U.S.C. 1395w-21 through 1395w-
28. 

(xvt) A high risk pool that ts a mech­
anism establtshed under State law to 
provide health insurance coverage or 
comparable coverage to eligible indi­
viduals. 

(xvii) Any other individual or group 
plan. or combtnatlon of individual or 
group plans, that provides or pays for 
the cost of medical care (as deflned tn 
section 279l(a)(2) of the PHS Act, 42 
U.S.C. 300gg-9l(a)(2)). 

(2) Heo.lth. plan excludes: 
(1) Any policy, plan, or program to 

the extent that it provides, or pays for 
the cost of, excepted benefits that are 
Usted tn section 279l(c)(l) of the PHS 
Act, 42 U.S.C. 300gg-9l(c)(l); and 

(11) A government-funded program 
(other than one ltsted in paragraph 
(1)(1)-(xvi) or thts definition): 

(A) Whose principal purpose ts other 
than providing, or paytng the cost of, 
health care; or 

(B) Whose prtnctpa.l acttvtty ts: 
(1) The direct provtston of health care 

to persons; or 
(2) The making of grants to fund the 

direct provision or health care to per­
sons. 
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Implementation specificatwn means 
specific requirements or Instructions 
for implementing a standard. 

Individual mea.ns the person who ls 
the subject of protected health Infor­
mation. 

Individually identifiable health infor­
matwn is Information that ls a subset 
of health information. including demo­
graphic Information collected from an 
individual, and: 

(1) Is created or received by a health 
care provider, health plan, employer, 
or health care clearinghouse; and 

(2) Relates to the past, present, or fu­
ture physical or mental health or con­
dition of an individual; the provision of 
health care to an indlvidual; or the 
past, present. or future payment for 
the provision of health care to an lndt­
vidual; and 

(1) That ldent1f1es the lndlvldual; or 
(11) With respect to whlch there is a 

reasonable basls to believe the infor­
mation can be used to identify the indi­
vidual. 

Manifestation or manifested means, 
with respect to a disease, disorder, or 
pathological condition, that an indi­
vidual has been or could reasonably be 
diagnosed with the disease, disorder, or 
pathological condition by a health care 
professional with appropriate training 
and expertise in the field of medicine 
involved. For purposes of this sub­
chapter, a disease, disorder, or patho­
logical condition is not manifested 1f 
the diagnosis ls based principally on 
genetlc information. 

Modify or rTl()dification refers to a 
change adopted by the Secretary, 
through regulation, to a standard or an 
lmplementatlon specif1cation. 

Organized health care arrangement 
means: 

(1) A clinically integrated care set­
ting tn which individuals typically re­
ceive health care from more than one 
health care provider; 

(2) An organized system of health 
care in which more than one covered 
entity participates and in which the 
participating covered entities: 

(1) Hold themselves out to the publlc 
as participating in a joint arrange­
ment; and 

(ti) Participate in joint activities 
that include at least one of the fol­
lowing: 

(A) Utilization review, 1n which 
health care decisions by participating 
covered entities are reviewed by other 
participating covered entities or by a 
third party on their behalf; 

(B) Quality assessment and improve­
ment act1vlt1es, in which treatment 
provided by participating covered enti­
tles is assessed by other participating 
covered entitles or by a thlrd party on 
their behalf; or 

(C) Payment actlvtttes, lf the nnan­
clal risk for delivering health care 1s 
shared, in pa.rt or in whole, by partici­
pating covered entities through the 
Joint arrangement and if protected 
health information created or received 
by a covered entity is reviewed by 
other participating covered entities or 
by a third party on their behalf for the 
purpose of admintstering the sharing of 
nnanclal risk. 

(3) A group health plan and a health 
insurance issuer or HMO with respect 
to such group health plan, but only 
wlth respect to protected health lnfor­
matlon created or received by such 
health insurance issuer or HMO that 
relates to individuals who are or who 
have been participants or beneflciarles 
in such group health plan; 

(4) A group health plan and one or 
more other group health plans each of 
which are maintained by the same plan 
spansor; or 

(5) The group health plans described 
in paragraph (4) of this definition and 
health insurance issuers or HMOs with 
respect to such group health plans, but 
only with respect to protected health 
information created or received by 
such health insurance issuers or HMOs 
that relates to individuals who are or 
have been participants or beneficiaries 
in any of such group health plans. 

Person means a natural person, trust 
or estate, partnership, corporation, 
professional association or corporation, 
or other entity, publlc or private. 

Protected health information means in­
dividually identif1able health informa­
tion: 

(1) Except as provided in paragraph 
(2) of this deflnition, that is: 

(1) Transmitted by electronic media; 
(11) Maintained in electronic media; 

or 
(111) Transmitted or malntatned 1n 

any other form or medium. 
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§ 1232g. Family educational and privacy rip.ta 
(a) Conditions for availability of funda to edu­

cational qencle1 or institutionr, inspection 
and review of education records; specific in­
formation to be made available; procedure 
for acceaa to education records; reuonable­
ness of time for auch aoces..; hearing&1 writ­
ten explanatlom by parent.; definitions 

(l)(A) No funds Hha.11 be made a.vaU&ble under 
any a.pplloa.ble program to any educational 
agency or instttution whiob has a. poltoy of de­
nying, or whtch effecttvely prevent.a, the pa.rents 
of students who are or have been tn a.ttendanco 
at a. school of i;uch agency or at such institu­
tion, as the case may be. the right to inspect 
a.nd review the eduoa.tlon records of their chil­
dren. U any material or document tn the edu­
ca.tton reoord of a student includes Information 
on more than one student, the pa.rents of one of 
such students shall have the rtght to inspect and 
review only such pa.rt of 11uoh material or docu­
ment a.s relates to such student or to be in­
formed of the specHlc information conta.l.ned in 
such part of such material. Each eduoa.tlonal 
agency or institution shall est&bllsh appropriate 
procedures for the granting of a rcqu011t by pa.r­
ents for access to the educa.tion records or their 
children within a reaaonable period of time, but 
1n no case more than forty-five days after the 
request has been made. 

(B) No f'Unds under any appllcablo program 
shell be made available to any State educational 
agency (whether or not that agency Is an edu­
catione.l agency or institution under thJs sec­
tion) tha.t h&s a policy of denying, or effectively 
prevents, the parents of students the right to in­
spect a.nd review the edu.ca.tion records main­
tained by the State educational agency on their 
children who are or have been 1n attendance at 
any school of a.n educational agency or institu­
tion th&t is subj11Ct to tbe provisions or th1JI seo­
tton. 

(C) The nrst sentence of subparagra.ph (A) 
ena.11 not operate to make a.va.ila.ble to students 
in institutions or postsecondary education the 
following materials: 

(i) fin&ncial records of the pa.rents of the 
student or any information contained therein; 

(ii) confidential letters and statements of 
recommendation, whJch were placed tn the 
education records prior to January 1, 1975, if 
such letters or statements are not used for 
purposes other than those for whloh they were 
specifically Intended; 

(iii) if the student ha8 sig-ned a wa.iver of the 
student's right of access under this subsection 
tn accordance with subpa.ragraph (D), con­
fidential reoommondations-

(I) respecting a.dmission to any edu­
cational agency or institution, 

(II) respecting an application for employ­
ment, and 

(Ill) respecting the receipt of an honor or 
honorary 1-eoosnition. 

(D) A student or a person &pplytng for admis­
sion may waive his right of a.ccess to connden­
ttal statements desarlbed in clause (ti1) or sub­
paragraph (C), except tha.t such waiver shall 
apply to recommendations only if (1) the student 
is, upon request, nottned of the namos of all per-

sons making confidential recommendations and 
(11) suoh recommenda.tions a.re used solely for 
the purpose for which they were spectficaJ!y in­
tended. Such waivers may not be required as a 
condition for admission to, receipt of financial 
aid from, or receipt of any other services or ben­
efits !rom such a.gency or institution. 

(2) No funds shall be made available under any 
applle&ble program to any educational agency 
or institution unless the parents of students who 
are or h&ve been tn attendance at a sohool or 
such agency or a.t such institution a.re provtded 
a.n opportunity for a. hea.rtng by such agency or 
institution, in a.ccarda.nce with regulations of 
the Secreta.ry, to challenge the content of such 
student's education records, in order to l.nsure 
that the records are not inaccurate, misleading, 
or otherwise tn Violation of the privacy rights of 
students, a.nd to provide a.n opportunity for the 
correction or deletion of any 11uch inaccurate, 
misleading or otherwise inappropria.te dat& con­
tained theretn and to insert into such records a 
written explanation of the pa.rents respecting 
the content of such records. 

(3) For the purposes of this section the term 
"educational agoncy or institution" means any 
public or private ~ency or inatitution which is 
the reoipiont of funds under any applicable pro­
gram. 

(4)(A) For the purposes of thta section, the 
term "educa.tton records" means, except as may 
be provided otherwise in subparagraph (B), those 
records, Jlles, documents, and other materials 
wbich-

(i) contain Information directly related to 11, 

student; a.nd 
(ii) are maintained by an educational agency 

or institution or by a person acting for such 
agency or institution. 
(B) The term "education records" does not in­

clud&--
(i) records of instructional, supervisory, and 

administrative personnel and educational per­
sonnel ancillary thereto whioh aro in the aole 
J)Ossession of the maker thereof and which are 
not a.ooessible or revealed to any other person 
exoept a substitute: 

(ti) records maintained by a law enforcement 
unit of the eduoa.ttonal agency or institution 
that were created by that law enforcement 
unit for the purpose of la.w enfol'cement; 

(Hi) in the case of persons who a.re employed 
by an eduoa.tionaJ agency or institution but 
who are not in attendance at euch agency or 
institution, records made and maintained in 
the normal course of b'llKiness which relate ex­
clusively to such person in that person's ca,. 
pa.city as an employee and arc not a.va.Uable 
for use for any other purpose; or 

(lv) records on a student who 1s eighteen 
ye&r& or age or older, or is attending a.n insti­
tution o! postsecondary educ11.t1on, whJch a.ro 
made or maintained by a. physician, psychta.­
trtst, peychologist, or other recognized profes­
sional or para.professional acting in his profes­
sional or paraprofeBSlonal ca.pa.city, or assist­
ing 1n that capacity, a.nd which are made, 
ma.tntatned, or used only in connection with 
the provision of treatment to the student, and 
e.re not availa.ble to anyone other than persons 
providing such treatment. except th&t such 
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records oan be personally reviewed by a physi­
cian or other appropriate professional of the 
student's ohoice. 
(5)(A) For the purposes of t.h.1s section the 

term "directory 1n!ormation" relating to a stu­
dent includes the following: the student's name, 
addreBB, telephone listing, date a.nd place of 
birth, major field of study, participation tn om­
c1.ally recognized activities and sports, weight 
and height of members of athletic teams, dates 
or attendance, degrees and award1:1 received, and 
the most recent previoUB educational agency or 
institution attended by the student. 

(B) Any education.al agency or institution 
making public directory information eha.11 give 
pubUc nottce or the ca.tegones or information 
which it has designated as such information 
with respect to each student attending the insti­
tution or agency and shall allow a n,asonable 
period of time aeter such notice has been given 
for a pa.rent to inform the institution or agency 
that any er a.ll of the information designated 
should not be released without the parent's prior 
consent. 

(6) For the purposes of this section, the term 
"student" includes a.ny person with respect to 
whom an educational agency or inetttution 
mainta.ins education records or personally iden­
tiflable information, but does not include a per­
son who has not been in attendance at such 
agency or institution. 
(b) Releue of education records; parental con-­

sent requirem.cot; esceptions; compliance 
with judicial orders and subpoena.a; audit 
and evaluation of federally-supported edu­
cation programs; recordkeeping 

(1) No i'llnds shall be ma.de avs.ilable under a.ny 
applicable program to any educational agency 
or 1nstttut1on which has a policy or practice of 
permitting the :rolonso of oduca.t-ion records (or 
personally ident11lable information contained 
therein other tha.n directory information, as de- . 
nned in pa.ragra.ph (5) of subsection (a) of this 
section) of students without tho written consent 
of their parents to a.ny individual, agency, or or­
gan1za.t1on, other than to the following-

(A) other sohool orrtcials, including teachers 
within the educational institution or local 
educational agency, who have been determined 
by such agenoy or institution to ha.ve legiti­
mate eduoational 1nterests, including the edu­
cational interests or the ch1ld for whom con­
sent would otherwise be reqaired; 

(B) omctals of other schools or school sys­
tems 1n which the student soaks or intends to 
enroll, upon condition that the student's par­
ents be notified or the transfer, receive a copy 
or the record if desired, and ha.ve an oppor­
tunity for a hearing to challenge the content 
or the record: 

(C)(i) authorized representatives of (I) the 
Comptroller General or the United States, (II) 
the Secretary, or (fil) State educa.ttonal au­
thortties, under the conditions set forth in 
paragraph (3), er (11) authorized representa­
tives of the Attorney General for law enforce­
ment purposes under the same conditions as 
apply to the Secretary under para.graph (3); 

(D) in connection with a student's applica­
tion for, or receipt or, nna.ncial aid; 

(E) State a.nd looal omotals or authorities to 
whom such information 1s specinca.lly allowed 
to be reported or disclosed pursuant to State 
statute adopted-

(!) before November 19, 1974, if the allowed 
roportl.ng or disclosure concerns the juvenile 
justice system a.nd suoh system's ability to 
effectively serve the student whose records 
are released, or 

(11) alter November 19, 1974, if-
([) the allowed reporting or dl.l:lclosure 

concerns the juvenile justioo system and 
such system's ab111ty to effectively serve, 
prior t.o adjudication, the student whose 
records a.re released; and 

(Il) the omoials and authorities to whom 
such information 1s disclosed certify in 
writing to the educational agency or insti­
tution that the information will not be 
dieolosed to any other party except as pro­
vided under State law without the prior 
written consent of the parent of the stu­
dent.1 

(F) organir.a.tions conducting studies for, or 
on behalf of, educationa.1 agencies or institu­
tions for the purpose or developing, validating, 
or administering predictive tests, administer­
ing student aid prognmIB, and improving in­
struction, if suoh studies are conducted 1n 
such a manner as wlll not permit the persona.I 
1dent111ca.tion of students a.nd their parents by 
persons other than representatives or euch or­
ganhlations and such information will be d&­
stroyed when no longer needed far the purpose 
for which it is conducted; 

(G) accrediting organizations in order to 
carry out their e.ccredittng i'llnctions; 

(H) parent.8 of a dependent student or such 
parents, a.a defined in section 152 of title 26; 

en eubJect to regulatioM or the Secretary. In 
connection with an emergency, appropriate 
persons if the knowledge of suoh information 
is necessary to protect the health or safety of 
the student or other pel'8ons; 

(JXi) the entity or persons designated in a 
Federal grand jury subpoena., in which case 
the oonrt shall order, for good cause shown, 
the educational agency or Institution (and any 
o!llcer, director, employee, agent, or attorney 
for such agency or institution) on which the 
subpoena is served, to not disclose to any per­
son the existence or contents or the eubpoena 
or a.ny information i'Urn1shed to the gra.nd jury 
in response to the subpoena; and 

(ii) the entity or persons designated in any 
other subpoena issued for a law enforoemant 
purpose, in which case the court or other issu­
ing aganoy may order, for good ca.use shown, 
the educational agency or institution (and any 
o!llcer, director, employee, agent, or attorney 
for such agency or institution) on which the 
11ubpoena 1s served, to not disclose to any per­
son the existence or contents of the subpoena 
or any information furnished in response to 
the subpoena; and 

(K) the Secretary or Agriculture, or author­
ized ropresentat1ve from the Food and Nutri­
tlo~ Service or contractors acting on behalf of 

1 So In orlirln&J, The period IU'Obf.bl:v should be a semicolon. 
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the Food and Nutrition Sorvice, for the pur­
poses of conducting program monitor1ng, eval­
nations, a.nd performa.noe measurements or 
State a.nd local educational and other agencies 
and institutions receiving funding or provid­
ing benefits of 1 or more programs authorized 
under the Richard B. Russell National School 
Lunch Act (42 U.S.C. 1751 et seq.) or the Child 
Nntr1t1on Act or 1966 (42 U.S.C. 1771 et seq.) for 
which the results will be reported in a.n aggre­
gate form that does not identify any individ­
ual, on the conditions tha.t-

(i) a.ny data collected under this subpara­
graph aha.II bo protected in a manner that 
will not permit the personal identification of 
students and their parents by other than the 
authorized representatives of the Secretary; 
a.nd 

(ii) any personally identifiable da.ta shall 
be destroyed when tbe data are no longer 
needed for program monitor1ng, evaluations, 
a.nd performance measurements. 

Nothing in subpa.ragraph (E) or this pa.ragra.ph 
shall prevent a St.ate !rom further limiting the 
number or type or State or local officials who 
will continue t.o have access thereunder. 

(2) No runds shall be made available under u.ny 
appl1cable program t.o any educational agency 
or institution which has a policy or practice or 
releasing, or providing access t.o, any personally 
identifiable information 1n education records 
other than directory infonn.ation, or as is per­
mitted under para.graph (1) of this subsection, 
unless--

CA) there is written consent from the stu­
dent's parents spec1.1ying records to be re­
leased, the reasolll! for such release, a.ntl to 
whom, and with a copy of the records to be re­
leased to the student's pa.rents and the student 
if desired by the parents, or 

(B) except as provided in paragraph (l)(J), 
such informa.tion is furnished in compliance 
with judicial order, or pursuant to a.ny la.w­
fUlly issued subpoena., upon oondition that 
parents and the students a.re notified or e.ll 
such orders or subpoenas in advance of the 
complia.noe therewith by the educational in­
stitution or agency. 

(3) Nothing oontalnetl Ln this section shall pro­
elude authorized representatives of (A) the 
Comptroller General or the United States, (.B) 
the Seoreta.ry, or (C) State educational authori­
ties from ha.ving access to student or other 
records whioh ma,y be n8C8SS8.l-y in connection 
with the audit and evaluation of Federally-sup­
ported education programs, or Ln oonneotion 
with the enforcement or the Federal lega.l re­
quirements whiah relate to suoh programs: Pro­
vided, That exoept wheu collection of personally 
identifiable information is spec1J1cally author­
ized by Federal law, any data oollectcd by such 
officials shall be protected in a manner whloh 
will not permit the personal identification of 
students and their parents by other tha.n those 
officials, and suah personally identifiable data 
sha.11 be destroyed when no longer needed for 
such audit, evaluation, and enforcement of Fed­
eral legal requirements. 

(4)(A) Each educational agency or 1nstltut.ion 
shall maintain a record, kept with the eduoa.tion 

records of ea.ch student, which will indicate all 
individuale (other than those specified in para­
graph (l)(A) of this subsection), agencies, or or­
ganizations which have requested or obta1Ded 
S.CC8SS to a student's education records main­
tained by such educational agency or 1net1tu­
l,lon. and which will indica.te specifioa.lly the le­
git.ime.te interest that each such person, agency, 
or organization has in obta.in1Dg this informa­
tion. Such record of acceee 8hall be available 
only to parents, to the school omolal and his as­
sistants who are responeible for the custody of 
such records, and t.o persons or Ol'Kaniza.t1ons au­
thorized tn, and under the conditions of, clauses 
(A) and (C) of pa.ragra.ph (1) as a means or audit­
ing the operation or the system. 

(B) With respect to this subsection, persona.I 
information shall only be transferred to a third 
party on tho condition that such party will net 
permit any other party to have access to such 
informa.tton without the written consent or the 
parents of the student. Ir a. third party outside 
the ed.uca.tional agency or in.stiLution perm.its 
a.ocess to information In violation of paragraph 
(2)(A), or fails to dostroy information ln viola­
tion of paragraph (l}(F), the educational agenoy 
or in.stitution Bha.11 be prohibited from permit­
ting access t.o 1nrormat1on from education 
records to that third party for a period of not 
less tha.n nve years. 

(5) Nothing in this section sha.ll be construed 
to prohlbit State and local educatione.l officials 
n-om having access to student or other records 
wh1oh ma.y be neoessary in oonneotion with the 
audit and evaluation or any federally or State 
supported education program or in oonneotion 
with the enforcement of the Federal legal re­
quirements whiah relate t.o a.ny such program, 
subject to the conditions spec!Jled 1D the proviso 
in paragraph (3). 

(6)(A) Nothing in this section shall bo con­
strued to prohibit an 1ru!t1tution or postsecond­
ary education from dieolosing, to an alleged vic­
tiln of any crime of violence (aa that term is de­
nned in section 16 of title 18), or a nonforoible 
sex offense, the final results of any disciplinary 
proceeding conducted by suoh institution 
aga.inst the alleged perpetrator of suah crime or 
offense with respoot to suah orlme or offense. 

(B) Nothing in this section shall be construed 
t.o prohibit an institution of postsecondary edu­
cation !rom disolcsi.ng the final results or any 
disciplinary prooeeding conducted by mob insti­
tution s.gainst a student who 19 an alleged per­
petrator or any crime or violence (as that term 
1B denned 1n section 16 of tit.le 18), or a nonforc-­
ible sex offense, 1f the institution determines as 
a result of that disciplinary proceeding that the 
student committed a v1olat1on of tho 1n.stltu­
tlon's rules or policies with respect to suah 
crime or offense. 

(C) For the purpose of this paragraph, the !lna.l 
results or any disciplinary proceeding-

(i) 8hall include only the name or the stu­
dent, tho violation committed, and any sanc­
tion imposed by the 1n.st1tutton on that stu­
dent: a.nd 

(ii) may include the name of a.ny other stu­
dent, such as a victim or witness, only with 
the written consent or that other student. 
(7)(A) Nothing in this soctlon may be con-

strued to prohibit an educational in.stitution 
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!rom disclosing information provtded to the in­
stitution under section 14071 2 of title 42 concern­
ing registered sex offenders who a.re required to 
register under such section. 

(B) The Becreta.ry shall take appropriate steps 
to notify educational institutions that disclo­
sure or information deecribed in subparagraph 
(A) is permitted. 
(c) Survey& or data-ptbering activities; regula­

tions 
Not la.tor than 240 da.ys a.ftor October 20, 1994, 

the Seorota.ry shall adopt a.ppropria.te regula­
tions or procedures, or ident1!y existing regula,­
tions or procedures, which protect the rlghte or 
privacy or studente and their families in connec­
tion With 8.IIY surveys or data-gathering activi­
ties conducted, assisted, or authorized by the 
Secrotary or an administrative head or an edu­
cation agency. Regulations established under 
this subsection shall include provisions control­
ling the use, diaaemination, and protection of 
such data. No survey or da.ta-gatherlng activi­
ties shall be conducted by the Secretary, or an 
administrative head or an education agency 
under an applicable program, unless such activi­
ties are author!zed by law. 
(d) Studenta' rather than parenta' permiuion or 

consent 
For the purposes of this sectton, whenever a 

student has attained eighteen years or age, or is 
attending an institution of postsecondary edu­
cation, the permission or coneent required of 
and the rights acoorded to the parents of the 
student shall thereafter only be required of and 
accorded to the student. 
(e) Informing parents or students of rights under 

this section 
No fUnds shall be made s.va.llable under a.ny 

s.ppllcable program to any educational agency 
or institution unless such agency or institution 
effectively informs the pa.rents of studente, or 
the students, if they are eighteen yea.rs of age or 
older, or are attending a.n institution of post­
secondary education, of the rights a.ooorded 
them by this section. 
(f) Enforcement; termination of anistance 

The Secretary shall take appropriate actions 
to enforce this section and to deal with v1ola,­
t.1ons of this section, in aocorda.nce With this 
chapter, except tba.t action to terminate assist­
ance may be ta.ken only H the Secretary Ilnds 
there bas been a failure to comply with th1s sec­
tion, and he ha.a determined that oompllanoe 
cannot be secured by volnntary mea.Illl. 
(g) Offtoe and review board; creation; functions 

The Searetary shall establish or designate an 
omce and review board within the Department 
for the purpose of investlgs.tlng, prooessing, re­
viewing, a.nd a.djud1cat1ng v1olat1ons or this sec­
tion and complaints which ma.y be filed concern­
ing alleged violations of this soction. Except for 
the conduct of bea.rings, none of the ftlnotions of 
the Secretary uuder this section shall be carried 
out in any or the regional offices of 6Uch Depart­
ment. 

•&e Rer~nmo,,s In Text note helnw. 

Ch) Disciplinary :record.a; diaclosure 
Nothing in th1s section shall prohibit an edu­

cational agency or institution n-om-
(1) including approprie.te information in the 

education record of any 11tudent concerning 
disciplinary a.ction ta.ken against such student 
for conduct that posed a. significant risk to the 
safety or well-being of tha.t student, other stu­
dents, or other membera of the school commu­
nity; or 

(2) disclosing such information to tcs.ohers 
and school officials, including teachers and 
school officials in other schools, wbo have le­
gitimate educational interests in the behs.v1or 
of the student. 

(i) Dru.r and alcohol violation cllscloeurea 
Cl) In general 

Nothing in this Act or the Higher Education 
Act or 1965 [2n U.B.C.1001 et seq., 42 U.S.C. 2751 
et seq.] shall be coD.lllirued to prohibit a.n insti­
tution or higher education from disclosing, to 
a pa.rent or legal guardian or a. student, infor­
mation regarding any violation or any Fod­
eral, State, or local law, or or any rule or pol­
icy of the institution, governiDg the use or 
POBBeRSion of alcohol or a. controlled sub­
stance, regardless of whether that information 
1a contained in the student's education 
records, tr-

(A) the student is under the age of 21: a.nd 
(B) the institution determines that the 

student bas committed a. disciplinary viola­
tion with respect to such use or posseBBion. 

(2) State law regarding disclosure 
Nothing 1n pa.re.graph (1) shall be construed 

to supersede e.ny provision of Sta.to law that 
prohibits an institution of higher education 
from making the disclosure described in sub­
section (a) or this section. 

(j) JnvMtlJ{atlon and pm1mcution of lllrmriinn 
(1) In general 

Notwithstanding sub&eotions (a) through (i) 
of this section or any provision of State law, 
the Attorney General (or any Federal officer 
or employee, in a. position not lower than s.n 
Assistant Attorney General, designa.ted by the 
Attorney General) may submit a. written ap­
pllca.t1on to a court of competent jur1sd1otlon 
!or an ex po.rte order requ1rlng an educational 
agency or institution to permit the Attorney 
General (or his desJgnee) to-

(A) collect education records in the posses­
sion of the educe.tional agency or institut.ion 
that are relevant to an s.uthorized invest1ge.­
tion or prosecution of a.n offense listed in 
section 2332b(g)(5)(B) of title 18, or an a.ct or 
domestic or international terrorism as de­
fined in section 2.331 of that title; and 

(B) for official purposes related to the in­
vest1gat1on or prosecution of an offense de­
scribed in para.gre.pb (l)(A}, rote.in, dissemi­
nate, and use (including as evidence at trial 
or in other atlminillt.rative or judlcla.l pro­
ceedings) such records, consistent wt th such 
guidelines a.a the Attorney General, a.ner 
consultat.ion with the Secretary, shall issue 
to protect confident1a.Jity. 

(2} Application and approval 
(A) IN GBNERAL.-An applloa.tion under para­

graph (1) shall oert11'y that there aro epooifio 
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and a.rtioulable facts giving reason to believe 
that the education records are likely to con­
t.a.in informa.tion described in pa.ragraph (l)(A). 

(B) 'l'he court shall issue a.n order described 
in pa.ragra.pb (1) if the court flnds that the ap­
plication for the order includes the certifi­
cation de.scribed 1n subpa.ra.graph CA). 
(S) Protection of educational a,ency or institu­

tion 
An educational agency or institution that, 

1n good faith, produces otluoatlon rooonls in 
accordance with an order isaued under tbls 
subsootion shall not be liable to any person for 
tha.t production. 
(4) Record-keepln~ 

Subsection (b)(4) of thil! section does not 
apply to education records subject to a court 
order under this sub&ection. 

(Pub. L. 90-247, title IV, §444, formerly §438, as 
added Pub. L. ~. title V, §513(a), Aug. 21, 
1974, 88 Stat. 671; amended Pub. L. 93--668, §2(a), 
Dec. 31, 1974, 88 Stat. 1858; Pub. L. 96--46, § 4(0), 
Ang. 6, 1979, 93 Stat. 342: Po.b. L. 101-642, title II, 
§203, Nov. 8, 1990, 104 Stat. 2385; Pub. L. 10'2--325, 
title XV, § 1555(a.), July 23, 1992, 106 Stat. 840; ra­
numbered §444 and a.mended Pub. L. 103--382, title 
II, §§212(b)(l), 249. 26l(h), Oct. 20, 1994, 108 Stat. 
3913, 3924, 3928; Pub. L. 105-244, title IX, §§951, 
952, Oct. 7, 1998, 112 St.at. 1835, 1836; Pub. L. 
106-386, div. B, title VI, §160l(d), Oot. 28, 2000, 114 
Stat. 1538; Pub. L. 107--56, title V, §507, Oot. 26, 
2001, 115 St.at. 367; Pub. L. 107-110, title X, 
§1062(3), Jan. 8, 2002, 115 Stat. 2088; Pub. L. 
111-298, title I, §103(d), Dec. 13, 2010, 124 Stat. 
3192.) 

REFEREllOR8 IN T.RXT 

The Richard B. R:oaseU National School Lunch Act, 
refe1T1ld to in B11baec. (b){l)(X), I.a act June 4, 1946, cb. 
281, eo Stat.. 230, which 111 classiflfld renerally to chapter 
13 (11761 et seq.) o! Title U. The Public Health =d Wel­
f&re. For complete classtncat1on o! thJa .6.ot to the 
Code, eee Short Title note eet out under sect.ion 1751 of 
Title 42 and 'l'llbles. 

The Chlld Nutrltlon Act of 1966, rofenod to ln sub8eo. 
(b)(l)(K). 1s Pub. L. 1$-M2, Oct. 11, 1966, 811 Stat. 885, 
whlch 111 cla.ss1f1ed itenerallY to chapt.er 13A Ct 1m et 
eeq.) of 'l'ltle 42. The Public lle&lth and Welfare. !<'or 
complete clas81flcat.1on of tbh1 Aot to the Code, 11ee 
Short Title note aet out under aeot.Jon 17'11 of Title 42 
andTabl11&. 

Sectlon 14071 of title 42, referred to 1n 1ubaec. 
(b)('l){A), was repealed by Pub. L . 109-248, title 1. 
U29(a.), JulY 27, 2006. liO Stat. 600. 

Th.ls Act, n,farred to in 1111bseo. (i)(ll, la Pub. L. 90-247, 
Jan. 2, 11Ni8, 80 Stat. 783, known aa th11 Elementary and 
Secondary Edue&t.lon Amendments of 1967. Title IV of 
the Act, known aa the Geneta.l Ed.11C&t.lon Provlal.one 
Act, ls claaalJ'J.ed generallY to t.hJa chapter. For com­
plete classinoatlon of t.hls Act to the Coda, see Short 
Title of 1968 Amendment note set out under eectlon 8301 
of thia title and Tablllll. 

The ~her Education Act of 1965, roforred to in &ub-
880. (l)(ll, le Pob. L. 89 329, Nov. B, lll85, 79 Stat. 12lll, 
which is classUled generv.11.y to chapter 28 (§lOOl 11t 1111Q..) 
of tbJs title and part C (f2761 et 11ttQ.) of wbchapter I of 
chapter 34 or Title 42, The Public Healt.h and Welw:e. 
For complete claaalncaUon of this Act to t.he Code, see 
Short Title note set out under sect.Ion 1001 or this title 
and Tables. 

PRIOR PROVl.810N8 

A prior sectlon 4~~ of Pub. L. 00-247 wu classified to 
section 1233c of this title prior to repoa.l by Pab. L. 
1113 382. 

AMKNDMIUITS 

2010-Subllec. (bl(lXKl. Pub. L. 111-298, which directed 
that par. (1) be a.mended by adding aubpar. CK) "at the 
end", was executed by adding aubpa.r. (K) arter sllbpar. 
(Jl, to re!lect the probable intent or Congresa.. 

2002--Sabeec. (a.l(ll(B). Pub. L. \117-110, fl062(3lCA). re­
aligned ma.1'£'1na. 

Subsoc. (b)(ll. Pub, L . 107-110, f1062(3)(Cl, substituted 
"eabparagrapb (E)" for ''claueo <El" tn concluding pro­
v1a1oll3. 

Subaec. (bl(l)(J). Pub. L. 107-U0, U062C3)(B). realigned 
mamna. 

Sub&ec. (b)(7). Pub. I,. 107-110, iJ062(3)(D), real1gn.ed 
margins. 

2001-Babseo. CJ). Pub. L. 107--U added eubtleo. (j), 
2000-Sob&ec. (b)(7). Pub. L. 106--386 added par. (7l. 
l.S98--Sub&ec. (b)(ll(C). Pub. L. 1~:M.4, 1951(1), amend-

ed eubpar. (Cl generally. Prior to amendment, subpar. 
(C) l'8lld as follows: "authorized repreaent&tlvoo of (i) 
tbe Comptroller General of the United States, (U) the 
Secretar:v. or (Ill) St&te edUMt.lonal authorltiN, under 
the conditions set Iorth in pe.ragraph (3) of this sub-
11110t1on;". 

SUbaeo, Cbl(6). Pub. L. 10&-244, f951(2), designated e:a:-
1st1ng provisions aa 1ubpa.r. (A), IIQbet.ltuted "or a non­
!orclble ee:a: of!8lllle, the ilnllJ. rel!Ulte" !or "the resulte", 
eubat.ltuted "euch c.rlme or o!renee" far "such orlme" In 
two placea, and added eubpan. (B) and (C). 

Subsec. (l}. Pub. L. 105-24t, 1953, added Bllbeec. (1). 
1994-aSubsec. (a.)(l)(Bl. Pub. L. 103 382, U~U)(A)(Ul, 

a.dded aubpa.r. (Bl. J..'ormer aulJpa.r. (B) red.elllign11.ted (C). 
Subisec. (al(l)(C). Pub. L. lOS-382, Ut9(l)(A)(i), (Ui), re­

designated 11ub_par. (B) as (C) and eubstituted "subpara­
graph (D)" ror "aubpara,ira.ph (C)" in cl. (ill). Fonner 
subpar. (C) rede&IR'Il&ted {D). 

Sabsec. (a)(l)(Dl. Pub. L. 103-S82, 1249(l)(A)(i), (iv), re­
de&lgJ!ated aubpar. (C) as CD) and aabstltuted "eubpa.ra­
graph (Cl" !or "subparagraph (Bl". 

Sabaec. (a.l(2l. Pub, L. 108-$2. f2411(l)(B), 11abst1tuted 
"privacy riBbta" !or "privacy or other rights". 

Subseo. (a)(4)(Bl(U). Pub. L. l<IS-382, l26l(h)O), sub­
lltltuted 1111rn1r.olon for period at end. 

Subsee. O>l(l)(A). Pub. L. 103-382, §:M9(2)(A)(1), ln­
lW'.rted before semicolon ", Including the educa.ttonal 
Interests of tho child for whom oonsont would other­
wt10 be required". 

Subscc. (b)Cll(C). Pub. L. 103---&2. 128l(h)(2l(A), sab­
at.1tutod "or (tl1)" !or "Ctll) an adminiatrative head o! 
an education agency cu denned In sect.Ion 1221&-3(0) of 
this tltle), or (iv)". 

Sabsec. Cb)(l)(E). Pub. L. 103-382, I ffl(3)(A)(U), 
a.mended sabpa.r, (E) a,,nerally. Prior to amendment, 
aabpar. (M) rea.tl a.a folloWII: "St&te and local otticlals or 
authoritiu to whom such Information ill epecl1lcally 
required to be reportad or diaclO&ed panu.ant to State 
eta.tote ad.opted prior to November 19, 197t:". 

Subaec. (b)(l)(H). Pub. L. J.OS-382, f26l(h)(2)(ll), aub­
etltated "the Internal Revenue OOde or 1986" for "the 
Intern&l Revenue Code o! 1954", whioh !or parpoeea o! 
codlflca.tlon wa.a tra.nalated aa "title a&" thtJB reqa.irlng 
no change In text. 

Bublleo. (b)(l)(J). Pub. L . 103 -883, f2t9{2)(A)(Ul)-(v), 
added IIUIJpar. (Jl. 

sui-c. CblC2). Pub. L. 103-382, f:!i9(2)(B)(il, whJoh di­
rected amendment of matter preced1ng aubpar. (Al by 
sublltituting ", unlese-" ror the period, was executed 
by subatitutbut a comma !or the period before "un­
lesa-" to re!lect the proba.ble intent or Oo?IRl'ellS, 

Subsec. (bl(2)(Bl. Pub. L. 103-382, f2i9(2)(B)(tll, ID­
eerted "ei:cept as provided. in paragraph (l)(J)," before 
"suoh lnformatlon ••. 

Bubaec. (b)(3l . Pub. L. 103 382, f 28l(h)(2)(C), euh­
etituted "or (CJ" for "CC) an adminietratlve head of an 
eduClltion agency or (D)" and "education procram11" for 
"education pro,rnun". · 

Sabllec. (b)(4l. Pub. L. 103-382, 1249(2)(Cl, inserted at 
end "If a third party outside the edac&ttonal agoncy or 
institution permits 11C0CSS t.o lnform11otlon in violation 
of paragraph (2)(A), or !&IIJ! to deatroy information 1n 
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violation of pai-agraph (lXF}, th11 l!ducatJ.oJllll agency or 
inst.Itution shall be prohibited from permitt.ing aooe1111 
to information fl-om education record!I to that third 
party for a perlod of not le1!8 thlLil five yearB." 

Sub&e(). (c). Pub, L. 103-382, 1249(3), substituted "Not 
later than 240 da.vB alter October 20, 1994, the secretary 
ehall adopt appropriate regulations or procedlll'ee, or 
ldenti.(y e:1:lstlng regulations or procedures, which" for 
"The 8eort1tary shall adopt appropriate regulat.ions 
to". 

Sub880. (d). Pub. L. 1113-3112, 126l(h)(3), lnBerted a 
comma aJter "education". 

Sub11eo, (e). Pub. L. 1~. §249(4), lnBerted "e!!ec­
tively" be!ore "Wanna''. 

Subeeo. (!}. Pub. L. l~. 1261(h)(4). struck out", or 
an administrative head of an odnoation agency," nrter 
''The Secretary" and immtltuted "enforce this eeotion" 
for "enforce provlslons of th1B section", "In accordance 
wlth" for "a.ocordll!g to the provlslons of", a.nd "com­
ply with tbls Eectlan" for "comply with the provisions 
of this sect.Ion". 

Subsec. (g). Pub. L. 103-382, §26l(hX6), struck out "o! 
Health. Education, a.nd Welwe" a.f'ter "the Depart­
ment" and "the provisions or· arter "adjudicating v1o­
lat.lons of". 

Subseo. (h). Pub. L. 103-382, 1249(6), added subseo. (h). 
1992-Sub&eo. (a)(4Xll)(11). Pub. L. 103-326 amended al. 

(ti) generally. Prior to amendment, Dl. (if) read aa fol­
lows: "if tho peI'llonnel of a law enforcement unit do not 
have nooeBS to education records under subsection (b)Cl) 
or this section, the reoords and documents or such law 
enforcement unit which (I) e.re kept apart fi'om records 
desorfbed in subparagraph (A), (lI) are maintained sole­
ly for law enroroement purposes. and (ID) e.re not made 
available to persons other t.hall Jaw enforcement om­
olala or the same jUrfsdlotlon;". 

1990-Subsec. (b)(6). Pub. L. 101-542 added par. (6). 
1979-Subaec. (bX6). Pub. L. 96-4.6 added par, (6). 
1974 Subsec. (a)(l). Pub. L. 93 li88, 12(a)(l)(A)-(C), 

(2)(A) (C), (S), dllldgnat.ed existing par. (1) as eubplll". 
CA), 6ubstlLutlld reference to edUD&tlonal agenclet1 and 
inllt.ltutlons for reterenoe Lo ataw or looal educational 
&g11nolt111, Institutions or higher education, community 
oollegea, schoola, ll(l'enolea offering p1-esohool programs, 
nnd other educational i.nlStitntions, substituted the ire­
nerlc term education record.a for the enumerat.Ion o! 
1111ch records, and eJ:tended the right to inllpect and re­
view 11Uch reoorda to parents of children who ha.Ve been 
in attenda.noe, an.d added 1111bpars. (Bl and (C). 

Subaeo. (a)(2). Pub. L. 93-6611, 12(a)(i), aubstltuted pro­
Via1ons making the avallabWty or !Unda to edncationAl 
a,renoles and Institutions conditional on the granting 
of an opportunity for a hearing to parents of students 
who are or have been in attendance at snob institution 
or agency to challenire the contents of the student's 
ednca.tion records for provisions granting the parents 
an opportunity for BUoh hearf.ng, and inserted provi­
sions authorl.z1nr insertion into the records a written 
explanation oI thn J:1Qrent8 respecting the content or 
such records. 

Subaeo. (a)(S) to (6). Pub. L. 118-668, t2(a)(l)(G), (2)(F), 
(6), added pan. CS) to (6). 

Subaec. (b)Cl). Pub. L. 93-668, U(a)(l)(D), (ll)(D), (6), 
(6XAHC), (lOXA), In provisions preceding enbpar. (A), 
substituted "educational agency or Institution which 
b1111 a polloy of permitting tho relelUlll of eduoatlon 
rnoord!I (or pereonlllly tdentiflable Information con­
t.Qined therein other than directory information, aa de­
f1ned in paragraph (6) of anbaection (a) of th1s aeotion)" 
!or "state or local eduoatiom.1 &S'ency. any 1natitution 
o! h.tgher education, a.ny community college, a.ny 
school, B&"enoy of'Cerlng a ,Pnlll(lhool program, or any 
other eduoatlonal Institution which has e. poUoy or 
practice or permitt1Il8' the release or personally identi­
fiable records or rues (or personal 1nformat1on con­
tained therein)", in subpu. (A), substituted "edu­
cational agency, who have been detenntned by such 
agency or ln.Btitutlon to have" for "educational agency 
who have", 1n snbpar. (13). eubstitnted "t.be student 
seeks or intends to" for "the student intends to", in 

&11bl)ll,1•. (C), substituted 1-e!e.rence to "section 408(0)" !or 
retorenoe to "section 409 of this Act" which for por­
poses of cod.11lcation has been transln.tod al! "section 
122le-3(o) o! thla title", and added unbpars. (E) to (n. 

Subsec. (b)(2J. Pub. L. 93-568, §2(a)(ll(E), (2)(E), sub­
stituted "educational ll4!"8IICY or lnstltution which h&8 
n. policy or practice o! releasing, or p1·ovldlng access to. 
any personAlly ldentillable tnrorm&tfon in ed11ca.tfon 
records other than dire<lto1-y lnforma.t.Ion, or as ls per­
mitted undor J:IQragraph Cl) of this subuctfon" for 
"state or local educational IL&'ency, ILilY )ru;.tltutlon or 
higher education, any community college, any school, 
11geney o!!erlng a preschool program. or any other edu­
catlona.1 !DJ1tlt11tlon which has a policy or practice of 
furnishing, ln any form, BJlY pereona.lly ldent.10.u.ble in­
formation conte.lned 1n personal school reoords, to e.ny 
penions other than those llsted in eubseotlon (b)(l) or 
tble eeot1on". 

Bubsec. (b)(3). Pub. L. 93-668. §2(a)(8)(D), subetitutod 
"Information 1R spec1!1cally authorized by Federal law, 
any data collected by such 11ffloials shall be protected 
in a manner whlob wlll not permit the personal 1dentl­
fioat10J1 or students and their parents by other than 
those offlcl&la. and s11oh pllI'60nally identifiable data 
l5ha.ll be d811troyed when no longer needed !or Buch 
audit, evaluation, and enforcement of Federal legal re­
qntrlllllent.11" for "data I.a apeclfically authorized by 
Federal Jaw, any data collected by such offlolals with 
respect t.o lndiVidual students llhall not lncl11de tnfor­
ma.tton (tncludinir soolo.l security numbers) which 
would permit the personal 1dcntfnoat1on of such stu­
dents or their parents after the date. so obtained has 
been collected". 

Subeec. (b)(4). Pub. L. 93 568, §2(a)(9), eubt1Lit11ted pro­
\1810.ns that each eduoat1onal agency or institution 
maintain a record, kept with the education rocords of 
each student, indicatin,r individn&ls, agencies, er orga­
nizations who obtained access to the student's record 
and the legitimate fnteregt in obtaining 11uch informa­
tion, that BUoh record or 11coell8 llhall be available only 
to pa.rents, ac.bool offic1ala, and their amiistante having 
rBIIJJOJllllbllity for the custody of such recordll, and u 11 

roealUI or audltiJlg the operation of t.he syatem, for pro­
visions that with n1spect to 1JUbsecs. (c)(l), Ce)(2). and 
(c)(3) of this section, all J)er60IIS, agenclee, or organiza­
tions deslrlng acceBB t.o the records of a student shall 
be re;.1ulred Lu lillPl forlllll t.o oo kept wlt.h I.he 1-eco1uH of 
the student, but only for inllpooLlon by the parents or 
the student, indica.ting spe111floally the leglt1me.te edu­
cational or other interest of the person seeking euoh in­
Iormn.tlon, and thnt the form shnll be avo.11.a.ble to pa.r­
ents a.nd school officials havinS' rel!l)On&iblllty for 
record maintenance as a m11lllla of audltl.ng the oper­
ation of the aystem. 

Subseo. (8). Pub. L. 93-688, f2(a)(l)(F), BUbstltnted "to 
any edncatlonal ~oy or instltutlon unloBB such 
agency or institution" for ''unless the recipient of such 
fnnds". 

Subeoo. (g). Pnb. L. 93-668, f2(1l)(7), (lO)(B), etruck out 
refenmce to aectiOllS 1232c and 1232! of th1a title and hl­
zserted pruviBlonB Llui.t uoept for the oondnot of bear­
ings, none or the funo!Jona ot the Secn1te.ry under this 
section shall be carried out 1n any or the regional of­
fices of such Department. 

EFnOTIVJI DATB OJ' 2010 AMBND!aNT 

Amendment by Pub. L. 111 -296 e!feotlve Oct. 1, 2010, 
except as otherwiee epeclflcally p1-ovlded. aee section 
445 or Pub. L. lll~. aot out as a note under aootton 
1751 of Title U. The Public Ilealth and Welfare. 

EFJl'BCTIVS DATB OP' 2002 AMBNDMENT 

Amendment by Pub. L. 107-ll0 ecrectlve Jan. 8, 2002, 
except with respect to certain noncompetitive pro­
grams llnd compot1t1ve programs, 11eo section ii of Pub. 
L. 107-110, set out as an Effective Date note 11nder sec­
tion 6301 art.his title. 

EP'FBCT1VB DATB OF 1998 AME?-IDMKNT 

Amendment by Pub. L. 106-244 el!ectlve Oct. 1, 1998, 
Hoept as otherwise provided in Pub. r~. 106-244. BOO sec-
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tion 3 of Pub. L. 105-244. set out as a note under ~action 
1001 of this title. 

EYl'JWTIVE DATE OF 1992 AMENDM!i:!'IT 

Section 156S(b) of Pub. L. 102--325 proVided that: "The 
l\mendment made by this section [a.mending tble aec­
tion] sh&ll take erreot on tbe date of enactment o! this 
Act [,July 23. 1992]." 

EFYBCTIVE DATE OF 19'19 AID:HPMKN'I' 

Amendment by Pub . L. 96--46 effective Oct. 1. 1978, &1111 

section B of Pub. L. 95-46, sot ont as a note under sec­
tion 930 of thl.e title. 

EJl'FJJCTIVR DATE OF l.974 AMIDIDJOH1' 

Section 2(b) of Pub. L. 93 1168 provided that: "The 
amendmente made by subllectlon (a) [amending tbi'I 
sootlon] shall be eITeoUve, and retroaotive to, Novem­
ber 19. 1974." 

EFFBCT.IVE DATIi 

S11ctlon 513{b){l) of Pub. L. 93-380 provided that; "The 
provt111ons of this section [enacting th18 section and 
provtsloru, set out u a note under section 1221 of t.h1II 
tltle) llhall become 11!!ective ninety days alter the da.te 
u! enactment [Ang. 21, 19141 or ll8ctlon 438 [now 4441 of 
the General l'lducatlon Provtslorui Act rthi'I seotion]." 

I 1232h, Protection of pupil rights 
(a) Inspection of instructional materials by par­

ents or pardians 
All in.etruotlonaJ. materials, inolud1n1C teach­

er's manuals, rums, tapes, or ot.b.or supple­
mentary material which will be used 1n oonnec­
Lion with any survey, analysis, or evaluation as 
part or a.ny applicable program shall be avatl­
able for inspectlon by the parents or guardians 
of the children. 
(b) Limit.a on 8Ul"Vey, analysis, Ol' eyaluations 

No student sllall be required, as part of a.ny _a;p­
plicable program, to submit to a. survey, analy­
sis, or eva.lua.t1on that reveals information con­
cerning-

(1) political a.ffillil.tions or bollofs of the stu­
dent or the student's parent; 

(2) mento.l or psychological problems or the 
student or the student's family; 

(3) sex behavior or attitudes: 
(4) Ulegal, anti-social, self-1norlminating, or 

demeaning behavior; 
(5) critical a.ppralsals of other individnals 

with whom respondent.a have close famUy rela­
tionships; 

(6) legally reoogn1zed privilogod or ana.logous 
rela.tionshlps, such as those of lawyers, phys1-
uia.ns, and ministers; 

(7) religious practices, affiliations, or beliefs 
or the student or student's parent: or 

(8) income (other than that required by law 
to determine ellgtb111ty for participation in a. 
program or for receiving financial assistance 
under suoh program), 

without the prior consent of the student (lf the 
student is a.n adult or ema.ncipa,tod minor), or 1n 
the case of a.n unemanoipated minor, without 
tho prior written consent of the parent. 
(c) Development of local policies conccrnins &tu­

dent privacy, parental acc:ea to information, 
and administration of ce.rtain physical ex­
aminations to minors 

(1) Development and adoption of local pollcics 
Except as provided in subsections (a.) and (b) 

of this section, a local educational agency 

tha.t receives fllnds under a.ny applicable pro~ 
gram shall develop and adopt policies, in con­
sultation with pa.rents, regarding the follow­
ing: 

(A)(i) The right of a parent of a student to 
Inspect, upon the request or the pa.rent, a 
survey created by a third party before the 
survey ts adm1n1sterod or distributed by a 
school to a student; and 

(11) any applicable procedures for granting 
a reqnest by a. pa.rent for reasonable access 
to auoh 11urvey within a reasona.ble period of 
time after the request 1s received. 

(B) Arrangements to protect student pl'i­
vacy tha.t are provided by the a.genoy in the 
event or the a.dm1n18tration or distribution 
of a survey to a student containing one or 
more or the following items (inoluding the 
right or a pa.rent of a student to inspect, 
upon the request o! the parent, any survey 
containing one or more o! such Items): 

(i) Political a.ffllia.tion& or beliefs or the 
student or the student's parent. 

(ii) Mental or psycholog1cal problems or 
the student or the student's family. 

(111) Sex behavior 01· attitudes. 
(iv) illegal, anti-sooial, sol!-incriminat-

1.ng, or demeaning behavior. 
(v) Critical appraisals of other individ­

uels with whom respondent.a have close 
family relationships. 

(vi) Legally recognized privileged or 
analogous relationehips, such as those of 
lawyers, physicians, and ministers. 

(Vil) Religious practices, afilliations, or 
bellefs or the student or tho student's par­
ent. 

(Vili) Income (other than that required 
by law to determine ellgtb1Uty for J)&l'tioi­
pation in 11. program or for recei'Ving finan­
cial a.ssistanoe under such program). 
(C)(t) The rtght or a. parent of a student to 

inspeot, upon the request or the pa.rent, any 
in&truotional ma.tertal used as pa.rt or the 
cducatlonal curriculum !or the student; and 

(11) any applicable procedures for granting 
a request by a. parent for reasonable access 
to instructional material within a reason­
able period of time after the request is re­
coivod. 

(D) The administration of physioal exami­
nations or screenings that the school or 
agency may a.dminhlter to a student. 

(E) The collection, disclosure, or u11a of 
J)6raonal information collected .from stu­
dents for the purpose of marketing or for 
selling tha.t information (or otherwise pro­
viding tha.t information to others for. that 
purpose), including a.rrangemBDt.a to protect 
student privacy tha.t are provided by the 
agency 1n the event or such collection, dis­
olos11re, or u11e. 

(F)(1) The right or a pa.rent of a student to 
inspect, upon the request or the parent, any 
instrument used 1n the oollectton of personal 
in!orma.tion under subparagraph (E) before 
the instrument is adminbitered or distrib­
uted to a student; and 

(11) any applloablo prooudures for granting 
a request by a parent for reasonable acceBB 
to suoh instrument within a 1-oa11ona.ble pe­
riod of time a.fter the request ts received. 



Appendix C 

MEMORANDUM OF UNDERSTANDING BETWEEN __ 
AND THE KENTON COUNTY BOARD OF EDUCATION 

TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE 
KENTON COUNTY BOARD OF EDUCATION FOR THE 

AUDIT/EVALUATION OF EDUCATION PROGRAMS AND 
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 

*** *** *** *** *** *** *** *** *** *** *** *** *** 
THIS AGREEMENT is made and entered into by and between the Kenton County Board of 

Education ("KCBOE") and __________ (hereafter "Authorized Representative") and 
establishes the procedures relating to an exchange of information between the Parties. 

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and 
its duties include audit or evaluation functions of federal or state-supported education programs or 
enforcement or compliance with federal or state legal requirements that relate to those education programs 
(audit, evaluation or enforcement or compliance activity) in its role as the local education agency and in 
evaluation of education programs to identify or develop the best education practices to be used in public 
schools of Kenton County Kentucky; 

WHEREAS, the Authorized Representative is an entity performing audit or evaluation functions 
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor 
acting in the place of the KCBOE to perform the KCBOE's audit or evaluation functions offederal or state­
supported education programs or to enforce or comply with federal legal requirements that relate to those 
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state 
education agency and in evaluation of education programs, as described below; 

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy 
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et 
seq.; the Family Educational Rights and Privacy Act, 20 U.S.C. l 232(g); the Richard B. Russell National 
School Lunch Act, 42 U.S.C. 175 I et seq.; the Child Nutrition Act of 1966, 42 U.S.C. I 771 et seq.; the 
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.; 
and the Kentucky Open Records Act, KRS 6 I .820 et seq.; 

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as 
follows: 

Section 1. Designation of Authority. 

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified 
below as an "authorized representative" of the KCBOE, as defined in 34 C.F.R. 99.31 (a)(3) 
and 99.35, with respect to the provision of audit or evaluation functions of federal or state­
supported education programs or to enforce or comply with federal or state legal requirements 
that relate to those education programs (audit, evaluation or enforcement or compliance 
activity) in the KCBOE's role as the local education agency and in evaluation of education 
programs ("audit/evaluation services") and, specifically, with respect to the use of confidential 
data disclosed under this agreement. 



B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch 
eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for 
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify 
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the 
audit/evaluation services include a "need to know" this data as required by 7 C.F.R. 245.6 (t); and shall 
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing 
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement 
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOE's 
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F.R. 
245 .6 (t) and that the Authorized Representative has demonstrated a "need to know" shall be evidenced by 
the KCBOE' s agreement to enter the USDA Prototype Agreement. 

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be 
Released to the Authorized Representative and Description of Use of Data by the Authorized 
Representative. 

A. The parties acknowledge that the KCBOE is releasing confidential data including student and non­
student information to the Authorized Representative for the purposes outlined herein, and that the release 
of the KCBOE confidential data including student and non-student information to the Authorized 
Representative is necessary for the completion of the KCBOE's audit/evaluation services. The confidential 
data including student and non-student infonnation to be disclosed is described in a document attached to 
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall 
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision 
of audit/evaluation services. The Authorized Representative will use personally identifiable information 
from education records and other records in order to perfonn the audit/evaluation services described in 
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the 
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure 
and an explanation as to the need for confidential data including student and non-student information to 
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the 
KCBOE shall provide written consent, if approved, of any changes to the list of disclosed data necessary 
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services 
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be 
reduced to writing and included in Exhibit A to this agreement. 

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data 
which is the student poverty indicator for most education programs) is to be released to the Authorized 
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written 
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and 
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is 
allowed by 7 C.F.R. 245.6. A description of any data protected by 7 C.F.R 245.6 which is to be disclosed 
under this agreement shall be included in Exhibit A, Section III. Any agreed upon changes to the data 
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section 
III to this agreement. 

Section 3. The Authorized Representative and the Authorized Users' Obligations. 

A. The Authorized Representative shall not share these confidential data with anyone, except those 
employees of the Authorized Representative and the Authorized Representative' s subcontractors, 
("Authorized Users") that are directly involved and have a legitimate interest under FERPA or a "need to 
know'' (as defined in 7 C.F.R. 245.6 in the case of disclosure of free or reduced price lunch eligibility data 
which is the student poverty indicator for education programs) in the performance of the audit/evaluation 



services according to the terms of this agreement or any overarching agreement between the KC BOE and 
the Authorized Representative in which the Authorized Representative agrees to perform these 
audit/evaluation services on the KC BOE' s behalf ("Master Agreement"). 

B. The Authorized Representative shall require all Authorized Users to comply with FERPA and 
other applicable state and federal student and non-student privacy laws. The Authorized Representative 
shall require and maintain confidentiality agreements or the KCBOE's Nondisclosure Statement(s) with 
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is 
used which is different from the KCBOE's Nondisclosure Statement(s), then the terms of the Authorized 
Representative's confidentiality agreements shall contain, at a minimum, the terms and conditions of this 
agreement and a copy of the current Authorized Representative's confidentiality agreement or the 
KCBOE's Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as Exhibit B. 

C. Authorized Representative that receive Personal lnfonnation as defined by and in accordance 
with Kentucky's Personal Infonnation Security and Breach Investigation Procedures and Practices Act, 
KRS 61.93 I, et seq., (the "Act"), shall secure, protect and maintain the confidentiality of the Personal 
Information by, without limitation, complying with all requirements applicable to "non-affiliated third 
parties" set forth in the Act. 

··Personal Infonnation" is defined in accordance with KRS 61.931(6) as "an individual's first name or 
first initial and last name; personal mark; or unique biometric or genetic print or image, in combination 
with one ( 1) or more of the following data elements: 

a) An account, credit card number, or debit card number that, in combination with any required 
security code, access code or password, would pennit access to an account; 

b) A Social Security number; 

c) A taxpayer identification number that incorporates a Social Security number; 

d) A driver's license number, state identification card number or other individual identification 
number issued by an agency; 

e) A passport number or other identification number issued by the United States government; or 

f) Individually Identifiable Infonnation as defined in 45 C .F .R. sec. 160.013 ( of the Health 
Insurance Portability and Accountability Act), except for education records covered by the 
Family Education Rights and Privacy Act, as amended 20 U.S.C. sec 1232g." 

As provided in KRS 61.931 (5), a ""non-affiliated third party" means "any person or entity that 
has a contract or agreement with the Commonwealth and receives (accesses, collects or 
maintains) personal information from the Commonwealth pursuant to the contract or 
agreement." 

Contractor shall not redisclose, without written consent of the KC BOE, any "personal 
information," as defined in KRS 61-931, or any other personally identifiable information of a 
student or other persons, such as employees. 

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in 
complying with the response, mitigation, correction, investigation, and notification requirements of the 
Act. 



E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two 

(72) hours, the Kentucky Department of Education, the Commissioner of the Kentucky State Police, the 

Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or 

knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b )2 applies and the vendor abides 

by the requirements set forth in that exception. If the agency is a unit of government listed in KRS 

61.931 (1 )(b ), the vendor shall notify the Commissioner of the Department of Local Government in the 

same manner as above. If the agency is a public school district listed in KRS 6 I .931 ( I )(d), the vendor 

shall notify the Commissioner of the Department of Education in the same manner as above. If the 

agency is an educational entity listed under KRS 61.931 (I)( e ), the vendor shall notify the Council on 

Postsecondary Education in the same manner as above. Notification shall be in writing on the fonn 

developed by the Commonwealth Office of Technology and incorporated by reference into Kentucky 

Regulation 200 KAR I :0 I 5. 

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s) 
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements. 

G. The Authorized Representative hereby agrees to undertake a prompt and reasonable investigation 
of any breach as required by KRS 61.933. 

H. Upon conclusion of an investigation of a security breach of Personal Information as required by 
KRS 6 I .933, the Authorized Representative hereby agrees to an apportionment of the costs of the 
notification, investigation, and mitigation of the security breach. 

I. In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain, 
and update security and breach investigation procedures that are appropriate to the nature of the 
information disclosed, that are at least as stringent as the security and breach investigation procedures and 
practices established by the Commonwealth Office of Technology: 
http://technology.ky.gov/ciso/Pages/lnformationSecurityPolicies.StandardsandProcedures.aspx. 

J. If Authorized Representative is a cloud computing service provider (as defined in KRS 
365. 734( I )(b) as "any person or entity other than an educational institution that operates cloud computing 
services"), Authorized Representative does further agree that: 

• Authorized Representative shall not process student data for any purpose other than providing, 
improving, developing, or maintaining the integrity of its cloud computing services, unless the 
provider receives express permission from the student's parent. The Authorized Representative 
shall work with the student's school and district to determine the best method of collecting 
parental permission. KRS 365. 734 defines "process" and "student data" . 

• With a written agreement for educational research, Authorized Representative may assist an 
educational institution to conduct educational research as pennitted by the Family Education 
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec. l232g. 

• Pursuant to KRS 365. 734, Authorized Representative shall not in any case process student data to 
advertise or facilitate advertising or to create or correct an individual or household profile for any 
advertisement purposes. 

• Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process 
student data for any commercial purpose. 



K. Pursuant to KRS 365.734, Authorized Representative shall certify in writing to the agency that it 
will comply with KRS 365.734(2). 

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a 

manner that does not permit personal identification of students and their parents, and non-students by 

anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store 

all confidential data on secure data servers using current industry best practices. The Authorized 

Representative shall notify the KC BOE as soon as practicable if the Authorized Representative learns of 

any security breach to the server containing the confidential and otherwise personally identifiable data or 

of any disclosure of confidential and otherwise personally identifiable data to anyone other than the 

Authorized Representative's Authorized Users or the KCBOE officials authorized to receive confidential 

and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all 

reasonable means prescribed by the KCBOE to secure any breaches as soon as practicable. 

L. The Authorized Representative shall not redisclose the KCBOE's confidential and otherwise 
personally identifiable data to any other party without the prior consent of the parent or eligible student 
except as allowed by applicable federal and state law. 

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential 
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential 
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A 
copy of the Authorized Representative's data security policies and procedures is attached to this 
agreement as Exhibit C. 

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable 
data within forty-five (45) days after it is no longer needed to perform the audit/evaluation services 
described in this agreement, upon KCBOE's request or upon termination of this agreement, whichever 
occurs first unless agreed otherwise in writing. The Authorized Representative's description of the 
method(s) which will be used to destroy all confidential data shall be attached to this agreement as 
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the 
KCBOE within forty-five ( 45) days after the data is destroyed. 

0. The Authorized Representative shall permit the KCBOE, at the KCBOE's cost and upon written 
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative 
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized 
Representative has destroyed the data as verified. 

P. The Authorized Representative shall collect and use these confidential and otherwise personally 
identifiable data only for the purpose of helping the KC BOE perform audit/evaluation services related to 
the activities outlined in this agreement or in any Master Agreement. 

Q. The Authorized Representative shall obtain prior written approval from the KCBOE before 
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified 
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a 
Master Agreement shall be consistent with federal and state law requirements. Any confidential and 
othenvise personally identifiable data collected by the Authorized Representative under activities 
approved by the KCBOE under this section, which are not regularly collected within the scope of this 
agreement but are consistent with the activities described in this agreement, shall be subject to the terms 
and conditions of this agreement. 



R. If the Authorized Representative becomes legally compelled to disclose any confidential and 
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or 
regulation, or othenvise ), then the Authorized Representative shall use all reasonable efforts to provide 
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other 
appropriate remedy to prevent the disclosure or to ensure the KCBOE's compliance with the 
confidentiality requirements offederal or state law; provided, however, that the Authorized 
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise 
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by 
which any legally compelled disclosure is required, the Authorized Representative will only disclose that 
portion of confidential and otherwise personally identifiable data that the Authorized Representative is 
legally required to disclose. 

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. 
Department of Education, Family Policy Compliance Office's Guidance for Reasonable Methods and 
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy 
Act ("·Guidance"). The Guidance is available by clicking the following hyperlink, 
http://www2.ed.gov/policy/gen/guid/fpco/pdf/reasonablemtd agreement.pdf and made a part of this 
agreement as if stated fully herein. 

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data 
protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty 
indicator for most education programs), abide by the restrictions of disclosure and confidentiality 
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE. 

Section 4. Permission to Use Data. 

The KCBOE acknowledges that by entering this agreement it is approving, in writing, of the Authorized 
Representative's use of these confidential data within the scope of purposes outlined in this agreement. 

Section 5. Transfer Protocol. 

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper 
medium and method for the transfer of confidential data between each other. The Authorized 
Representative shall confinn the transfer of confidential data and notify the KCBOE as soon as 
practicable of any discrepancies between the actual data transferred and the data described in this 
agreement. The same protocol shall apply to any transfer of confidential data from the Authorized 
Representative to the KCBOE. 

Section 6. Breach of Data Confidentiality and Remedies. 

The Authorized Representative acknowledges that the breach of this agreement or its part may result in 
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate 
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative, 
the KCBOE, in addition to any other rights and remedies available to the KC BOE at law or in equity, may 
be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened 
breach. If the United States Department of Education's Family Policy Compliance Office determines that 
the Authorized Representative has violated paragraph 34 C.F.R. 99.3 I(a)(3), the KCBOE may not allow 
the Authorized Representative access to personally identifiable information from education records for at 
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of 7 C.F.R. 
245 .6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized 
Representative shaJI be responsible for any consequences or penalties which result from such breach. 



Section 7. Amendment and Assignability. 

The tenns and conditions of this agreement may only be amended by mutual written consent of both the 
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its 
respective rights or obligations under this agreement without the KCBOE's prior written consent. The 
rights and obligations of each party under this agreement shalJ inure to the benefit of and shall be binding 
upon each party and any respective successors and assigns. 

Section 8. Choice of Law and Forum. 

All questions as to the execution, validity, interpretation, and perfonnance of this agreement shall be 
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action 
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky. 

Section 9. Wail'er. 

The failure by one party to require pe,formance of any provision shall not affect that party's right to requil"e 
pe1fonnance at any time thereafter, nor shall a waiver of any breach or default of this agreement constitute a 
waiver of any subsequent breach or default or a waiver of the provision itself No modification, amendment, waive,­
or release of any provision of this agreement or of any right, obligation, claim or cause of action arisingfrom this 
agreement shall be valid or binding/or any purpose unless in writing and duly executed by the party against whom 
they are asserted. 

Section 10. Sel'erahility. 

Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of lmv, 
shall not affect the validity or enforceability of any other provision of this ag,-eement. 

Section 11. Authority to Enter the Agreement. 

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly 
appointed representatives, that they are legally entitled to enter into this agreement. 

Section 12. Data Custodians. 

The individuals who are the designated data custodians for the Authorized Representative with respect to 
this confidential data release and use agreement are listed in Exhibit E with their contact infonnation. 

Section 13. Term and Termination. 

The tenn of this agreement shall be the same as the term of any Master Agreement between the KC BOE 
and the Authorized Representative I for (length of time or insert a date here) unless terminated earlier by 
either party upon thirty (30) days written notice. Either party may tenninate this agreement with thirty 
(30) days written notice. 

Section 14. Effective Date of This Agreement. 

This agreement will become effective once the KCBOE and the Authorized Representative have both 
signed. 



APPROVED: 

Name Date 
Title 
Kenton County Board of Education 

Authorized Representative's Authorized Agent/ Date 
Agent's Title __ 
Agent's Name (Typed) __ 
Authorized Representative Entity's Name 



Memorandum of Understanding (MOU) 

Description of Exhibits 

To authorize the release and use of confidential data under the FERP A Audit and Evaluation 
Exception 

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the 
final MOU. Exhibits incJude: 

• Exhibit A - Specifics of data being requested 
o Section I - the initial data request that describes the audit/evaluation and data being 

requested 

o Section II- describes the need for Personally Identifiable Information (Pll) 

o Section III - required if requesting Free and Reduced Lunch information 

• Exhibit B - Authorized Representative Confidentiality Agreements (one for each data 

custodian) 

• Exhibit C -Authorized Representative data security policy 

• Exhibit D - Data destruction plan at completion of audit/evaluation 

• Exhibit E - Identification of data custodians 

Please refer to The U.S. Department of Education, Family Policy Compliance Office's Guidance 

for Reasonable Methods and Written Agreements for additional information on requirements for 

data sharing under the Family Educational Rights and Privacy Act (FERPA). 
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Exhibit A: 
Contact Information 
Research Entity Legal Name 

Primary Data Custodian Name __ ~T_i_tl_e __ _ 
Email 

Secondary Data Custodian Name __ ___,_T~it""""Ie __ _ 
Email 

Section I- to be completed by all reguestors: 

Phone 

Phone 

Purpose, Scope and Duration Use of data recefred um/er this MOU is limited to purpose am/ scope defined. 

Completely describe 
the purpose and 
scope of the 
audit/ evaluation. 

Describe how the 
results will be used. 

Duration of 
Aud it/Eva I nation 

Data Being Reg uested 

Provide specific data 
elements needed to 
complete audit/ 
evaluation 

Click here to enter text. 

Click here to enter text. 

Start Date: 

Click here to enter text. 

Years included in Audit Evaluation: 
D2014-ls D 2013-14 □2012-13 02011-12 
D2008-09 D Other: -----

End Date: 

02010-11 □2009-10 

Level of detail/aggregation: OStudent/lndividual □School □District OState 
If requesting Personally Jde11tifiahle /11formatio11 (Pl/), c/1eck St11de111//11divid11al box. For aggregate 
level select School, District, or State. 
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Please complete Section II if requesting PII tletllil. 

Section II- Complete if Personally Identifiable Information (PH) is being requested: 

Justify your request 

for 
student/individual 

level data 

Explain why 

audit/evaluation could not 

be completed by using 

aggregate-level data 

without Pl/ 

Click here to enter text. 

Special requirements.for requests.for Personally ldent[fiable Information (PII) 

• Student-Level/Individual detail from education records can only be used to meet the purpose 
or purposes of the audit/evaluation as stated in this MOU for duration as defined. 

• Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal 
identification of parents, students, individuals by anyone other than designated data custodians. 

• Authorized Representative agrees to destroy all Pllfrom education records and confidential 
data from other records. 

• If Free & Reduced Lunch Status is needed on P II data, complete Section Ill. 
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III- Complete if free or reduced -price lunch eligibility data is required for PII records. 

Prototype Agreement: 
Disclosure of Free and Reduced Price Information 

A. Purpose and Scope 
Kenton County Board of Education, KCBOE, and __ acknowledge and agree that children's free and 
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell 
National School Lunch Act (42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 (42 USC 1771 
et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is 
intended to ensure that any information disclosed by the KCBOE to the __ about children eligible for 
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and 
that the KC BOE and __ recognize that there are penalties for unauthorized disclosures of this eligibility 
information. 

B. Authority 
Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free 
and reduced price meal or free milk eligibility information to specific programs or individuals, without 
prior parent/guardian consent. Except that, the parent/guardian must be provided the opportunity to decline 
to share eligibility information prior to the disclosure for identifying children eligible for benefits under or 
enrolling children in the State Medicaid Program and the State children's health insurance program. 
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of 
children's parents/guardians must be obtained prior to the disclosure. 

The requesting agency certifies that it is currently authorized to administer the following program(s) and 
that information requested will only be used by the program(s) indicated. 

Check all 
Program Information Authorized 

that Apply 

□ Medicaid or the State children 's health insurance All eligibility infonnation unless 
program (SCHJP), administered by a State or local parents elect not to have 
agency authorized under titles XIX or XXI of the Social information disclosed. 
Security Act. 
Specify Program: 

□ State health program other than Medicaid/SCHIP, Eligibility status only; consent 
administered by a State agency or local education not required 
agency. 
Specify Program: 

□ Federal health program other than Medicaid/SCHIP No eligibility information unless 
Specify Program: parental consent is obtained. 

□ Local health program No eligibility information unless 
Specify Program: parental consent is obtained. 

□ Child Nutrition Program under the National School All eligibility information; 
Lunch Act or Child Nutrition Act consent not required. 
Specify Program: 

□ Federal education program Eligibility status only; consent 
Specify Program: not required. 

□ Stale education program administered by a State agency Eligibility status only; consent 
or local education agency not required. 
Specify Program: 
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, 
without parental consent. Parental consent must be obtained to disclose any additional eligibility 
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and 
given opportunity to elect not to have infonnation disclosed. Social security numbers may only be 
disclosed if households are given notice of the disclosure and the uses to be made of their social security 
numbers as required by Sec. 7 of the Privacy Act. 

C. Responsibilities 

Kenton County Board of Education will: 

When required, secure parents/guardians consent prior to any disclosure not authorized by the National 
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving 
agency and made available to the detennining agency; 

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity 
for parents/guardians to elect not to have infonnation disclosed; 

Disclose eligibility infonnation only to persons directly connected to the administration or enforcement of 
programs authorized access under the National School Lunch Act or regulations under the Act or to 
programs or services for which parents/guardians gave consent. 

will: 

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected 
with the administration or enforcement of the (program) and whose job responsibilities require use 
of the eligibility infonnation will have access to children's eligibility infonnation. 

Use children's free and reduced price eligibility infonnation for the following specific purpose(s): 

Describe: 

Click here to enter text. 

Inform all persons that have access to children's free and reduced price meal eligibility infonnation that the 
infonnation is confidential, that children's eligibility infonnation must only be used for purposes specified 
above, and the penalties for unauthorized disclosures. 

Protect the confidentiality of children ' s free and reduced price meal or free milk eligibility infonnation as 
follows: 
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Click here to enter text. 

Specifically describe how the infonnation will be protected from unauthorized uses and further disclosures. 

Click here to enter text. 

D. Effective Dates 

This agreement shall be effective during the dates of duration for the audit/evaluation. 

E. Penalties 

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not 
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C)) 
or regulation, any infonnation about a child's eligibility for free and reduced price meals or free milk shall 
be fined not more than a $1 ,000 or imprisonment of not more than 1 year or both. 
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F. Signatures 

The parties acknowledge that children's free and reduced price meal and free milk eligibility infonnation 
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price 
meal and free milk infonnation or further disclosure to other persons or programs is prohibited and a 
violation of Federal law which may result in civil and criminal penalties. 

Requesting Agency/Program Administrator 

Typed or Printed Name: ___________________ _ 

Title: Phone: ---------------- ----------

Signature: ____________________ Date: _________ _ 

Determining Agency Administrator 

Printed Name: ________________________ _ 

Title: _______________ Phone: _________ _ 

Signature: ____________________ Date: _________ _ 

*Any attachments will become part of this agreement. 
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Exhibit B: KENTON COUNTY BOARD OF EDUCATION 
CONTRACTOR'S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT 

Contractor 

Contractor's employee or contractor name __ _T_itl_e: __ _ 

Address _Ph~o_ne~--

1 understand that the performance of my duties as an employee or contractor, of a contractor for the 
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential 
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931 (6), or other 
federal or state law); and, that I am required to maintain the confidentiality of this information and 
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to 
the following: 

• I will not permit access to confidential information to persons not authorized by the KCBOE and 
its contractor. 

• I will maintain the confidentiality of the data or information. 
• I will not access data of persons related or known to me for personal reasons. 
• I will not reveal any individually identifiable information furnished, acquired, retrieved, or 

assembled by me or others for any purpose other than statistical purposes specified in the 
KCBOE survey, project, or proposed research. 

• I will report, immediately and within twenty-four (24) hours, any known reasonably believed 
instances of missing data, data that has been inappropriately shared, or data taken off site 

o to my immediate supervisor, Associate Commissioner, and 
o to the Division of Human Resources ifl am a KCBOE employee or 
o to the KC BOE Office for whom I perform work under the contract if I am a KC BOE 

contractor or an employee of a KCBOE contractor 
• I understand that procedures must be in place for monitoring and protecting confidential 

information. 
• 1 understand and acknowledge that FERPA-protected infonnation obtained under provisions of 

Family Educational Rights and Privacy Act of 1974 (FERPA) as a KCBOE contractor's 
employee or contractor of KC BOE is confidential information. 

• I understand that FERPA protects information in students' education records that are maintained 
by an educational agency or institution or by a party acting for the agency or institution, and 
includes, but is not limited to the student's name, the name of the student's parent or other family 
members, the address of the student or student's family, a personal identifier, such as the student's 
social security number, student number, or biometric record, other indirect identifiers, such as the 
student's date of birth, place of birth, and mother's maiden name, and other information that, alone 
or in combination, is linked or linkable to a specific student that would allow a reasonable person 
in the school community, who does not have personal knowledge of the relevant circumstances, 
to identify the student with reasonable certainty. 

• I understand that any unauthorized disclosure of confidential information is illegal as provided in 
FERPA and in the implementing of federal regulations found in 34 CFR, Part 99. The penalty 
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or 
imprisonment for not more than five years (under 18 U.S.C. 3559), or both. 

• I understand and acknowledge that children's free and reduced price meal and free milk eligibility 
infonnation or information from the family ' s application for eligibility, obtained under provisions 
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of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child 
Nutrition Act of 1966 ( 42 U .S.C. 1771 et seq.)(CNA) and the regulations implementing these 
Acts, is confidential information. 

• 1 understand that any unauthorized disclosure of confidential free and reduced price lunch 
information or information from an application for this benefit is illegal as provided in the 
Richard B. Russell National School Lunch Act ( 42 U .S.C. 1751 et seq)(NSLA) or Child Nutrition 
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, 
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than 
$1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year (under 7 C.F.R. 245.6), or 
both. 

• I understand that KRS 61.93 I also defines ''personal information" to include: 
o an individual's first name or first initial and last name; personal mark; or unique 

biometric or genetic print or image, in combination with one (I) or more of the following 
data elements: 

o An account number, credit card number, or debit card number that, in combination with 
any required security code, access code, or password, would permit access to an 
account;(b) A Social Security number; 

o A taxpayer identification number that incorporates a Social Security number; 
o A driver's license number, state identification card number, or other individual 

identification number issued by any agency; 
o A passport number or other identification number issued by the United States 

government; or 
o Individually identifiable health information as defined in 45 C.F.R. sec. 160.103, except 

for education records covered by the Family Educational Rights and Privacy Act, as 
amended, 20 U.S.C. sec. 1232g. 

• 1 understand that other federal and state privacy laws protect confidential data not otherwise 
detailed above and I acknowledge my duty to maintain confidentiality of that data as well. 

• I understand that any personal characteristics that could make the person's identity traceable, 
including membership in a group such as ethnicity or program area, are protected. 

• In addition, I understand that any data sets or output reports that 1 may generate using confidential 
data are to be protected. I will not distribute to any unauthorized person any data sets or reports 
that I have access to or may generate using confidential data. I understand that I am responsible 
for any computer transactions performed as a result of access authorized by use of sign 
on/password(s). 

Contractor's employee or contractor signature 

Contractor's authorized agent signature 
Contractor' s authorized agent name (typed) 

Date 

Date 
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Exhibit C: 

Please describe the measures you take to ensure the protection of Pll released to you. If you have a 

policy, please attach or copy/paste here as Exhibit C. 

Click here to enter text. 
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Exhibit D: 

Please use the space provided to describe the methods used to destroy all confidential data at the 

completion of your work. Please specify the date of destruction. If you have a policy that describes it can 

be attached as Exhibit D. 

Click here to enter text. 
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Exhibit E: In alphabetical order by last name, provide information for those persons designated as data 
custodians. This should include anyone with access to confidential data. A designated primary and 
secondary data custodian are required and a minimum of four is requested. Attach if more space is 
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian. 

Primary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Secondary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

All Other Data Custodians 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 



Appendix D 

Sample Security Breach Notification Letter 

Date 

Dear Recipient Name: 

We are contacting you because we have learned of a serious data security incident that occurred 

on (specific or approximate date) OR between (date, year and date, year) that involved some of 

your personal information. 

The breach involved (provide a brief general description of the breach and include how many 

records or people it may have affected). The information breached contained (customer 

names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other 

information (bank account PIN, security codes, etc.) was not released. 

We are notifying you so you can take action along with our efforts to minimize 
or eliminate potential harm. Because this is a serious incident, we strongly 
encourage you to take preventive measures now to help prevent and detect any 
misuse of your information. We have advised the three major U.S. credit 
reporting agencies about this incident and have given those agencies a general 
report, alerting them to the fact that the incident occurred, however, we have 
not notified them about the presence of your specific information in the data 
breach.* 

( Optional paragraph if offering credit protection service.**) 

To protect you we have retained (name of identity theft company), a specialist in identity theft 
protection, to provide you with_year(s) of (description of services) services, free of charge. 
You can enroll in the program by following the directions below. Please keep this letter; you 
will need the personal access code it contains in order to register for services. 

As a first preventive step, we recommend you closely monitor your financial 
accounts and, if you see any unauthorized activity, promptly contact your 
financial institution. We also suggest you submit a complaint with the Federal 
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online 
at https://www.ftccomplaintassistant.gov/ 



As a second step, you also may want to contact the three U.S. credit reporting 
agencies (Equifax, Experian and TransUnion) to obtain a free credit report 
from each by calling 1-877-322-8228 or by logging onto 
www.annualcreditreport.com. 

Even if you do not find any suspicious activity on your initial credit reports, the 
FTC recommends that you check your credit reports periodically. A victim's 
personal information is sometimes held for use or shared among a group of 
thieves at different times. Checking your credit reports periodically can help you 
spot problems and address them quickly. 

You also may want to consider placing a security freeze on your credit files. A 
freeze prevents an authorized person from using your personal identifying 
information to open new accounts or borrow money in your name. 

You will need to contact the three U.S. credit reporting agencies to place the 
security freeze. The fee is $10 for each credit reporting agency. The agencies 
may waive the fee if you can prove that identity theft has occurred. Keep in 
mind that when you place the freeze, you will not be able to borrow money, 
obtain instant credit, or get a new credit card until you temporarily lift or 
permanently remove the freeze. 

To obtain a security freeze, contact the following 

agencies: Equifax: 1-888-298-0045; web: 

www.freeze.equifax.com 
TransUnion: 1-800-680-7289; web: www.transunion.com (search for 
security freeze) Experian: 1-888-EXPERIAN; 
www.experian.com/freeze.com 

For more information, see the website for the Oregon Department of 
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and 
click on "How to Obtain a Security Freeze." 

If you have further questions or concerns, you may contact us at this special 
telephone number: 000- 000-0000. You can also check our website at 
www.ourwebsite.org for updated information. 

Sincerely, 

* Reporting to credit agencies is required only for breaches affecting 1,000 or 
more persons. 
** Not required under ORS 646A.600-646A.628. 



Determined 

□ 
□ 
□ 
□ 
□ 
□ 

D 

□ 

D 

Agency Name: 

Agency Contact: 

Appendix E 

Determined Breach Notification Form 

Section 1 
Complete and submit within 72 hours of determination or notification. 

Finance Cabinet Secretary 
Auditor of Public Accounts (APA) 
Kentucky State Police (KSP) 
Attorney General (AG) 
Commissioner of Department of Library and Archives, if breach determined 
Chief Information Officer of Commonwealth Office ofTechnology 
If Department of Local Government under KRS 61.931(1)(b) or (c) also contact: 

Commissioner of Department of Local Government 
If Public School District listed in KRS 61.931(1)(d) also contact: 

Commissioner of Kentucky Department of Education 
If Educational entity listed under KRS 61.931(1)(e) also contact: 

President of Council on Postsecondary Education 

Agency Contact Email: 

Agency Contact Phone Number: 

Date of Notification to Agencies: Time of Notification: 

Date Breach Determined: 

Section 2 

FAC-001 
Effective Data: 01/01/2015 

Complete this portion after the conclusion of the investigation regarding whether the Security Breach has resulted in or 
is likely to result in the misuse of personal information. Provide notice to agencies within 48 hours of completing 
investigation. 

Personal Information Breached: D Yes ONo 

If Yes, Explain: 

Total Number of Individuals Impacted: Date Individuals Notified: 

Type of Notices Sent Out (select all that apply and provide explanations): 

D Web Posting: D Email: 

D Local or Regional Media: D Telephone: 

D Letter: D Other: 

Did You Notify Consumer Credit Reporting Agencies? OYes ONo If Yes, Date: 

Any Other Breach Compliance Requirements Apply such as Federal? D Yes ONo 

If Yes, Explain: 

Page 1 of 2 



Third Party Breach: D Yes 0No 

If Yes, Third Party Name: 

If Third Party Involved, When Did They Notify the Agency: 

FAC-001 

Effective Oate: 01/01/2015 

If a delay then please attach the delay notification record along with supporting documentation. Was there a 
delay due to: 

D Law enforcement investigation. Reference to KRS 61.933 (3)(a) 
□ An agency determines that measures necessary to restore the reasonable integrity of the data system 

cannot be implemented within the timeframe established and will delay the breach determination. 
Delay will need to be approved in writing from the Office of the Attorney General. Reference to KRS 
61.933 (3)(b) 

D 
Section 3 

Complete and submit at the conclusion of the investigation and any notice and resolution process. 

Actions Taken to Resolve Breach: 

Actions Taken to Prevent Additional Security Breaches in Future, if any: 

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches: 

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach: 

Reference: 
KRS 61.931 to 61.934 - http://www.lrc.ky.gov/Statutes/statute.aspx?id=43575 
KRS 42.726 - http://www.lrc.ky.gov/Statutes/statute.aspx?id=43580 
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Appendix F 

Delay Notification Record 

All documentation in reference to the delay should be attached to the notification record . 

Agency Name: 

3rd Party Name, if applicable: 

Agencies are to use this form to record information: 

FAC·F002 

Effective Date: 01/01/2015 

D If a law enforcement investigation has delayed the notification process for a breach determination. 
Reference to KRS 61.933 (3)(a) 

Date Law Enforcement Notified Agency: 

Law Enforcement Agency: 

D If an agency determines that measures necessary to restore the reasonable integrity of the data 
system cannot be implemented within the timeframe established and will delay the breach 
determination. Delay will need to be approved in writing from the Office of the Attorney General. 
Reference to KRS 61.933 (3)(b) 

Date Submitted to Office of Attorney General: 

Date Approved by the Office of Attorney General: 

The agency will submit form FAC-001 as required by KRS 61.933 if law enforcement has not contacted it 
within seventy-two (72) hours of a determined breach. 
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Data Security and Breach Notification Best Practice 
Guide 

Kentucky Department of Education (KDE) 
V2.2 September 2015 

Kentucky Department of Education 

300 Sower Blvd. 

Frankfort, KY 40601 

(502) 564-2020 



Special Note: 

This guide is a living document and subject to change. Districts will be alerted to major changes, 
which could occur at any time. Otherwise, updates to this document will be available each August. 

Version Control 

Version Date Author Change Description 

2.0 4/2212015 R. Hackworth Adapted from 2006 HB 341 Data Security Study 

2.1 4/24/2015 R. Hackworth Added "version control." Added MResources" section with 
webcast archive & COT document links at end of document. 
Changed links for HBs 5 and 232 docs to highlighted versions 
used during noted webcast. 

2.2 7/20/2015 R. Hackworth Added data breach notification distribution list 

2.3 1/6/2023 R. Hackworth Links updated 



Overview 
In 2006, the Kentucky General Assembly passed House Bill 341, which mandated the Kentucky 
Department of Education (KDE) to conduct a study of the requirements for data security and a 
notification process when a data breach occurs. 

The intent of the study requested by the legislature was to provide some general guidelines and 
recommendations to KDE and school districts related to some basic measures that can be 
considered to protect and prevent the access to restricted personal information by any person that 
does not have the proper access rights, authority or the "need to know" (a.k.a., an unauthorized 
person) and to provide some considerations and protocols in regards to notifying any affected 
individual should this type of information be made available in paper or electronic form to any 
unauthorized person. 

Since that legislation, the threat and occurrence of data breaches has only increased. The House 
Bill 341 data security study has remained an effective cornerstone of guidance, and new legislation 
has added clarity, definition, and direction. But, as technology and how we use it in the schools 
has changed, so must that original guidance. This document, while incorporating the still-relevant 
guidance of the HB 341 study, will supersede it. 

One thing that has not changed, however, is KDE's role. Since the Kentucky Educational 
Technology System (KETS) began in the early 1990s, districts have possessed the authority and 
responsibility to ensure their own security, whether it be part of the network, data system or even 
paper documents on a desk. KIDS does not have the staff or desire to begin inspecting, approving, 
disapproving, or monitoring each district's reasons or detailed actions in implementing or not 
implementing suggested best practices. However KIDS staff will be a resource for any questions 
or suggestions for additions/edits a district has throughout the years in regards to the reg and the 
best practice guideline. Any district wanting anything beyond that ( e.g., an annual inspection, 
confirmation, thumbs up of their data security, a professional opinion on which data security 
recommendations should or shouldn't be implemented within their district, etc) will be pointed to 
resources outside of KDE (see "Remediation, below) that can best help them with the types of 
task/services. 

On January I, 2015, a new state law, the Personal Information Security and Breach Investigation 
Procedures and Practices Act (KRS 61.931, et seq.) went into effect. This legislation is more 
commonly known as "House Bill 5." This Act concerns the protection of personal information and 
applies to every state agency, including KDE, every public school district, and every vendor with 
which we have contracts. While this document incorporates best practice that we are all 
encouraged to follow, it also incorporates the "have to" actions from KRS 61.931, et seq. (HB 5). 

In addition to the legal requirements, this document makes recommendations based on research and 
experience (best practice). However, there is no guarantee that implementing all of the 
recommendations will remove 100% of the risk of a data breach. Each district is encouraged to 
implement the recommendations that it believes are the most helpful given its perception of risk 
and fiscal capabilities. 

This next section provides a summary of the requirements, prior to and following a suspected or 
confirmed data breach, from KRS 61.931, et seq. (HB 5). The remaining sections either provide 
more detail for these requirements or provide recommendations. 



Data Breach Act "Have to" Section 
Please be advised that this is a summary. A thorough understanding ofKRS 61.931 , et seq. (HB 5), 
along with its included definitions, will be very helpful and is recommended. 

Immediately 

• Procedures and practices to safeguard against security breaches must be implemented by 
any entity that maintains or possesses personal infonnation in accordance with applicable 
KRS and federal laws. 

• For any contracts involving personal information that are entered into or amended after 
January 1st

, 2015, specific language requiring protection of the data must be included. 

Within 72 Hours of Suspected or Confirmed Breach 
0. Send notification, via the FAC-00 I form, to the 

CommonwealthBreachNotification@ky.gov distribution list. It will be forwarded to the 
following agencies as required by KRS 61.933: 

a. Attorney General's Office 
b. Auditor of Public Accounts 
c. Finance and Administration Cabinet 
d. Kentucky State Police 
e. Kentucky Department of Library and Archives 
f. Commonwealth Office of Technology 

Please also Cc the Department of Education's Chief Information Security officer when 
sending the F AC-001 form. This will ensure the Department of Education also receives the 
form, as required. lf there is an ongoing investigation involving law enforcement which 
causes a delay of inforn1ation being disclosed, use the F AC-002 form to provide the 
notification required by KRS 61.933. 

1. Begin conducting a "reasonable and prompt" investigation to determine "whether the 
security breach has resulted in or is likely to result in the misuse of personal infom1ation." 

Within 48 Hours of Completion of the Investigation 
Notify the above staff contacts if the investigation finds that the misuse of personal infom1ation has 
occurred or is likely to occur. The length of the investigation is not set, and will vary with each 
instance. 

Within 35 Days of Suspected or Confirmed Breach 

• Notify all individuals impacted by the breach in a manner required by KRS 61.931, et seq. 
including infonnation required by the Act. If breach impacts more than 1,000 individuals, 
nationwide consumer reporting agencies must also be notified. KDE recommends notifying 
affected individuals as soon as possible and not waiting until the 35th day. 

• If the investigation determines that misuse of personal information has not occurred or is 
not likely to occur, notification of the impacted individuals is not required, but records of 
the decision and evidence must be kept. Notification of the agency contacts, above, is still 
required noting that misuse of personal information has NOT occurred. 
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Data at Risk 
Unlike the private sector or most other parts of government, a very high percentage of the data 
elements collected and used in P-12 schools are not considered confidential and are usually made 
directly accessible to any public citizen either instantly through a variety of electronic means (e.g., 
Web sites at schools, district offices, the Kentucky Department of Education and the U.S. 
Education Department) or very quickly in response to open records requests that must be provided 
in paper or e-mail form. Also, most of the data collected at the state and federal level are in 
summative form and therefore do not contain individually identifiable or confidential data. 

This means that access to the majority of the truly private P-12 data is controlled by district staff, 
who control the permissions to these areas, systems and services. Most reside physically ( e.g., on 
paper within cabinets, on electronic files inside a fileserver or workstation) within the district 
though as cloud services increase in popularity, more and more sensitive or confidential data exists 
outside of the district boundaries, though still under district control. 

There is a category of P-12 data that is considered very personal and restricted and is becoming 
more and more sought after by identity thieves - the social security numbers of students. Even 
more than the SSNs of adults, the SSNs of children are valuable because children usually do not 
engage in behavior that might result in a credit check. This means the identity thief can use or sell 
these SSNs for years before ever having any attention drawn to them. 

Most of the time, if there is an exposure of this type of restricted personal data, such as a student's 
medical records or a teacher's SSN, it happens accidentally (e.g., confidential personal data is 
printed to an unintended printer in a building, e-mailed to the wrong person or group or placed on 
an incorrect Web site). Also, the number of people who accidentally see confidential data that they 
should not be viewing tends to be limited to a small group; most of which disregard or destroy 
what they have seen because they do not realize that it is restricted personal data. 

Yet, there are times where there are intentional attempts ( e.g., a laptop or cabinet drawer containing 
paper files is stolen from a school, someone is just curious about a fellow employee's personal 
information) to access restricted personal information by unauthorized people who do not have a 
true need to know. 

Whether the exposure happens accidentally or intentionally, the same prevention steps and 
notification protocols should be considered for all restricted personal data, no matter the media 
form (i.e. paper or electronic) that that data is stored on. In fact, most organizations already have 
well-established procedures for confidential personal data that is on paper form, which also can be 
considered for the same type of restricted data that is available and stored in electronic form. 

The bottom line is that pre-emptive measures to protect and prevent the access by unauthorized 
people should be taken by each P-12 organization that controls and manages restricted personal 
information. However, if an individual's restricted personal information possibly has been seen by 
an unauthorized person, no matter how small or large the level of knowledgeable exposure, there is 
an obligation to let the affected individual know as quickly as possible that restricted personal data 
may have been compromised and disclosed to unauthorized people. lf possible, that affected 
person should be informed what specific restricted data has been exposed, how long it has been 
exposed, who it has been exposed to and how the exposure occurred. This must be done no matter 
how embarrassing this announcement may be to the organization that is responsible for that 
restricted data becoming accidentally exposed or a victim of its data system being successfully 
accessed through criminal activity. 
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The Three Major Areas of Consideration of Personal Data 
Security Management 

This study was originally conducted by Kentucky Department of Education with research derived 
from information received from Gartner, NOREX and various state departments around the nation. 
Gartner provides independent research and analysis to private and public organizations over a wide 
range of technology subjects. Norex is a consortium of public and private companies that share 
their policies, lessons learned and processes with the other association members to consider for use 
in their organizations. Finally, a large number of states already have established legislation and 
policies that we can learn from without trying to reinvent the wheel. Therefore, we considered and 
consolidated inforn1ation gathered from all these sources into a concise report that focuses on three 
major areas: 

• Protection and Prevention 

• Preparation for Notification 

• Notification 

1. Protection and Prevention 
Organizations must implement an effective incident response program that includes pre-incident 
preparation; detection and analysis; containment; mitigation and recovery; and post-incident 
activities. Proper preparation ( e.g. staff education, a healthy data diet) and awareness oflegal and 
ethical issues are crucial. 

The level of acceptable risk should be articulated, and security procedures should be balanced with 
available funding for information and data security, access and safeguards. In the event that more 
secure measures are needed, these measures should be identified for implementation and allocation 
of resources. 

The cornerstone of improving data security is basic awareness among all staff. To promote 
awareness of data security best practices, the Kentucky Department of Education's Data 
Governance team has produced a series of three short videos focused on protecting personal 
infom1ation. While everyone is welcome to view and use these videos, please keep in mind they 
were developed specifically for KDE use and may not perfectly match every district's needs. 

1. What is PII? 
2. Data Access and Sharing 
3. Was that a Data Breach? 

Additional information about data privacy and security from KDE, the U.S. Education Department, 
PT AC, and others can be found on the KDE website here . 

An organization should protect the confidentiality of personal information whether it pertains to 
customers, employees, parents or students. For both paper and electronic records, these 
components include physical, technical and administrative safeguards. Among such safeguards are 
the following recommended practices: 
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• Do the Basics - Keep and promote awareness of basic, but extremely important, security 
and privacy policies related to 

o using strong passwords or passphrases and changing them often, 
o keeping a password, PIN or passcode on all devices, including laptops, tablets and 

smartphones, 
o whenever staff depart: 

■ changing security entry codes/locks for buildings/rooms containing 
sensitive infonnation 

■ removing old or unused user accounts from all systems 
o ongoing employee training and communications. 

This should help reduce the number of incidences or magnitude of exposure of very 
sensitive data, while at the same time increasing the speed of proper notification and 
protocol should this exposure occur. 

• Keep Accurate and Updated Data Inventories - Inventory all of your records systems 
(e.g. , electronic and paper storage media) to identify those containing any type of personal 
information. This will help you decide what level of protection is necessary for each 
system, and what priority it has in your educational processes. 

• Have a Healthy Data Diet - Collect the minimum amount of personal infonnation 
necessary to accomplish your educational purposes, and retain it for the minimum time 
necessary. 

• Classify Data - Classify infonnation in each paper and electronic records system 
according to sensitivity and the level of risk if that infom1ation was accidentally or 
intentionally accessed by anyone without a need to know. A simple rule of thumb that can 
be used to quickly identify the data that has the highest levels of sensitivity and 
confidentiality in an organization would be to reflect on whether the data could be posted 
on a public website or viewed by anyone making an open records request. 

• Intruder Detection - Use appropriate physical and technological safeguards, such as 
video surveillance or alam1s on buildings or rooms, to protect personal infom1ation, 
particularly higher-risk information, in paper as well as electronic records. 

• Vendor Management - Require service providers and educational partners who handle 
personal infom1ation on behalf of your organization to follow your security policies and 
procedures as well as state and federal laws (such as HBs 5, 232 and COPPA). KDE has 
developed the following verbiage, which, if used by any district, must be customized, for 
inclusion in contracts: 

o DRAFT RFP Attachment - Data Security and Breach Protocols 
o DRAFT RFP Attachment - FERPA and Affidavit of Non-Disclosure 

• Encryption - Wherever it makes sense, such as devices used to host or access high-risk 
information, use data encryption in combination with host protection and access control. 
Pay particular attention to protecting higher-risk personal information on laptops and other 
portable computers and mobile storage devices ( e.g. smartphones, CDs, thumb drives). 

• Records Retention - Dispose of records and equipment containing personal information in 
a secure manner. 

• Document Your Security - Have a security plan and review it at least annually or 
whenever there is a material change in educational practices, delivery mechanism, where 
the data is stored and how it accessed that may reasonably implicate the security of 
sensitive personal information. 
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2. Preparation for Notification of Affected Individuals 
• Leading the Charge - Designate an individual, such as the CIO, as responsible for 

coordinating your internal investigation and notification procedures for the paper and 
electronic restricted personal data for which you are responsible. 

• Data Breach Policy - Outline investigation and notification procedures to be followed if 
the school district detennines or is notified of a security breach of personal information, 
including notice to the individual whose personal information was breached or to the 
parents of an individual under eighteen ( 18) years of age whose personal information was 
breached, documentation of the event, and a process for the parents or individual to request 
a debriefing session regarding the breach. 

o Consider suggestions from law enforcement with expertise in investigating crimes 
that use technology (e.g., hackers breaking into fileservers) and nontechnology 
(e.g., burglars breaking into buildings) means for intentionally accessing 
unauthorized restricted personal infomiation for inclusion in your incident 
response plan. 

o Consider suggestions from your legal staff during planning. They have the 
greatest knowledge and expertise on what data does and does not meet the 
requirements of the open records law. This means they can be very valuable in 
helping you identify the most restricted personal data in your organization. They 
also can help you craft the wording for your written or verbal notifications that 
must be provided when an exposure occurs. They can point you to the most 
appropriate law enforcement official to contact should criminal activity be the 
reason the data became exposed or if the exposed data is possibly being used for 
criminal purposes (e.g., identity theft, fraud). 

o Adopt written procedures, in accordance with data breach legislation, for 
notification of individuals whose unencrypted notice-triggering personal 
information have been, or are reasonably believed to have been, acquired by an 
unauthorized person. Notification can take many forms that include a face-to-face 
meeting, a phone call, posting on a Web site or sending a paper notice to each 
affected person's home. The number of people that need to be contacted will 
usually influence the form of notification that is chosen and how quickly each 
person can be reasonably notified 

• Training - Regularly train employees, including all new, temporary and contract 
employees, in their roles and responsibilities in your data breach policy/incident response 
plan. It is also important to make sure everyone is familiar with key tem1s such as 
"confidential," "PII," and what, exactly, defines a breach. 

• Remediation - In addition to the notification of state agencies, each district, just like KDE, 
is expected to be able to remediate the issue which allowed the breach to occur. Plan for 
and use measures to contain, control and correct any security incident that may involve 
higher-risk personal information. Multiple options are available. 

o Many IT auditing finns can offer forensic/recovery/notification services in 
addition to pre-incident vulnerability auditing for potential weaknesses. Districts 
are encouraged to inquire with their existing auditors for these services. 

o Check the transparency.ky.gov for the current state contract holder for security 
services, including vulnerability assessment and forensic investigations. 

o The Commonwealth Office of Technology also offers various security services 
available to all state agencies and public-school districts. 
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o The United States Cybcrsecurity & Infrastructure Security Agency (CJSA) offers a 
free or facilitated Cyber Resilience Review "to evaluate an organization's 
operational resilience and cybersecurity practices." 

• Whom to Call - Identify appropriate law enforcement contacts to notify on security 
incidents that may involve illegal activities. Keep important numbers handy. 

• Documentation - As soon as a potential breach occurs, it is important to document the 
issues found and response actions taken on an incident. 

Reflect and Review - Review your incident response plan at least annually or whenever there is a 
significant change in your educational practices or how the data can be accessed electronically or in 
paper form. It is also important, after a security incident, to reflect on what worked well, and 
perhaps not so well, and then make changes to your process. 

3. Notification 
As of January l st, 2015, Kentucky began to require notification of suspected or confirmed data 
breaches. With the passage of KRS 61.93 I, ET SEQ. (HB 5), Kentucky public agencies and public 
schools are required to notify both the individual victims of a breach and various state officials. 

House Bill 5 addresses the safety and security of personal information held by public agencies and 
requires public agencies and nonaffiliated third parties to implement, maintain, and update security 
procedures and practices, including taking any appropriate corrective action to safeguard against 
security breaches. 

• House Bill 5 document with Highlighting 

House Bill 232 has two sections. Section l requires consumer notification when a private party 
data breach reveals personally identifiable infom1ation. Section 2 requires cloud computing service 
providers contracting with educational institutions to maintain security of student data. 

• House Bill 232 document with Highlighting 

In addition to this legislation, districts are encouraged to review the following links, which provide 
helpful information regarding contractual arrangements with cloud service providers: 

• Gartner insights: 3 important questions to ask your potential cloud provider 

• Infoworld - Gartner: Seven cloud-computing security risks 

• Gartner: Cloud Exit Strategies 

Required Data Breach Notification Forms 

As noted in House Bill 5, the following forms, developed by the Commonwealth Office of 
Technology, are to be used to notify all required agencies in the event of a breach or a suspected 
breach of data. 

• Data Breach Notification Form FAC-001 
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• Delay of Notification Form FAC-002 

The purpose of notifying individuals of such incidents is to enable them to take actions to protect 
themselves against, or mitigate the damage from, identity theft or other possible hann. To ensure 
giving timely and helpful notice to affected individuals, the following practices are required by 
Kentucky's data breach legislation: 

Contents of Notification 

I. To the extent possible, a description of the categories of information that were subject 
to the security breach, including the elements of personal information that were or 
were believed to be acquired; 

2. Contact information for the notifying agency, including the address, telephone number, 
and toll-free number if a toll-free number is maintained; 

3. A description of the general acts of the agency, excluding disclosure of defenses used 
for the protection of information, to protect the personal information from further 
security breach; and 

4. The toll-free numbers, addresses, and Web site addresses, along with a statement that 
the individual can obtain information from the following sources about steps the 
individual may take to avoid identity theft, for: 

o The major consumer credit reporting agencies; 
o The Federal Trade Commission; and 
o The Office of the Kentucky Attorney General. 

Timing of Notification 

• According to the data breach legislation passed in 2014 and that went into effect 
January I st, 2015, each agency and public school has a total of 35 days from the time 
of their formal notification of agency contacts to "notify all individuals impacted by 
the security breach." Details about the type of notification, which can impact the cost, 
can be found in the legislation. 

Contact Law Enforcement 

• If your assessment leads you to reasonably believe that an unauthorized person through 
criminal activity versus by accident acquired restricted personal infonnation, then a 
notification to law enforcement, such that would begin an investigation, should occur 
as well. This is over and above the notification required by KRS 61.931, ET SEQ. (HB 
5). 

Cost Considerations When Implementing Personal Data 
Security 
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Please note that none of the other states and private organizations identify the total cost to fully 
implement all three major areas mentioned above. But if cost was mentioned, it was a cap amount 
that had to be spent in notifying people of a potential compromise of their personal data. A cap is 
something that should be considered by the department and school districts . 

KDE and every public school district will need to weigh the risk of a data security breach versus 
the cost to implement these recommendations. Some of the suggested items listed under Protection 
and Prevention can be very expensive to implement ( e.g., encryption, intrusion detection systems), 
so some owners of data systems will implement these, and others will take their chances and will 
do the best they can with the methods they are now using. This will cause the costs to fully 
implement all the recommendations mentioned above to fluctuate greatly between all the different 
paper and electronic data systems in school districts and KDE. This makes it very difficult to 
estimate overall cost to implement statewide at this time. It is, however, fair to ask each 
organization to prepare for and implement these three major areas the best they can, while at the 
same time placing a cap on what must be spent toward actual notification. 

Additional Resources 

April 23, 2015 HBS Kentucky K-12 Data Breach Webcast Archive - Direct link 

April 23, 2015 HB5 Kentucky K-12 Data Breach Webcast Archive - Short link 

Additional Commonwealth Office of Technology Resources 
COT has the following enterprise policies in place that may assist meeting requirements for KRS 
61.931. et seg. (HB 5) for "Reasonable security and breach investigation procedures and 
practices . .. " Districts are encouraged to review these documents and use them as examples, but 
customization will be required . These documents are written for COT and agencies in the 
Executive Cabinet of state government. Several of the processes within, such as contacting the 
Commonwealth Service Desk after an incident, will not be applicable for school districts. 

• CIO-090 - Information Security Incident Response Policy 
Identifies the necessity and procedures for agencies and COT to identify and notify 
appropriate personnel when a security incident occurs. 

• CIO-091 - Enterprise Information Security Program 
Aligns the Commonwealth's Enterprise Infom1ation Security Program with the security 
framework of the current National Institute of Security Standards (NI ST) Special 
Publication 800-53. 

• CIO-092 - Media Protection Policy 
Ensures proper provisions are in place to protect infonnation stored on media, both 
digital and non-digital, throughout the media's useful life until its sanitization or 
destruction. 
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