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Commonwealth of Kentucky
CONTRACT

CONTRACT INFORMATION

DOC ID Number: PON3 736 2600000101

  Effective Date: 07/01/2026 Record Date:  
Expiration Date: 06/30/2028 Procurement Folder: 1869022

Document Description: Summer Electronic Benefits School Payment 
C6487

Procurement Type: Memorandum of Agreement

Cited Authority: Memorandum of Agreement Version Number: 1

CONTACT INFORMATION

ISSUER:
Jessica Crutcher
 
Jessicab.Crutcher@Ky.Gov

 
VENDOR INFORMATION
Name /Address: Contact:

KY0000077: RUSSELLVILLE INDEPENDENT SCHOOL DISTRICT Macy Epley
 270-726-8405 EXT: 1005
355 S SUMMER macy.epley@russellville.kyschools.us
 

RUSSELLVILLE  KY  42276

KY0035892: SCIENCE HILL INDEPENDENT SCHOOL DISTRICT JAMIE TILLEY
 606-423-3341  
6007 N HWY 27 jamey.tilley@sciencehill.kyschools.us
 

SCIENCE HILL  KY  42553

KY0035640: SCOTT COUNTY BOARD OF EDUCATION MITZI MARSHALL
DBA: FOOD SERVICES 502-863-3663  
2168 FRANKFORT PK MITZI.MARSHALL@SCOTT.KYSCHOOLS.US
PO BOX 578

GEORGETOWN  KY  40324

KY0035331: SHELBY COUNTY BOARD OF EDUCATION Tracy Cannon
 502-633-2375  
1155 WEST MAIN STREET tracy.cannon@shelby.kyschools.us
 

SHELBYVILLE  KY  40065

KY0000079: SIMPSON COUNTY BOARD OF EDUCATION AMANDA Spears
 270-586-8877  
430 SOUTH COLLEGE ST AMANDA.Spears@SIMPSON.KYSCHOOLS.US
 

FRANKLIN  KY  42134

KY0000080: SOMERSET INDEPENDENT SCHOOL DISTRICT TRACY MCCRYSTAL
 606-679-4451  
305 COLLEGE ST TRACY.MCCRYSTAL@SOMERSET.KYSCHOOLS.US
 

SOMERSET  KY  42501
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KY0000081: SOUTHGATE INDEPENDENT SCHOOL DISTRICT Anthony Hughey
 8594916565  
6 WILLIAM BLATT AVE anthony.hughey1@southgate.kyschools.us
 

SOUTHGATE  KY  41071

KY0035621: SPENCER COUNTY BOARD OF EDUCATION Gwen Shouse
 502-477-3250  
110 REASOR AVENUE gwen.shouse@spencer.kyschools.us
 

TAYLORSVILLE  KY  40071

KY0041977: TAYLOR COUNTY BOARD OF EDUCATION JON HALL
DBA: FOOD SERVICE PAYMENTS 2704655371  
1209 EAST BRAODWAY JON.HALL@TAYLOR.KYSCHOOLS.US
 

CAMPBELLSVILLE  KY  42718

KY0035888: TODD COUNTY BOARD OF EDUCATION Keylie Fears
 270-265-2436 EXT: 1111
205 AIRPORT ROAD keylie.fears@todd.kyschools.us
 

ELKTON  KY  42220

KY0035631: TRIGG COUNTY BOARD OF EDUCATION HOLLY GREENE
 270-522-2723  
202 MAIN STREET HOLLY.GREENE@TRIGG.KYSCHOOLS.US
 

CADIZ  KY  42211

KY0035297: TRIMBLE COUNTY BOARD OF EDUCATION Kristen Wilcoxson
 502-255-3201  
116 WENTWORTH AVE kristen.wilcoxson@TRIMBLE.KYSCHOOLS.US
 

BEDFORD  KY  40006

KY0000083: UNION COUNTY BOARD OF EDUCATION AMY  MORRIS
 270-389-1694  
4500 US Hwy 60W AMY.MORRIS@UNION.KYSCHOOLS.US
 

MORGANFIELD  KY  42437

KY0004788: Walton-Verona Board of Education KEVIN RYAN
DBA: Food Service Payments Only 859-485-4181  
16 SCHOOL RD kevin.ryan@wv.kyschools.us
 

WALTON  KY  41094

KY0035644: WARREN COUNTY BOARD OF EDUCATION Kathy Phelps
DBA: FOOD SERVICE 270-781-5150  
303 Lovers Lane Kathy.Phelps@Warren.kyschools.us
 

Bowling Green  KY  42103

KY0035617: WASHINGTON COUNTY BOARD OF EDUCATION JUDY SPALDING
 859-336-5470  
120 MACKVILLE HILL JUDY.SPALDING@WASHINGTON.KYSCHOOLS.US
 

SPRINGFIELD  KY  40069

KY0035295: WAYNE COUNTY BOARD OF EDUCATION Stephanie Neal
 606-348-8484  
150 Cardinal Way stefanie.neal@WAYNE.KYSCHOOLS.US
 

Monticello  KY  42633
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KY0035304: WEBSTER COUNTY BOARD OF EDUCATION BRANDI BURNETT
 502-639-5083  
28 STATE ROUTE 1340 BRANDI.BURNETT@WEBSTER.KYSCHOOLS.US
 

DIXON  KY  42409

KY0035335: WHITLEY COUNTY BOARD OF EDUCATION Amy Brown
 606-549-7000 EXT: 2071
300 MAIN STREET amy.brown@whitley.kyschools.us
 

WILLIAMSBURG  KY  40769

KY0000086: WILLIAMSBURG INDEPENDENT SCHOOL DISTRICT Dalton Sizemore
 6065496044 EXT: 1117
1000 MAIN ST Dalton.Sizemore@wburg.kyschools.us
 

WILLIAMSBURG  KY  40769

KY0035334: WILLIAMSTOWN BOARD OF EDUCATION Dean Faulkner
 859-824-7144 EXT: 115
300 HELTON STREET dean.faulkner@williamstown.kyschools.us
 

WILLIAMSTOWN  KY  41097

KY0000087: WOLFE COUNTY BOARD OF EDUCATION RENEE LAWSON
 606-668-8002  
PO BOX 160 RENEE.LAWSON@WOLFE.KYSCHOOLS.US
 

CAMPTON  KY  41301

KY0035310: WOODFORD COUNTY BOARD OF EDUCATION Shane Smith
 859-879-4600 EXT: 2114
180 Frankfort St shane.smith@woodford.kyschools.us
 

VERSAILLES  KY  40383

COMMODITY / SERVICE INFORMATION

Line Quantity UOM Unit Price Service Amount Service From Service To Line Total
1 0.00000  $0.000000 $138,000.00 07/01/2026 06/30/2028 $138,000.00

FY 27 Summer Electronic Benefit Transfer Payment

Extended Description:
The Consolidated Appropriations Act, 2023 (P.L. 117-328) authorized a permanent, nationwide Summer Electronic Benefit Transfer (Summer EBT) Program 
beginning in 2024. Funding for Summer EBT administrative grants is provided through the annual appropriations process. The Kentucky Cabinet for Health and 
Family Services serves as Kentuckys Summer EBT agency and is responsible for implementing and operating the program.

Agency Contact:
Kim Pass
kim.pass@ky.gov
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Memorandum of Agreement Terms and Conditions

Regular (Government/Quasi-Governmental) (PON3)

This Memorandum of Agreement (MOA) is issued by the Commonwealth of Kentucky, Cabinet for Health and
Family Services, Division of Procurement and Grant Oversight, on behalf of the Department for Community Based
Services (“the Commonwealth”) and Multiple Providers (“the Contractor”). The initial MOA is effective from
07/01/2026 through 06/30/2028.

SECTION 1 – ADMINISTRATIVE OVERVIEW

1.00   Purpose and Background

The Consolidated Appropriations Act, 2023 (P.L 117-328) (the Act) authorized a permanent, nationwide Summer
Electronic Benefit Transfer (SEBT) Program beginning in 2024. Funding for FY 2025 Summer EBT Administrative
Grants is provided through the annual appropriations process. Under this authority, the Kentucky Cabinet for Health
and Family Services, as Kentucky’s Summer EBT Agency, will be provided with an administrative grant award to
cover 50 percent of the expenses incurred for summer EBT implementation and operation.

1.01 Terminology

For this Contract, the following terms may be used interchangeably:

Vendor: Contractor, Offeror, The Second Party, Proposer

Issuer of Contract: Buyer

Commonwealth of Kentucky: Commonwealth, State

Cabinet for Health and Family Services: Cabinet, the Department, the Agency, CHFS

Fiscal Year: July 1 through June 30

Biennium: July 1 of each even-numbered year through June 30 of the next even-numbered year.

SECTION 2 – SCOPE OF SERVICES

2.00   Services Required

A. Collaborate with the Department for Community Based Services (DCBS) to provide monthly enrollment data
necessary to administer and implement the SEBT Plan that has been approved by the Food and Nutrition Services
(FNS). Data includes, but is not limited to:

1. Personally identifiable information for all students

a. Student Name

b. Date of Birth

c. Mailing Address

d. School District Number

e. School Number

f. Parent/Guardian Name

g. SSID (if applicable)

2.01 Deliverables

The Kentucky School Administrators agree to collaborate with DCBS and provide services required to administer
and implement SEBT per the SEBT Plan.

2.02 Reporting Requirements

The Kentucky School Administrators agree to provide reports upon request per SEBT Plan.

Kentucky School Administrators must submit an invoice for the current school year by August 15, 2026, to receive
payment. Invoices received after August 15, 2026, will not be paid.

2.03 Subcontractors

The Contractor may not subcontract with any other party to perform any of the Contractor’s obligations under this
Contract.
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2.04 CHFS/Department for Community Based Services Responsibilities

The Cabinet for Health and Family Services (CHFS) is responsible for the following:

1. Collaborate with Kentucky School Administrators to provide services required to administer and implement
SEBT per the SEBT Plan.

2. CHFS will perform data validation tests to ensure all data sets are complete, correctly formatted, deduplicated (if
unduplicated), and matched against the Integrated Eligibility and Enrollment System (IEES) to identify household
matches.

3. IEES will check all SEBT issuance records for current program participation prior to creating new SEBT issuance
records during the program period. If IEES finds a current SEBT issuance for a child, the newest request will be
denied, preventing any child from receiving duplicate SEBT benefits.

2.05 Monitoring Requirements

KY School Administrators acknowledge and agree that DCBS staff may monitor this Contract for fiscal and
programmatic compliance.

2.06 Related Documents and Materials Incorporated by Reference

Appendix “A” SEBT Plan

Appendix “B” Fully executed Data Sharing Agreement

SECTION 3 – PRICING/INVOICING

Payment is conditioned upon receipt of appropriate, accurate, and timely invoices. Invoices for payment shall be
submitted electronically to CHFSPayablesBranch@ky.gov. Invoices must be submitted no later than thirty (30)
calendar days after the end of the school operational period (May 31st). The invoice must include a minimum:

The invoice must include at a minimum:

1. Vendor's name and address.

2. Document number that invoice(s) are using for funding.

3. Clearly listed dates of service (from and to).

4. Date of Invoice (date invoice is prepared).

5. Total amount due for the current billing cycle.

6. Cumulative total for all invoices to date.

7. Detailed description of services provided.

Invoices that do not contain the above requirements will be rejected and returned to the Contractor for re-invoicing.

SECTION 4 – INSURANCE REQUIREMENTS
 
** Proof of all required insurances should be provided prior to award.**
 
A Certificate of Insurance (COI) on an ACORD form is required unless approved by the Commonwealth’s Office of
the Controller.
 
A. Required Coverage

The awarded vendor(s) shall be responsible for maintaining, and not reducing, the following insurance
coverages, types, and limits of liability. Further awarded vendor shall be able to produce evidence of insurance
in compliance with part C of this section through the entire contract:

 
Commercial General Liability Insurance in accordance with minimum limits of liability of $1,000,000.00 per
occurrence, $2,000,000.00 aggregate. The Commonwealth, in the Request for Solicitation, may require higher
limits depending on the type of solicitation.

 
B.   Additional Types of Insurance

(*The Commonwealth reserves the right to require higher coverage amounts if needed based on the type of
contract and associated risk)
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1. Automobile Liability Insurance (If Applicable)

Automobile Liability Insurance is required for delivery, onsite training, services or events in all situations
where the Contractor must drive to any property where Commonwealth operations occur. With regard
to delivery, if the items requested in this solicitation will be delivered by the awarded Contractor or
Subcontractor, proof of Automobile Liability Insurance must be provided prior to award.   If items will
be delivered by common courier (USPS, FedEx, UPS, Old Dominion Freight Line, etc.), this requirement
does not apply.

The Contractor or Subcontractor must provide a certificate of insurance coverage for any vehicle
used in performance of this contract, whether owned, non-owned, or hired, or other vehicles utilized
by the Contractor or Subcontractor. Said policy of insurance to have a minimum coverage limit of
$1,000,000.00 per occurrence combined single limit for bodily injury, including death, and property
damage.

This requirement does not apply if the Contractor does not own, lease, or hire any automobiles to be used
in connection with performance under any Contract resulting from this Solicitation.

2. Professional Liability Insurance (If Applicable)

Professional Liability (Error & Omissions) Insurance shall be required for all professional services
performed by licensed or certificated individuals or individuals working on behalf of licensed or
certificated individuals. The required Professional Liability Insurance shall have a minimum limit of
liability of $1,000,000.00 per claim for damages arising out of negligent acts, errors, and/or omissions in
the performance of services.

C.   Evidence of Insurance Coverage

The successful bidder shall provide evidence of insurance coverage as required. Failure to do so shall
constitute a material breach of this Contract and may result in immediate cancellation of the Contract.

For all required insurance coverages, during the course of the Contract, the awarded vendor shall not be self-
insured or utilize a Captive Insurer or a fronting policy that shifts risk back to the awarded vendor without
prior written approval by the Office of the Controller of the Commonwealth.

Further, the awarded vendor shall not utilize an insurer or similar entity not in good standing with the
Insurance Commissioner to fulfill the insurance requirements of the contract without prior written approval by
the Office of the Controller of the Commonwealth. 

Such approvals may require additional financial review, proof of funds, or bonding requirements sufficient
for the risk associated with the services covered by the Contract, and approval or rejection is within the sole
discretion of the Commonwealth’s Office of the Controller.

Contractor shall furnish the Certificate of Insurance prior to award and shall, upon request of the
Commonwealth at any time during the contract term, provide a current, valid Certificate of Insurance.

Contractor and/or its insurer shall provide immediate notice of nonrenewal or cancellation of coverage during
the course of the Contract.

All Certificates of Insurance must be signed by an authorized representative of the insurance agency, shall be
in compliance with the laws of the Commonwealth of Kentucky, and shall be placed with a licensed resident
or non-resident agent who represents insurance companies authorized to do business in Kentucky. The insurer
shall have an AM Best rating of B+ or higher. Visit www.ambest.com for verification. Failure to meet this
requirement may result in the bid being deemed non-responsive. A list of authorized companies can be found
at https://insurance.ky.gov/ppc/Company/Default.aspx.

The certificate holder shall be listed as:

Cabinet for Health and Family Services
275 E. Main Street 4E-C
Frankfort, KY 40601
Attn: Jessica Crutcher

Endorsement of Additional Insured. Certificate of Insurance must contain the following language in the
Description of Operations box:

“The Commonwealth and its agents are Additional Insureds for the contract resulting from the solicitation.
Additional insured protection afforded is on a primary and non-contributory basis.”

A copy of the Endorsement of Additional Insured must be submitted with the Certificate of Insurance.
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D. Subcontractors

If the contract allows for Subcontractors and utilizes Subcontractors, prior to the commencement of any work
by a Subcontractor.

1. The primary Contractor’s Certificate of Insurance must identify coverage that meets or exceeds the
insurance requirements defined in this contract and that covers Subcontractor and its work in support
of the Contract or the Subcontractor must submit and maintain a Certificate of Insurance that also
meets or exceeds the insurance requirements of the Primary Contractor defined in this contract, with an
Additional Insured Endorsement.

2. Procuring Agency reserves the right to request copies of all Subcontractor’s Certificate(s) of Insurance at
any time.

E. Maintenance of Insurance
During this Contract, the Contractor shall maintain and shall require any Subcontractor to maintain their
directors and officers liability insurance, Workers’ Compensation insurance, employer liability insurance,
and such other liability insurance as reasonably necessary in the Contractor's business judgment to provide
adequate coverage against losses and liabilities attributable to the acts or omissions of the Contractor and
the Subcontractor(s) in the performance of this Contract. The Contractor shall provide and shall require any
Subcontractor to provide evidence of such coverage upon request.

If the Contractor and any Subcontractor are not self-insured, each shall name CHFS as an additional insured
on any policy of coverage, except the Workers’ Compensation and any reinsurance. The Contractor and any
Subcontractor shall provide proof of coverage within five (5) business days of coverage upon request.

CHFS shall not be responsible for any premiums or assessments on policy(ies) held by the Contractor or
any subcontractor under this Contract. CHFS may, at its sole discretion, pay one or more premiums, if doing
so would be in the Cabinet’s best interest. Should CHFS exercise this option, the Contractor shall fully
reimburse CHFS, either directly or by an offset against future payments.

The Certificate of Insurance for any policy other than self-insurance or any reinsurance must require that
the insurer cannot cancel the coverage without thirty (30) days prior written notice to CHFS. The Contractor
shall notify CHFS within five (5) business days of any cancellation or interruption of the Contractor’s or
Subcontractor’s insurance coverage. In any subcontract, the Contractor shall require that any Subcontractor
also provide such notice to the Contractor and CHFS. Any insurance must remain in effect at all times during
this Contract. If any insurance coverage expires during this Contract, the Contractor and any Subcontractor
shall provide a new Certificate of Insurance evidencing coverage for not less than the remainder of the
Contract at least thirty (30) calendar days prior to the expiration date.

SECTION 5 – CHFS GENERAL TERMS AND CONDITIONS

Incorporated by Reference
Finance & Administration Cabinet Policy FAP 110-10-00
Memorandum of Agreement

5.00   Memorandum of Agreement Standard Terms and Conditions

5.00.01 Order of Precedence

In the event of any conflict or ambiguity between the provisions in the Agreement or any attached documents, the
order of precedence shall be:

1. Procurement statutes, regulations, and policies;

2. This written Agreement; and

3. Any attachments, schedules, exhibits, or appendices to this Agreement.

5.00.02 Changes and Modifications to the Contract

Pursuant to 200 KAR 5:311, no modification or change of any provision in the Contract shall be made, or
construed to have been made, unless such modification is mutually agreed to in writing by the Contractor and
the Commonwealth, and incorporated as a written amendment by the Cabinet prior to the effective date of
such modification or change. Modification shall be subject to prior approval from the Secretary of the Finance
and Administration Cabinet, or authorized designee, and the LRC Government Contract Review Committee.
Memoranda of Understanding, written clarification, and/or correspondence shall not be construed as amendments to
the Contract.

If the Contractor believes contract modification is necessary, it shall promptly report such matters to the Issuer
identified on page 1 for consideration and decision.
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5.01   General Provisions

5.01.01 Headings

The section headings in this Contract are for reference and convenience only and shall not have any effect on the
construction or legal effect of this Contract.

5.01.02 Notices

This Contract shall be binding upon and inure to the benefit of the respective legal successors of the Parties. Neither
this Contract nor any rights or obligations may be assigned, in whole or in part, without the prior written consent of
CHFS, Division of Procurement and Grant Oversight, and the Finance and Administration Cabinet.

5.01.03 No Required Use of Contract

This Contract does not guarantee any minimum use of services. The Cabinet reserves the right to leave all, or
any portion, of the contract unused. The Cabinet may establish or award other contracts for additional or related
work, services, supplies, or commodities, and the Contractor shall fully cooperate with any such other contractors
and Commonwealth employees. The Contractor shall not commit or permit any act that will interfere with the
performance of work by any other contractor or by Commonwealth employees.

5.01.04 Severability

If any part of this Contract is held by a court of competent jurisdiction to be illegal or in conflict with any law of the
Commonwealth or the United States of America, the validity of the remaining parts shall not be affected, and the
rights and obligations of the Parties shall be construed and enforced as if the Contract did not contain the particular
part held to be invalid, if the remainder of the Contract is capable of performance.

5.01.05 Indemnification

The Contractor shall indemnify and hold harmless CHFS and its agents, representatives, officers, directors,
employees, insurers, successors, and assigns from and against any and all expenses, costs (including attorneys’
fees), causes of action, liabilities, losses, and/or damages suffered or incurred that results from or arises out of
(a) the Contractor’s performance under the terms of this Contract; (b) the Contractor’s or any of its employees’
or subcontractor’s negligent acts, omissions, intentional misconduct, or any dishonest, fraudulent, or criminal,
acts, errors, or omissions; (c) the policies and procedures of the Contractor, including all Contractor employment
practices during the term of this or any prior Contract with CHFS; (d) the unauthorized publication, translation,
reproduction, delivery, use, or disposition of any CHFS data; or (e) the Contractor's failure to comply with any
applicable state or federal laws or regulations.

If the Contractor is an agency of the Commonwealth of Kentucky, liability shall be governed by KRS 49.010
through KRS 49.180 and limited to any award from the Board of Claims up to the jurisdictional amount.

5.01.06 Sovereign Immunity

No provision of this Contract constitutes a waiver by CHFS of any immunities from suit or liability that it may have
by operation of law.

5.01.07 Force Majeure

Neither Party shall be liable for failure of or delay in performing obligations set forth in this Agreement if such
failure or delay is due to events or causes beyond the reasonable control of either Party. Events or conditions
beyond the Parties’ reasonable control include, but are not limited to, natural or man-made disasters, weather
events, transportation crashes, labor strikes or shortages, war, riots, or other civil unrest, state or national declared
emergencies, pandemics, or public utility failures. However, CHFS retains the right to obtain any services elsewhere
in the event of the Contractor’s non-performance. In this event, the Parties shall negotiate in good faith any
appropriate offset to the compensation payable under this Contract. The Contractor shall cooperate and shall require
that any Subcontractor cooperate with CHFS in such event. The existence of such causes of delay or failure will
extend the period of performance in the exercise of reasonable diligence until after the causes of delay or failure
have been removed. Each Party must inform the other as soon as possible of the existence of a force majeure event.
To preserve this right as a defense, each Party must inform the other in writing, with confirmation of receipt, within
twenty (20) business days of the force majeure event or otherwise waive this right as a defense to other Party’s claim
of non-performance.

5.01.08 Compliance with Licensure, Permits, and Tax Obligations

The Contractor shall ensure that all licenses, certifications, registrations, and permits required for performance
under this Contract are obtained, kept in good standing, and maintained throughout the term of the Contract. These
documents shall be readily accessible and available for inspection upon request.

To the extent required by law, the Contractor shall be solely responsible for the payment of any taxes associated
with this Contract, including but not limited to sales, use, personal property, income, and other applicable taxes. The
Contractor shall also be responsible for all required federal (including FICA), state, and local tax withholdings
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5.01.09 Legal Proceedings

Except as specifically disclosed in writing to CHFS prior to the date of this Contract, the Contractor certifies it is
not aware of any there are no suits, investigations, or other proceedings pending or threatened against the Contractor
or any Subcontractor that would have a material effect on this Contract or, if applicable, any subcontracts.  The
Contractor shall use reasonable efforts to notify CHFS within one (1) business day, and in writing within three (3)
business days, of any suits, investigations, or other proceedings involving  the Contractor related to this Contract.

5.01.10 No Grant of Employment or Agency

Nothing in this Contract shall be construed as granting any individual providing services under the Contract any
of the claims, privileges, or rights under KRS Chapter 18A or KAR Title 101. No individual providing services
under this Contract shall be considered a full-time or part-time employee of CHFS, for any purpose, including but
not limited to unemployment, taxes, withholding, health insurance, liability, retirement, Workers’ Compensation,
vacation, sick or other leave, the Family Medical Leave Act, accrued benefits, or evaluations. At all times, any such
individual shall be an employee, volunteer, or independent contractor of the Contractor. No employee, volunteer, or
independent contractor of the Contractor shall be a third-party beneficiary of this Contract.

5.01.11 CHFS Discrimination Prohibited

1. The Contractor will not discriminate against any employee or applicant for employment or any individual
requesting or receiving services from Contractor on the grounds of race, color, religion, sex, national origin, age,
disability, veteran status, or any other protected class identified in federal, state, or local laws.. The Contractor will
not retaliate for prior civil rights activity. The Contractor agrees to comply with, as applicable, the Kentucky Civil
Rights Act, the Americans with Disabilities Act of 1990 as Amended (ADA), Section 1557 of the Patient Protection
and Affordable Care Act, the Civil Rights Act of 1964, Title IX of the Education Amendments of 1972, Section
11(c) of the Food and Nutrition Act of 2008, (as amended at 7 CFR 272.6(a)), Section 504 of the Rehabilitation
Act of 1973, the Age Discrimination Act of 1975, and all other applicable federal, state, and local laws prohibiting
discrimination.

2. The Contractor agrees to post in conspicuous places, available to program or service applicants or recipients,
notices setting forth the provisions of this non-discrimination clause and, if applicable, including the USDA And
Justice for All Poster.

3. In all program or service solicitations or advertisements related to this Contract the Contractor will set forth the
provisions of this non-discrimination section.

4. The Contractor agrees to provide, free of charge, appropriate accommodations and reasonable modifications
for applicants or recipients with disabilities. The Contractor agrees to post a notice in a conspicuous place, in an
accessible format, informing individuals with disabilities about the availability of and the process for requesting
free, reasonable accommodations and modifications.

5. The Contractor agrees to provide meaningful access and language assistance measures free of charge to program
or service applicants or recipients with limited English proficiency. The Contractor agrees to post a notice in a
conspicuous place informing individuals with limited English proficiency about the availability of free language
assistance services in a language they can understand.

5.01.12 Staffing

Any individual providing services under this Contract must not be prohibited or debarred from providing services or
participating in any state or federal governmental program, including but not limited to the Medicare and Medicaid
programs. In the event of any such prohibition or debarment, the Contractor shall immediately notify CHFS.

CHFS expressly reserves the right to immediately disqualify or prohibit the continued use of any Contractor staff
that has been provided to perform Contract services, if, in CHFS’s discretion, it is determined that their continued
use is not in CHFS’s best interests, that such staff fails to meet any Contract requirements, or that such staff has
violated any state or federal law or violated any policies and procedures of CHFS.

5.02   Contract Performance

5.02.01 Service Delivery Requirements

All services provided by the Contractor shall comply with all applicable federal and state statutes and regulations.

5.02.02 Total Amount of Funds and Budget Revisions

CHFS any overpayment, regardless of the reason. Any reconciliation or settlement of fund balances contained in the
Summary Line Item Section of this Contract shall be negotiated between  CHFS and the Contractor and determined
as soon possible before the end of this Contract.
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5.02.03 Financial Record Retention

Unless otherwise specified in this Contract, the Contractor agrees to maintain all Contract records for not less than
three (3) years after all Contract matters (e.g., audit, settlement of audit exceptions, disputes) are resolved and in
accordance with applicable federal and/or state laws, regulations, and policies.

5.02.04 Confidential Information

The Contractor shall comply with applicable state and federal law, policies, and procedures governing access to and
use of information and data provided by CHFS or collected by the Contractor under the Contract. The Contractor
shall use such information or data only for purposes expressly authorized in this Contract and will maintain strict
confidentiality in accordance with CHFS security and privacy standards. The Contractor shall ensure that all
employees, agents, and subcontractors adhere to these requirements and shall maintain signed confidentiality
agreements or equivalent binding policies with all personnel who may access CHFS data.

Any dissemination of information about projects funded and the scope of work of this Contract must be fully
documented, reviewed, and approved by the Cabinet’s project manager and the Chief Information and Security
Officer (CISO) before any representation of projects, their funding sources, use of data, or data analyses may be
posted to a web page or otherwise published.

Prohibited Activities

The Contractor and its personnel are expressly prohibited from:

1. Uploading, sharing, or transmitting any CHFS information—including de-identified, aggregated, or anonymized
data—into any non-CHFS-approved external artificial intelligence (AI) tools, platforms, or extensions (e.g.,
ChatGPT, Bard, Traciq AI, Read AI, or similar).

2. Transferring CHFS information to personal devices, removable media (e.g., USB drives), or unapproved storage
locations.

3. Sending CHFS information through unsecured email or unapproved collaboration tools.

4. Using CHFS information for testing, demonstration, or non-contractual research purposes without written
approval from CHFS.

Monitoring and Enforcement

CHFS reserves the right to monitor, audit, and investigate any suspected or actual unauthorized access, use, or
disclosure of information. Violations of this section may result in:

Immediate contract termination;

Disciplinary or legal action against responsible individuals; and

Reporting to regulatory or law enforcement authorities as applicable.

Exceptions

The foregoing will not apply to:

1. Information that the Commonwealth has released in writing from confidentiality;

2. Information already in the public domain through lawful publication; or

3. Information that, after disclosure, becomes part of the public domain as defined above, through no act of the
Contractor; or

4. Information required by law to be disclosed, provided that prior written notice is given to CHFS to allow for
protective action.

5.02.05 HIPAA Confidentiality Compliance

If applicable, the Contractor agrees to comply the “HIPAA Privacy Rule,” 45 CFR Parts 160 and 164 established
under the Health Insurance Portability and Accountability Act, Public Law 104-191 (42 USC 1320d).

5.02.06 Response/Compliance with Audit Findings

The Contractor shall comply with and require any Subcontractor to comply with any findings of noncompliance
with any law, regulation, audit, inspection, or generally accepted accounting principle related to this Contract.
Within thirty (30) calendar days of the Contractor’s notification of noncompliance, the Contractor will provide
CHFS, for CHFS’ approval, a Corrective Action Plan that addresses the identified deficiencies. The Contractor shall
bear the expense of compliance with any noncompliance finding that impacts or is related to the Contractor’s work
under this Contract. Noncompliance may also result in penalties as described in Section 4.02.08-Performance-Based
Penalties.
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5.02.07 Research Project Approval and Institutional Review Board Requirements

If applicable, any proposed research project under this Contract shall comply with 920 KAR 1:060, which provides
for the Cabinet’s review of research projects supported or funded in whole or in part through CHFS. If the proposed
research project involves human subjects, it shall comply with 45 CFR 46 and the Cabinet’s Institutional Review
Board for the Protection of Human Subjects (IRB) requirements. The CHFS project manager will provide all
documentation and protocols for review and approval by the CHFS IRB. No research may begin until the IRB
approves the project.

5.02.08 Performance-Based Penalties

Upon a determination of failure to perform services outlined in Section 2-Scope of Services, the Cabinet may issue
penalties up to five percent (5%) of the total amount of the contract for each instance of non-performance. If the
Cabinet elects not to exercise a penalty clause, this shall not be construed as a waiver of the Cabinet’s right to pursue
the future assessment of any performance standard requirement and associated penalties. The Cabinet will work with
the Contractor to resolve performance issues at all times.

1. Requirement of Corrective Action:

A. Letter of Concern

Should the Agency determine that the Contractor or any Subcontractor is in violation of any requirement
of this Contract, the Agency shall notify the Contractor of the deficiency through a “Letter of Concern.”
The Contractor shall contact the designated Agency Contact within two (2) business days of receipt of the
Letter of Concern and shall indicate how such concern is unfounded or how it will be addressed. If the
Contractor fails to timely contact the designated representative, the Agency may proceed to the additional
remedies.

B. Corrective Action Plan

Should the Cabinet determine that the Contractor or any Subcontractor is not in substantial compliance
with any material provision of this Contract, the Cabinet shall issue a written deficiency notice and require
a corrective action plan be filed by the Contractor within ten (10) business days following the date of the
notice.

A corrective action plan shall describe the time and manner in which each deficiency is to be corrected.
The plan shall be subject to approval by the Finance and Administration Cabinet or the Cabinet, which may
accept the plan as submitted, accept the plan with specified modifications, or reject the plan within ten (10)
business days of receipt. The Cabinet may reduce the time allowed for corrective action depending on the
nature of the deficiency.

C. Failure to Respond to Letter of Concern or Corrective Action Plan Notice

Failure of the Contractor to respond to a Letter of Concern within two (2) business days of receipt
may result in up to a $500.00 per day penalty for each day until the response is received. Failure of the
Contractor to submit a Corrective Action Plan within ten (10) business days following the date of the
written deficiency notice may result in up to a $1,000.00 per day penalty for each day until the Corrective
Action Plan is received.

D. Request for Extension

Upon request, CHFS may extend the time allowed for both a response to the Letter of Concern and a
Corrective Action Plan depending upon the deficiency. The Contractor shall request an extension of time in
writing from the designated representative and state. The request shall contain a justification and proposed
extension period. If an extension is granted, the penalty per day for both a late Letter of Concern or a late
Corrective Action Plan would begin after the expiration of the extension period.

2. Failure to Correct any identified deficiency may result in an action pursuant to Finance Terms - Cancellation of
this Contract.

3. Upon timely resolution of all performance-based issues outlined in the Corrective Action Plan, the Contractor
shall receive reimbursement of a percentage of the amount withheld based on the following tier schedule:

A. Resolution within 30 days: at least 75% will be reimbursed to Contractor.

B. Resolution within 60 days: at least 50% will be reimbursed to Contractor.

C. Resolution within 90 days: at least 25% will be reimbursed to Contractor.

D. Resolution after 90 days: total penalty withholdings are forfeited.
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5.02.09 Performance and Evaluation

CHFS may complete a Performance Evaluation (PE) twice a year to document contract performance. PE documents
will be entered into the Commonwealth’s electronic financial system (eMARS). Performance documented by PE
may be considered when making future awards. To obtain a copy of the PE documents for this Contract, contact the
Issuer identified on page 1.

5.02.10 Business Continuity, Disaster Recovery, and Information Security Requirements

The Contractor shall maintain and implement a Business Continuity Plan, Disaster Recovery Plan, and Information
Security Plan, which shall detail the steps the Contractor will take in the event of an outage or failure of either the
Contractor’s or CHFS’ data, communication, or technical support system. Such plans shall enable the Contractor
to continue to meet all contractual requirements. The Contractor shall provide a copy of its plans upon request. All
costs associated with activating and sustaining the execution of all plans shall be borne by the Contractor

5.02.11 Protection of Personal Information Security and Breach Investigation Procedures and Practices Act

When applicable, contractors that receive Personal Information, as defined by KRS 61.931, shall secure and protect
the Personal Information by complying with all applicable requirements of the Personal Information Security and
Breach Requirements contained in KRS 61.931- KRS 61.934. In accordance with KRS 61.932(2)(a), the Contractor
shall implement, maintain, and update security and breach investigation procedures that are appropriate to the nature
of the information disclosed and that are at least as stringent as the security and breach investigation procedures and
practices established by the Commonwealth Office of Technology:

See:

http://technology.ky.gov/ociso/Pages/InformationSecurityPolicies,StandardsandProcedures.aspx

The Contractor shall comply with all applicable notification provisions in KRS 61.932 and KRS 61.933. The
Contractor agrees to undertake a prompt and reasonable investigation of any security breach, as defined in
KRS 61.931, as required by KRS 61.933. Upon conclusion of an investigation of a security breach of Personal
Information, the Contractor agrees to an apportionment of the costs of the notification, investigation, and mitigation
of the security breach. The Contractor agrees that the Commonwealth may withhold payment(s) owed to the
Contractor for any violation of the requirements contained in KRS 61.931- KRS 61.934. The Contractor agrees
to cooperate with the Commonwealth in complying with any response, mitigation, correction, investigation, and
notification requirements of KRS 61.931- KRS 61.934.

The Contractor shall comply with the Commonwealth’s policy on the use of Artificial Intelligence (AI).

5.03   Breach and Contract Termination

5.03.01 Remedies for Breach

In the event of a breach of contract by the Contractor, CHFS may pursue any remedy available to it under this
Contract, KRS Chapter 45A, or by law. The remedies may be invoked without regard to the existence of any
other available remedy and may include the enforcement of any holdback provision or payment of any specified
liquidated damages.

5.03.02 Transition/Turnover/Closure

The Contractor shall give the Commonwealth at least thirty (30) days written notice of any insolvency, bankruptcy,
dissolution, or the closure of business operations related to this Contract.

Upon receipt of the notice of non-renewal or termination or the Contractor’s closure of business operations,
the Contractor shall provide any turnover assistance reasonably necessary to enable CHFS (or its designee) to
effectively close out the Contract and transition to another Contractor or to perform the work in-house. The
Contractor is responsible for the orderly transition of work and the accuracy of data in coordination with CHFS and
any new Contractor.

Within three (3) business days of CHFS’s determination to initiate transition activities, the Agency Contract
Manager will provide written instructions to the Contractor regarding the required activities.

Activities may include, but are not limited to:

1.    Submission of a detailed Transition Plan within three (3) business days of receipt of CHFS communication.
Upon receipt, CHFS will review and, if acceptable, approve the Transition Plan within three (3) business
days. If CHFS determines that the Transition Plan is missing necessary information, CHFS shall provide
the Contractor with written instructions for the required information, and the Contractor shall amend the
Transition Plan to include the necessary information.

2.    If the Commonwealth determines the Contractor was providing necessary, direct public services,
notification to any individual receiving such services of the non-renewal, termination, or closure of
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business operations, advising the individual of reasonable, alternative service options. Prior to distribution,
the notification shall be sent to the Issuer for CHFS approval. The Contractor shall provide written
certification to the Commonwealth once all individuals have been notified.

3.   Deliver all documents, records, and appropriate reference materials, including data models and file
documentation, by the date approved in the Transition Plan.

4.    Deliver a final report on the status of contracted services. This report shall be provided to CHFS by the
close of business on the date of termination.

5.    Deliver a complete accounting report to CHFS within ninety (90) calendar days of the effective date of
termination.

6.    Provide reasonable and appropriate assistance to CHFS and its designee(s) regarding the contents of such
documents and records submitted. This assistance shall be provided to CHFS for a minimum of ninety (90)
calendar days following the effective date of termination.

The Contractor shall be responsible for paying any additional costs incurred by CHFS that are the result of the
Contractor’s failure to provide the requested records, documents, data, or materials within the agreed time frames in
the Transition Plan.

5.03.03 Disputes

The parties agree to take reasonable steps to resolve any disputes arising under this Contract.

5.04   Miscellaneous Provisions

5.04.01 Advertising Award Prohibition

The Contractor shall not reference the Award of Contract in commercial advertising in such a manner as to state or
imply that the Contractor or its services are endorsed or preferred by the Commonwealth of Kentucky.

5.04.02 Bankruptcy

In the event the Contractor becomes the subject debtor in a case pending under the Federal Bankruptcy Code, the
Commonwealth’s right to terminate this Contract may be subject to the rights of a trustee or a debtor-in-possession
in bankruptcy to assume or assign this Contract. Subject to any US laws, the trustee or debtor-in-possession shall not
have the right to assume or assign this Contract unless:

1. All defaults under this Contract are promptly cured;

2. The Commonwealth is promptly compensated for the monetary damages incurred as a result of such default; and

3. Adequate assurance of future performance, as determined by the Commonwealth, is provided.

5.04.03 Code of Ethics

The Contractor and all personnel who may provide services under this Contract or any subcontract with the
Contractor shall abide by any applicable codes of ethics or conduct. Failure to do so may result in the immediate
termination of the Contract.

5.04.04 Notices and Pamphlets

All notices, advertisements, information pamphlets, research reports, and similar public notices prepared and
released by the Contractor pursuant to this Contract shall be pre-approved by CHFS and include a statement
identifying the appropriate source of funds for the project or service, including, but not limited to, identifying
whether the funding is in whole or in part from federal, CHFS, or other state funds.

5.04.05 Scientific Misconduct

If applicable, the Contractor shall establish a procedure for the investigation, appeal, and disposition of complaints
alleging misconduct in research projects funded by federal funds or Public Health Services research grants. Such
policies and procedures shall comply with 42 CFR Part 93 and shall be made available, upon request, to CHFS. The
Contractor shall immediately notify CHFS of any activity reported to the Contractor under this section.

5.04.06 Intellectual Property

Any formulae, methodology, or other reports and compilations of data provided by CHFS to the Contractor under
this Contract shall be the exclusive property of CHFS. Any other use of these materials must be reviewed and
approved in advance by CHFS. Any intellectual property owned by the Contractor prior to this Contract shall remain
the exclusive property of the Contractor.

Any formulae, methodology, other reports, or compilations of data prepared or produced by the Contractor pursuant
to this Contract shall, upon request, be made available for use by CHFS without charge. The Cabinet reserves a
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royalty-free, non-exclusive, and irrevocable right to reproduce, publish, or otherwise use the formulae, methodology,
or other reports and compilations of data prepared or produced under this Contract.

5.04.07 Business Associate Agreement

The Contractor shall execute and comply with the attached Business Associate Agreement (BAA).

For the purposes of the BAA, the following entities are defined:

Covered Entity:

Cabinet for Health and Family Services

275 East Main Street

Frankfort, KY 40601

 

Business Associate:

Multiple Providers

SECTION 6 – FEDERAL REQUIREMENTS

If federal funds are utilized, the Contractor is responsible for complying with all applicable provisions of 2 CFR
Part 200, including Appendix II, Subpart D, Subpart E, Subpart F, and §200.332, as applicable to subrecipient
agreements.

For purposes of this Section and all federal requirements incorporated herein, the Contractor shall be considered the
“Subrecipient” as that term is defined in 2 CFR §200.1.

6.00   Certain Provisions Contained Within 2 CFR, Part 200, Appendix II

6.00.01 Clean Air Act and Federal Water Pollution Control Act

The Contractor and Subcontractors shall comply with all applicable standards, orders, or regulations issued pursuant
to the Clean Air Act, 42 U.S.C. 7401 et seq., and the Federal Water Pollution Control Act, as amended 33 U.S.C.
1251 et seq. Violations shall be reported to the U.S. Department of Health and Human Services (HHS)  and the
appropriate Regional Office of the Environmental Protection Agency.

6.00.02 Certification Regarding Debarment, Suspension, Ineligibility, and Voluntary Exclusion, Lower Tier
Covered Transactions

In accordance with Federal Acquisition Regulation 52.209-5, 2 CFR 180.300, 2 CFR 200.318, 2 CFR 200.303,
and FAP 111-59-00, the Contractor certifies by signing the Contract, that to the best of its knowledge and belief,
the Contractor and/or its Principals is (are) not presently debarred, suspended, proposed for debarment, or declared
ineligible for the award of contracts by any state or federal agency. If debarred during the life of the contract, the
vendor shall notify the Commonwealth buyer of record within seventy-two (72) hours of the federal debarment. For
this certification, “Principals,” means officers, directors, owners, partners, and persons having primary management
or supervisory responsibilities within a business entity (e.g., general manager, plant manager, head of a subsidiary,
division, or business segment, and similar positions).

6.00.03 Certification of Lobbying Activities

The Contractor shall disclose any lobbying activities in accordance with Section 1352. The Contractor certifies, to
the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid, by or on behalf of the undersigned, to any person
for influencing or attempting to influence an officer or employee of an agency, a Member of Congress, an officer
or employee of Congress, or an employee of a Member of Congress in connection with the awarding of any Federal
contract, the making of any Federal grant, the making of any Federal loan, the entering into of any cooperative
agreement, and the extension, continuation, renewal, amendment, or modification of any Federal contract, grant,
loan, or cooperative agreement.

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for influencing
or attempting to influence an officer or employee of any agency, a Member of Congress, an officer or employee
of Congress, or an employee of a Member of Congress in connection with this Federal contract, grant, loan, or
cooperative agreement, the undersigned shall complete and submit Standard Form-LLL, “Disclosure Form to Report
Lobbying,'' in accordance with its instructions.

3. The undersigned shall require that the language of this certification be included in the award documents for
all subawards at all tiers (including subcontracts, subgrants, and contracts under grants, loans, and cooperative
agreements) and that all Contractors/Subrecipients shall certify and disclose accordingly. This certification is a
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material representation of fact upon which reliance was placed when this transaction was made or entered into.
Submission of this certification is a prerequisite for making or entering into this transaction imposed by Section
1352, Title 31, U.S. Code. Any person who fails to file the required certification shall be subject to a civil penalty of
not less than $10,000.00 and not more than $100,000.00 for each such failure.

6.00.04 Equipment

For reimbursement-type contracts, the Contractor shall not purchase equipment or property with contract funds
without prior written approval from the Agency.

6.00.05 Telecommunications and Video Surveillance Services or Equipment

In accordance with 2 CFR 200.216, Contractors and subrecipients are prohibited from obligating or expending loan
or grant funds to:

(1) Procure or obtain;

(2) Extend or renew a contract to procure or obtain; or

(3) Enter into a contract (or extend or renew a contract) to procure or obtain equipment, services, or systems
that uses covered telecommunications equipment or services as a substantial or essential component of any
system, or as critical technology as part of any system. As described in Public Law 115-232, section 889, covered
telecommunications equipment is telecommunications equipment produced by Huawei Technologies Company or
ZTE Corporation (or any subsidiary or affiliate of such entities).

(i) For the purpose of public safety, security of government facilities, physical security surveillance of critical
infrastructure, and other national security purposes, video surveillance and telecommunications equipment produced
by Hytera Communications Corporation, Hangzhou Hikvision Digital Technology Company, or Dahua Technology
Company (or any subsidiary or affiliate of such entities).

(ii) Telecommunications or video surveillance services provided by such entities or using such equipment.

(iii) Telecommunications or video surveillance equipment or services produced or provided by an entity that the
Secretary of Defense, in consultation with the Director of the National Intelligence or the Director of the Federal
Bureau of Investigation, reasonably believes to be an entity owned or controlled by, or otherwise connected to, the
government of a covered foreign country.

6.00.06 Domestic Preferences for Procurements

In accordance with 2 CFR 200.322:

(a) As appropriate and to the extent consistent with law, the non-Federal entity should, to the greatest extent
practicable under a federal award, provide a preference for the purchase, acquisition, or use of goods, products,
or materials produced in the United States (including but not limited to iron, aluminum, steel, cement, and other
manufactured products). The requirements of this section must be included in all subawards including all contracts
and purchase orders for work or products under this award.

6.00.07 Procurement of Recovered Materials

In accordance with 2 CFR 200.323, a non-Federal entity that is a state agency or agency of a political subdivision
of a state and its contractors must comply with section 6002 of the Solid Waste Disposal Act, as amended by
the Resource Conservation and Recovery Act. The requirements of Section 6002 include procuring only items
designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest
percentage of recovered materials practicable, consistent with maintaining a satisfactory level of competition, where
the purchase price of the item exceeds $10,000 or the value of the quantity acquired during the preceding fiscal year
exceeded $10,000; procuring solid waste management services in a manner that maximizes energy and resource
recovery; and establishing an affirmative procurement program for procurement of recovered materials identified in
the EPA guidelines.
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Memorandum of Agreement Standard Terms and Conditions
Revised February 2026

 
 
1.00 Effective Date
All Memorandum of Agreements are not effective until the Secretary of the Finance and
Administration Cabinet or his authorized designee has approved the agreement and until the
agreement has been submitted to the government contract review committee. However, in
accordance with KRS 45A.700, memoranda of agreement in aggregate amounts of $50,000 or less
are exempt from review by the committee and need only be filed with the committee within 30
days of their effective date for informational purposes.
 
KRS 45A.695(7) provides that payments on personal service contracts and memoranda of
agreement shall not be authorized for services rendered after government contract review
committee disapproval, unless the decision of the committee is overridden by the Secretary of the
Finance and Administration Cabinet or agency head if the agency has been granted delegation
authority by the Secretary.
 
The Commonwealth will make payment within thirty (30) working days of receipt of contractor's
invoice or of acceptance of goods and/or services in accordance with KRS 45.453 and KRS 45.454.
 
Payments are predicated upon successful completion and acceptance of the described work,
services, supplies, or commodities, and delivery of the required documentation.  Invoices for
payment shall be submitted to the agency contact person or its representative.
 
2.00 Cancellation Clause
Both parties shall have the right to terminate and cancel this contract at any time not to exceed
thirty (30) days' written notice served on the Contractor by registered or certified mail.
 
3.00 Funding Out Provision
The state agency may terminate this agreement if funds are not appropriated to the contracting
agency or are not otherwise available for the purpose of making payments without incurring any
obligation for payment after the date of termination, regardless of the terms of the agreement. The
state agency shall provide the Contractor thirty (30) calendar day’s written notice of termination
of the agreement due to lack of available funding.
 
4.00 Reduction in Contract Worker Hours
The Kentucky General Assembly may allow for a reduction in contract worker hours in conjunction
with a budget balancing measure for some professional and non-professional service contracts.
  If under such authority the agency is required by Executive Order or otherwise to reduce
contract hours, the agreement will be reduced by the amount specified in that document. If the
contract funding is reduced, then the scope of work related to the contract may also be reduced
commensurate with the reduction in funding.  This reduction of the scope shall be agreeable to
both parties and shall not be considered a breach of contract.
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5.00 Access to Records
The state agency certifies that it is in compliance with the provisions of KRS 45A.150, "Access
to contractor's books, documents, papers, records, or other evidence directly pertinent to the
contract."  The Contractor, as defined in KRS 45A.030, agrees that the contracting agency,
the Finance and Administration Cabinet, the Auditor of Public Accounts, and the Legislative
Research Commission, or their duly authorized representatives, shall have access to any books,
documents, papers, records, or other evidence, which are directly pertinent to this agreement for
the purpose of financial audit or program review. The Contractor also recognizes that any books,
documents, papers, records, or other evidence, received during a financial audit or program review
shall be subject to the Kentucky Open Records Act, KRS 61.870 to 61.884. Records and other
prequalification information confidentially disclosed as part of the bid process shall not be deemed
as directly pertinent to the agreement and shall be exempt from disclosure as provided in KRS
61.878(1)(c).
 
6.00 Violation of tax and employment laws
KRS 45A.485 requires the Contractor and all subcontractors performing work under the contract
to reveal to the Commonwealth any final determination of a violation by the Contractor within
the previous five (5) year period of the provisions of KRS chapters 136, 139, 141, 337, 338, 341,
and 342. These statutes relate to corporate and utility tax, sales and use tax, income tax, wages
and hours laws, occupational safety and health laws, unemployment insurance laws, and workers
compensation insurance laws, respectively. Disclosure of any violations is required prior to the
award of any state contract and throughout the duration of the contract.
 
Failure to disclose violations shall be grounds for the Commonwealth's disqualification of a
contractor or subcontractor from eligibility for future state contracts for a period of two (2) years.
 
To comply with KRS 45A.485, the Contractor and all subcontractors performing work
under this contract shall report any such final determination(s) of any violation(s) within the
previous five (5) years to the Commonwealth by
providing a list of the following information regarding any violation(s): (1) specific KRS
violated, (2) date of any final determination of a violation, and (3) state agency which issued the
final determination.
 
A list of any disclosures made prior to award of a contract shall be attached to the contract.
The Contractor affirms that it has not violated any of the provisions of the above statutes within
the previous five (5) year period, aside from violations explicitly disclosed and attached to
this contract. Contractor further affirms that it will (1) communicate the above KRS 45A.485
disclosure requirements to any subcontractors and (2) disclose any subcontractor violations it
becomes aware of to the Commonwealth.
 
7.00 Nondiscrimination
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The Equal Employment Opportunity Act of 1978 (the “Act”), KRS 45.560 to 45.640, applies to
all State government contracts or subcontracts in an amount exceeding $500,000. The contractor
shall comply with all terms and conditions of the Act.
 
During the performance of this contract, the Contractor agrees as follows:
 

(a) The Contractor shall not discriminate against any employee or applicant for
employment because of race, color, religion, sex, age forty (40) and over, disability,
veteran status, or national origin or.

(b) The Contractor shall take affirmative action in regard to employment, upgrading,
demotion or transfer; recruitment or recruitment advertising; layoff or termination rates
of pay or other forms of compensation, and selection for training, so as to ensure that
applicants are employed and that employees are treated during employment without
regard to their race, color, religion, sex, age forty (40) and over, disability, veteran
status, and national origin.

(c) The Contractor shall state in all solicitations or advertisements for employees placed
by or on behalf of the Contractor that all qualified applicants will receive consideration
for employment without regard to race, color, religion, sex, age forty (40) and over,
disability, veteran status, or national origin.

(d) The Contractor shall post notices in conspicuous places, available to employees and
applicants for employment, setting forth the provisions of this non-discrimination
clause.

 
The Contractor shall send a notice to each labor union or representative of
workers with which he/she has a collective bargaining agreement or other contract
or understanding advising the said labor union or workers' representative of the
Contractor's commitments under this nondiscrimination clause.

 
The Contractor's noncompliance with the nondiscrimination clauses of this contract shall constitute
a material breach of the contract.
 
Each Contractor shall, for the length of the contract or at the point at which the contract is covered
by this Act and until its conclusion, furnish such information as required by the Act and any rules,
regulations and orders issued pursuant thereto and permit access to all books and records pertaining
to his employment practices and work sites by the contracting agency and the Cabinet to ascertain
compliance with the Act.
 
This section applies to agreements disbursing federal funds, in whole or part, only when the terms
for receiving those funds mandate its inclusion.
 
8.0 Artificial Intelligence (AI)
Vendor agrees to adhere to CIO-126 Artificial Intelligence Policy.pdf,  which includes but is not limited
to, the required written disclosure, in advance, of every use of generative AI and/or integrations
with generative AI system.  Vendor agrees to disclose all parts of contracted work that is expected
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to be or will be performed with the assistance of AI.  Further, Vendor understands and agrees to take
appropriate measures to ensure Generative AI shall not be used for any activities that are illegal
or in violation of state policy, COT policy, or agency policy per CIO-126.   Vendors may not use
Commonwealth confidential or internal data in generative AI queries or for building or training
proprietary generative AI programs unless explicitly approved in writing by the agency head with
consultation from the COT Chief Information Officer.  Vendor agrees to provide reasonable written
notice of any issue of noncompliance with these requirements.
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Approvals
 
This contract is subject to the terms and conditions stated herein. By affixing signatures below, the parties verify
that they are authorized to enter into this contract and that they accept and consent to be bound by the terms
and conditions stated herein. In addition, the parties agree that (i) electronic approvals may serve as electronic
signatures, and (ii) this contract may be executed in any number of counterparts, each of which when executed and
delivered shall constitute a duplicate original, but all counterparts together shall constitute a single contract.
 

 
CHFS Cabinet Approval:   

   
 /Cab_Sig/   /Cab_Title/

Signature  Title

   
 /Cab_Name/   /Cab_Date/

Printed Name  Date
   
 
 
Contractor Approval:
   
 
See following page for signatures
.   
   
   
CHFS Department Review:

   
 /Dept_Sig/   /Dept_Title/

Signature  Title

   
 /Dept_Name/   /Dept_Date/

Printed Name  Date
   
   
 
Approved as to form and legality:   
   
   
/Att_Sig/    
Attorney    
    
/Att_Date/    
Date
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Russellville Independent School District   
   
 /Barren_Sig/  /Barren_Title/

Signature  Title
   
 /Barren_Name/  /Barren_Date/

Printed Name  Date
 

 
 
Science Hill Independent School District   
   
 /BS_Sig/  /BS_Title/

Signature  Title
   
 /BS_Name/  /BS_Date/

Printed Name  Date
 
 
 
 
Scott County Board of Education   
   
 /BG_Sig/  /BG_Title/

Signature  Title
   
 /BG_Name/   /BG_Date/

Printed Name  Date
 

 
 
 
Shelby County Board of Education   
   
 /BT_Sig/  /BT_Title/

Signature  Title
   
 /BT_Name/  /BT_Date/

Printed Name  Date
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Assistant Superintendent and DPP,  Scott County School

Brent Allen 6/4/2026 | 1:28 PM EDT

6/4/2026 | 1:46 PM EDTJennifer Pope

Director of Pupil Personnel

Michael Clark 6/8/2026 | 8:37 AM EDT

Director of Student Services/DPP

EBT Administrator

6/8/2026 | 11:01 AM EDTTammy Gross



 
Simpson County Board of Education   
   
 /Fivco_Sig/  /Fivco_Title/

Signature  Title
   
 /Fivco_Name/  /Fivco_Date/

Printed Name  Date
 

 
 
Somerset Independent School District   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
Southgate Independent School District   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Spencer County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 
 

 
 
 
Taylor County Board of Education   
   
 /Gate_Sig/  /Gate_Title/
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DPP

Andrea Keeney

Director of Pupil Personnel

Joseph Kilburn 6/4/2026 | 1:37 PM EDT

Director of Pupil Personnel 

Steven Rucker 6/4/2026 | 1:28 PM EDT

Chief of Student Supports



Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
 
Todd County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Trigg County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Trimble County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Union County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date

Document Phase Document Description Page 23

2600000101 Draft Summer Electronic Benefits School Payment C6487 Total Pages: 26

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9

6/7/2026 | 5:03 PM EDTSara Tucker



 
 
 
 
Walton-Verona Independent School District   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
Warren County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Washington County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/
Printed Name
  Date
 
 
 
Wayne County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Webster County Board of Education   
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6/5/2026 | 7:24 AM EDTChad Willis

Director of Pupil Personnel

6/8/2026 | 4:06 PM EDT

Director of Pupil Personnel

Jeff Moore

Robert Hartman 6/5/2026 | 8:05 AM EDT

Director Pupil Personnel



 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/
Printed Name
  Date
 
 
Whitley County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Williamsburg Independent School District   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/
Printed Name
  Date
 
 
 
Williamstown Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
 

 
 
 
Wolfe County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/
Printed Name
  Date
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Finance Officer

6/4/2026 | 3:51 PM EDTAmy Brown

Brad Miller

DPP

6/4/2026 | 4:54 PM EDT

Food Service Director

6/10/2026 | 12:31 PM EDTBrian Creech

Director of Pupil Personnel

Greg Bowles 6/10/2026 | 11:12 AM EDT



   

 
 
Woodford County Board of Education   
   
 /Gate_Sig/  /Gate_Title/

Signature  Title
   
 /Gate_Name/  /Gate_Date/

Printed Name  Date
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Chief Information Officer

Chief Information Officer

Josh Rayburn

Josh Rayburn



 

 

 

1 Russellville Independent School District 1080 $6,000  

2 Science Hill Independent School District 520 $1,500  

3 Scott County Board of Education 9982 $12,000  

4 Shelby County Board of Education 7071 $12,000  

5 Simpson County Board of Education 3096 $6,000  

6 Somerset Independent School District 1714 $6,000  

7 Southgate Independent School District 198 $1,500  

8 Spencer County Board of Education 3350 $6,000  

9 Taylor County Board of Education 2731 $6,000  

10 Todd County Board of Education 1896 $6,000  

11 Trigg County Board of Education 1982 $6,000  

12 Trimble County Board of Education 1256 $6,000  

13 Union County Board of Education 2059 $6,000  

14 Walton-Verona Independent School District 1881 $6,000  

15 Warren County Board of Education 19231 $12,000  

16 Washington County Board of Education 1804 $6,000  

17 Wayne County Board of Education 3088 $6,000  

18 Webster County Board of Education 2185 $6,000  

19 Whitley County Board of Education 4106 $6,000  

20 Williamsburg Independent School District 905 $1,500  

21 Williamstown Board of Education 920 $1,500  

22 Wolfe County Board of Education 1087 $6,000  

23 Woodford County Board of Education 4047 $6,000  

    26*0101 $138,000  
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BUSINESS ASSOCIATE AGREEMENT Russellville Independent School District

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) and its implementing regulations 
(“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Science Hill Independent School District

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Scott County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Shelby County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Simpson County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Somerset Independent School District

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Southgate Independent School District

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Spencer County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9



SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Taylor County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Todd County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Trigg County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Trimble County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Union County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9



1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9



SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Walton-Verona Independent School District

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Warren County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Washington County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9



d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Wayne County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9



BUSINESS ASSOCIATE AGREEMENT Webster County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Whitley County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9

Finance Officer

Amy Brown

6/4/2026 | 3:51 PM EDT



BUSINESS ASSOCIATE AGREEMENT Williamsburg Independent School District

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9



7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Williamstown Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Wolfe County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 
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shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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BUSINESS ASSOCIATE AGREEMENT Woodford County Board of Education

This Business Associate Agreement (Agreement) is entered into as of the date listed in the Service Contract by and 
between the Covered Entity listed in the Service Contract (“Covered Entity”), whose principal place of business is 
located at the address listed in the Service Contract and the Vendor listed in the Service Contract (“Business Associate”), 
whose principal place of business is located at the address listed in the Service Contract, in conformance with the 
Health Insurance Portability and Accountability Act of 1996 as amended by the HITECH Act (as defined below) and the 
related regulations promulgated by HHS (as defined below) (collectively, “HIPAA”) 
and its implementing regulations (“HIPAA RULES”). 

RECITALS 

Whereas, the Covered Entity has engaged the services of the Business Associate for or on behalf of the Covered Entity 
in Service Contract # 1; 

Whereas, the Covered Entity must disclose individually identifiable health information to the Business Associate 
in performing services for or on behalf of the Covered Entity; 

Whereas, such information is Protected Health Information (“PHI”) as defined under the HIPAA Rules; 

Whereas, the Parties agree to establish safeguards for the protection of such information; 

Whereas, the Covered Entity and Business Associate desire to enter into this Agreement to address certain 
requirements of the HIPAA Rules; 

Therefore, the Parties agree as follows: 

SECTION I – DEFINITIONS 

Relevant terms in this Agreement shall have the same meaning as those terms in 45 CFR § 164.402; 45 CFR § 
164.501; 45 CFR § 164.304; 45 CFR § 160.103, and the HIPAA Rules. The following terms, as defined 
in the HIPAA Rules, shall mean:  
1.1 “Breach” is defined as any unauthorized acquisition, access, use, or disclosure of PHI that compromises the security 

or privacy of the PHI, unless the Covered Entity or Business Associate, as applicable, demonstrates that there is a 
low probability that the PHI has been compromised based upon a risk assessment as required under 45 CFR § 
164.402. Breach excludes:  

a. Unintentional acquisition, access, or use of PHI by a workforce member or person acting under the authority of
a Covered Entity or Business Associate, if performed in good faith and within the scope of authority, and does
not result in further unauthorized disclosures;

b. Inadvertent disclosure between a Covered Entity or Business Associate workforce member to another
workforce member at the same Covered Entity or Business Associate who is authorized to access PHI and
information received or disclosed is not further used or disclosed in a manner not permitted under 45 CFR §
164.500 Subpart E; and

c. A disclosure where the Covered Entity or Business Associate has a good faith belief that the unauthorized
person to whom the disclosure was made would not reasonably have been able to retain the information.

1.2 “Business Associate” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR 
§ 160.103.

1.3 “Covered Entity” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 CFR § 
160.103. 

1.4 “Data Aggregation” shall have the same meaning as under the HIPAA Rules, including but not limited to, 45 CFR § 
164.501. 

1.5 “Designated Record Set” shall have the same meaning as under the HIPAA Rules, including, but not limited to 45 
CFR § 164.501. 

1.6 “Effective Date” shall be the Effective Date of this Agreement. 
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1.7 "Electronic Protected Health Information" or "Electronic PHI" shall have the same meaning as in 45 CFR § 160.103, 
limited to information of the Covered Entity that the Business Associate creates, receives, maintains, or transmits 
in electronic media on behalf of the Covered Entity under this Agreement. 

1.8 “Health Care Operations” shall have the same meaning as under the HIPAA Rules, including, but not limited to, 45 
CFR § 164.501. 

1.9 “HIPAA Rules” shall mean the Privacy, Security, Breach Notification, and Enforcement Rules codified at 45 CFR 
Parts 160 and 164, as amended. 

1.10 “HITECH Act” means the Health Information Technology for Economic and Clinical Health Act, enacted as part of 
the American Recovery and Reinvestment Act of 2009, Public Law 111-005. 

1.11 “Individual” shall have the same meaning as in 45 CFR § 160.103 and shall include a person who qualifies as a 
personal representative under 45 CFR § 164.502(g). 

1.12 “Individually Identifiable Health Information” shall have the same meaning as under the HIPAA Rules, including, but 
not limited to 45 CFR § 160.103. 

1.13 “Protected Health Information” or “PHI” shall have the same meaning as in the HIPAA Rules in 45 CFR § 160.103, 
limited to the information created, received, maintained, or transmitted by Business Associate from or on behalf of 
the Covered Entity. 

1.14 “Required by Law” shall have the same meaning as in 45 CFR § 164.103. 

1.15 “Secretary” shall mean the Secretary of the Department of Health and Human Services (“HHS”) or his or her 
designee. 

1.16 “Security Incident” shall have the same meaning as in 45 CFR § 164.304. 

1.17 “Unsecured Protected Health Information” shall have the same meaning as in 45 CFR § 164.402 and shall mean 
PHI that is not rendered unusable, unreadable, or indecipherable to unauthorized individuals through the use of a 
technology or methodology specified by the Secretary. 

SECTION II – BUSINESS ASSOCIATE’S OBLIGATIONS AND ACTIVITIES 

The Business Associate agrees to the following: 

2.1 To fulfill its responsibilities under the contract setting out the scope of work for the Business Associate; To only use 
or further disclose PHI as permitted or required by this Agreement, by law, or for the proper management and 
administration of the Business Associate under Section III;  

2.2 To use appropriate safeguards to comply with Subpart C of 45 CFR Part 164 with respect to Electronic PHI, to 
prevent the use or disclosure of PHI other than as provided for by this Agreement or as required by law; 

2.3 To mitigate, to the extent practicable, any harmful known effect of a use or disclosure of PHI by the Business 
Associate in violation of this Agreement or the HIPAA Rules; 

2.4 To immediately report to the Covered Entity any PHI use or disclosure not permitted by this Agreement of which it 
becomes aware, and in no event later than five (5) calendar days after discovery, including breaches of unsecured 
PHI as required by 45 CFR § 164.410, and any Security Incident of which it becomes aware under 45 CFR § 
164.314, except as provided by 45 CFR § 164.412. In addition, the Business Associate shall provide to the Covered 
Entity the following information, as known to the Business Associate at the time of the notification and shall 
supplement thereafter: (1) a brief description of the breach or incident, including the date of the breach and date of 
discovery of the breach, if known; (2) identification of each individual whose unsecured PHI has been affected by 
the breach; (3) a description of the type of unsecured PHI involved in the breach; (4) any steps the individuals 
should take to protect themselves from harm from the breach; (5) steps the Business Associate is taking to 
investigate the breach, mitigate harm, and protect against other breaches; and (6) and other information requested 
by the Covered Entity. The Business Associate, in consultation with the Covered Entity, shall be responsible for 
breach notifications to individuals affected by the unauthorized use or disclosure as required by 45 CFR § 164.404. 
The notifications shall be made no later than sixty (60) days following the discovery of the breach. A breach shall 
be treated as discovered as of the first day on which such breach is known to the Business Associate or, by 
exercising reasonable due diligence, would have been known by the Business Associate. The Business Associate 

Docusign Envelope ID: 64188B81-3A5B-84E9-81C1-FE78C09C2CE9



shall be solely responsible for all costs associated with the breach notifications. The Business Associate shall be 
responsible for any penalties, assessments, or fees assessed by the Office for Civil Rights/Department of HHS due 
to any breach caused by the Business Associate or based upon the failure of the Business Associate to comply 
with the HIPAA Rules. The Business Associate, in consultation with the Covered Entity, shall make all required 
notices to the media and the Secretary on behalf of the Covered Entity.  

2.5 In accordance with 45 CFR §§ 164.502(e)(1)(ii) and 164.308(b)(2), if applicable, ensure that any agent, including a 
subcontractor, that creates, receives, maintains, or transmits PHI on behalf of the Business Associate agrees in 
writing to the same restrictions, conditions, and requirements that apply to the Business Associate with respect to 
such PHI; 

2.6 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to provide 
access to PHI in a Designated Record Set, at the request of the Covered Entity, and in the time and manner 
designated by the Covered Entity, to the Covered Entity, or as directed by the Covered Entity, to the Individual or 
the Individual’s designee as necessary to meet the Covered Entity’s obligations under 45 CFR § 164.524; 

2.7 To the extent that the Business Associate maintains a Designated Record Set for the Covered Entity, to make any 
amendment(s) to PHI in a Designated Record Set that the Covered Entity directs or agrees to pursuant to 45 CFR 
§ 164.526 at the request of the Covered Entity or an Individual, and in the time and manner designated by the
Covered Entity;

2.8 To make internal practices, books, and records, including policies and procedures on PHI, relating to the use and 
disclosure of PHI received from, created, or received by the Business Associate on behalf of the Covered Entity, 
available to the Covered Entity or the Secretary, in a time and manner designated by the Covered Entity or the 
Secretary, for the Secretary to determine the Covered Entity’s and the Business Associate’s compliance with the 
HIPAA Rules; 

2.9 To document non-routine disclosures of PHI and information related to such disclosures as would be required for 
the Covered Entity to respond to a request by an Individual for an accounting of disclosures of PHI in accordance 
with 45 CFR § 164.528, where applicable;  

2.10 To provide the Covered Entity or an Individual, in a time and manner designated by the Covered Entity, information 
collected in accordance with Section 2.9 of this Agreement to permit the Covered Entity to respond to a request for 
an accounting of disclosures of PHI in accordance with 45 CFR § 164.528; 

2.11 That if it creates, receives, maintains, or transmits any electronic PHI on behalf of the Covered Entity, it will 
implement administrative, physical, and technical safeguards in accordance with 45 CFR § 164.308, 45 CFR § 
164.310, and 45 CFR § 164.312 and policies and procedures in accordance with 45 CFR § 164.316 that reasonably 
and appropriately protect the confidentiality, integrity, and availability of the Electronic PHI, and it will ensure that 
any agents (including subcontractors) it provides such Electronic PHI agree to implement reasonable and 
appropriate security measures to protect the information; 

2.12  To retain records related to the PHI in accordance with 45 CFR 164.316 and 45 CFR 164.530 for a period of six (6) 
years beyond the date of the termination of this Agreement. In the event of termination of this Agreement, the 
provisions of Section VI shall govern record retention, return, or destruction;  

2.13 To appropriately safeguard all PHI provided by the Covered Entity under the service contract or agreement as 
required under the HIPAA Rules and this Agreement, and to ensure that any subcontractors provide satisfactory 
assurances as set out in 45 CFR § 164.502 (e)(1) and (2).  

2.14 Not to make any fundraising communication on behalf of the Covered Entity or to the Covered Entity’s participants 
and beneficiaries; 

2.15 Not to receive any remuneration, either directly or indirectly, in exchange for PHI, except as may be permitted by 
45 CFR §164.502(a)(5) and 45 CFR § 164.508(a)(4); 

2.16 Not to make any marketing communication on behalf of Covered Entity or to Covered Entity’s participants and 
beneficiaries, except as may be permitted by 45 CFR § 164.501; and 

2.17 To the extent the Business Associate is to carry out one or more of the Covered Entity’s obligations under Subpart 
E of 45 CFR Part 164, comply with the requirements of Subpart E that apply to the Covered Entity in the performance 
of such obligations. 
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SECTION III – THE PARTIES AGREE TO THE FOLLOWING 

PERMITTED USES AND DISCLOSURES BY THE BUSINESS ASSOCIATE 

3.1 Business Associate agrees to make uses, disclosures, and requests for PHI consistent with the Covered Entity’s 
minimum necessary policies and procedures. 

3.2 Except as otherwise limited by this Agreement, the Business Associate may use or disclose PHI to perform 
functions, activities, or services for or on behalf of the Covered Entity as specified in the Agreement, provided that 
such use or disclosure would not violate the HIPAA Rules if done by the Covered Entity; and 

3.3 Except as otherwise limited by this Agreement, the Business Associate may: 

a. Use PHI for the proper management and administration by the Business Associate or to carry out the legal
responsibilities of the Business Associate; and

b. Disclose PHI for the proper management and administration of the Business Associate or to carry out the legal
responsibilities of the Business Associate, provided that such disclosures are Required by Law, or the Business
Associate obtains reasonable assurances from the person to whom the information is disclosed that it will
remain confidential and will be used or further disclosed only as Required by Law or for the purposes for which
it was disclosed to the person, and the person notifies the Business Associate of any instances of which it is
aware in which the confidentiality of the information has been breached.

SECTION IV – NOTICE OF PRIVACY PRACTICES 

4.1 The Covered Entity shall (a) provide the Business Associate with the notice of privacy practices it produces in 
accordance with 45 CFR § 164.520, as well as any changes to such notice; (b) provide the Business Associate with 
any changes in, or revocation of, permission by an Individual to use or disclose PHI, if such changes affect the 
Business Associate’s permitted or required uses and disclosures; (c) notify the Business Associate of any restriction 
to the use or disclosure of PHI that the Covered Entity has agreed to in accordance with 45 CFR § 164.522, to the 
extent that such restrictions may affect the Business Associate’s use or disclosure of PHI; and (d) refrain from 
requesting the Business Associate to use or disclose PHI in any impermissible manner under the HIPAA Rules if 
done by the Covered Entity.  

SECTION V – BREACH NOTIFICATION REQUIREMENTS 

5.1 The Business Associate shall notify each individual whose Unsecured PHI has been, or is reasonably believed by 
the Covered Entity to have been, accessed, acquired, used, or disclosed as a result of any Breach by the Business 
Associate:  

a. Except as provided in 45 CFR § 164.412, the Business Associate shall provide notice without unreasonable
delay and in no case later than sixty (60) days after discovery of a Breach or from the time it should have
reasonably been discovered;

b. The notice shall be in plain language, including, to the extent possible:

1) A brief description of the breach or incident, including the date of the Breach and the date of the discovery
of the Breach, if known;

2) A description of the types of Unsecured PHI that were involved in the Breach (such as whether full name,
social security number, date of birth, home address, account number, diagnosis, disability code, or other
types of information were involved);

3) Any steps individuals should take to protect themselves from potential harm resulting from the Breach;

4) A brief description of what the Business Associate is doing to investigate the Breach, mitigate harm to
individuals, and protect against any further Breaches; and

5) Contact procedures for individuals to ask questions or learn additional information, which shall include a
toll-free telephone number, an e-mail address, website, or postal address.

c. In a method that meets the requirements of 45 CFR § 164.404(d); and
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d. The Business Associate shall provide for substitute notice, as required by the HIPAA Rules, by providing a toll-
free phone number that remains active for at least ninety (90) days where an individual can learn whether the
individual’s unsecured PHI may have been included in the Breach and a posting as required by 45 CFR §
164.404(d)(2). The Business Associate shall be responsible for the costs of the substitute notice and
notifications.

SECTION VI – TERM AND TERMINATION 

6.1 This Agreement shall be effective as of the date in the first paragraph and shall terminate when all of the PHI 
provided by the Covered Entity to the Business Associate, or created or received by the Business Associate on 
behalf of the Covered Entity, is destroyed or returned to the Covered Entity. If it is infeasible to return or destroy the 
PHI, protections are to be extended to such information as required in this Section. 

6.2 Upon a material breach by either party, the non-breaching party shall provide an opportunity to cure the breach. 
The non-breaching party may terminate this Agreement and the Service Contract if the breach is not cured within 
the specified time. Either Party may immediately terminate this Agreement if it determines that a cure is not feasible. 

If the Business Associate fails to cure a breach for which a cure is reasonably possible, the Covered Entity may 
take action to cure the breach, including but not limited to, obtaining an injunction that will prevent any further 
improper use or disclosure of PHI. Should such action be taken, the Business Associate agrees to indemnify the 
Covered Entity for any costs, including court costs and attorneys' fees, associated with curing the breach.  

6.3 Effect of Termination. 

a. Return or Destruction of PHI. Except as provided in Section 6.3(b), upon termination of this Agreement, the
Business Associate shall return or, if agreed to by the Covered Entity, destroy all PHI received from the Covered
Entity, or created or received by the Business Associate on behalf of the Covered Entity. This provision shall
apply to PHI that is in the possession of subcontractors or agents of the Business Associate. The Business
Associate shall retain no copies of PHI.

b. Return or Destruction of PHI Infeasible. If the Business Associate determines that returning or destroying PHI
is infeasible, the Business Associate shall notify the Covered Entity of the conditions that make return or
destruction infeasible. Upon mutual agreement of the Parties that the return or destruction of the PHI is
infeasible, the Business Associate shall extend the protections of this Agreement to such PHI and limit further
uses and disclosures of such PHI to those purposes that make the return or destruction infeasible, for as long
as the Business Associate maintains such PHI. In addition, the Business Associate shall continue to use
appropriate safeguards and comply with Subpart C of 45 CFR Part 164 to prevent the use or disclosure of the
PHI for as long as the Business Associate retains the PHI.

SECTION VII – GENERAL PROVISIONS 

7.1 Compliance with Law. In connection with its performance under this Agreement, Business Associate shall comply 
with all applicable laws. 

7.2 Amendment. The Parties agree to amend this Agreement if necessary to comply with the HIPAA Rules and any 
other applicable law. This Agreement may not be modified, nor shall any provision be waived, except in a writing 
signed by the Parties. A waiver with respect to one event shall not be construed as continuing or as a bar to or 
waiver of any right or remedy as to subsequent events. 

7.3 Confidentiality Obligations. In performing under this Agreement, each Party may receive, be exposed to, or acquire 
“Confidential Information,” including but not limited to, information, data, reports, summaries, tables and studies, 
whether written or oral, fixed in hard copy or contained in a computer data base or computer readable form, of the 
other Party. For purposes of this Agreement, “Confidential Information” shall not apply to PHI, the privacy and 
security of which is the subject of this Agreement. The Parties, including their employees, agents and 
representatives shall: (a) not disclose to any third-party “Confidential Information” of the other party except as 
permitted under this Agreement; (b) only permit the use of “Confidential Information” of employees, agents, or 
representatives having a need to know under this Agreement, and (c) advise each of its employees, agents, and 
representatives of their obligations to keep such “Confidential Information” confidential. This provision shall not 
apply to “Confidential Information”: (i) after it becomes publicly available through no fault of either Party; (ii) which 
is later publicly released, in writing, by the party that owned the material; (iii) which is lawfully obtained by third 
parties without restriction; or (iv) which can be shown to be previously known or developed by either party 
independently of the other party.  
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7.4 No Third-Party Beneficiary. The Parties do not express or imply by any terms in this Agreement to confer any rights, 
remedies, or entitlements upon any third person not a party to this Agreement.    

7.5 Indemnification by Business Associate. Business Associate agrees to indemnify, defend, and hold harmless the 
Covered Entity and its employees, directors, officers, subcontractors, agents or other members of its workforce, 
(“Indemnified Party”) against all actual and direct losses suffered by the Indemnified Party and all liability to third 
parties arising from or in connection with Business Associate’s actions arising out of this Agreement. Accordingly, 
on demand, Business Associate shall reimburse any Indemnified Party for all actual and direct losses, liabilities, 
fines, penalties, costs or expenses (including reasonable attorneys’ fees) that may for any reason be imposed upon 
any Indemnified Party by reason of any suit, claim, action, proceeding, or demand by any third party that results 
from Business Associate’s breach of this Agreement. The obligation to indemnify any Indemnified Party shall survive 
the expiration or termination of this Agreement.  

7.6 Survival. The rights and obligations of the Business Associate under Section II and Section 6.3(b) of this Agreement 
shall survive the termination of this Agreement. 

7.7 Interpretation. Any ambiguity in this Agreement shall be resolved to permit the Covered Entity to comply with the 
HIPAA Rules. 

7.8 Notices. Notices to be given to a Party shall be made in writing via certified U.S. Mail to such Party’s address listed 
in the Service Contract. If an email address is provided below, notice may be submitted via email, if agreed upon 
between the Parties.   

7.9 Counterparts: This Agreement may be executed in any number of counterparts, each of which shall be deemed an 
original. Facsimile copies shall be deemed to be originals.  

7.10 Disputes. If any controversy, dispute, or claim arises between the Parties with respect to this Agreement, the Parties 
shall make good faith efforts to resolve such matters informally. Any dispute that cannot be mutually settled may be 
brought in the Franklin Circuit Court in accordance with KRS 45A.245.  

7.11 Mutual Representations and Warranties. Each Party represents and warrants that it is duly organized, validly 
existing, and in good standing under the laws of the jurisdiction under which it is organized or licensed; it has the 
full power to enter into this Agreement and to perform its obligations; and that the performance of its obligations 
under this Agreement have been duly authorized and will not violate any provisions of any license, corporate charter, 
or bylaws. 

Wherefore, the Parties acknowledge agreement with the above terms and execute this Agreement as of the Effective Date 
by their signatures below. 

Covered Entity  Business Associate 

By:  /Cab_Sig/ By /Cont_Sig/ 

Name:  /Cab_Name/ Name:  /Cont_Name/ 

Title:   /Cab_Title/ Title: /Cont_Title/ 

Date:   /Cab_Date/ Date: /Cont_Date/ 
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Woodford County, KY - 2106000 -
July 2026 Renewal

Pricing Term Start Date: July 01, 2026 | Pricing Term End Date: June 30, 2027 | Quote
Create Date: June 10, 2026 | Reference: 20260610-131229680

Woodford County, KY - 2106000
330 Pisgah Pk
Versailles, KY 40383
United States

Joshua Rayburn
josh.rayburn@woodford.kyschools.us
859-879-4600

Comments

Julia Fleury - Customer Success Manager Parentsquare, Inc.

Products and Services

Item & Description Billing Start

Date

Term

(Months)

Quantity Unit Price Total



Smart Sites (Multi-site)

Annual

07/01/2026 12M 4007
Per Student

$2.24 $8,975.68
annually

Engage 2026

Annual
Universal Reach
• One-way notifications and urgent 
alerts
• Automated notices and 
attendance notifications
• Social and website sharing
• Student communication app 
(StudentSquare)

True Two-Way
• Two-way SMS texting
• Two-way app and web messaging
• Two-way email replies
• Automatic language translation

Enhanced Engagement
• Newsletter designer (Studio 
Editor)
• Appointment invitations and 
RSVPs
• Volunteering and signups
• Searchable directory

Admin Intelligence
• Data analytics and reporting
• 100% contactability tools
• Direct SIS integrations
• Custom roles and permissions

Paperless Workflows
• Online forms and surveys
• Digital permission slips and 
signatures

07/01/2026 12M 4007
Per Student

$4.75 $19,033.25
annually

Totals



Annual

Unit of Measurement Unit Total Total

Per Student $6.99 $28,008.93

$28,008.93

Signature

Before you sign this quote, an email must be sent to you to verify your identity. Find your profile below to request
a verification email.

Joshua Rayburn
josh.rayburn@woodford.kyschools.us

Quote expires: September 8, 2026

Purchase Terms

District/School Agreement -- The Services are subject to the terms contained in this Order Form and School
Agreement which are located at www.parentsquare.com/agreement, and incorporated by reference into
this Order Form (“ParentSquare School Agreement”).
 
By executing this Order Form, the undersigned certifies that (i) the undersigned is a duly authorized agent
of District/School, and (ii) the undersigned has read the ParentSquare School Agreement and will take all
reasonable measures to enforce them within the District/School.
 
NOTE:  Pricing above does not reflect ParentSquare’s right to increase pricing as set forth in the
ParentSquare School Agreement.  Pricing above also does not include applicable tax, which will be applied
upon invoicing.
 
Privacy Policy -- The ParentSquare Privacy Policy may be reviewed here -
https://www.parentsquare.com/privacy
 

Verify to sign

http://www.parentsquare.com/agreement
https://www.parentsquare.com/privacy/


Terms of Use -- The ParentSquare Terms of Use may be reviewed here -
https://www.parentsquare.com/terms

Questions? Contact Me

Julia Fleury
julia.fleury@parentsquare.com

https://www.parentsquare.com/terms/

