PERSONNEL	CA03.13214 AP.2
‑ Certified Personnel ‑
Device Allowance and Request
I. Purpose
1. Depending upon the business need and established eligibility requirements, the Boone County School District may pay an allowance to an individual employee for cellular devices.
[bookmark: _1q9nijmkfjxb]II. Definitions
1. Wireless communication devices: mobile telecommunication equipment (e.g., iPad, iPhone, Android, MiFi and similar devices - list is illustrative and not intended to be comprehensive of all tools covered by this policy).
2. Business Use: use in the course of performing specific job-related duties on behalf and for the benefit of the District
[bookmark: _g78rmtq7kmo7]III. Details
1. Allowance 
Under this option, employees are responsible for purchasing the cell phone and related service contract with their personal funds. The allowance is intended to provide reimbursement for the business use of the personal device but is not intended to fund the cost of the device nor pay the entire monthly service fees. The assumption is that most employees also use the device for personal use.
a. Departments must conduct annual reviews of the necessity of allowances for cellular use for business purposes.
b. The decision to incur business expenses for cellular devices must be evaluated from a cost/benefit perspective. Departments must consider other viable options such as landline phones, Microsoft Teams phone lines, or other less expensive communication devices.
c. Department Directors must approve Cellular Device Allowance Request Form.
d. Allowances will be processed through payroll, but amounts will not be considered wages and will not be subject to any payroll taxes. The value of any personal use which would be covered by the allowance is considered a working condition fringe benefit. The allowances are not included in an employee’s compensation for purposes of determining retirement coverage or other benefits.
e. Allowances must be eliminated should the bona-fide business purpose no longer exist. 
2. Equipment Costs for Employees Receiving Allowance
a. Contracts entered into by authorized employees are personal contracts that are the responsibility of the employee, not the District 
b. The employee assumes ownership and maintenance responsibility for all equipment.
c. In all cases, billing for expenses is directed to the employee for payment.
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III. Details (continued)
a. Upgrades and new purchases of cellular devices and smart devices will be the financial responsibility of the authorized employee.
b. Departments will not reimburse actual expenses for cell phones, equipment, or accessories.
c. Departments will not purchase cellular device accessories (e.g., batteries, chargers, covers, holsters, head/earphones, etc.) for personal cellular or smart devices;
d. Employees are responsible for paying for any service upgrade. 
2. Eligibility guidelines
a. To qualify for the allowance, the employee must have a business need that includes one or more of the following:
i. Employees whose duties and responsibilities require them to be readily accessible for frequent contact with the public or the school district community and whose job limits his/her access to regular landline telephones would satisfy the required business communication need.
ii. Employees whose duties require that they be immediately accessible outside of normal business hours.
iii. The employee is responsible for critical infrastructure and must be accessible at all times.
iv. The employee travels and needs to be accessible or have access to information technology systems while traveling; or
v. Access via voice and/or access to information technology systems via a mobile communication device would, in the judgement of the supervisor, render the employee more productive and/or the service the employee provides more effective therefore, the cost of communication service is warranted.
3. Motor Vehicle Safety
The employee is expected to avoid using a cellular phone or any other type of electronic communications equipment under any circumstances where such use might create or appear to create a hazard, including use while operating a motor vehicle. 
4. Special Situations
a. Health Insurance Portability and Accountability Act (HIPAA) and Open Records Requirements
i. The requirements promulgated under HIPAA apply to personally-owned cellular devices that contain Boone County School District business records and protected data;
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ii. The Kentucky Open Records Act requires the District to disclose specified public records. In response to requests for such disclosure, it may be necessary to examine electronic communications records that users consider to be personal to determine whether they are public records that are subject to disclosure.
iii. Guidelines for HIPAA Security Rule Compliance establish security controls, such as encryption and password protection, covering the storage or remote access of electronic protected health information (ePHI) on home computers, laptops, smart devices, and other portable devices; and
5. Discontinuing the allowance
b. If there is a change in an employee's responsibilities that would disqualify them from continuing to receive the allowance, the department must discontinue the allowance, effective at the date that the employee’s responsibilities changed by completion of new cell phone allowance request form.
c. IT will be notified of the discontinuation for the allowance either by separation from the district or change in roles and all district accounts will be disconnected from the device. 
[bookmark: _sx3720neillb]IV. Procedures
1. Request 
a. Staff member must complete the Cellular Device Allowance Request Form
b. Request form is submitted to the department Director for approval 
2. Director Approval
a. The completed request form is received by the Director. 
i. Departments must review and affirm that an employee has business need that meets eligibility for initial and on-going allowance.
ii. For employees who qualify, this policy authorizes an allowance for cellular devices paid across effective future pay periods (no retroactive adjustments)
b. The completed request is sent to Operations. 
3. Operations Processing
a. When a request form is received, the Administrative Assistant to the Assistant Superintendent of Operations reviews the form and enters the employees phone number on the data sheet. 
b. If the employee currently has a district-provided phone, the Administrative Assistant will notify the cellular phone carrier to terminate the phone. 
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a. The phone will be surrendered to the department Director or the Administrative Assistant for Operations for surplus or return to the carrier. 
b. The Administrative Assistant sends the Cellular Device Allowance Request Form to Finance monthly.
4. Finance Processing 
a. The allowance payments will be processed on the Board check run monthly.  
b. Payments will be coded to the account provided by The Administrative Assistant.
c. Allowances will be paid through direct deposit into the employee designated checking account.
[bookmark: _wgwutwk5pj8w]V. Responsibilities
1. Employee
a. Responsible for equipment and contact payments.
b. Responsible for maintenance and security of cellular devices.
c. Responsible for replacement or repair for any damage that occurs during personal or business use to ensure continuity of contact and accessibility. 
d. Responsible for reporting to IT immediately if the device is lost or stolen so that all district data can be disconnected from the device. 
e. Responsible for compliance with HIPAA and Open Records regulations.
f. Responsible for retaining an active cellular contract as long as an allowance is in place. 
i. Because the cellular device is owned by the employee, the employee may use the phone for both business and personal purposes. The employee may add extra services or equipment features, as desired.
g. Any use contrary to local, state, or federal laws will constitute misuse, and will result in immediate termination of the allowance.
h. Responsible for ensuring the following related to security and data. 
i. Screen lock is enabled at all times (PIN/password/biometric) and auto-lock must be enabled w/automatic locking enabled at a 5-minute maximum.
ii. District email, files, and all work-related communications must be conducted exclusively through district-approved applications (e.g., Microsoft or Google products accessed with district logins). Use of non-approved apps is not permitted. All messages sent through district-approved platforms are considered official communications and may be subject to the Open Records Act.
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1. All staff members eligible for the allowance will receive a list of district‑approved applications, which will be updated as needed. Requests to add additional applications will be reviewed and vetted by the Technology Department.
iii. Any information directly related to students—including data covered under FERPA or HIPAA compliance requirements—must be contained only within district‑approved applications. This includes items such as taking pictures of student work, processing student registration, or handling any other student‑related records. 
iv. All pictures and videos taken to support facility or technology work orders must be uploaded into the district’s work order systems. Once uploaded, the files must be deleted from the personal device immediately to ensure security. 
1. Your personal photos, messages, apps, and files are not accessed, monitored, or managed by the district.
2. The district only has authority over the work-related apps and data you use for official purposes (e.g., district email, files stored in approved platforms). The district’s oversight applies only to the work-related activity conducted through district-approved apps.
v. Records Retention for District Communications 
1. All messages related to district business must be preserved for records retention compliance. Staff should take a screenshot of the message and either forward it to their district email account or save it within district‑approved Microsoft or Google platforms. This requirement applies specifically to text messages or other forms of communication sent outside of district email or approved applications, since those platforms are not automatically accessible by the district. Ensuring these communications are captured in approved systems maintains compliance with district policy and legal requirements.
2. Supervisory/Management Personnel
a. Determine, document, and recommend the initial and annual eligibility of employees to receive the allowance.
b. Ensure updates to Payroll are made for the allowance, as appropriate through the Cellular Device Allowance Request Form.
c. Cancel the allowance when the employee leaves the Department or is no longer authorized.
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d. Review and approve individual reimbursement requests from non-qualifying individuals.
Process for Staff Who Currently Have a District Issued Cellular Device
One time process
· All staff will complete the Cellular Device Allowance Request Form and indicate their desire to continue with the district issued cellular device. (Grandfathered Participants) or move to receiving the allowance. 
· The completed form will be given to the department Director for review and signature. 
· Forms are then sent to Operations Administrative Assistant  
· Administrative Assistant  will review the forms and gather the needed information to notify the cellular carrier of any changes. 
· Administrative Assistant will create a list of all staff and their corresponding information 
· District supplied phones or phone allowance 
· All staff phone numbers that are covered under either the district supplied phone or the phone allowance. 
· Forms for all staff that have chosen the allowance option will then be sent to finance for processing.


PERSONNEL	CA03.13214 AP.2
	(Continued)
‑ Certified Personnel ‑
Device Allowance and Request
Cellular Device Allowance Request Form
This form is used in accordance with Board Policy 03.125 Certified  and Board Policy 03.225 Classified Expense Reimbursement; to document the eligibility requirements for a portion of the cost of an electronic resource and/ or associated service fees associated with business use. 
Select at least one of the following as the qualifications for the allowance: 
· Employee whose duties and responsibilities require them to be readily accessible for frequent contact with the public or the district and whose job limits his /her access to regular landline telephones. 
· Employee whose duties require that they be immediately accessible outside of normal business hours. 
· Employee is responsible for critical infrastructure and must be accessible at all times. 
· Access via voice and / or access to information technology systems via a mobile communication device would, in the judgement of the supervisor, render the employee more productive and / or the service the employee provides more effective. 
Section I.
Requesting Department Information
Department Name : ___________________________________________
Employee Name: _____________________________________________
Employee ID Number: ______________Employee Position: ___________________
Funding Source: ___________________ Budget Code: _________________________
Section II.
To Be Completed by Employee - check all that apply and complete the requested information.
· I am requesting to continue with my current district issued cellular phone and district issued cellular phone number.
Enter your district issued phone number here. ________________________________
** Skip to section IV. . OR
· I am requesting the cellular device allowance
· I will be transferring the district issued phone number to my personal account. 
	Enter the district issued phone number here _____________________________
	Enter the name of your current carrier here ______________________________
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Directions on how to transfer the phone number to your carrier will be provided separately.
				OR
· I will be using my personal cellular number and will no longer use the district provided cellular number.
Enter your personal number here. ___________________________________
This number will be shared with the appropriate district staff as part of distribution lists or contact lists.
Section III
Employee - Initial next to each item indicating your understanding and agreement to the expectations for receiving a cellular device allowance.
I, the employee, understand and agree to the following:
____ I certify that I have read the Cellular Device Allowance Processes, Procedures and Expectations document.
____ I agree to abide by the district guidelines for the appropriate use of this device for business purposes.
____ I agree that I am the owner of this device  and am responsible to maintain the equipment and service fees, including repairs, replacement and payment of invoices in order to maintain continuous service and accessibility.
____ I understand that any damage sustained to this device during personal or business use is my responsibility and no reimbursement or repair costs will be made by the district.
____ I agree that I will inform my supervisor if the device is no longer used for business purposes. 
____ I agree to report a lost or stolen device immediately so that any district accounts can be disconnected from the device.
____ I agree that upon termination of employment with the district that all district data accounts will be disconnected from this device by the IT department.
____ I understand that any business-related content contained on this device  is subject to the Open Records Act under Kentucky Law.
____ I agree to screenshot or save any text messages or other communications related to district business that occur outside of district email or approved applications, and to forward them to my district email account or save them in district‑approved Microsoft or Google platforms to ensure records retention compliance.
____ If I currently have a district issued cellular device, I agree to return the device to my supervisor upon notification that this request has been approved, and my cellular number has been transferred (if applicable).
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Section IV.
Employee Signature
Employee Signature Name (print): _____________________________________
Employee Signature: ______________________________  Date: _______________
Section V:
Approval 
Supervisor: I certify that this employee requires the use of a cellular device to conduct his or her job - related responsibilities and meets the qualifications to either have been issued a district owned device and can be grandfathered in to  continue with that device or be eligible to receive an allowance to pay a portion of the approximate business use of this device.
Supervisor Name (print): ___________________________Title: __________________
Signature: _______________________________________Date: _________________
Section V:
Finance - To be completed for all allowance requests
I approve this allowance and the funding source listed in section I.
Name (print):________________________ Title: _____________________________
Signature: _____________________________________Date: ___________________ 
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