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‑ Certified Personnel ‑
Use of Personal Cell Phones/Telecommunication Devices
Due to privacy concerns, and except for emergency situations, personally owned recording devices are not to be used to create video or audio recordings or to take pictures while on duty or working with students except with prior permission from the Principal/designee or immediate supervisor.
An exception may be made for events considered to be in the public arena (e.g. sporting events, academic competitions, or performances to which the general public is admitted) where the activity does not materially disrupt the event, prevent others from observing the event, or otherwise violate legal rights. School social events for students, activities sponsored by student clubs, and activities during the school day that are not open to the public are not considered to be in the public arena.
Such devices include, but are not limited to, personal cell phones and tablets.
Public Event Exception
An exception may be made for events considered to be in the public arena (e.g. sporting events, academic competitions, or performances to which the general public is admitted) where the activity does not materially disrupt the event, prevent others from observing the event, or otherwise violate legal rights. School social events for students, activities sponsored by student clubs, and activities during the school day that are not open to the public are not considered to be in the public arena.
Other Exceptions – Prior Written Approval Required
Employees who would ordinarily be issued a District-owned electronic device may, with prior written approval awarded at the Superintendent’s sole discretion, elect to use a personally-owned device for District business. Eligibility shall be determined at the sole discretion of the Superintendent. In making this determination, the Superintendent may consider, among other factors, the nature of the employee’s job duties, the sensitivity of the information that may be accessed or stored on the personal device, and any other relevant operational, security, or financial considerations. Approval may be granted, denied, or revoked at any time based on these considerations or changing District needs. All approvals are device specific. 
Prohibited Uses and Storage
Notwithstanding any written approval, under no circumstances shall District business be conducted on a personally owned device in a manner that results in the storage, retention, or local download of any of the following information:
1. Student Information, including but not limited to:
0. Personally identifiable student information;
0. Educational records as defined by FERPA;
0. Student health, discipline, special education, or counseling records;
0. Student photographs, videos, or recordings not expressly approved for public use.
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Other Exceptions – Prior Written Approval Required (continued)
Prohibited Uses and Storage (continued)
1. Personnel Information, including but not limited to:
1. Employee personnel files;
1. Social Security numbers, dates of birth, or medical information;
1. Performance evaluations or disciplinary records.
2. Financial Information, including but not limited to:
a. Bank account numbers, credit or debit card information;
b. Payroll data;
c. Tax records or forms;
d. District financial statements not approved for public release.
3. Confidential or Restricted District Information, including:
a. Attorney-client privileged communications;
b. Litigation-related materials;
c. Security plans, access credentials, or passwords;
d. Information designated as confidential by the District or protected by law.
Permitted Use Conditions:
If written authorization is provided and  District business is conducted on a personally owned device, such use is limited to:
1. Accessing District email or District-approved platforms through secure, web-based portals;
2. Communications that do not require downloading, storing, or retaining prohibited information on the device; and
3. Use that complies with all District technology, records retention, and acceptable use policies.
Security and Compliance Requirements
Any individual using a personally owned device for District business must:
1. Implement reasonable security safeguards, including password protection or biometric access;
2. Immediately report any loss, theft, or suspected compromise of the device if District business was conducted on it;
3. Cooperate with the District in responding to public records requests, litigation holds, audits, or investigations to the extent required by law.
No Expectation of Privacy / Open Records Compliance 
Individuals who conduct District business on a personally owned device have no expectation of privacy with respect to any District-related communication or data created, sent, received, or accessed on that device.
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No Expectation of Privacy/Open Records Compliance (continued)
District-related communications and data on a personally owned device may constitute public records subject to disclosure under applicable open records laws. Accordingly, any individual using a personally owned device for District business affirmatively agrees to the following obligations:
1. Upon request by the District, the individual shall conduct a prompt, diligent, and good-faith search of the personally owned device for responsive District-related records, including but not limited to emails, text messages, instant messages, voicemails, photographs, and attachments, regardless of the application used to create or transmit such records.
2. The individual shall preserve and timely provide any responsive records located during such search in the manner directed by the District, and shall not delete, alter, or withhold responsive records except as authorized by law or the District.
3. The District may require the individual to certify, in writing, that a good-faith search was conducted and that all responsive records located were produced.
4. Individuals must comply with all litigation holds, audits, investigations, or administrative reviews, including preservation and production of District-related records located on a personally owned device.
5. The individual shall preserve all District records in compliance with all relevant state and federal records retention laws.
Enforcement and Discipline
Failure to comply with this policy may result in disciplinary action, up to and including termination of employment, cancellation of contracts, and/or legal action, as appropriate.
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