






































NAVEX

1.Business Goals and Objectives

The services defined within this Statement of Work follow a detailed, best practice consulting methodology
that will help ensure Jefferson County Public Schools’s defined goals and objectives are met. Our team
provides a solution that adds maximum value by establishing intake, workflow, and analytics best practices
and consistencies across each identified business unit.

The NAVEX EthicsPoint solution extends NAVEX's long history of successful issue awareness and hotline
support, providing your organization a single system for capturing, managing, and resolving a wide variety of
incidents across a broad range of functions. The result is an enterprise view of risk and the ability to
effectively integrate Governance, Risk, and Compliance (GRC) activities into one, cohesive program.
NAVEX’s integrated approach solves the problems of inconsistent data capture and resolution process
management.

To ensure a successful and efficient deployment of EthicsPoint, NAVEX recommends utilizing a QuickStart
Program that will include the following activities and deliverables:

Project Kick-Off meeting to validate contracted services and project team responsibilities.
Solution Design Workshop(s) to gather system configuration requirements.

Application configuration based on documented and approved customer requirements.
Post-configuration review, validation, and receipt of final customer approval.

User configuration validation to ensure data collected through the case management process is
accurate.

e EthicsPoint System Administrator and Business User training.

2.Professional Services QuickStart Program

The NAVEX Professional Services QuickStart Program follows a methodology designed to create solutions to
address your business objectives and accelerate the implementation of your defined solution. Designed for
EthicsPoint customers, the program will support your incident management implementation requirements and
“Best Practice” processes that will be aligned and integrated with your EthicsPoint solution.

A few of the key benefits of the Professional Services QuickStart Program include:

Requirements gathering and solution design in an expedited time frame.

Project road map and established best practices specific to your organizations needs.

Higher end-user adoption rates and more efficient use of your NAVEX investment.

Knowledge transfer needed to accelerate implementation and further optimize your solution on your
own.

o Establish metrics to measure and manage your incident intake, investigative and reporting processes.

3.Professional Services Methodology

At NAVEX, our approach to Professional Services moves beyond the technical integration challenges found in
typical engagements, and more appropriately targets a deeper understanding of the business challenges our
customers face. We work to better align our application with our customers’ GRC initiatives and approach
each engagement with a successful track record of improving an organization’s overall compliance-based
initiatives. Emphasizing the importance of integrating all associated business processes, our consultants
develop a manageable strategy to fully leverage the NAVEX suite of services.

NAVEX's Professional Services consultants guide customers through our documented Professional Services
Methodology. The methodology serves as a general guideline, with each project designed around our
customers’ unique goals, objectives, and time frames. Our Professional Services Methodology is depicted in
the diagram below.
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Professional Services Methodology
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Strategy Requirements Design Configuration Deployment
Stakeholder A t Cust Needs Use Cases Solution Build Configuration Review
Business Analysis Reporting Workshops System Integration Customer Validation
Solution Alignment Integration Custom Workflows Testing Scenario-Based Training

Strategic Alignment | Thought Leadership | Change Management | Project Management | Consultative Approach | Solutions Design

NAVEX's approach has evolved using fundamentals and best practices established during 14,500 successful
implementations across a wide range of industries and involving a variety of key business drivers and
stakeholders. Our consultants are experienced in establishing a consistent and measurable Project
Management (PM) framework that is based on the unique business objectives of our customers. Our
consultants ensure all activities and deliverables are clearly defined, timelines are well managed, and
stakeholders are involved and actively participating at the appropriate level. Communication and change
management plans, and project team roles and responsibilities, are defined and agreed upon in advance,
providing a solid foundation for each engagement.

4.QuickStart Program Statement of Work

A NAVEX Professional Services consultants will support the delivery of a single configuration of the
EthicsPoint solution to stakeholders identified by Jefferson County Public Schools.

NAVEX will perform project activities necessary to ensure products and services are deployed in accordance
with the Statement of Work, project plan activities and defined business requirements. The completion date
may be changed only upon mutual written agreement between NAVEX and a Jefferson County Public
Schools Senior Director or above.

Should additional business units and/or functional groups need to be added within the solution in subsequent
phases, NAVEX's Professional Services consultant will work with Jefferson County Public Schools to scope
and integrate these into the EthicsPoint solution as required. The project scope is comprised of multiple
phases of supporting activities and deliverables as follows:
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Distribute Templates

Phase Step Activities
Project A. Engagement Kick-Off e Validate Project Goals and Objectives
Management Call o Review Contract and Statement of Work
& Governance o Clarify Project Roles, Responsibilities, Timelines
Review and o Clarify Goals & Objectives

Review Customer Project Package
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Stakeholder Analysis
Current State Questionnaire

The 2-day on-site for this
segment of the
engagement will take place
4 to 6 weeks after project
kick-off.

Strategy, B. System Overview °
Assessment
&
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Requitements G hesessEn °
Gathering
]
D. Solution Design .
Workshop(s)

EthicsPoint Application Overview Session

Alignment Mapping
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Stakeholder Analysis, including Roles and Responsibilities
Current and Desired State Assessment

Change Management Plan Development
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Sponsorship & Communication Best Practices
Training Strategy

EthicsPoint Solution Design requirements gathering activities
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English
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Telephony Services Requirements

Web Intake Site Design and Development Requirements
Web Intake Site Localization Language Requirements

* Translations occur after Web Intake site is deployed in

Location Database Requirements (single file upload)
Tier / Organizational Structure Requirements
Issue Category Requirements

Report / Case Intake Question Requirements
User Profile / Access Level Requirements

Auto Assignments Requirements

Database Settings Requirements

Configurable Notifications Requirements
Systems Fields Dropdown Values Requirements
Custom Fields and associated Dropdown Values
Requirements

Analytics Requirements

Implementatio | E. Configuration °

n & Training
F. Post Configuration o
L]
L]
L]
G. Training °
Conducted remotely .

Application configuration based on design requirements

Best practices / Configuration review session
Configuration modification, as needed

Business user scenario-based training strategy planning
Configuration validation by customer

EthicsPoint System Administrator training (1 session)
Business User training and Insights overview (2 sessions)

5.Service Assumptions

Customer acknowledges that its participation and cooperation is critical for the success of the Project.
Deviations from the following assumptions may lead to commensurate changes in the timeline and fees:

e SOW Term / Expiration: This Statement of Work (SOW) will expire 6 months from project Kick-off
Date. A new SOW will be required to extend project past Expiration. Total Professional Services

consulting hours allotted, to be consumed during SOW Term, are 86. Professional Services consulting

hours worked during SOW Term exceeding 86 will be billed at a rate of $275.00 per hour.

e Resource Availability: NAVEX Professional Services operates a shared services model and
therefore all resources will be scheduled on a best endeavors’ basis.
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e Customer Resources Availability: Lack of access to project Stakeholder will impact Project
Timelines and costs if decisions cannot be made in a timely fashion.

6.Timing and Fees

NAVEX will work with Jefferson County Public Schools to define a timetable suitable for achieving all defined
objectives within this proposal. The initial engagement will span approximately 16 to 24 weeks, depending on
the telephony configuration purchased. At the completion of this project, our consultant will present Jefferson
County Public Schools all deliverables identified in this proposal which we will use collaboratively throughout
the engagement as a reference point for defined activities and milestones.

Following are the services recommended for Jefferson County Public Schools. NAVEX assumes that project
activities will be completed in succession and that all defined business units will complete the documented
project activities simultaneously to achieve maximum value and efficiencies. The Statement of Work identifies
the activities and deliverables associated with the project and are defined above in Section 4.

Consulting Resource Hours Fee
Professional Services Consultant 86.00
Discount
Total

Project hours may be consumed by the consultant(s) in completing preparations for meetings, completing
offline assessment and solution design, knowledge transfer and other action items necessary to deliver the
Statement of Work. Additional hours will be billed at a rate of $275.00 per hour.

Note: Estimated pricing does not consider any fees associated with translation, interpretation, or recording
services. All applicable one-time fees associated to translation, interpretation, and recording services will be
documented in an NAVEX Change Request Form which will require customer signature before any translation
related activities are initiated.

QuickStart Program: (includes 2 concurrent days on-site, 2 $ (On-site)*
resources)
* Plus reasonable travel, meals and related expenses, invoiced separately.
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NAVEX

Data Processing Addendum

This Data Processing Addendum (“DPA”) forms part of the contracting document or documents and includes one or more of the
following or similarly structured documents (i.e. Master Service Agreement; Subscription Agreement, License Agreement or similar
agreement) (the “Agreement”) between Customer and NAVEX Global, Inc., a Delaware corporation, (hereinafter, “NAVEX") to
reflect the parties’ agreement related to Processing of Customer Data, including Personal Data, in accordance with the
requirements of applicable Data Protection Requirements (as hereinafter defined). Capitalized terms not defined herein shall be
given the definition set forth in the Agreement.

HOW THIS DPA APPLIES
If the Customer entity signing this DPA is a party to the Agreement, this DPA is an addendum to and forms part of the Agreement.

This DPA shall not replace any additional rights related to Processing of Customer Data previously negotiated by Customer in the
Agreement, but shall replace any existing data processing addendum to the Agreement unless otherwise explicitly stated herein.

To the extent any terms and conditions of this DPA conflict with the terms and conditions of the Agreement or any previously
executed data processing terms, the terms and conditions of this DPA shall control.

DATA PROCESSING TERMS

In the course of providing the Services to Customer pursuant to the Agreement, NAVEX may Process Personal Data on behalf of
Customer. NAVEX agrees to comply with the following provisions with respect to any Personal Data submitted by or for Customer
to the Services or collected and Processed by or for Customer using the Services.

1) DEFINITIONS

a) “Affiliate” means an entity controlling, controlled by, or under common control with a party to the Agreement.

b) “CCPA” or “The California Consumer Privacy Act” means the California Consumer Privacy Act of 2018, as amended by
the ballot measure approved by California voters on November 3, 2020 (The California Privacy Rights Act of 2020
“CPRA”) and as may be further amended from time to time.

c) “Customer Data” means any data and information Customer provides, generates, transfers, or makes available to NAVEX
through use of the Services, whether in printed, electronic, or other format.

d) “Data Protection Requirements” means all data protection and privacy laws and regulations, as applicable to a party,
including the CCPA and other applicable United States privacy laws or regulations, and any other local or regional data
protection, data privacy or data security laws, when applicable.

e) “Data Subject” means an identified or identifiable natural person whose Personal Data is collected and hosted by NAVEX
on behalf of Customer, as may be more fully set forth in Data Protection Requirements, and shall be meant to include
any different but similar term used in Data Protection Requirements.

f) “Personal Data” means any information relating to an identified or identifiable natural person as further defined under
Data Protection Requirements, which may include a term similar to Personal Data but which shall have the same general
meaning (for example “personal information”), where such data is submitted to the Services as Customer Data.

g) “Processing” means any operation or set of operations which is performed on Personal Data or on sets of Personal Data,
whether or not by automated means, such as collection, recording, organization, structuring, storage, adaptation or
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available,
alignment or combination, restriction, erasure or destruction, and shall be meant to include any different but similar term
used in the Data Protection Requirements and as may be more fully set out in Appendix 1.

h) “Security Specifications” means the security measures employed by NAVEX to protect the Personal Data in its possession
in connection with delivering the Services and as more fully set out in Appendix 2.

i)  “Sub-processor” means any entity engaged by NAVEX which Processes Personal Data as part of the Services provided by
NAVEX to Customer, which include applicable NAVEX Affiliates.

2) PROCESSING OF PERSONAL DATA
a) Roles of the Parties. The parties acknowledge and agree that with regard to the Processing of Personal Data, Customer
is the entity which determines the purposes and means of the Processing of Personal Data, NAVEX is the entity which
Processes Personal Data on behalf of Customer, and that NAVEX will engage Sub-processors pursuant to the requirements
set forth in section 8 “Sub-processing” below. Further, each party agrees to comply with its respective obligations under

©2023 NAVEX Global, Inc. All rights reserved. Page 1 of 17



the Data Protection Requirements in relation to its Processing of the Personal Data and NAVEX agrees to provide all

assistance reasonably required by Customer to enable Customer to take reasonable and appropriate steps to ensure that

NAVEX effectively Processes Personal Data in a manner consistent with Customer’s obligations and instructions under

Data Protection Requirements. Customer’s instructions, as the signatory and party to the Agreement, shall control in the

event of any conflicting instructions provided by an Affiliate to NAVEX. Customer shall be responsible for all use of and

access to the Services by any such Affiliate.

b} Customer’s Processing of Personal Data. Customer shall, in its use of the Services, Process Personal Data in accordance
with the requirements of Data Protection Requirements. Customer is responsible for determining whether the Services
are appropriate for the storage and Processing of Customer Data under Data Protection Requirements. Customer’s
instructions to NAVEX, for the Processing of Personal Data, shall comply with Data Protection Requirements. NAVEX shall
inform Customer without undue delay if, in its opinion, an instruction infringes Data Protection Requirements. The
foregoing notwithstanding, NAVEX is not obligated to evaluate whether an instruction issued by Customer complies with
applicable Data Protection Requirements.

c) NAVEX’s Processing of Personal Data. NAVEX shall only Process Personal Data on behalf of and in accordance with
Customer’s instructions and in accordance with the Data Protection Requirements. NAVEX does not determine whether
Customer Data includes information subject to any specific law or regulation. Customer instructs NAVEX to Process
Personal Data for the following purposes: {i) Processing in accordance with the Agreement and applicable Order Form(s);
(i) Processing initiated by users in their use of the Services; and (iii) Processing to comply with other reasonable
instructions by Customer that are consistent with the terms of the Agreement. Further, NAVEX agrees that it shall:

i) Only carry out Processing of Personal Data on Customer’s instructions, as set forth in the Agreement for the purpose
of providing the Services;

if} Provide at least the same level of protection to Personal Data as is required by this DPA and the Data Protection
Requirements;

iii) ensure that persons authorized to Process the Personal Data are bound to obligations of confidentiality or are under
an appropriate statutory obligation of confidentiality;

iv) With the exception of those pre-approved Sub-processors detailed in section 8)b) and engaged in the performance
of the Services, not share or allow access to files containing Personal Data to any third party for further Processing
by that third party or its agents {except for the purposes of mere routing of Personal Data through a third party such
as routing through a telecommunications carrier);

v) Promptly notify Customer if it makes a determination that it can no longer meet its obligation to provide the same
level of protection as is required by Data Protection Requirements, and in such event, to work with Customer to
promptly take reasonable and appropriate steps to stop and remediate any Processing until such time as the
Processing meets the level of protection as is required by the Data Protection Requirements;

vi) Implement and maintain throughout the term of this DPA appropriate technical and organizational measures to
protect Personal Data against unauthorized or unlawful processing and accidental alteration, destruction or loss so
as to allow Customer to comply with the requirement to implement appropriate technical and organizational security
measures, in accordance with the Security Specifications and other applicable provisions of the Data Protection
Requirements;

vii) At Customer’s sole election, cease Processing Personal Data promptly if in Customer’s reasonable discretion, NAVEX
is not providing the same level of protection to Personal Data as is required by Data Protection Requirements.

viii} Keep or cause to be kept, accurate records relating to all Processing of Personal Data on behalf of Customer as part
of the Services;

ix) Promptly refer to Customer any requests, notices or other communication from Data Subjects, any national data
protection authority established in the jurisdiction of Customer, or any other law enforcement authority, for such
Customer to resolve, and as the case may be:

(1) Provide all assistance reasonably required by Customer to enable Customer to respond to, comply with or
otherwise resolve any request, question or complaint made to it by a Data Subject in relation to the Processing
of Personal Data associated with such Data Subject; and

(2) Provide all assistance reasonably required by Customer to enable Customer to respond to, comply with or
otherwise resolve any request, question or complaint made to it that is received from any national data
protection authority established in the jurisdiction of the Customer, or any other law enforcement authority.

X) Provide reasonable assistance and support to Customer in Customer’s performance of any data protection impact
assessments;

xi) NAVEX agrees it will not:

(1) Disclose Personal Data to any third party individual other than for the purposes of complying with Data Subject
access requests in accordance with Data Protection Requirements and in accordance with this DPA, as
applicable.

(2) Include Personal Data in any product or service offered by NAVEX to third parties.

©2023 NAVEX Global, Inc. All rights reserved.
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d)

(3) Collect, use, retain, disclose, sell, share or otherwise make Personal Data available for NAVEX's own commercial
purposes or in a way that does not comply with Data Protection Requirements.

The CCPA and CPRA. The terms “Business Purpose,” “Consumer,” “Contractor,” “Personal Information,” “Sell,” “Service

Provider,” “Share,” and “Third Party” shall have the meanings ascribed to them under the CCPA. In accordance with the

CCPA, the Parties agree that:

i)  NAVEX is a Service Provider and not a Contractor nor a Third Party.

ii) Customer is disclosing Personal Information to NAVEX for the Business Purposes set forth in the Agreement.

iii) Customer is not Selling nor Sharing the Personal Information to NAVEX.

iv) NAVEX shall comply with its applicable obligations under the CCPA and shall provide the same level of privacy
protection as is required by the CCPA.

v) Customer has the right to take reasonable and appropriate steps to help ensure NAVEX Processes the Personal
Information in a manner consistent with Customer’s obligations under the CCPA and in accordance with the audit
parameters set forth in this DPA.

vi) NAVEX shall notify Customer if it makes a determination that it can no longer meet its obligations under the CCPA.

vii) Customer has the right, upon notice, to take reasonable and appropriate steps to stop and remediate unauthorized
use of Personal Information.

viii) NAVEX engages other Service Providers to assist in the Processing of Personal Information for the Business Purposes
under the Agreement on behalf of Customer, as detailed in this DPA, and is pursuant to a written contract binding
such additional Service Providers to observe all applicable requirements of the CCPA.

ix) In accordance with the audit parameters set forth in this DPA below, Customer is permitted to monitor NAVEX's
compliance with the Agreement.

X) NAVEX is prohibited from:

(1) Selling or Sharing the Personal Information;

(2) retaining, using or disclosing the Personal Information for any purpose other than for the Business Purposes
specified under the Agreement, including retaining, using, or disclosing the Personal Information for a
commercial purpose other than the Business Purposes specified in the Agreement, or as otherwise permitted
by the CCPA;

(3) retaining, using, or disclosing the Personal Information outside of the direct business relationship between
Customer and NAVEX;

(4) combining the Personal Information which NAVEX receives from or on behalf of Customer, with Personal
Information which it receives from or on behalf of another person or persons, or collects from its own interaction
with the Consumer, provided that NAVEX may combine Personal Information to perform any Business Purpose
as defined in the CCPA and subject to any exceptions under the CCPA.

3) RIGHTS OF DATA SUBJECTS

a)

b)

Correction, Blocking and Deletion. To the extent Customer, in its use of the Services, does not have the ability to correct,
amend, block or delete Personal Data, as required by Data Protection Requirements, NAVEX shall comply with any
commercially reasonable request by Customer to facilitate such actions to the extent NAVEX is legally permitted to do
so.

Data Subject Requests. NAVEX shall, to the extent legally permitted, without undue delay notify Customer if it receives
a request from a Data Subject for access to, correction, amendment or deletion of that individual’s Personal Data, or any
other rights afforded to a Data Subject pursuant to Data Protection Requirements. NAVEX shall not respond to any such
Data Subject request without Customer’s prior written consent, or as required by Data Protection Requirements, except
to confirm that the request has been received and relates to Customer. NAVEX shall provide Customer with commercially
reasonable cooperation and assistance in relation to a Data Subject’s request for access to that individual’s Personal Data,
to the extent legally permitted and to the extent Customer does not have access to such Personal Data through its use
of the Services.

4) NAVEX PERSONNEL

a)

b)
c)

d)

Confidentiality. NAVEX shall ensure that its personnel engaged in Processing Personal Data are informed of the
confidential nature of the Personal Data, have received appropriate training on their responsibilities and have executed
written confidentiality agreements. NAVEX shall ensure that such confidentiality obligations survive the termination of
the personnel engagement.

Reliability. NAVEX shall take commercially reasonable steps to ensure the reliability of any NAVEX personnel engaged in
the Processing of Personal Data.

Limitation of Access. NAVEX shall ensure that NAVEX's access to Personal Data is limited to those personnel who require
such access to perform under the Agreement.

Data Protection Officer. NAVEX has appointed a data protection officer where such appointment is required by Data
Protection Requirements. The appointed person may be reached at privacy@navex.com.
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5) TECHNICAL AND ORGANIZATIONAL MEASURES AND SECURITY

6)

7)

8)

a)

b)

c)

d)

NAVEX shall maintain administrative, physical and technical safeguards for protection of the security, confidentiality and
integrity of Customer Data, including Personal Data, as set forth in the Security Specifications. NAVEX regularly monitors
compliance with these safeguards and will not materially decrease the overall security of the Services during the term of
the Agreement.

NAVEX has obtained third-party certifications and audits as set forth in the Security Specifications. Upon Customer’s
written request, at reasonable intervals, NAVEX shall provide a copy of NAVEX’s then most recent third-party audit or
certification, as applicable, or any summaries thereof, that NAVEX generally makes available to its Customers at the time
of such request.

Taking into account the state of the art, the costs of implementation and the nature, scope, context and purposes of
Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural persons, NAVEX
shall, and shall procure that each Sub-Processor shall implement and maintain, appropriate technical and organizational
measures in relation to the Processing of Personal Data by NAVEX or Sub-Processor to ensure a level of security
appropriate to that risk.

In assessing the appropriate level of security, NAVEX shall take into account all risks that are presented by Processing the
relevant Personal Data, in particular from a Customer Data Incident (as defined below).

CUSTOMER DATA INCIDENT MANAGEMENT AND NOTIFICATION

a)

b)

Customer Data Incident Notification. NAVEX maintains security incident management policies and procedures as
indicated in the Security Specifications and shall, to the extent permitted by law, without undue delay notify Customer
of any actual or reasonably suspected accidental or unlawful destruction, loss, alteration, unauthorized disclosure or
access to Customer Data, including Personal Data, while Processed by NAVEX or its Sub-processors of which NAVEX
becomes aware (a “Customer Data Incident”). To the extent available, such notification shall describe the nature of the
Customer Data Incident, including the categories and approximate number of Data Subjects concerned and the categories
and approximate number of Personal Data records concerned.

Customer Data Incident Response. To the extent such Customer Data Incident is caused by a violation of the
requirements of this DPA by NAVEX, NAVEX shall: (i) reasonably cooperate with Customer to investigate and resolve the
Customer Data Incident; (ii) make reasonable efforts to identify and remediate the cause of such Customer Data Incident;
and (iii) keep Customer up-to-date about developments in connection with the Customer Data Incident.

RETURN AND DELETION OF CUSTOMER DATA

a)

NAVEX shall return Customer Data to Customer and delete Customer Data in accordance with the procedures and
timeframes specified in the Agreement. In the event the foregoing is not specified in the Agreement, and unless otherwise
agreed by the parties, all Customer Data shall be deleted within forty-five (45) days of expiration or termination of the
Agreement or Order Form (as applicable).

SUB-PROCESSING

a)
b)

c)

d)

Customer grants general authorization for NAVEX to appoint Sub-processors in accordance with this section.

NAVEX may continue to use those Sub-processors already engaged by NAVEX as at the date of this DPA. Customer
provides its general authorization and consent to the use of the agreed upon list of Sub-processors set forth in the
following link (as applicable): https://www.navex.com/en-us/service-hosting-providers/. The foregoing link contains a
mechanism to subscribe to notifications of the addition of any new Sub-processors for each applicable Service, to which
Customer may subscribe. Such updates provided via this mechanism shall operate as the notification of changes
concerning the addition of any new Sub-processors.

NAVEX will notify Customer in advance of any changes to the list of Sub-processors in place (except for deletions of Sub-
processors without replacement) at least thirty (30) days in advance of any Processing by the proposed Sub-processor
in accordance with the procedure set forth in this DPA. If Customer has a reasonable objection that relates to the Sub-
processors’ Processing of Personal Data, Customer may object to NAVEX’s use of a Sub-processor by notifying NAVEX in
writing at privacy@navex.com within thirty (30) days after receipt of NAVEX’s notice. In such event, the Parties will work
in good faith to discuss a resolution. NAVEX may choose to: (i) not use the Sub-processor to Process Personal Data for
Customer or (i) take the corrective steps requested by Customer in its objection and use the Sub-processor. If neither
of these options are reasonably possible and Customer continues to object, Customer may provide notice of termination
of the affected portion of the Service as to Customer.

NAVEX shall provide for, in substance, the same data protection obligations as set forth in this DPA (to the extent
applicable, considering the nature of the services provided by the Sub-processor), on each Sub-processor by way of a
contract, providing for third party beneficiary rights for Data Subjects and sufficient guarantees to implement
appropriate technical and organizational measures in such a manner that the processing will meet the requirements of
Data Protection Requirements.
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e)

Liability. NAVEX shall be liable for the acts and omissions of its Sub-processors to the same extent NAVEX would be
liable if performing the services of each Sub-processor directly under the terms of this DPA.

9) AUDIT

a)

b)

c)

d)

Audit Scope and Frequency. NAVEX allows for and contributes to audits of the processing activities and security systems
directly related to the Services provided under the Agreement, on an annual basis or if there are reasonable indications
of non-compliance with Data Protection Requirements.

Audit Package. To facilitate any risk-based assessments required by Customer of NAVEX's information security program,
upon Customer’s request, NAVEX will provide the following: NAVEX’'s completed Standardized Information Gathering
Questionnaire or future equivalent (“SIG”) or other applicable security documentation, NAVEX’s annual independent
SSAE 18 SOC 2 Type Il report or future equivalent, NAVEX’s annual third-party PEN tests, and any specific policies
requested by Customer that NAVEX generally makes available to its customers (NAVEX’s “Audit Package”).

Desk Audit. In deciding on a review or audit, NAVEX requests Customer to in good faith take into account NAVEX’s Audit
Package in lieu of Customer’s security or other questionnaire. If Customer requests that NAVEX complete Customer’s
security or other questionnaire(s) in lieu of, or in addition to, the Audit Package, the timelines and parameters shall be
agreed upon in good faith and NAVEX reserves the right to reasonable compensation based on the size and scope of such
desk audit.

On-Site Audit. In deciding on a review or audit, NAVEX requests Customer to in good faith take into account NAVEX's
Audit Package in lieu of an onsite audit. If Customer does require an onsite audit, it shall take place during NAVEX's regular
business hours. Such onsite audit shall be conducted on a mutually agreed upon date, which shall not be sooner than
thirty (30) calendar days after NAVEX’s receipt of Customer’s written request for such audit. Any onsite portion shall not
exceed a cumulative four (4) hours at NAVEX’s facilities. If the audit shall exceed such four (4) hour period, Customer
shall be responsible for payment of professional services fees to NAVEX at the current hourly rate for professional
services. If the audit is to be performed by a third party on Customer’s behalf, such third party shall execute a
confidentiality and non-disclosure agreement as presented by and for the benefit of the Parties. Upon completion of the
audit, Customer shall promptly provide NAVEX a summary of the findings from each report prepared in connection with
any such audit and discuss results, including any remediation plans. If audit results find NAVEX is not in substantial
compliance with the requirements of this DPA, then Customer shall be entitled, at NAVEX's expense, to perform up to
one (1) additional such audit in that year in accordance with the procedure set forth in this section. NAVEX agrees to
work with Customer to identify reasonable remediation actions and to promptly take action at NAVEX's expense to
correct those matters or items upon which NAVEX and Customer mutually agreed are identified in any such audit that
require correction. The right to audit granted herein shall not be duplicative of any additional audit right provided in the
Agreement.

10) LEGAL EFFECT

a) This DPA shall only become legally binding between Customer and NAVEX when executed in full.

b) NAVEX’s obligations as set forth in this DPA shall survive until NAVEX no longer Processes Personal Data.

c) Each of the signatories below represent they are duly-authorized representatives of their respective party to this DPA
and further represent and warrant they have the actual corporate authority to execute this DPA on behalf of their
respective party.

CUSTOMER: ) NAVEX GLOBAL, INC.:
Signature: Signature: . .
Jessica Witburn
[essica valburn (O<t 15, 2025 10:32:15 POT)
Print Name: Print Name:

Jessica Wilburn

Title: Title:  agc, Privacy & DPO

Date: Date: Oct 15, 2025
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NAVEX

APPENDIX 1 TO THE DPA

A. LIST OF PARTIES

Customer:

Customer is the legal entity that has executed this DPA and all Affiliates (as defined in the
agreement between Customer and NAVEX) authorized to use the Services.

NAVEX:
NAVEX GLOBAL, INC.

Address: 5500 Meadows Road, Suite 500, Lake Oswego, OR 97035

Contact person’s name, position and contact details: Jessica Wilburn, AGC, Privacy & DPO,
privacy@navex.com

NAVEX is a provider of governance, risk and compliance computing solutions, including but
not limited to, whistleblower hotlines, case management systems, employee training systems,
policy management systems, third party risk assessment systems, surveys and assessments
and related consulting services, which processes personal data upon the instruction of its
customers and on their behalf in accordance with the terms of said services agreement. The
list of services relevant to the Processing are detailed here (as applicable):
https://www.navex.com/en-us/service-hosting-providers/.

B. DESCRIPTION OF PROCESSING
Categories of data subjects whose personal data is Processed

Customer has instructed NAVEX to process certain information as may be submitted to the applicable
risk and compliance software service. The information submitted may include personal data provided
by the individual data subject or the organization in accordance with the relevant services selected by
such organization. The extent of the personal data collected is ultimately determined and controlled by
Customer in its sole discretion, and may include, but is not limited to personal data relating to the

following categories of data subjects:

e Employees of Customer
e Clients/customers, business partners and vendors of Customer (who are natural persons)
o Employees or contact persons of Customers’ third-party suppliers, business partners and

vendors
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e Customer’s users authorized by Customer to use the relevant Service(s)

Categories of personal data Processed

s As instructed by Customer, including but not limited to: name, job title, job position, location,
employer, relationship with the organization, e-mail address, telephone number, log-in
credentials, date of birth;

s For whistle-blower hotline and case management reports, in addition to the foregoing, the
following may also be captured:

o facts reported by a reporter about a suspected violation, including how and where the
suspected violation occurred and how the reporter learned about the suspected violation;

o identity, function and contact details of individuals allegedly involved in the suspected
violation; and

o identity, function and contact details of individuals who could provide information
relating to the suspected violation.

Sensitive data Processed (if applicable) and applied restrictions or safeguards that fully take into

consideration the nature of the data and the risks involved.

The only service offerings that may involve Processing of “Sensitive Data” (personal data revealing racial
or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, genetic
data, or biometric data for the purpose of uniquely identifying a natural person, data concerning health
or a person’s sex life or sexual orientation, or data relating to criminal convictions and offences) are the
whistle-blower hotline and incident management services and RiskRate services. For the RiskRate
services, sensitive data is not transferred from Customer to NAVEX, however, Sensitive Data may be
provided back as part of the due diligence screening, resulting in the potential for sensitive data categories
to ultimately be processed within that set of services. Therefore, if applicable, Customer, whistle-blower
hotine and case management reporters or authorized users of these services may submit sensitive
categories of data to the services, the extent of which is determined and controlled by Customer as part
of these services.

The following applied restrictions and safeguards include:

¢ Encryption at rest within the database using certificate based AES-256 Transparent Database
Encryption (TDE)
o The above encrypts the data files, index files, and transaction files
o This prevents unauthorized restores, as the certificate is required for database restoration
s Encryption in flight on public untrusted networks using TLS 1.2 or higher
o Heightened access control in accordance with the principle of least privilege
o Atleast quarterly user audits
o Production environnment is physically and logically isolated from Data importer’s
coporate network
¢ Security Information and Event Management (SEIM) tools are utilized
o Log aggregation and alerting is managed by the SIEM
o Events are captured within the SIEM
s Asis the case with all NAVEX services, all processing strictly limited to the purposes of providing
the services agreed with Customer and pursuant to their documented instructions
o Onward transfers are strictly limited to approved sub-processing activites
e Appropriate training is provided to all personnel with access
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In addition to the foregoing, the measures set forth in Appendix 2 to this DPA also apply to these sets of
services.

The firequency of the Processing

The data is Processed on a continuous basis during the term of the agreement(s) in order for Customer

to receive, and for NAVEX to provide, the services.
Nature of the Processing

The nature of the processing is to collect, host, process, maintain, deliver services, secure, and support

the selected services agreed on between Customer and NAVEX.
Purpose(s) of the Processing

To support Customer’s services provided by NAVEX. The purpose of the Processing is to provide the
best services with regard to the collecting, hosting, processing, maintenance, service delivery, security,

and support to the selected services agreed on between Customer and NAVEX.

The period for which the personal data will be vetained, or, if that is not possible, the criteria used to determine

that period

Throughout the term of the agreement(s) between Customer and NAVEX, Customer determines the
period for which the personal data will be retained within the applicable services. Any criteria used

during the term to set a retention period during the term is determined by Customer.

At the end of the applicable relationship, where NAVEX is no longer providing the services, the data
is deleted and/or returned and then deleted in accordance with the provisions and timeframes set
forth in the agreement(s) (for example, data is typically deleted forty-five (45) days post termination).
If deletion at the end of the term is not specified, and unless otherwise agreed, all the data shall be
deleted within forty-five (45) days of expiration or termination. The data stored in back-ups shall be
overwritten in accordance with Data importer’s backup and retention cycle (typically thirty (30)

calendar days).

©2023 NAVEX Global, Inc. All rights reserved.
Page 8 of 17




APPENDIX 2 TO THE DPA

SECURITY SPECIFICATIONS

NAVEX will maintain administrative, physical, organizational, and technical measures for protection
of the security, confidentiality and integrity of personal data uploaded or submitted to the applicable
services, as described in detail below, as updated from time fo time, and made reasonably available by
NAVEX upon request.

In addition to the below, NAVEX maintains its Audit Package and a Data Security Addendum, which

is available to its customers upon request.

Specific Technical and Organisational Measures — All Product Offerings

1. | Measures of encryption of personal data Customer Data is encrypted at rest using either full-disk encryption or
within the database using TDE. Data at rest will be encrypted using
AES 256 or better.

NAVEX encrypts Personal data in flight on public untrusted networks
using TLS 1.2 or higher.

2. |Measures for ensuring ongoing confidentiality, | NAVEX will implement and maintain a written information security
integrity, availability and resilience of processing | program that maintains administrative, physical, and technical
systems and services safeguards, designed to:

. ensure the security and confidentiality of all Customer Data
that is processed, stored, or controlled by NAVEX;

. protect against anticipated threats or hazards to the security or
integrity of Customer Data;

. prevent unauthorized access to or loss, acquisition, disclosure,
or use of Customer Data; and

. ensure the secure disposal of Customer Data in compliance
with applicable industry standards.

NAVEX will use reasonable efforts to ensure its written information
security program and implemented safeguards align with accepted
industry practices and comply with applicable data protection and
privacy laws.

NAVEX will designate a security manager to oversee its information
security program and ensure that these requirements are reviewed,
implemented and adhered to by NAVEX’s personnel.

©2023 NAVEX Global, Inc. All rights reserved.
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3. | Measures for ensuring the ability to restore the
availability and access to personal data in a timely
manner in the event of a physical or technical
incident

NAVEX will maintain a Business Continuity and Disaster Recovery
Plan (“BCP”) for the Services in line with industry best practices for
data, services, and communications backup and recoverability, and will
implement the BCP in the event of a disaster. The BCP will include
disaster avoidance procedures which are designed to safeguard
Customer Data and NAVEX’s data processing capabilities.

The BCP shall support the pre-defined recovery time objective (RTO)
/ recovery point objective (RPO) as defined by NAVEX., NAVEX
systems shall ensure portability and successful recovery of applications
and backup or restoration services. NAVEX’s primary and disaster
recovery data centers will be located in geographically diverse
locations to enhance security, availability, and resiliency.

NAVEX will test the BCP on at least an annual basis. An executive
summary of the BCP is available to Customer upon its request.
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4. | Processes for regularly testing, assessing and
evaluating the effectiveness of technical and
organisational measures in order to ensure the
security of the processing

VULNERABILITY MANAGEMENT

NAVEX will deploy vulnerability scanning mechanisms in its
information systems and on hosted applications. NAVEX will
configure such mechanisms to conduct web application scans
(monthly), internal network scans (weekly) and external network scans

(daily).
NAVEX shall maintain a standard patch management process to ensure

the protection of any devices or systems used to access, process or store
Customer Data.

ANNUAL SECURITY REVIEWS

On an annual basis, NAVEX will engage a recognized, independent
third party to conduct a Statement on Standards for Attestation
Engagements No. 16, Service Organization Control 2, Type 2 (“SSAE
18 SOC 2 Type 2) audit (or its equivalent or successor) of its
information security program and its administrative, technical, and
physical safeguards for all facilities used to deliver the Services.

At least annually, NAVEX will have an application and, at a minimum,
an external network penetration test performed by a reputable third-
party, on all web applications and infrastructure.

NAVEX will assess criticality and remediate, or implement
compensating controls for, any issues identified by NAVEX as
requiring remediation in a timely manner based on level of criticality
and risk. NAVEX will provide an executive summary of the results of
such assessments upon Customer’s request.

APPLICATION SECURITY

NAVEX will proactively ensure the security of its applications in
accordance with industry accepted standards, will security-harden all
network devices and servers that will host or process Customer Data
that are under NAVEX’s control. NAVEX shall maintain multiple
firewalls supporting standard internet firewall technologies that meet
ICSA Firewall, IPSec and cryptography standards.

Additionally, NAVEX regularly tests the security of all applications by:

. Performing monthly vulnerability scans of our production
applications

. Performing static code analysis scans of our applications
during the development process

. Performing peer code reviews during the development process

. Contracting with an independent third-party to perform an
annual penetration test of our applications

NAVEX will enforce a formal change management process which will
include tracking and approving all product changes. Any such changes
will be internally reviewed and tested within a lower environment
before such changes are finalized and deployed.
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5. | Measures for the protection of data during storage

Customer Data is encrypted at rest using either full-disk encryption or
within the database using TDE. Data at rest is encrypted using AES 256
or better.

6. | Measures for ensuring events logging

NAVEX has various tools and processes in place for monitoring,
alerting, and event logging. Monitoring covers internal and external
systems monitoring.

Within the production environment, audit logs record privileged user
access activities, authorized and unauthorized access attempts, system
exceptions, and information security events, and comply with
applicable policies and regulations.

System clocks are synchronized to an agreed standard, ensuring the
accuracy of audit logs.

Logs are stored in secure and segregated data storage. Backups are
routinely performed and stored locally and at a remote site.

7. |Measures for ensuring system configuration,
including default configuration

NAVEX has documented hardening process, which is maintained on
its internal collaboration site, Confluence.

NAVEX uses Puppet for configuration integrity management.
Hardening scripts are deployed using the Puppet tool to secure the
newly deployed systems.

Configuration integrity checks are automatically performed every 30
minutes by the Puppet system.

8. |Measures for internal IT and IT security
governance and management

NAVEX implements data protection policies which go through a
formal approval process. Policies are created, approved, managed and
distributed using NAVEX’s policy management system.

NAVEX is in a continual state of audit relative to applicable laws and
regulations and contractual obligations. Areas of focus include
information security, disaster recovery, data privacy, compliance,
physical security, and regulations specific to the healthcare and
financial sectors.

Annual Business Impact Assessments are performed which include the
following departments: Services, Product Engineering, Legal, Contact
Center operations, Sales and Marketing.

NAVEX maintains a Risk Register which is updated as new findings
are identified. The Risk Register is reviewed semi-annually by
management and other members of the security team.
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Measures for certification/assurance of processes
and products

On an annual basis, NAVEX engages a recognized, independent third
party to conduct a Statement on Standards for Attestation Engagements
No. 16, Service Organization Control 2, Type 2 (*SSAE 18 SOC 2
Type 27) audit (or its equivalent or successor) of its information
security program and its administrative, technical, and physical
safeguards for all facilities used to deliver the Services.

The annual SOC report includes testing against four of the five Trusted
Principles (security, availability, confidentiality, and privacy) as
defined by the AICPA Service Organization Control framework.

10.

Measures for ensuring data minimisation and data
quality

NAVEX is the data processor/third party service provider with respect
to scoped customer data, and the customer is the data controller
determining the means and purposes of the processing of the personal
data submitted to each product/service.

NAVEX holistically practices the minimum necessary principle and
does not solicit more information than necessary to provide the
services.

Measures for ensuring limited data retention

At the end of the relationship, NAVEX shall return Customer Data to
Customer and delete Customer Data in accordance with the procedures
and timeframes specified in the Agreement. In the event the foregoing
is not specified in the Agreement, and unless otherwise agreed by the
parties, all Customer Data shall be deleted within forty-five (45) days
of expiration or termination of the Agreement or Order Form (as
applicable). Customer Data stored in back-ups shall be overwritten in
accordance with NAVEX’s backup and retention cycle.

During the term of the agreement(s), NAVEX’s services are either
equipped with self-servicing functionality for deletion capabilities or
NAVEX supports requests submitted by the customer’s administrators
without undue delay. Customers are responsible for any data retention
periods during the term of the agreement(s).
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12. | Measures for ensuring accountability

NAVEX implements data protection policies which go through a
formal approval process. Policies are created, approved, managed and
distributed using NAVEX’s policy management system.

NAVEX takes a “Privacy by design” approach putting appropriate data
protection measures in place throughout the entire lifecycle of its
processing operations. As a result, privacy is embedded in all
processes, including use limitation and strict access by our employees
and affiliates, vetting of vendors, suppliers and agents as well as in
development of our products and services. For the products and
services specifically, the Product Engineering teams have a privacy by
design/privacy by default policy.

NAVEX has contracts and data processing agreements in place with
subcontractors, where appropriate. NAVEX relies on subcontractors to
have proper controls and checks in place which they will manage for
their subcontractors.

As applicable, NAVEX maintains data flows as well as records of
processing detailing the categories of data and processing operations.
In the event of a data breach involving a customer's personal data,
NAVEX will alert the customer as soon as reasonably possible of the
breach and the extent of the breach.

NAVEX has a designated data protection officer.
NAVEX maintains the Code of Conduct policy. Employees are
required to review and attest to the policy during the new hire

employment process.

NAVEX’s accountability measures are reviewed and updated at
appropriate intervals (annually).

13. | Measures for allowing data portability and
ensuring erasure

NAVEX transmits personal data in structured, commonly used and
machine-readable formats.

As applicable, NAVEX will export data in XML, or flat files per
NAVEX’s file specifications.

During the life of the services agreement, customers are responsible for
managing data retention in accordance with the laws applicable to
them.

At the end of the service agreement, retention and deletion of customer
scoped data is collaborated on between customer and NAVEX to
complete the data deletion lifecycle in accordance with the timeframes
agreed upon.

14. | Measures by which assistance will be provided,
and scope and extent of assistance required, to
support Customer in fulfilling data subject rights
requests under Clause 10

During the term of the agreement(s), NAVEX’s services are either
equipped with self-servicing functionality for data management
capabilities or NAVEX supports requests submitted by the customer’s
administrators without undue delay. Regardless, where Customer does
not have the self-servicing capability or where Customer requires
support, NAVEX fully cooperates and provides assistance to Customer
which may include but is not limited to providing necessary access to
data, service functionality assistance, data editing assistance, data
exporting services, and deletion assistance and related services.
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15.

Physical access controls employed for preventing
unauthorized persons from gaining access to data
processing systems within which personal data is
processed or used.

NAVEX shall employ physical security procedures and controls to
ensure that only authorized individuals have access to NAVEX data
centres. Data centre controls include:

* Electronic access card reading system

¢ Management of keys / documentation of key holders

e  Front desk with required sign in for all visitors

¢ CCTV Monitored building management system

¢ Adequate and appropriate identification, authentication and
authorization mechanisms.

s  Colocation facilities are protected 24x7 by security guards and
monitored video surveillance, alarm systems, and external
security firm patrols

Measures are taken to ensure that equipment and media containing
Customer Data are placed in secure areas to be protected from
accidental destruction or loss and the premises where Customer Data is
stored must be physically strong and protected from risk of damage by
water, fire, vibration, dust, and environmental hazards.

Admission control measures taken for preventing
data processing systems from being used without
authorization.

NAVEX will follow the principle of “least privilege” when granting
access to NAVEX systems. NAVEX will utilize multi-factor
authentication for NAVEX employees who connect to the “backend”
systems for support and maintenance and for NAVEX employees when
connecting remotely to the corporate network. NAVEX will enforce
complex password requirements across all NAVEX systems to
minimize password-related access control risks.

¢  Personal and individual user log-in when entering the system
and/or the corporate network

e Password procedures minimum of 14 characters, with one
upper case, lower case, and digit. If the user account has five
invalid logon attempts, the account will be locked out. All
passwords expire after 90 days. Upon verification of the
username and password, the application uses session-based
token authentication.

s Automated screen locks after a defined period of inactivity

o Password protected screen savers

e  All service account passwords are electronically documented
and protected against unauthorized access through encryption

e User accounts are audited quarterly

17.

Virtual access control measures taken to ensure
that persons entitled to use a data processing
system have access only to personal data to which
they have a right of access, and that personal data
cannot be read, copied, modified or removed
without authorizations in the course of processing
or use and after storage.

e User authentication is based on username and strong password

e All transactional records contain identifiers to distinguish
customer records.

o  System processing uses a rule-based mechanism to tailor data
access to specific users and roles

¢ Data insert, deletion, and modification are logged
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18.

Transmission control measures taken to ensure
that personal data cannot be read, copied,
modified or removed without authorization during
electronic transmission or transport, and that it is
possible to check and establish to which bodies the
transfer of personal data by means of data
transmission facilities is envisaged.

All data on untrusted systems are encrypted in flight using
TLS
Removable storage is not used.

Input control measures taken to ensure that it is
possible to check and establish whether and by
whom personal data have been entered into data
processing systems, modified or removed.

Record entry is restricted to a defined set of roles

All entry is date/time stamped and includes identifiers for
entering party

Firewalls and intrusion prevention systems are in place to
prevent unauthorized access

20. | Assignment control measures employed to ensure Confidentiality agreements are in place for all individuals with
that, in the case of commissioned processing of data access
personal data, the data are processed strictly in Global data privacy training within a GDPR focus is
accordance with the instructions of the principal. conducted during onboarding and on a regular basis
No third parties used for the processing of data other than as
approved via our customer contract
Privacy and security policies describe rights and obligations
of agent and principle
21. | Availability control measures taken to ensure that Systems employ redundancies such as RAID atrays and
personal data are protected from accidental redundant equipment
destruction or loss. Multiple air conditioning units are installed to provide
redundant capacity in a N+1 configuration.
High sensitivity smoke detection
UPS backed generator
Diverse fiber routing and multiple carriers
22. | Separation control measures taken to ensure that Multiple-tier systems are used to physically separate

personal data collected for different purposes can
be processed separately.

presentation, business processing and storage

Separation of duties is used internally to ensure functions pass
through change control processes

Discrete development, staging and production environments
are maintained.

All routing of data for processing is controlled through
automated rules engines.

For Processing by (sub-) processors, also describe the specific technical and organizational measures to be
taken by the (sub-) processor to be able to provide assistance to Customer and, for transfers from NAVEX to
a sub-processor, to Customer

Specific technical and organisational measures taken by NAVEX’s Sub-processors to be able to
provide assistance to Customer, for transfers from NAVEX to Sub-processor, to Customer:

e Sub-processing activities are limited and/or temporary, with no persistent storage
¢ Security measures are reviewed annually
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e Sub-processors are required to have policies in place for personal data incident reporting, legal
authority access request notification, data subject request notification and full cooperation
with any such requests

e Sub-processors comply with applicable data protection laws and have robust agreements in
place with NAVEX

NAVEX ensures all Sub-procesors are fully able to assist Customer as applicable. If there are any
specific questions regarding NAVEX’s Sub-processors, Customer is encouraged and directed to
submit questions to its account representative(s).
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