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Categories of Data collected by Actionable Insights Products:
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Categories of Data collected by Practice & Instruction Products:

Data Category ‘ Data Elements

Accelerated

Accelerated

\ Flocabulary }

Freckle ’ Lalilo ' myON

\ Nearpod

Application
Technology
Metadata

|P addresses of
users; Use of
cookies, etc.

Reader

Required

Math

Required

Required

Required

Required

Required

Required

Other application
technology
metadata

Required

Required

Optional

Required

Required

Required

Optional

Application Use
Statistics

Metadata on user
interaction with
application

Assessment

Standardized test
scores

Observation data

Testing
environment

Voice Recordings

Other
assessment data

Attendance

Student school
(daily) attendance
data

Student class
attendance data

Communication

Online :
communications
that are captured
(emails, blog
entries)

Required

Required

Optional

11

Required

Optional

Optional

Required

Optional

Required

Optional

Optional

Optional

Optional

Optional




[Renaissance

See Every Student.

Demographics

Conduct or
behavioral data

Date of Birth

Place of Birth

Gender

Optional (US)
Required (UK)

Optional

Optional

Optional

Ethnicity or race

Optional

Optional

Specialized
education
services (IEP or
504)

Optional

Optional

Living situations
(homeless/foster
care)

Optional

Optional

Language
information
(native, preferred
or primary
language spoken
by student)

Other indicator
information

Enrollment

Student school
enrollment

Optional

Required

Optional

Required

Required

Required Required

Optional

Required

Required

Student grade
level

Homeroom

Guidance
counselor

Required

Required

Required Required

12

Required

Required

Required

Optional



[Renaissance

See Every Student.

A ale o ale -
PData Cateqo pata eme pcab

Specific
curriculum
programs
Enroliment Yearof
graduation
Other enroliment
information

Address
Email Optional Optional Optional
Phone

First and/or Last Optional

Parent/
Guardian
Information

Student F Y
scheduled Required Required Required

Schedule ~ [-SOUrses
Teacher names Required Required Required Required Required Required Required

Teacher emails Required Required Required Required Required Required Required

English language
learner Optional Optional
information
Low income
status- SES Free Optional Optional
and Reduced
Medical alerts/
health data
Student disability
information
Student
technology
needs: assistive
technology &
accommodations

Special
Indicator

Optional Optional

13



[Renaissance

See Every Student.
Da (10 PData
Address
Student Contact i
Information Erma
Phone

Student
Identifiers

Local (School
district) ID
number

Optional

Optional

Student App
username

Required

Required

Student app
passwords
encrypted only
for SSO

Required

Required

First and/or Last

Required

Required

Student In App
Performance

Assessment
performance

Required

Required

Student Survey
Responses

Student
responses to
school
administered
surveys or
guestionnaires

Student Work

Student
generated
content: writing,
pictures, etc.

Other student
work data

Required

Required

Optional

Required

Required

Optional

14

Optional
Optional Optional Required Optional
Required Required Optional
Required Required
Required Required Required Optional
Required Required Required
Required Optional
Optional Optional Optional




[Renaissance

See Every Student.

Data Category | Data Elements ‘ Accelejated l Accelerated

R Math ’ Flocabulary \ Freckle ’ Lalilo } myON { Nearpod
Student course w
grades |
Student course
data
Transcript Student course
grades/
performance
scores
Other transcript
data
Other
Transportation | transportation
data

15



STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:5.11.22

EXHIBIT “C”

DEFINITIONS
Compensation: Amounts to be paid to the Provider in exchange for software licenses and support. The
maximum amount of Compensation that may be paid under this DPA is set forth in Attachment A. The
Board is not obligated to pay the maximum Compensation amount solely by its inclusion in this DPA.
Compensation owed is determined by the purchase orders submitted to Provider. The cost for any single
license or support provided under this DPA shall not exceed Provider’s standard pricing for that product.

De-ldentified Data and De-Identification: Records and information are considered to be De-Identified
when all personally identifiable information has been removed or obscured, such that the remaining
information does not reasonably identify a specific individual, including, but not limited to, any information
that, alone or in combination is linkable to a specific student and provided that the educational agency, or
other party, has made a reasonable determination that a student’s identity is not personally identifiable,
taking into account reasonable available information.

Educational Records: Educational Records are records, files, documents, and other materials directly
related to a student and maintained by the school or local education agency, or by a person acting for such
school or local education agency, including but not limited to, records encompassing all the material kept
in the student’s cumulative folder, such as general identifying data, records of attendance and of academic
work completed, records of achievement, and results of evaluative tests, health data, disciplinary status,
test protocols and individualized education programs.

Metadata: means information that provides meaning and context to other data being collected; including,
but not limited to: date and time records and purpose of creation Metadata that have been stripped of all
direct and indirect identifiers are not considered Personally Identifiable Information.

Operator: means the operator of an internet website, online service, online application, or mobile
application with actual knowledge that the site, service, or application is used for K—~12 school purposes.
Any entity that operates an internet website, online service, online application, or mobile application that
has entered into a signed, written agreement with the Board to provide a service to the Board shall be
considered an “operator” for the purposes of this section.

Provider: For purposes of the DPA, the term “Provider” means provider of digital educational software or
services, including cloud-based services, for the digital storage, management, and retrieval of Confidential
Data. Within the DPA the term “Provider” includes the term “Third Party” and the term “Operator” as used
in applicable state statutes.

Regulations: The Board Procurement Regulations, available on the JCPS website, as may be amended
from time to time.

Student Generated Content: The term “Student-Generated Content™ means materials or content created
by a student in the services including, but not limited to, essays, research reports, portfolios, creative
writing, music or other audio files, photographs, videos, and account information that enables ongoing
ownership of student content.

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.31(b), a School Official is a
contractor that: (1) Performs an institutional service or function for which the agency or institution would
otherwise use employees; (2) Is under the direct control of the agency or institution with respect to the use
and maintenance of Confidential Data including Education Records; and (3) Is subject to 34 CFR § 99.33(a)
governing the use and re-disclosure of Personally Identifiable Information from Education Records.
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:5.11.22

Service Agreement: Refers to the Contract, Purchase Order or Terms of Service or Terms of Use.

Confidential Data: Confidential Data includes any data, whether gathered by Provider or provided by the
Board or its users, students, or students’ parents/guardians, that is descriptive of the student including, but
not limited to, information in the student’s educational record or email, first and last name, birthdate, home
or other physical address, telephone number, email address, or other information allowing physical or online
contact, discipline records, videos, test results, special education data, juvenile dependency records, grades,
evaluations, criminal records, medical records, health records, social security numbers, biometric
information, disabilities, socioeconomic information, individual purchasing behavior or preferences, food
purchases, political affiliations, religious information, text messages, documents, student identifiers, search
activity, photos, voice recordings, geolocation information, parents’ names, or any other information or
identification number that would provide information about a specific student. Confidential Data includes
Meta Data. Confidential Data further includes “Personally Identifiable Information (PII),” as defined in 34
C.F.R. § 99.3 and as defined under any applicable state law. Confidential Data shall constitute Education
Records for the purposes of this DPA, and for the purposes of federal, state, and local laws and regulations.
Confidential Data as specified in Exhibit “B” is confirmed to be collected or processed by the Provider
pursuant to the Services. Confidential Data shall not constitute that information that has been anonymized or
De-Identified, or anonymous usage data regarding a student’s use of Provider’s services.

Subprocessor: For the purposes of this DPA, the term “Subprocessor” (sometimes referred to as the
“Subcontractor”) means a party other than Board or Provider, who Provider uses for data collection,
analytics, storage, or other service to operate and/or improve its service, and who has access to Confidential
Data.

Targeted Advertising: means presenting an advertisement to a student where the selection of the
advertisement is based on Confidential Data or inferred over time from the usage of the operator's Internet
web site, online service or mobile application by such student or the retention of such student's online
activities or requests over time for the purpose of targeting subsequent advertisements. "Targeted
Advertising" does not include any advertising to a student on an Internet web site based on the content of
the web page or in response to a student's response or request for information or feedback.

Third Party: The term “Third Party” means a provider of digital educational software or services,
including cloud-based services, for the digital storage, management, and retrieval of Education Records
and/or Confidential Data, as that term is used in some state statutes. However, for the purpose of this DPA,
the term “Third Party” when used to indicate the provider of digital educational software or services is
replaced by the term “Provider.”
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:5.11.22

EXHIBIT “D”
DIRECTIVE FOR DISPOSITION OF DATA

The Board of Education of Jefferson County Kentucky directs Provider to dispose of data obtained by
Provider pursuant to the terms of the Service Agreement between The Board and Provider. The terms of the
Disposition are set forth below:

1. Extent of Disposition

Disposition is partial. The categories of data to be disposed of are set forth below or are
found in an attachment to this Directive:

[Insert categories of data here]

Disposition is Complete. Disposition extends to all categories of data.

2. Nature of Disposition

Disposition shall be by destruction or deletion of data.

Disposition shall be by a transfer of data. The data shall be transferred to the following site
as follows:

[Insert or attach special instructions]

3. Schedule of Disposition

Data shall be disposed of by the following date:
As soon as commercially practicable.

By [Insert Date]

Signature

Authorized Representative of the Board Date

Verification of Disposition of Data

Authorized Representative of Provider Date
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:5.11.22

EXHIBIT “E”
DATA SECURITY REQUIREMENTS

Adequate Cybersecurity Frameworks
Provider will utilize one of the following known and credible cybersecurity frameworks which can protect

digital learning ecosystems.

Cybersecurity Frameworks

MAINTAINING FRAMEWORK(S)
ORGANIZATION/GROUP

X | American Institute of CPAs SOC2
International ~ Standards Organization | Information  technology = —  Security
(ISO) techniques  —  Information  security

management systems (ISO 27000 series)

The Board of Education of Jefferson Board provided standardized questionnaire
County
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Client#: 1635512 RENAIHOL1
DATE (MM/DD/YYYY)

ACORD. CERTIFICATE OF LIABILITY INSURANCE 9/05/2024

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer any rights to the certificate holder in lieu of such endorsement(s).

PRODUCER _ CONTACT Chelsie Staples
USI Insurance Services, LLC PrONE,. Ext): 612 509-1001 (F:I)é Noj:
8000 Norman Center Dr, Suite 400 EMAL . chelsie.staples@usi.com
Bloomington, MN 55437 INSURER(S) AFFORDING COVERAGE NAIC #
612 509-1001 INSURER A : Fortegra Specialty Insurance Company 16823
INSURED Renalssance Learning Inc INSURER B : Indian Harbor Insurance Company 36940
PO, Bss; BUBE ::::j::: E AIG Specialty Insurance Company 26883
2911 Peach Street T R s
Wisconsin Rapids, WI 54495
INSURER F :

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

i TYPE OF INSURANCE T POLICY NUMBER BBV Y) | (MMBON YY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s
| camsmaoe [ occur PRMREL A Tatirence) | §
MED EXP (Any one person) $
PERSONAL & ADV INJURY | §
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
|| PoLicy D Jpggf D Loc PRODUCTS - COMP/OP AGG | $
OTHER: $
AUTOMOBILE LIABILITY C[E g"g‘gg‘é'gﬁ‘)s'NGLE Limim $
ANY AUTO BODILY INJURY (Per person) | $
AN onLy iﬁ?ggULED BODILY INJURY (Per accident) | $
HIRED NON-OWNED PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY (Per accident)
$
| |UMBRELLALIAB | | occur EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED I I RETENTION $ $
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILITY YIN Shwre | [EX
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED? l:] N/A EL. EAGHACCIDENT $
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE| $
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | $
A [Cyber/Tech E&O C4LQV205728CYBER20 09/01/2024|09/01/2025 $5,000,000
B |Excess Cyber/E&O MTE904773100 09/01/2024 09/01/2025 $5,000,000
C |Excess Cyber/lE&O——— 015440325 09/01/2024(09/01/2025 $5,000,000
/DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedill may be attached If more space is required)
Tech E&O/Network Security Pol# C4LQV205728CYBER2024 >
CERTIFICATE HOLDER CANCELLATION
’ SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
Board of Education of Jefferson County THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Attn: Insurance/Real Estate Department ACCORDANCE WITH THE POLICY PROVISIONS.
332 Newburg Road
Louisville, KY 40218-0000 AUTHORIZED REPRESENTATIVE
| )
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