Security &
Internet Saf

Board of Education Update




Personally identifiable information (PlIl)

Is any data that can be used to identify a specific individual.
Social Security numbers, mailing or email address, and
phone numbers have most commonly been considered PII,
but technology has expanded the scope of Pll considerably.
It can Include an IP address, login IDs, social media posts, or
digital images.

With so many platforms being cloud-based and containing
data which constitutes Pll, data breaches become more and
more common.




Ways that we are minimizing and
hegating these instances

 Cloud Based Relay Filter

e Managed Accounts

e Managed devices

e Password Complexity

e Single Sign-0On

e Multi-level Firewall

e Multi-Factor Authentication
o PIXM Phishing Protection




What the district is doing NOW
about security risks

E.g. strengthen passwords, awareness emails/campaigns, define
digital citizenship, daily review and modification to phishing policies,
discipline, data loss prevention, external email banners, safe links,

safe attachments
What you plan to do about security weaknesses in the near future

Incorporate a new antivirus software by the end of 2026, weekly

monitoring of location login reports to identify potential risk as soon
as possible. Also, looking at the next level Microsoft License feature
which provides an extra layer of security




Our in-line content filter

Allowance of Menifee County
accounts “only” to access
Menifee County Devices

Review eports




