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Current measures:

· The state maintains a firewall to assist in filtering content prior to reaching the district

· Filtering software is also provided by the state to assist in providing a safe and securing virtual learning environment.  The district maintains control of the filtering levels, allowing tighter the option for tighter controls than those set by the state

· Annually share a short presentation that is signed off on by all staff

· All students complete age appropriate cyber training at the beginning of each school year

· Annually share Kentucky Educator’s Guide to Top Secret Personal Information and Data Breach Awareness, provided by the state, with all staff

· Currently have Access Control at all schools.  Every school or campus has door access control in multiple locations, with more being added. 

· Surveillance camera coverage is in place at all schools, and is currently being expanded by 83 additional locations

· The district maintains one point of data entry and management for all student data

· Student records are encrypted, or password protected, before being sent to other districts

· Periodic reminders of how to deal with potential threat emails are sent to all staff

· School Resource Officers have the ability to monitor cameras for all schools

· School Resource Officers have access to card entry doors at all schools 

· District wide paging is now in place, allowing a broadcast from any location to all school intercoms at once

· Email security is still being maintained, with more advanced third party measures being researched and considered. 

· We are working with KDE to integrate Rapid Identity into our network, which will function as identity management, offering a more robust multi-factor authentication, as well as self-service password reset. 

· We have migrated from Lightspeed filtering to GoGuardian Admin, with assistance from KDE. 

· EIS now has management services for all major device types (Interactive Panels, iPads, Chromebooks, Windows PCs), where live asset tracking is possible for each service. 


