Issue Paper

DATE:
06/11/2025

AGENDA ITEM (ACTION ITEM):
Consider/Approve a sales contract with CompTIA for Simon Kenfon High School to purchase
(two) 100 seat site licenses of the Testout Office Pro product for the 25-26 school year.

APPLICABLE BOARD POLICY:
01.1 Legal Status of the Board

HISTORY/BACKGROUND:

The Testout Office Pro product is a simulation of the Microsoft Office products such as Microsoft
Word, Access, PowerPoint, Excel and Outlook. This product allows students to learn how to
utilize the Microsoft Office products not only on school desktop computers, but also allows
students to utilize the Chromebooks that the Kenton County School District is in the process of
providing to all students. With this product, we have seen about a 20% increase scores for
students taking the Microsoft Office Specialist Tests which are an industry certification that helps
Simon Kenton High School increase our number of students who are career and college ready.
This product was approved in previous years as TestOut, but was recently acquired by CompTIA.

FISCAL/BUDGETARY IMPACT:
$4098.00 - LAVEC (0902154-0653-106M)

RECOMMENDATION:
Approval to a sales contract with CompTIA for Simon Kenton High School to purchase (tweo) 100
seat site licenses of the Testout Office Pro product for the 25-26 school year.

CONTACT PERSON:
Tiffany Burris, Craig Reinhart
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Use this fornt to submit your request to the Superintendent for items to be added to the Board Meeting Agenda.
Principal —complete, priné, sign and send fo your Director. Director —if approved, sign and put in the Superintendent’s mailbox.




CompTlA.

QUOTE

Simon Kenton High School
11132 Madison Pike
independence,KY

Quote Number:QUO-06815-Y1D354
Quote Date: 5/7/2025
Customer ID: P1342034

| 41051
ATTN: Jeffrey Bonlander
Business Teacher
jeffrey.bonlander@kenton.kyschools.us
5136026721 Quote Valid for 30 Days
Qty Description Product ID Each Total
2.00000 TestOut Office Library Site License - 100 Annual | COMPOFL-000-LIBC- $2,049.00 $4,098.00
Seats 24
Quote Comments: Estimated Total: $4,098.00
Currency: US Dollar

Applicable sales tax and a $10 shipping charge per book will be
added to the invoice upon ordering.

PO Box 735858
Chicago, IL 60673-5858
USA

Federal Tax ID: 33-1621458

Remittance by Check Pay by Wire
Payable To:  CompTIA, Inc. Bank: J.P. Morgan
Mail To: CompTIA, Inc. 10 South Dearborn

Credit Card Payments

Pay Online: https://partners.comptia.org/enter-my-
credit-card

Chicago, IL 60603

Account Name: CompTIA, Inc.

Account Number: 880311886

SWIFT Code for Intl Wire: CHASUS33

Bank Routing/Transit Number: 021000021
ACH Routing Number: 071000013

Questions? Quote Contact Details:

CompTIA Rep Name: Cameron Hall AE Phone: 385-209-4638 AE Email: chall@comptia.org

On Demand bundles are not eligible for a refund, in part or whole. Payments are not deductible as a charitable contribution but may
be deductible as an ordinary and necessary business expense. Please consult your tax professional.

THANK YOU FOR YOUR SUPPORT
3500 Lacey Road Suite 100 Downers Grove, IL 60515-5439  Phone: 630.678.8300

www.comptia.org
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THE KENTON COUNTY BOARD OF EDUCATION
. 1055 EATON DRIVE, FORT WRIGHT, KENTUCKY 41017
TELEPHONE: (859) 344-8888 / FAX: (859) 344-1531
WEBSITE: www.kenton.kyschools.us
Dr. Henry Webb, Superintendent of Schools

| 1’5 abount ALL kids

VENDOR ASSURANCES REGARDING PROTECTION OF
PERSONAL AND CONFIDENTIAL INFORMATION

Data Security and Breach Protocols
Vendors that receive Personal Information from Kenton County Board of Education (herein referred to as
“KCBOE”) as defined by and in accordance with Kentucky’s Personal Information Security and Breach
Investigation Procedures and Practices Act, KRS 61.931, et seq., (the “Act”), shall secure and protect the Personal
Information by, without limitation, complying with all requirements applicable to non-affiliated third parties set
forth in the Act.

“Personal Information” is defined in accordance with KRS 61.931(6) as “an individual’s first name or first initial
and last name; personal mark; or unique biometric or genetic print or image, in combination with one (1) or more
of the following data elements:

a) An account number, credit card number, or debit card number that, in combination with any required
security code, access code or password, would permit access to an account;
b) A Social Security number;

c) A taxpayer identification number that incorporates a Social Security number;

d) A driver’s license number, state identification card number or other individual identification number
issued by any agency as defined under the Act;

e) A passport number or other identification number issued by the United States government; or

f) Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the Health Insurance
Portability and Accountability Act), except for education records covered by the Family Education Rights and
Privacy Act, as amended 20 U.S.C. sec 1232g.”

As provided in KRS 61.931(5), a “non-affiliated third party” includes any person or entity that has a contract or
agreement with the KCBOE and receives (accesses, collects or maintains) personal information from the KCBOE

pursuant to the contract or agreement.

The vendor hereby agrees to cooperate with the KCBOE in complying with the response, mitigation, correction,
investigation, and notification requirements of the Act.

The vendor shall notify as soon as possible, but not to exceed seventy-two (72) hours, KCBOE, the Commissioner
of the Kentucky State Police, the Kentucky Auditor of Public Accounts, the Commonwealth (Kentucky) Office
of Technology, and the Commissioner of the Kentucky Department of Education of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)(2) applies and the vendor abides by
the requirements set forth in that exception. Notification shall be in writing on a form developed by the
Commonwealth (Kentucky) Office of Technology.

The vendor hereby agrees to report to the KCBOE, immediately and within twenty-four (24) hours, any known
reasonably believed instances of missing data, data that has been inappropriately shared, or data taken off site.

The vendor hereby agrees that the KCBOE may withhold payment(s) owed to the vendor for any violation of the
Act’s notification requirements.

The vendor hereby agrees to undertake a prompt and reasonable investigation of any security breach as defined
under the Act in accordance with KRS 61.933.

Revised 01/26/2022
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Upon conclusion of an investigation of a security breach as defined under the Act as required by KRS 61.933, the
vendor hereby agrees to an apportionment of the costs of the notification, investigation, and mitigation of the

security breach.

In accordance with KRS 61.932(2)(a), the vendor shall implement, maintain, and update security and breach
investigation procedures that are appropriate to the nature of the information disclosed, that are at least as stringent
as the security and breach investigation procedures and practices established by the Commonwealth (Kentucky)
Office of Technology and that are reasonably designed to protect the Personal Information from unauthorized
access, use, modification, disclosure, manipulation, or destruction.

Student Data Security

Pursuant to KRS 365.734, if the vendor is a cloud computing service provider (which is defined pursuant to KRS
365.734(1)(b) as any person or entity other than an educational institution that operates cloud computing services)
or, through service to the KCBOE, becomes the equivalent of a cloud computing service provider, the vendor
further hereby agrees that:

. The vendor shall not process student data as defined pursuant to KRS 365.734 for any purpose other than
providing, improving, developing, or maintaining the integrity of its cloud computing services, unless the vendor
receives express permission from the student’s parent. The vendor shall work with the KCBOE to determine the
best method of collecting parental permission.

. With a written agreement for educational research, the vendor may assist the KCBOE to conduct
educational research as permitted by the Family Education Rights and Privacy Act of 1974, as amended, 20
U.S.C:sec.1232g.

. Pursuant to KRS 365.734, the vendor shall not in any case process student data to ac -ertise or facilitate
advertising or to create or correct an individual or household profile for any advertisement puiposes.

. Pursuant to KRS 365.734, the vendor shall not sell, disclose, or otherwise process student data for any
commercial purpose.

. Pursuant to KRS 365.734, the vendor shall certify in writing to the agency that it will comply with KRS
365.734(2).

Family Educational Rights and Privacy Act, National School Lunch Aect
and Child Nutrition Act

If during the course of this agreement, the KCBOE discloses to the vendor any data protected by the Family Educational
Rights and Privacy Act of 1974 (FERPA), as amended (20 U.S.C. sec. 1232g, et seq.), and its regulations, and data protected
by the Richard B. Russell National School Lunch Act (NSLA) (42 U.S.C. sec. 1751 et seq., and the Child Nutrition Act of 1966
(CNA) {42 U.S.C. sec. 1771 et seq.), the vendor agrees that it is bound by and will comply with the confidentiality, security
and redisclosure requirements and restrictions stated in FERPA, NSLA and CNA.

The vendor hereby agrees to report to the KCBOE, immediately and within twenty-four (24) hours, any known
reasonably believed instances of missing data, data that has been inappropriately shared, or data taken off site.

The vendor agrees that FERPA-protected information is confidential information. FERPA-protected information
includes, but is not limited to the student's name, the name of the student's parent or other family members, the
address of the student or student's family, a personal identifier, such as the student's social security number,
student number, or biometric record, other indirect identifiers, such as the student's date of birth, place of birth,
and mother's maiden name, and other information that, alone or in combination, is linked or linkable to a specific
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student that would allow a reasonable person in the school community, who does not have personal knowledge
of the relevant circumstances, to identify the student with reasonable certainty.

The vendor understands and acknowledges that any unauthorized disclosure of confidential information is illegal
as provided in FERPA and in the implementing federal regulations found in 34 CFR, Part 99. The penalty for
unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. sec. 3571) or imprisonment for not more
than five years (under 18 U.S.C. sec. 3559), or both.

The vendor understands and acknowledges that children’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions of the NSLA
or the CNA is confidential information and that any unauthorized disclosure of confidential free and reduced price
lunch information or information from an application for this benefit is illegal. The penalty for unlawful
disclosure is a fine of not more than $1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year (under
7 C.F.R. 245.6), or both.

In the event there is a conflict between this agreement and any other agreement between KCBOE and Vendor,
the terms of this agreement shall apply.

CompTIA, Inc.

Vendor Name

3500 Lacey Rd. Suite 100, Downers Grove, IL 60515
Vendor Address

630-678-8300

Vendor Telephone

salessupport@comptia.org
Vendor Email Address

DocuSigned by:

Signatuurtemﬁbflu\/endor’ s Authorized Representative

Jean Liu

Print Name

May 21, 2025
Date

Revised 01/26/2022
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Addendum to
the CompTIA Learning Products License Agreement between
the Kenton County Board of Education and CompTIA Inc.

WHEREAS, the Kenton County Board of Education (‘KCBOE”), and CompTIA Inc.. (“CompTIA”)
are parties to a Service Agreement composed of CompTIA's Learning Products License
Agreement, accessible at https://www.comptia.org/legal. The KCBOE and CompTIA may be
individually referred to as the “Party” or collectively referred to as the “Parties.”

WHEREAS, the Parties agree to modify the terms contained in the Terms of Service, pursuant to
the terms and conditions of this Addendum.

WHEREAS, all additions made herein shall be valid as if part of the CompTIA’s Learning Products
License Agreement.

NOW, THEREFORE, the amendment is as follows:

13(q) Governmq Law; Submlssmn to Junsductlon 1h+sﬁﬁiement—shau-besenstpued+n

Agreement W/II be govemned by the laws of the Commonwealth of Kentucky, Without
regard to or application of conflicts of law rules or principles.

Kenton County Board of Education: CompTIA Inc.:
DocuSigned by: DS
» o
Signed: Signed: han (i 025
LB78F1BCE1AA54OOA.,
Name: Name: I EIM
Title: Title: SVP, General Counsel

Date: Date: May 21, 2025
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Addendum to
the CompTIA Terms of Use between
the Kenton County Board of Education and CompTIA Inc.

WHEREAS, the Kenton County Board of Education (‘KCBOE”), and CompTIA Inc.. (“CompTIA")
are parties to a Service Agreement composed of CompTIA’s Terms of Use, accessible at
https://www.comptia.org/legal. The KCBOE and CompTIA may be individually referred to as the
“Party” or collectively referred to as the “Parties.”

WHEREAS, the Parties agree to modify the terms contained in the Terms of Service, pursuant to
the terms and conditions of this Addendum.

WHEREAS, all additions made herein shall be valid as if part of the CompTIA’s Terms of Use.

NOW, THEREFORE, the amendment is as follows:

9(D). Governing Law. This Agreement shall be governed by and construed in
accordance with the laws of the State of Hireis-Kentucky, U.S.A., without
giving effect to any principles of conflicts of law. EXCLUDING DISPUTES
ADDRESSED THROUGH ARBITRATION AS PROVIDED IN SECTION 8, YOU
AGREE TO SUBMIT TO THE EXCLUSIVE JURISDICTION OF THE COMPETENT
STATE AND FEDERAL COURTS WITH JURISDICTION IN BUPAGE-COUNTY;
HEINOIS KENTON COUNTY, KENTUCKY IN RELATION TO ANY CLAIM,
DISPUTE, OR DIFFERENCE ARISING FROM THIS AGREEMENT, AND YOU
AGREE TO WAIVE ANY RIGHT OF REMOVAL OR TRANSFER WHETHER DUE TO
FORUM NON CONVENIENS OR OTHER REASON. The United Nations
Convention on Contracts for the International Sale of Goods and the Uniform
Computer Transaction Act (UCITA) are expressly excluded from this

Agreement.
Kenton County Board of Education: CompTIA Inc.:
DocuSigned by:
Ds
Signed: Signed: )(,am, [}M ‘402p

B78F180E1AAS400... A

Name: Name: &2 MM _

Title: Title: SVP, General Counsel

Date: Date: May 21, 2025




Privacy Notice

CompTIA (“we”, “us”, or “our”) recognizes that privacy, security, and data protection
are paramount to our customers and employees. This Privacy Notice (sometimes
known as a Privacy Policy or Privacy Statement under varying data protection
regimes) informs you of how we collect, use, and share personal information. This
Privacy Notice also describes your choices about the collection and use of your
information. You can jump to particular topics by going to the headings below:

1. How We Collect Information.

2. Types Of Information We Collect.

3. Online User Activity.

4. Use And Processing Of Information.

5. Sharing Of Information.

6. Your Privacy Choices.

7. Jurisdiction-Specific Privacy Notices and Rights.

8. How We Retain and Protect Personal Information.

9. Links to Other Online Sites and Services.

10.Children’s Privacy.

11.Updates to our Privacy Policy.

12.Contact Information.

Please read this Privacy Notice carefully before you start to use our Services, as
defined in the Agreement. By using the Services, you agree to be bound and abide
by our posted Terms of Use (the “Agreement”) and this Privacy Notice. If you do not
agree to the Agreement and this Privacy Notice, or if you violate them in any way,



your right to access or use the Services is terminated. PLEASE REVIEW THE
“‘DISPUTES; ARBITRATION” SECTION IN OUR AGREEMENT, WHICH GOVERNS
THE RESOLUTION OF DISPUTES BETWEEN YOU AND COMPTIA, INCLUDING
AN ARBITRATION AGREEMENT, CLASS ACTION WAIVER, AND JURY TRIAL
WAIVER THAT AFFECT YOUR RIGHTS.

1. How We Collect Information.

We may collect information about you by various means, including: (i) directly from
you, both online (e.g., website, email) and offline (e.g., phone, events); (ii) through
your use of our Services; (iii) from affiliates, third party sources and social media
platforms that you may use to engage with us; (iv) from your employer, educational
institution or a similar organization that may introduce you to, or provide you with,
our Services; and (v) by combining information from these different sources.

2. Types Of Information We Collect.

The following chart lists the types of information that we may collect from you and
how we use that information.

Context Types of Data

Account Registration, We collect your name, contact information,
Membership Application, username and password, profile preferences and
User Profile, and/or professional information such as your company or
Student ID Number industry upon account creation. We also collect

information relating to the actions that you perform
while logged into your account.

Creation of Single Sign On  We collect your name and contact information as

(SSO) Account needed and as relevant to enable the automatic
creation of an SSO account during completion of
the check-out process so that you are able to
access purchased products.



Context

Transactional Information

Certification and Learning

Online User Activity
through first party tracking

Online User Activity
through third-party tracking

Demographic Information

Email and other
communications

Types of Data

We collect transactional information through your
purchases or other use of our Services (including
through our e-commerce store), such as purchase
history, geo-location information, technical support
and/or sales requests.

We collect, use and disclose payment information
(e.g., credit card or banking information) only as
necessary to process transactions.

We collect attendance records and learning
information, as well as the information you enter on
exams (which may include video of you and your
surroundings if you select the online testing
option), customer service interactions, and any
certification verification requests that you have
made. For more information, please see

the Candidate Agreement.

We use cookies. “Cookies” are small pieces of
information that a website sends to a computer’s
hard drive while a web site is viewed.

We participate in behavior-based advertising,
which means that a third party uses technology
(e.g., a cookie) to collect information about your
use of our websites so that it can provide
advertising about products and services tailored to
your interests on our websites or on other
websites.

We sometimes collect demographic information.

We may collect communications between you and
us, such as via email, mail, phone, text, chat
transcripts, or other channels.



Context

Feedback/Support

Mailing List

Mobile Devices

Partner Promotion

Surveys and Member
Portals

Types of Data

If you receive email from us, we use certzii tools to
capture data related to when you open our
message, click on any links or banners it contains,
and make purchases.

If you provide us feedback or contact us for
support, we will collect your name and e-mail
address, as well as any other content that you
send, so that we can reply.

When you register for one of our email lists, we
collect your email address and/or postal address.

We collect information from your mobile device
such as unique identifying information broadcast
from your device and location when visiting our
websites or using our application.

We collect information that you provide as part of a
co-branded promotion with another company. We
may also have service providers collect information
on our or our partners’ behalf.

When you participate in a survey or contribute
within member portals, we collect information that
you provide through the survey or portal post. If the
survey or portal is provided by a third-party service
provider, the third party’s privacy policy applies to
the collection, use, and disclosure of your
information.



Context Types of Data

Online User Activity We use technology to monitor how you interact
through website with our website. This may include which links you
interactions click on, or information that you type into our online

forms. This may also include information about
your device or browser.

Online User Activity We collect information, including your browser

through web logs type, operating system, Internet Protocol (IP)
address (a number that is automatically assigned
to a computer when the Internet is used), domain
name, click-activity, referring website, and/or a
date/time stamp for visitors.

Offline interactions We may collect information from you during offline
interactions, such as at conferences, educational
institutions and at other events.

If you provide us with information regarding another individual (such as an
employee, student, child, colleague, or family member), you represent that you have
that person’s consent to give us their information and to permit us to use the
information in accordance with this Privacy Notice.

3. Online User Activity.

Cookies are a commonly used web technology that allow websites to store and
retrieve certain information on a user’s system, and track users’ online activities.
We, together with vendors we use, may collect information about your use of our
Services by such automated means, including but not limited to cookies, pixels,
SDKs and other similar technologies.

Cookies and similar technologies can help us automatically identify you when you
return to our Services. Cookies help us review website traffic patterns, improve the
Services, and determine which Services are popular. We can also use such



information to deliver customized content and advertising to users of the Services
whose behavior indicates that they are interested in a particular subject area.

When you use the Services, the information we may collect by automated means
includes, for example:

« Usage Details about your interaction with our Services (such as the
date, time, and length of visits, and specific pages or content accessed
during the visits, search terms, frequency of the visits, referring website

addresses);
» Device Information including the IP address and other details of a device

that you use to connect with our Services (such as device type and
unique device identifier, operating system, browser type, mobile network
information,; and the device's telephone number); and

« Location information where you choose to provide the Services with
access to information about your device’s location.

We may also ask advertisers or other partners to serve ads or services to you, which
may use cookies or similar technologies placed by us or the third party. If a user
does not want information collected through the use of cookies, most browsers allow
the visitor to reject cookies, but if you choose to decline cookies, you may not be
able to fully experience the interactive features our Services provide. We may share
non-personal information obtained via cookies with our advertisers and affiliates.
Because there is not yet a consensus on how companies should respond to web
browser-based do-not-track (“DNT”) mechanisms, we do not respond to web
browser-based DNT signals at this time.

If we implement third party targeted advertising cookies or other tools that require an
opt-out right under applicable privacy laws, we will provide an opt-out option, and
endeavor to process “Global Privacy Control” (GPC) signals from web browsers by
automatically opting-out such visitors from such third party tools, although GPC
technology is not fully developed and it is not yet supported by all browsers. Where
required by law, we may provide a cookie banner and opt-in consent functionality for
certain cookies and other tools.

4. Use And Processing Of Information.



In addition to the purposes and uses described above, we use information in the
following ways:

« To provide our Services to you, including to identify you when you visit
our Services, manage any transactions and refunds/returns, provide
important notices, respond to your requests, questions and comments,
and provide customer support.

« To fulfill any obligation arising from a contract entered into between you
and us.

» To track your progress through our training and certification programs.

« To provide and verify your training and certifications when requested by
you or a third party in accordance with our Candidate Agreement.

» To operate, evaluate and improve our Services and product offerings
(including developing new Services), and diagnose or fix technology and
other problems.

« To monitor the performance of our Services, including metrics such as
total number of visitors, traffic, and demographic patterns, and to
conduct other such analytics.

» To respond to inquiries related to support, sales, or other requests.

» To send marketing and promotional materials, including information
relating to our products, Services, sales, or promotions.

« Forinternal administrative purposes, as well as to manage our
relationships.

« To comply with and enforce applicable legal requirements, industry
standards, our policies and our contractual rights, as needed for security
purposes, and to investigate and respond to possible fraud or safety
issues.

As a Data Processor:

To provide Services to you on behalf of your school or employer. Your school or
employer is the Data Controller in this instance, and we act as the Data Processor in
using the information provided by your school/employer (including but not limited to
first name, last name, email address, and/or student ID) to provide Services.

Although the sections above describe our primary purposes in collecting your
information, in many situations we have more than one purpose. If you register for
membership, for example, we may collect your information to perform our contract
with you. We also collect your information because we have a legitimate interest in
maintaining your information after your membership concludes so that we can
quickly and easily respond to any questions about your history with the organization.



As a result, our collection and processing of your information is based in different
contexts, upon your consent, our need to perform a contract, our obligations under
law, and/or our legitimate interest in maintaining our programs.

We may also use or share information in an anonymized or aggregate manner for
many purposes without restriction, such as for research, analysis, modeling,
marketing, and improvement of our Services.

5. Sharing Of Information.

In addition to the specific situations discussed elsewhere in this policy, we disclose
information in the following situations:

1.

Affiliates and Acquisitions. We may share information with our corporate
affiliates (e.g., parent company, sister companies, subsidiaries, joint ‘entures,
or other companies under common control). If another company acquires, or
plans to acquire, our company, business, or our assets, we will also share
information with that company, including at the negotiation stage.

Online User Activity. As discussed above, certain Online User Activity may
be shared through third party targeted advertising cookies or other tools, but
subject to opt-out or opt-in functionality that we provide.

Other Disclosures with Your Consent or Direction. We may ask if you
would like us to share your information with other unaffiliated third parties who
are not described elsewhere in this policy. We may share your information
when you direct us do so, such as to a current or prospective employer, a
third party organization, or other unaffiliated third party.

Other Disclosures without Your Consent. We may disclose information in
response to subpoenas, warrants, or court orders, or in connection with any
legal process, or to comply with relevant laws. We may also share your
information in order to establish or exercise our rights, to defend against a
legal claim, to investigate, prevent, or take action regarding possible illegal
activities, suspected fraud, safety of person or property, or a violation of our
policies, or to comply with your request for the shipment of products to or the
provision of services by a third-party intermediary.

Public. Some of our websites may provide the opportunity to post comments,
or reviews, in a public forum. If you decide to submit information on these
pages, that information may be publicly available. You are solely responsible
for information you choose to make public. Any information you post publicly
will no longer be considered private information.

Partner Promotion. We may offer contests, sweepstakes, or other
promotions with third party partners (collectively, “contest” or “contests”). If
you decide to enter a contest that is sponsored or administered by a third



party partner, the information you provide in connection with that contest will
be shared with us and with them. Their use of your information is not
governed by this Privacy Policy.

7. Service Providers. We may share your information with our service
providers. Among other things, service providers may help us to administer
our Services (including IT services, maintenance and hosting), conduct
advertising, conduct surveys, provide technical support, process payments,
assist in fulfilling orders, and in delivering content, examinations and other
materials.

8. Workforce Partnerships or Exam Sponsors. We may share your
information, such as attendance data, course completion, certification results
or other performance related information with any governmental entity,
including without limitation any federal, state, local, or municipal governmental
entity or private entities which may include, without limitation, any for-profit or
non-profit entity, with which CompTIA or any of its affiliates may have a
contractual relationship relating to pre-apprenticeship programs,
apprenticeship programs, workforce training, skills development, job
placement, and any other professional development (“Workforce Related
Programming”). Among other things, workforce pariners or exam sponsors
may require your information to determine interest, eligibility, and/or success
of Workforce Related Programming, or to otherwise assist with providing
Workforce Related Programming. Please refer to the CompTIA Candidate
Agreement for more information.

Where appropriate, we will limit sharing of your information in accordance with the
choices you have provided to us and consistent with applicable law.

6. Your Privacy Choices.

You have the following choices regarding your personal information. You may also
be entitled to certain privacy rights based on your jurisdiction, as provided in the next
section.

1. Access To Your Personal Information. You may request access to your
personal information by logging into your account (if you have one) or by
contacting us at the address provided below. We will respond within 45 days
of your request, or, if reasonably necessary, we may inform you that an
additional 45 days is required, in which case we will give you access to your
personal data within 90 days from your initial request.

2. Changes To Your Personal Information. We rely on you to update and
correct your personal information. Most of our Services allow you to modify or
delete your account profile. Note that we may keep historical information in
our backup files as permitted by law. If our Services do not permit you to



update or correct certain information, contact us at the address provided
below.

3. Deletion Of Your Personal Information. Typically, we retain personal
information for the period necessary to fulfill the purposes outlined in this
policy, unless a longer retention period is required or permitted by law. You
may ask us to stop using all or some of your personal information, to limit our
use of it, or to erase or delete all or some of it under certain circumstances. If
you hold a CompTIA certification or if you engaged with our Services through
an account established by your school or employer, we may be unable to
comply with your request. We may take steps to verify your identity before
acting on your request. You may submit a request under this subsection by
contacting us at the address provided below.

4. Promotional Emails and/or SMS/Text. You may provide us with your email
address and/or phone number for the purpose of allowing us to send free
newsletters, surveys, offers, and other promotional materials to you, as well
as targeted offers from third parties. You can unsubscribe from promotional
emails by following the instructions in e-mails that you receive. If you decide
not to receive promotional emails, we may still send you service-related
communications. You may also be able to opt-out of such emails from your
account profile. If you would like to unsubscribe from SMS messages,
email privacy@comptia.org.

5. Cookies and similar tools: Web browsers may offer users the ability to
disable receiving certain types of cookies; however, if cookies are disabled,
some features or functionality of our Services may not function corre-tly. We
also provide certain opt-out and/or opt-in functionality as describea avove.

6. Device settings. Your device may enable you to disable certain permissions
or functionality in our Services (e.g., location); however, when necessary
permissions or functionality are disabled, some features or functionality of our
website may not function correctly. You can also disable pop-up notifications
in device settings.

7. Jurisdiction-Specific Privacy Notices and Rights.
a. State-Specific Notices and Rights.

In addition to the disclosures provided in this Privacy Notice, if you are a
resident of California, Colorado, Connecticut, Utah, Virginia or any other state
with a comprehensive state privacy law in effect, you can exercise certain
additional rights regarding your personal information to the extent provided by
relevant state law. In particular:

« You may request a copy of the following: (1) the categories of
personal information we collected about you; (2) the categories of



sources from which the personal information is collected; (3) the
business or commercial purpose for collecting or selling (if
applicable) the personal information; (4) the categories of third
parties with whom we shared personal information, and the
categories of personal information shared; and (5) the specific
pieces of your personal information that we have collected, used,
disclosed, or sold.

« You may request that we (and our service providers) correct your
personal information if it is inaccurate or delete your personal
information. Note that deletion requests are subject to certain
limitations. For example, we may retain personal information as
permitted by law, such as for tax or other record keeping
purposes, to maintain an active account, to process transactions
and facilitate customer requests, and for certain other internal
business purposes described here.

If you have an account with us, you may access certain personal information
(such as profile and transaction information) directly through your account
after logging in to the Services, and may update and correct certain profile
information as well. Otherwise, to request a copy of personal information we
have collected about you, to request a correction of your information, or to
request that your information be deleted, visit our Data Subject Request
Form or contact us as directed below. You may authorize another person
(your “agent”) to submit a request on your behalf the same way. After you (or
your agent) submit a request, we will check our records for matching
information and contact you (typically via email at the email address provided
during submission of your request) with instructions on how to verify the
request before we fulfill it. We will aim to complete your requests as soon as
reasonably practicable and consistent with any applicable laws. Note that you
can close an account or opt out of email or marketing lists as provided above.

You may also have the right at any time to opt out of (i) selling or sharing of
your personal information to third parties, and (ii) targeted advertising through
third parties. We may provide certain personal information to advertising
businesses and other third parties, such as to provide targeted advertising,
customer analytics, a more personalized experience and special offers to you.
Specifically, identifying information, Online User Activity (as described above)
and/or transaction information may be shared through targeting cookies and



data extracts, and we may benefit from these activities. You can opt-out of
such sharing (which may be referred to as a “Do Not Sell or Share” right). For
cookies and other online tools subject to these requirements, we will provide
an opt-out mechanism on our Services and endeavor to process GPC signals
as described above. You can opt-out of third party data extracts by
contacting us as directed below.

Privacy laws may provide you with other opt-out rights which are inapplicable
to us. In particular, we do not engage in impactful profiling activities with
respect to Users, and we do not collect, use or disclose sensitive personal
information (such as government identification number, precise geolocation,
financial account information, etc.) except for the specific purpose(s) that you
provide it.

We may not, and will not, discriminate against any customer for exercising
their privacy rights, including those provided by the applicable privacy laws.
Please note that we may otherwise continue to share your personal
information with our affiliates and service providers, and as otherwise directed
by you, for the purposes described here.

If we deny a privacy request, you may appeal the decision to us at the contact
information provided below. To the extent possible, please describe the basis

for your appeal and if there is any specific personal information that concerns

you. We will endeavor to provide a prompt response.

Additional notice for California residents:

o Financial Incentives. We do not generally provide a loyalty
program or other financial incentive in return for the collection or
use of personal information. On some occasions we may engage
in a limited-time marketing event, promotional offer or discount
that includes a registration or other collection of personal
information, and we will disclose the benefits and terms of that
promotion at the time of collection.

o Privacy rights requests for non-Users. California privacy rights
apply to all individuals (not just Users), including job applicants,
current and former employees, contractors and business partners.
Due to the nature of these relationships, the collection and use of



personal information can vary, as described above. All such
individuals who are California residents can request additional
information about our privacy practices with respect to their
information, as well as make the access, deletion, correction and
opt-out requests described above, by contacting us as directed
below. Please provide sufficient information that we can identify
you, and be aware that we may employ a more extensive
authentication process to verify your identity before responding to
your request.

« California Privacy Rights - Direct Marketing. California Civil
Code 1798.115(c), 1798.130(a)(5)(c), 1798.130(c), and 1798.140
indicate that organizations should disclose whether certain
categories of information are “sold” or transferred for an
organization’s “business purpose” as those terms are defined
under California law. You can find a list of the categories of
information that we share here. Please note that because this list
is comprehensive it may refer to types of information that we
share about people other than yourself. If you would like more
information concerning the categories of personal information (if
any) we share with third parties or their affiliates to use for direct
marketing, please submit a written request to us using the
information in the "Contact Information" section below.

Additional notice for Nevada residents:

Please note that we do not sell personal information as defined by
Nevada law (Nevada Revised Statutes, Chapter 603A, Section
1.6), but you can submit a request to us as directed below
regarding the sale of such information.

b. International Notices and Rights.

This section is specifically intended for individuals residing outside of the United
States (“US”). This includes residents of the European Economic Area ("EEA")
including the European Union ("EU"), the United Kingdom ("UK"), Switzerland and
other relevant jurisdictions with respect to privacy and data protection laws
applicable to us. CompTIA is a US-owned and operated organization, and is not
generally subject to foreign laws, even for foreign individuals who visit our website or
otherwise use our Services, but to the extent helpful or where specifically required
by law, please note as follows:



A. Legitimate Bases for Processing: Where required by law, all processing of
personal information is justified by a legally recognized basis for processing. In the
majority of cases, processing will be justified on one or more of the following bases
for processing: (i) The processing is necessary to perform a contract with you (such
as if you purchase certain products or services, or subscribe to email marketing); (ii)
The processing is necessary for us to comply with a relevant legal obligation, such
as keeping accounting records; (iii) The processing is in our legitimate interests,
which are not overridden by your interests and fundamental rights. Our legitimate
interests are to use user information and other available data to reasonably and
responsibly conduct and develop our business activities without abusing any privacy
interests or rights of such individuals; and (iv) In some instances, we rely on your
consent to our processing (at times as a secondary basis for processing in an
abundance of caution). Additional information about our legitimate bases for
processing are provided in Section 2 above.

B. Transfer of Personal Information: If you are in the EEA/EU, the UK,
Switzerland or another jurisdiction that has imposed similar legal requirements
regarding the lawful transfer of personal information from that jurisdiction to another
country (e.g., the US), to the extent that we engage in such a transfer of your
personal information (a “Cross-Border Transfer’) we will take steps to ensure that
such Cross-Border Transfer satisfies known legal requirements. In particular: If we
transfer personal information to a jurisdiction deemed by relevant regulatory
authorities to provide adequate protection for personal information, we will rely on
such adequacy decision, as applicable, and will otherwise take steps to conduct the
Cross-Border Transfer using other legally-valid mechanisms, such as by entering
into data transfer agreements with standard contractual clauses ("SCCs") among
our affiliates and with relevant service providers, in any necessary supplementary
safeguards. We currently rely on SCCs for Cross-Border Transfers to the US, and
are monitoring evolving laws and regulatory developments to assess if and when
alternative or supplemental measures are available or necessary.

C. Exercising You Privacy Rights: Residents of certain jurisdictions are entitled to
exercise certain rights under privacy laws applicable to their personal information.
The rights described below are, for example, applicable to residents of the EEA/EU,
Switzerland and UK. This includes the right to (a) request access to your personal



information; (b) request that we correct inaccurate personal information we hold
about you; (c) request that we delete any personal information we hold about you;
(d) restrict or object (i.e., withdraw consent) to the processing of personal
information we hold about you in some circumstances; and/or (e) receive any
personal information we hold about you in a structured and commonly used

format. You also have the right to lodge a complaint with your supervisory authority
if the processing of your personal information infringes applicable law. Please
contact us as provided below if you wish to exercise any of your rights, or if you
have any inquiries or complaints regarding the processing of your personal
information.

8. How We Retain And Protect Personal Information.

We apply a general rule of keeping personal information only for as long as required
to fulfill the purposes for which it was collected including (i) to provide you with our
products and services, such as to maintain account records while active and after
termination for the purposes described above, and (ii) as reasonably as necessary
for legal, tax and accounting requirements, or if required to do so by a legal process,
legal authority, or other governmental entity having authority to make the request, for
so long as required.

No method of transmission over the Internet, or method of electronic storage, is fully
secure. While we use commercially reasonable efforts to protect your personal
information from unauthorized access, use, or disclosure, we cannot absolutely
guarantee the security of your personal information. If legally required and/or
permitted by law to inform you of a breach to your personal information we may
notify you electronically, in writing, or by telephone.

Some of our Services permit you to create an account. When you do, you will be
prompted to create a password. You are responsible for maintaining the
confidentiality of your password, and you are responsible for any access to or use of
your account by someone else that has obtained your password, whether such
access or use has been authorized by you. You should notify us of any unauthorized
use of your password or account.



9. Links to Other Online Sites and Services.

Our Services may contain links to other websites or online services, including social
media. Please be aware that we are not responsible for the content or privacy
practices of such other websites or online services, and we encourage you to be
aware when you leave our Services and to read the privacy statements of any other
website or online service that collects personal information.

You may see us promoted by other businesses on various websites, web pages,
social media and other platforms. Please note that we do not always have complete
information about where our brand may be displayed or promoted, and if you believe
that we are featured in venues that are inappropriate or offensive, please contact us.

10. Children’s Privacy.

Please see our COPPA Statement regarding our handling of any personal
information from children under the age of 13. To the extent that we collect any
personal information of children under the age of 13 in connection with their use of
our Services through their school, we rely on the school or school district to obtain
parental consent as part of their providing the child’s personal information to us.

11. Updates to our Privacy Policy

We may change our privacy policy and practices over time. To the extent that our
policy materially changes, the policy that was in place at the time that you submitted
personal information to us will generally govern that information unless we receive
your consent to the new privacy policy.

12. International Considerations.

As a multi-national non-profit, we may transmit information between and among our
affiliates. Therefore, your information may be processed in a foreign country where
privacy laws may be less stringent than the laws in your country. Nonetheless,
where possible, we take steps to treat personal information using the same privacy
principles applicable to the law of the country where we first received your
information. By submitting your personal information to us you agree to the transfer,
storage, and processing of your information in a country other than your cc ‘ntry of



residence including, but not necessarily limited to, the United States. If you would
like more information concerning our attempts to apply the privacy principles
applicable of the jurisdiction where data originates to that of another, you can
contact us using the contact information below.

13. Contact Information.

If you have any questions, comments, or complaints concerning our privacy
practices please contact us at the appropriate address below. We will attempt to
respond to your requests and to provide you with additional privacy-related
information.

privacy@comptia.org
1-(866)-835-8020

If you are dissatisfied with our response, and are in the European Union, you may
have a right to lodge a complaint with your local supervisory authority. EU data
subjects may also inquire about our privacy practices by contacting us as set forth
below:

CompTIA UK Ltd.
1 Ropemaker Street
London, England EC2Y 9AW
privacy@comptia.org
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Family Educational Rights and Privacy Act
("FERPA") Notice for CompTIA Students

The Family Educational Rights and Privacy Act of 1974 (“FERPA”) is a federal law
that protects the privacy of student education records and gives students and their
parents certain rights regarding those educational records.



Education Records

CompTIA maintains basic student records that describe and document their work
and progress. These education records often include permanent and local
addresses, admissions records, enrollment status, course grades, reports and
evaluations, completion of requirements, progress toward certification, and other
correspondence with or concerning the student.

Right of Access

For maximum utility, student records must be accurate and complete. These rights
below apply to the student or the student’s parent or legal guardian in cases where
the student is under 18 years of age. CompTIA students may request access to their
own education records and may rectify and add to them for additional clarification.
CompTIA students can request access to their education records by

contacting privacy@comptia.org. CompTIA students may submit a written request
identifying the specific record or records he/she wishes to inspect. CompTIA will
provide a response within 45 days of receiving the request. When a record contains
information about more than one student, the requesting CompTIA student may only
inspect and review the portion of the record relating to him or her. CompTIA
students are not permitted to view letters and statements of recommendation to
which they waived their right of access, or that were filed prior to January 1, 1975.

CompTIA students should direct any questions they have about the accuracy of
records to privacy@comptia.org. If questions remain, the request will be forwarded
to privacy, legal, and IT. If necessary, where informal communications have not
resolved the issues submitted, committee review may be necessary to resolve any
issue concerning record accuracy.

Additional Student Rights under FERPA

Pursuant to both CompTIA policy and FERPA, CompTIA students and former
students have the right to:

» be fully informed of their rights under FERPA.
« inspect and review aspects of their education records that CompTIA
maintains.



« exercise limited control over other people’s access to their education

records.

« seek to correct their education records if they believe them to be
inaccurate, misleading or otherwise in violation of their FERPA rights.

« file a complaint with the U.S. Department of Education if they believe
CompTIA has not complied with FERPA'’s requirements. Such
complaints may be submitted to the US Department of Education,
Student Privacy Policy Office, 400 Maryland Avenue, S.W., Washington,
DC 20202-8520, in writing within 180 days.

Directory Information

FERPA “directory information” is student information that can be made pubilicly
available without being considered an invasion of student privacy. Directory
information includes name (including recorded name), local address, local phone,
certificate status, email address, and enroliment status.

CompTIA does not typically disclose student directory information. However, a
CompTIA student may inform CompTIA if they wish to prevent disclosure of their
directory information, which is known as putting in place a “FERPA Block.” To do so,
a CompTIA student must inform CompTIA of their decision in writing within 15 days
of the course start date. CompTIA students should be aware of the possible
consequences of putting in place a FERPA Block, such as missed mailings,
messages, and announcements or potential non-verification of certification status.
CompTIA students who have previously placed a FERPA Block on their directory
information may reverse this decision by writing CompTIA.

Other Disclosures permitted under FERPA

In addition to allowing directory information disclosures, as set forth above, FERPA
permits disclosure of educational records without a student’s knowledge or consent
under certain circumstances. Disclosure, for example, is permitted to CompTIA
officials with a legitimate educational interest in the records, meaning that the person
needs the information to fulfill his or her professional responsibilities, including
instructional, supervisory, advisory, administrative, academic or research, staff
support or other duties. “CompTIA officials” may include faculty; administrators;
clerical employees; professional employees; and/or independent contractors
performing functions for CompTIA. A student’s education record also may be shared



with parties outside of CompTIA under certain conditions, including, for example, in
situations involving a health and safety emergency. In addition, CompTIA may
forward a student’s education records to other agencies or institutions that have
requested the records and in which the student seeks or intends to enroll or is
already enrolled so long as the disclosure is for purposes related to the student's
enrollment for training or exam delivery.

If CompTIA determines that a student has committed a disciplinary violation
involving a violent crime, a sex offense, or cheating, it may also, if legally permitted,
disclose certain information about the disciplinary case. The disclosure may include
the student’s name, the violation committed, and the sanction imposed.

Last Revised: January 10, 2025
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Terms & Conditions

Effective Date: January 10, 2025

CompTIA, Inc. and its affiliates ("CompTIA," "we," “our,” or "us") require that

all visitors to and users of the websites, CompTIA-branded applications, and
services controlled by CompTIA ("Services"), including all services and materials
offered thereon, adhere to these Terms of Use ("Agreement"), which govern your
access to and use of the Services. This Agreement incorporates by reference our
posted Privacy Policy and other legal terms (FERPA Notice, Voucher

Terms, Trademarks, UK Modern Slavery Act Statement, and COPPA Statement), all
of which are located at www.comptia.ora/legal. If you are an employer or a school
district purchasing products for end users, please refer to the Learning Products
License Agreement.

PLEASE READ THIS AGREEMENT CAREFULLY. BY USING THE SERVICES,
YOU (YOU,” “YOUR,” OR “USER”) AGREE TO THE TERMS OF THIS
AGREEMENT. If you do not agree to be bound by the terms of this Agreement,



please immediately discontinue your use of the Services. If you violate the terms of
this Agreement in any way, please immediately discontinue your use of the
Services. You represent that you are of legal age to accept this Agreement and to
form a binding contract with us. To the extent you are using our Services, registering
an account, or otherwise acting on behalf of an organization, you represent that you
are authorized to accept this Agreement on behalf of the organization (and
references to “you”, “your” or “user” in our Agreement is understood to apply to both
you and your organization). By granting any minor permission to use the Services
through your account, you agree and understand that you are responsible for
monitoring and supervising said minor’s usage. If you believe another person is
using your account without your permission, please contact us immediately so that
we may disable access. If you entered into a separate executed agreement with us,
the terms of that agreement will control in the event of any conflict.

PLEASE NOTE THAT THIS AGREEMENT CONTAINS PROVISIONS THAT
GOVERN THE RESOLUTION OF DISPUTES BETWEEN COMPTIA AND YOU,
INCLUDING AN ARBITRATION AGREEMENT, CLASS ACTION WAIVER, AND
JURY TRIAL WAIVER THAT AFFECT YOUR RIGHTS. PLEASE SEE THE
“‘DISPUTES; ARBITRATION” SECTION BELOW FOR COMPLETE DETAILS AND
REVIEW IT CAREFULLY.

1. These Terms of Use are a Contract between You and Us.

A. Purpose of the Services; Accuracy of Information. We may provide content
with the Services solely for informative purposes. We make every effort to ensure
that any such information we provide is complete, accurate and current. However,
this information is not professional advice from CompTIA, and you should not rely on
it for that purpose. Please consult with your own professional experts for all advice
concerning legal matters, human resource matters, and the like that may be
discussed in the Services.

B. Changes to this Agreement. This Agreement is effective as of the Effective
Date above. CompTIA may, in its sole discretion, change this Agreement at any
time, so we encourage you to periodically check for updated Terms of Use. If you
do not agree with any changes to this Agreement, your sole remedy is to not use the



Services. By continuing to use the Services after we change this Agreement, you
are indicating your acceptance of all such changes.

C. Supplemental Terms. This Agreement governs the Services in general. More
specific and/or supplemental terms and conditions may apply to some Services,
including but not limited to, a particular contest, sweepstakes or promotion, software,
application, promotional code, service or other activity; availability of certain
merchandise, content, programs, or other activities; conditions or other limitations to
the Services for users under certain ages; and/or specific terms or restrictions that
may accompany certain territories, programs, content, products, websites,
applications or other software. Any supplemental terms and conditions are in
addition to this Agreement, and, in the event of a conflict, the supplemental terms
will prevail over this Agreement. If you do not agree to the applicable supplemental
terms and conditions disclosed, you may not use the Services.

D. Access to Certain Portions of the Services. Access to certain portions of the
Services is restricted and personal to individual members of CompTIA, holders of
certain CompTIA certifications, or others. To become eligible to access any
restricted portions of the Services, you may need to create an account, give
CompTIA certain information, and/or meet certain requirements or qualifications. If
you create a user account on the Services, you must do so only for yourself and in
your own name. You agree to provide true, accurate, and complete information and
to update this information when it changes. You must not impersonate any person or
entity or otherwise misrepresent your identity or affiliation. We may suspend or
terminate your membership, certification status, and/or right to access restricted
information on the Services if: (i) you provide any information that is untrue,
inaccurate, outdated, incomplete, or misleading; or (ii) we suspect that you have
provided any untrue, inaccurate, outdated, incomplete, or misleading information. If
you access restricted portions of the Services through a user ID and/or password
(collectively, “User ID”), you must not allow any other person to use your User ID.
You are solely responsible for maintaining the confidentiality of your User ID, and all
other account information. You will be responsible for all usage of the Services
made with your User ID. You agree that you will notify us immediately of any
unauthorized use of your User ID, account, or any other breach of security