
SECOND AMENDMENT TO THE DAT A PRIVACY AGREEMENT BETWEEN 
OTUS, LLC AND JEFFERSON COUNTY BOARD OF EDUCATION 

THIS SECOND AMENDMENT TO THE CONTRACT BETWEEN OTUS, LLC,. AND 

JEFFERSON COUNTY BOARD OF EDUCATION (hereinafter "Amendment") is entered by 

and between the Jefferson County Board of Education, a political subdivision of the 

Commonwealth of Kentucky doing business as the Jefferson County Public Schools (hereinafter 

"JCPS") with its principal place of business located at 3332 Newburg Road, Louisville, 

Kentucky 40218, and Otus, LLC (hereinafter "Provider") with its principal place of business 

located at 900 N01ih Michigan Avenue, Suite 1600, Chicago, IL 60611. 

WHEREAS, The Paiiies have entered into a Data Privacy Agreement for the procurement of 

educational or digital services to the Board effective March 27, 2024, and amended July 24, 2024. 

(the "Agreement"); and 

WHEREAS, The Pa1iies wish to extend the term of the Agreement. 

THEREFORE, the Parties wish to amend the Agreement to alter the term of the agreement 

between Otus, LLC and JCPS Board of Education. 

This Amendment hereby amends paragraph 2. Term to remove the original termination date and 
replace it with June 25, 2028. 

All other provisions of the Agreement shall remain unchanged. This Amendment is the entire 

agreement of the parties regarding modifications of the Agreement provided herein, supersedes 

all prior agreements and understandings regarding such subject matter, may be modified only by 

a writing executed by the parties. The Agreement is ratified and confirmed in full force and 

effect in accordance with its terms, as amended hereby. In the event of any conflict between the 

terms of the Agreement and this Amendment, the provisions of this Amendment shall control. 

This Amendment may be executed via electronic signature in one of more counterparts, each of 

which will be deemed an original, but all such electronic signatures and counterparts will 

together constitute but one and the same instrument. 



IN WITNESS WHEREOF, the parties hereto have executed this Amendment on the dates 

below to be effective as of June 25, 2024. 

Jefferson County Public Schools: 

By: ________ _ 
Dr. Martin A. Pollio, Superintendent 

Date: ______ _ 

OtusLLC 

By: P-zl~ 
Phil Collins, Ed. D 
Chief Customer Officer 

Date: 6-2-25 



ACORD® CERTIFICATE OF LIABILITY INSURANCE I DATE (MM/DD/YYYY) 

~ 05/07/2024 

~ 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed. 
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on 
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s). 

PRODUCER CONTACT 
Genesis Medina NAME: 

JMB Insurance Agency, Inc. PHONE I FAX 
900 N. Michigan Ave. lb.IC Mo Evtl• (312) 915-2182 IA/C No\: (312) 577-0725 

15th Floor E-MAIL 
mnarin@imbins.com ADDRESS: 

Chicago IL 60611 
INSURER/$\ AFFORDING COVERAGE NAIC# 

INSURER A: Hartford Underwriters Insurance 30104 

INSURED INSURER B : Hartford Casualty Ins Company 29424 
Otus LLC 

INSURER C : Beazley Insurance Company, Inc. 37540 

900 N. Michigan Ave., Suite 1600 INSURERD: 

Chicago IL 60611 INSURER E: 

INSURER F: 

COVERAGES UE CERTIFICATE NUMBER: Cert ID 87403 (25) REVISION NUMBER: 
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR ADDL SUBR POLICY EFF POLICY EXP 
LTR TYPE OF INSURANCE lk!Cn .,n,n POLICY NUMBER IMM/DDNYYY\ IMM/DD/YYYY\ LIMITS 

A X COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $ 1,000,000 
~ 

~ CLAIMS-MADE 0 OCCUR 83 SBA BE8HUZ 05/18/2024 
DAMAGE TO RENTED 

05/18/2025 PREMISES /Ea occurrence\ $ 1,000,000 

~ 
MED EXP (Any one person) $ 10,000 

~ 
PERSONAL & ADV INJURY $ 1,000,000 

GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000 

H □ PRO- □ PRODUCTS - COMP/OP AGG $ 2,000,000 POLICY JECT LOG 

OTHER: $ 

AUTOMOBILE LIABILITY COMBINED SINGLE LIMIT $ 1,000,000 /Ea accidenl\ 1--

A ANY AUTO 83 SBA BE8HUZ 05/18/2024 05/18/2025 BODILY INJURY (Per person) $ 
- OWNED 

~ 

SCHEDULED 
AUTOS ONLY AUTOS BODILY INJURY (Per accident) $ 

- HIRED 
~ 

NON-OWNED PROPERTY DAMAGE X AUTOS ONLY X AUTOS ONLY /Per accidenl\ $ 
~ 

$ 

A X UMBRELLA LIAB 

~

OCCUR 83 SBA BE8HUZ 05/18/2024 05/18/2025 EACH OCCURRENCE $ 2,000,000 -
EXCESS LIAB CLAIMS-MADE AGGREGATE s 2,000,000 

OED I X I RETENTION$ 10,000 $ 
WORKERS COMPENSATION x I ~\%uTE I IOTH-

B AND EMPLOYERS' LIABILITY 83 WEC BE8HZP 05/18/2024 05/18/2025 ER 
YIN 

ANYPROPRIETOR/PARTNER/EXECUTIVE 
□ NIA 

E.L. EACH ACCIDENT $ 1,000,000 
OFFICER/MEMBER EXCLUDED? 
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE $ 1,000,000 
If yes, describe under 
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT $ 1,000,000 

C Errors & Ommissions/Cyber W36B45240101 02/16/2024 02/16/2025 Limit 
$ 5,000,000 

Retention $ 10,000 

DESCRIPTION OF OPERATIONS /LOCATIONS/ VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required) 
Jefferson County Board of Education is an Additional Insured with respect to General Liability as 
required by written contract with the Named Insured. 

CERTIFICATE HOLDER CANCELLATION 

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 

Board of Education of Jefferson County 
ACCORDANCE WITH THE POLICY PROVISIONS. 

Attn: Insurance/Real Estate Dept 
3332 Newburg Road AUTHORIZED REPRESENTATIVE 

Louisville KY 40218 /:- ~- ,c__ 

I 

© 1988-2015 ACORD CORPORATION. All rights reserved. 
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD 
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JEFFERSON COUNTY BOARD OF EDUCATION 
July 23, 2024, Board Work Session 

Agenda Item: VIII.R.16. Recommendation for Approval of Amendment to Data Privacy 
Agreement with Otus LLC 

Recommendation: Superintendent Martin Pollio recommends the Board of Education approve the attached 
amendment to the Data Privacy Agreement with Otus LLC and authorize the 
superintendent to sign the same. 

Rationale: The purpose of this agreement is to delineate the operational guidelines for sharing data 
between Otus LLC and JCPS and define the respective roles and responsibilities of each 
party. Data sharing will begin upon acceptance of this agreement. All procedures and 
processes will be FERP A compliant. Period, scope, and protections are also outlined in 
the attached agreement. This Amendment is in addition to, and does not replace, the Data 
Privacy Agreement, all terms and provisions of which remain in full force and effect 
except as specifically provided herein. This agreement supports Vision 2020 Goal 1.1.7. 

Submitted by: Dr. Terra Greenwell 

Attachment 



AMENDMENT TO THE DATA PRIVACY AGREEMENT BETWEEN OTUS LLC, 
AND JEFFERSON COUNTY BOARD OF EDUCATION 

THIS AMENDMENT TO THE CONTRACT BETWEEN OTUS, LLC, AND 
JEFFERSON COUNTY BOARD OF EDUCATION (hereinafter "Amendment") is entered by 

and between the Jefferson County Board of Education, a political subdivision of the 

Commonwealth of Kentucky doing business as the Jefferson County Public Schools (hereinafter 

"JCPS") with its principal place of business located at 3332 Newburg Road, Louisville, 

Kentucky 40218, and Otus, LLC (hereinafter "Provider") with its principal place of business 

located at 900 North Michigan Avenue, Suite 1600, Chicago, IL 60611. 

WHEREAS, The Pal'ties have entered into a Data Pdvacy Agl'eement for the procurement of 
educational or digital services to the Board effective March 27, 2024 (the "Agreement"); and 

WHEREAS, The initial pilot was successful, and the Parties wish to alter the scope of services to 
provide for access and professional learning in the 24-25 school year. 

WHEREAS, This increase in services requires a change to the compensation account codes and 
funding caps; 

THEREFORE, the Parties wish to amend the DPA to alter Exhibit "A" of the Agreement 

This Amendment hereby removes Exhibit "A "in its entirety and replaces as follow: 

DESCRIPTION OF SERVICES 
Provider shall provide software licenses and support for the following products at prices equal or 
below Provider's standard pricing rates for the products: 

Otus is a curriculum and instrnction platform that is used to gather student growth data so that school 
communities can better support students. Otus Platform Service for Academic Readiness, Otus Platform 
Service for JCPS Site Math & Literacy Plans, Data Management Service, Otus Onsite (30-Days) 

COMPENSATION 

Purchase orders shall come from JCPS Academics. Total payments under this DP A will not exceed 
$1,400,000 per fiscal year. 

All other provisions of the Agreement shall remain unchanged. This Amendment is the entire 
agreement of the parties regarding modifications of the Agreement provided herein, supersedes all 
prior agreements and understandings regarding such subject matter, may be modified only by a 
writing executed by the parties. The Agreement is ratified and confirmed in full force and effect in 
accordance with its terms, as amended hereby. In the event of any conflict between the terms of the 
Agreement and this Amendment, the provisions of this Amendment shall control. 



This Amendment may be executed via electronic signature in one of more counterparts, each of 
which will be deemed an original, but all such electronic signatul'es and counterparts will togethel' 
constitute but one and the same instrument. • 

IN WITNESS WHEREOF, the parties hereto have executed this Amendment to be effective as of 
July 24, 2024. 

Jefferson County Public Schools: 

By: ~ 
DI'. Martin A Pollio 
Superintendent 

Date: 

2 

Keith Westman, Ed.D. 
coo 

Date: 6/27/2024 



ACORD® CERTIFICATE OF LIABILITY INSURANCE I DATE (MMIDD/YYYY) 

~ 05/07/2024 

______, 

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES 
BELOW, THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED 
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. 

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed. 
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on 
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s). 

PRODUCER ~~AAI~CT Genesis Medina 
JMB Insurance Agency, Inc. 

~· 
I FAX 

900 N, Michigan Ave, (312) 915-2182 iAJC Nol: (312) 577-0725 
15th Floor amarin@imbins,com 
Chicago IL 60611 

INSURERISI AFFORDING COVERAGE NAIC/1 

INSURER A: Hartford Underwriters Insurance 30104 
INSURED 
otus LLC 

INSURER B: Hartford Casual tv Ins Companv 29424 

INSURER c: Beazley Insurance Company, Inc, 37540 
900 N, Michigan Ave, , Suite 1600 INSURER D: 

Chicago IL 60611 INSURERE: 

INSURERF: 

COVERAGES UE CERTIFICATE NUMBER· cert ID 87403 (25) REVISION NUMBER· 

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD 
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS 
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS, 
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. 

INSR 
TYPE OF INSURANCE 

ADDL SUBR l~~M%iv~YY1 POLICY EXP LIMITS LTR ln,on lun,n POLICY NUMBER IMM/DDIYYYYI 
A X COMME:RCIAL GENERAL LIABILITY EACH OCCURRENCE $ 1,000,000 - D CLAIMS,MA0E 0 OCCUR ~~~'i:J9e~~~ancel - 83 SBA BEBHUZ 05/18/2024 05/18/2025 $ l 000,000 

- MED EXP (Any one oersonl $ 10,000 

PERSONAL & ADV INJURY - $ 1 000,000 

GEN'LAGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2 000 000 

R POLICY□ ~f8r □ LOC PRODUCTS - COMP/OP AGG $ 2 000 000 

OTHER: $ 

AUTOMOBILE LIABILITY FE~~~Wi~~llNGLE LIMIT $ 1,000 000 ,__ 
A ANY AUTO B3 SBA BEBHUZ 05/18/2024 05/18/2025 BODILY INJURY (Per person) $ 
~ 

OWNED - SCHEDULED 
AUTOS ONLY AUTOS BODILY INJURY (Per accident) $ ,__ -

X HIRED X NON-OWNED )p~?~&:~~fiAMAGE $ AUTOS ONLY ,- AUTOS ONLY 
$ 

A X UMBRELLA LIAB 

~

OCCUR 83 SBA BE8HUZ 05/18/2024 05/18/2025 EACH OCCURRENCE $ 2,000,000 ,__ 
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 2 000 000 

OED I X I RETENTION$ 10 000 $ 

WORKERS COMPENSATION 
x 1 ~frTUTE 1 I 0TH-

B AND EMPLOYERS' LIABILITY B3 WEC BE8HZP 05/18/2024 05/18/2025 ER 
Y/N 

ANYPROPRIETOR/PARTNERIEXECUTIVE 
□ NIA 

E.L. EACH ACCIDENT $ 1,000 000 
OFFICER/MEMBER EXCLUDED? 
(Mandatory In NH) E.L. DISEASE - EA EMPLOYEE $ 1,000,000 

g~;t~j;rf~N ~nf~PERATIONS below E.L. DISEASE - POLICY LIMIT $ 1,000,000 

C Errors & Ommissions/Cyber W36B45240101 02/16/2024 02/16/2025 Limit s 5,000,000 

Retention s 10,000 

DESCRIPTION OF OPERATIONS/ LOCATIONS I VEHICLES IACORD 101, Addlllonnl Remark• Schedule, may be attached If more spaco le required) 
Jefferson County Board of Education is an Additional Insured with respect to General Liability as 
required by written contract with the Named Insured. 

CERTIFICATE HOLDER CANCELLATION 

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE 
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN 

Board of Education of Jefferson County 
Attn: Insurance/Real Estate Dept 

ACCORDANCE WITH THE POLICY PROVISIONS. 

3332 Newburg Road AUTHORIZED REPRESENTATIVE 

Louisville IW 40218 I:- L:>, ,,c________ 

I 

© 1988-2016 ACORD CORPORATION. All rights reserved. 

ACORD 26 (2016/03) The ACORD name and logo are registered marks of ACORD 



STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:6, 11.22 

This Confidential Data Privacy Agl'eement ("DP A") is entered into by and between: 

THE BOARD OF EDUCATION OF JEFFERSON COUNTY KENTUCKY, a political 
subdivision of the Commonwealth of Kentucky, with its pdncipal place of business at 3332 Newbu1•g 
Road, Louisville, Kentucky 40218 (the "Bonl'd" or "Jofferson County Public Schools") and 

Otus, LLC, a limited liability company 01·ganized i111de1· the laws of Delawal'e with its p1focipal 
place of business located at 900 North Michigan Avenue, Suite 1600, Chicago, IL 60611 (the 
"Provider"). 

WHEREAS, the Pl'ovider is p.roviding educational or digital services to the Boat'd. 

WHEREAS, the Prov1dei· and the Boa1·d recognize the need to pl'Otect personally identifiable student 
information and other regulated data exchanged between them as requil'ed by applicable laws and 
regulations, such as the Family Educational Rights and Pl'lvacy Act ("FERPA") at 20 U,S,C. § 1232g 
(34 CFR Pal't 99); the Children's Online P1'1vacy P1'0tection Act ("COPPA") at 15 U.S.C. § 6501"6506 
(16 CFR Patt 312), ~pplicable state pdvacy laws and regulations and 

WHEREAS, the P1·ovide1• and the Board desfre to ente1· into this DPA fol' the purpose of establishing 
theil' respective obligations and duties ln orde1' to comply with applicable laws and regulations. 

NOW THEREFORE, fo1· good and valuable consideration, the Board and Provide1· agrne.as follows: 

ARTICLE I: PURPOSE AND SCOPE 

1. ,Entire Agreement, This DP A is the entire agt·eement between the Parties and supe!'sedes any 
and all agreements, repJ'esentations, and negotiations, eithe1· ornl 01· written, between the Parties 
befol'e the effective date of this DP A. This DP A may not be amended 01· modified except in 
wdting as pmvlded below. This DPA is supplemented by the Board's Procurement Regulations 
cun·ently in effect (hereinaftel' "Regulations") that are incorporated by 1•efe1'ence into and made 
part of thls DPA. In the event of a conflict between any provision of this DPA a11d the 
Regulations, the Regulations shall prevail. In the event there is conflict between the terms of 
the DPA and any othe1· wdtlng, including, but not limited to the Se1'vlce Ag1·eement and P1'0vider 
Te.tms of Service 01· Prlvacy Policy the te1ms of this DP A shall cont1'01. 

2, Term. This DPA shall be effective as of March 27, 2024 (the "Effective Dntc") and shall 
continue fo1• one (l) year, te1'mlnating 011 June 30, 2024. 

3. iSe•·yiccs, The services to be provided by Provider to the Boa1·d pi1rsua11t to this DP A 1:u-e detailed 
in E:xhibit "AH (the "Services"), Any compensation to be p1•oviclecl by the Board to Pmvlder Is 
also detailed in Exhibit "A" (the "Compensation"). Each party shall be responsible for their 
portion of costs that may result from data sharing. Examples of potential costs to the Boa1·d are 
costs associated with the compiling of Confidential Data l'equested unde1· this DPA and costs 
associated wlth the electronic delivery of Confidential DATA to Pmvider. 

4. l'urposo of DJ>A, 111e purpose of this DPA is to describe the duties and responsibilities to p1•otect 
Confidential Data including compllanco wlth all applicable federal, state, and local privacy laws, 
rules, ancl regulations, all as may be ame11ded from time to time, In performing the Services, the 
Pl'ovicler shall be considered a School Offiolal with a legitimate ech10ational interest, and 
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Defe:6.11.22 

petfol'ming services othe1wlse provided by the Boai'd. Provider shall be under the dil'ect control and 
supervision of the Board, with 1'espect to its use of Confidential Data. 

5, Confidential Data to Be Provided. In order to perform the Services descl'ibed above1 the Board 
shall provide Confidential Data as identified in the Schedule of Data, attached hereto as ,ExMbit 
"B", 

6, ,DP A Definitions, The definition of terms used in this DPA is found in Exhibit "C". In the event 
of a conflict, definitions used in this DP A shall prevail over terms used in any othe1· writing, 
including, but not limited to the Service Agreement, Terms of Service, Privacy Policies etc. 

ARTICLE II: DATA OWNERSHIP AND AUTHORIZED ACCESS 

1. Confidential Data Property of the Board, All Confidential Data t1·ansmitted to the Provider 
pursuant to the Service Agl'eement is and will continue to be the property of and under the 
control of the Board, The P1'ovider furthe1· acknowledges and agl'ees that all copies of such 
Confidential Data transmitted to the Provider, including any modifications or additions or any 
pqrtion thel'eof from any source, are subject to the provisions of this DPA in the same manner 
as the odginal Confidential Data, The Parties ag1·ee that as between them, all rights, including 
all intellectual propel'ty rights in and to Confidential Data contemplated per the Service 
Agreement, shall 1·emain the exclusive property of the Board, For the purposes of FERP A, the 
Provide1· shall be considel'ed a School Official, undet· the control and dfrection of the Board as 
it pertains to the use of Confidential Data, notwithstanding the above. 

2. Pal'ent Access. To the extent required by law the Board shall establish reasonable procedures by 
which a pat'ent, legal guat·dian, or eligible student may review Education Reco1'ds and/or 
Confidential Data col'rect erroneous information, and procedures for the tmnsfe1• of studentw 
generated content to a personal account, consistent with the functionality of services. Provider shall 
respond in a reasonably timely manner (and no later than forty five ( 45) days from the date of the 
request or put·suant to the time frame requked under state law for the Board to 1·espond to a pa1·ent 
01• student, whichever is soone1·) to the Board's request fo1• Confidential Data in a student's 1·eco11ds 
held by the Provider to view or conect as necessary, In the event that a parent of a student 01· other 
individual contacts the Provider to review any of the Confidential Data accessed pui·suant to the 
Services, the Pt•ovider shall refe1· the parent Ol' individual to the Boa1'd, who will follow the 
necessary and proper procedures 1•ega1•dl11g the requested information, 

3, Scparnte Account. If Student-Generated Content is stored 01· maintained by the Provide1·, 
Provider shall, at the request of the Board, tl·ansfer, or provide a mechanism fo1· the Board to 
transfer, said Student"Generated Content to a separate account created by the student, 

4. ;Lnw Eufol'cement Requests. Should law enforcement or other govemment entitles ("Requesting 
Party(les)") contact P1·ovider with a request for Confidential Data held by the Provider pursuant to 
the Services, the Provider shall notify the Board in advance of a compelled disclosUl'e to the 
Requesting Pal'ty, unless lawfully dil'ected by the Requesting Party not to inform the Board of the 
request. 

5, Subp1•ocess01•s, Provider shall ente1· into wdtten ag1·eements with all Subprocessors performing 
functions for the Provider in order for the Provider to pl'ovide the Services pursuant to the 
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGRE:EMENT Version Date:5.11. 22 

Service Agrnement, whe1·eby the Subp1·ocesso1·s agl'ee to protect Confidential Data in a manner 
no Jess stl'ingent than the terms of this DPA, 

6, Research and Program Evaluation, For any project, involving data collection or research (e,g,, 
prog1·am evaluation or monitoring activities), student or staff pa1iicipation is voluntary. As a 
fedel'ally authorized Institutional Review Board (IRB), the Board complies with the federnl 
definition for research, which includes sharing of Personally Identifiable Information (PII) for 
the purposes of answering a question or evaluating activities for effectiveness beyond standard 
educational or operational procedures. Thus, all data collection and research activities must be 
approved by the Boal'd's IRB and shall not begin before app1·oval is secured from the IRB.Jf 
Provider wishes to collect data specifically for progrnm evaluation 01· research purposes, 01· if 
Provide1· wishes to use identifiable data fot• pl'ogmm evaluation or resea1·ch pmposes, Provider 
must apply for and obtain permission from the Board's IRB p1fo1• to beginning any research 01· 
evaluation related data collection. 

ARTICLE III: DUTIES OF THE BOARD 

1. Provide Data in Compliance with Applicable Laws. The Boat'd shall provide Confidential 
Data for the put'poses of obtaining the Services in compliance with all applicable fedeml, state, 
and local pl'lvacy laws, rnles, and regulations, all as may be amended from time to time. 

2. ,Annual Notification of Rights. If the Board has a policy of disclosing Education Reco1·ds and/or 
Confidential Data under FERP A (34 CFR § 99.31 (a)(l )), the Board shall i,nc]ude a specification 
of criteria for determining who constitutes a school official and what constitutes a legitimate 
educational interest in its annual notification of rights. 

3. Reasonable Precautions. The Board shall take reasonable precautions to secure usernames, 
passwords, and any other means of gaining access to the sel'vices and hosted Confidential Data. 

4. Unautho1•ized Access NotJfication. The Board shall notify Provider promptly of any known 
unauthodzed access, The Board will assist PJ'ovider in any efforts by Provider to investigate and 
1·espond to any unauthorlzed access. 

ARTICLE JV: DUTIES OF PROVIDER 

1. :Pl'iyacy Compliance. The P1·ovidel' shall comply with all applicable federal, state, and local 
laws, mies, and regulations pertaining to Confidential Data privacy and security, alJ as may be 
amended from time to time, including but not limited to FERP A; the Kentucky Family 
Educational Rights and P1·lvacy Act, KRS 160.700 et seq,; the Richa1'd B, Russell National 
School Lunch Act, 42 U.S.C. 1751 et seq,; the Child Nutrition Act of 1966, 42 U.S.C, 1771 et 
seq,; 7 C.F,R, 245,6 et seq,; the Personal Jnfo1'mation Security and Bl'each Investigation 
Procedures and Pl'actlces Act, KRS 61,931 et seq.; and the Kentucky Open Records Act, KRS 
61,820 et seq, 

2, .Data Custodian. Fo1· the purposes of this DPA and ensudng Pl'Ovider's compliance with the 
tel'ms of this DPA and all application of state and fedeml law, Provider designated Co1·ey Maxey 
as the data custodian ("Data Custodian") of the Confidential Data, The Boa1·d w11l 1·elease all 
data and information unde1• this DPA to Data Custodian, Data Custodian shall be responsible 
fol' transmitting all data requests and maintain a log ol' othel' l'ecol'd of all data requested and 
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:6.11.22 

received pu1'suant to this DPA, including confinnation of the 1·etu1'.t1. 01· destruction of data as 
descl'ibed below, The Boat·d may, upon request, 1'eviewthe l'ecords Provider is 1'equil'ed to keep 
under this DP A. 

3, Authol'ized Use, The Confidential Data shared pursuant to the Service Agreement, including 
persistent unique identifiers, shall be used fo1• no purpose other than the Se1·vices outlined in 
Exhibit "A" or stated in the Service Agreement and/01' otherwise authodzed under the statutes 
refe1wd to herein this DP A. Provider wHI not contact the individuals included in the data sets 
without obtaining advance wdtten authorization from the Board, 

4. Provider Employee Obligation, Prnvider shall require all of Provider's employees and agents who 
have access to Confidential Data to comply with all applicable provisions of this DP A with respect 
to the Confidential Data shared undel' the Sel'vlce Agl'eement, Provider agl'ees to requite and 
maintain an appropriate confidentiality agl'eement from each employee or agent with access to 
Confidential Data pU1'suant to the Service Agreement, 

5, Jnsui·imce, Provider shall maintain, dudng the term of this Agreement, a cyber~insu1·ance 
liability policy, in the amount of $5M, Upon l'equest, Provider shall furnish the certificate of 
insu1'ance evidencing this cove1•age, The cel'tiflcate of insul'ance shall name the Boal'd of 
Education of Jefferson County as additional insured in the Description of Operntions section of 
the Certificate of Insurance which shall read: 

Board of Education of Jefferson County 
Attn: Insul'ance/Real Estate Dept. 

3332 Newburg Road 
Louisville, Kentucky 40218 

6. ,No Disclosure, Provider acknowledges and agrees that it shall not make any re-disclosure of 
any Confidential Data 01· any po1'tion thereof, including without limitation, user content 01· other 
nonpublic info1'mation and/or personally identifiable information contained in the Confidential 
Data other than as required by law 01· comi 01·de1•, If Pmvider becomes legally compelled to 
disclose any Confidential Data (whether by judicial 01· admi11istrntive ordel', applicable law, 
l'Ule, regulation, or otherwise), then P1·ovider shall use all reasonable efforts to provide the 
Boal'd wlth pl'iol' notice before disclosm·e so that the Boal'd may seek a pl'otective 01·der 01· other 
appropriate remedy to present the disclosure or to ensul'e the Board's compliance with the 
confidentiality 1·equirements of fed~ral 01· state law, This prohibition against disclosure shall 
not apply to aggregate summaries of De-Identified information 01· to Subprocesso1·s pel'fol'ming 
services on behalf of the Provider pUl'suant to this DP A. Provider will not Sell Confidential 
Data to any thil'd party, 

7, DewldentJfied Data: P1'ovide1· agl'ees not to attempt to re-identify De-Identified Confidential Data, 
De--Identified Data may be used by the Provider for those pm·poses allowed unde1° FERP A and the 
following purposes: ( 1) assisting the Board or other governmental agenoies in conducting reseal'ch 
and other studies; and (2) research and development of the Providel''s educational sites, services, 
or applications, and to demonstrate the effectiveness of the Services; and (3) fo1· adaptive Lea1'.ning 
pm·pose and for customized student Learning, PL'Ovider's use of De-Identified Data shall sul'vive 
termination of tWs DPA 01· any l'equest by the Board to return 01· dest1·oy Confidential Data, Except 
fo1' S11bprocesso1's1 Pl'ovider agt•ees not to transfer de"identified Con.:fldential Data to any party 
unless (a) that pal'ty agrees in writing not to attempt re-identification, and (b) pl'lol' wl'ltten notice 

Page 4 of20 



STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:5, 11.22 

has been given to the Board who has pl'ovided prl01· wl'itten consent for such tl'ansfer. P1'101· to 
publishing any document that names the Board explicitly 01· indirectly, the Pl'ovider shall obtain 
the Boat'd's prior written approval. 

8, Disposition of Data, Upon written request from the Board, Pl'ovlder shall dispose of 01· provide a 
mechanism for the Board to transfe1' Confidential Data obtained unde1· the Service Agreement in a 
usable fol'mat, within sixty (60) days of the date of said request and according to a schedule and 
procedure as the Parties may reasonably agree. Upon termination of this DPA, if no written request 
from the Boat·d is received to return the data in a usable fo1mat, Pl'ovider shall dispose of all 
Confidential Data after prnviding the Board with reasonable prior notice. The duty to dispose of 
Confidential Data shall not extend to Confidential Data that had been De-Identified 01· placed in a 
separate student account pursuant to section II 3, The JCPS ~y employ a "Directive for 
Disposition of Data" fo1m, a copy of which is attached he1'eto as Exhibit 11D", If the JCPS and 
Provider employ Exhibit "D", no further wl'itten request 01· notice is required on the pa1t of eithe1· 
pm'ty pl'ior to the disposition of Confidential Data described in Exhibit "D", 

9, Advertising Limitations. Pl'Ovider is prohibited from using, disclosing, 01· selling Confidential 
Data to (a) inform, influence, 01· enable Targeted Adve1iising; or (b) develop a profile of a 
student, family member/guardian or gl'Oup, for any purpose other than pl'oviding the Se1·vice to 
the Board. This section does not p1·ohibit Provider from using Confidential Data (i) for adaptive 
Leaming or customized student Learning (including generating personalized Learning 
recommendations); 01· (ii) to make product recommendations to teachers or JCPS employees; 01· 

(iii) to notify account holders about new education product updates, features, 01· services or from 
otherwise using Confidential Data as permitted in this DPA and its accompanying exhibits, 

10, Liability. Provider ag1•ees to be responsible for and assumes all liability for any claims, costs, 
damages or expenses (including reasonable attomeys' fees) that may arise from or relate to 
Pl'ovider' s intentional or negligent release of personally identifiable student, pal'ent 01· staff data 
("Claim" or "Claims"), P1·ovider agrees to hold harmless the Board and pay any costs incurred 
by the Boa1'd in connection with any Claim, The p1·ovjsions of this Section shall survive the 
termination or expiration of this DPA. 

ARTICLE V: DATA PROVISIONS 

1. pata Storage. Where requfred by applicable law, Confidential Data shall be stored within the 
United States, Upon request of the Board, Provider will provide a list of the locations where 
Confidential Data is stored, 

2, Audits. No more than once a yeal', 01· following unauthol'ized access, upon 1·eceipt of a written 
request from the Board wlth at least ten (10) business days' notice and upon the execution of an 
approprlate co11fldentlality agt•eement, the Pl'ovide1· wHI allow the Board to audit the secudty and 
privacy measures that at·e in place to ensure protection of Confidential Data 01· any portion thereof 
as it pe1'tains to the delivery of services to the JCPS , The Provider w111 cooperate reasonably with 
the Boat'd and any local, state, or federal agency wlth oversight authodty or jurisdiction in 
connection with any audit 01· investigation of the Provider and/or delivery of Services to students 
and/or the Boa1·d, and shall provide 1·easonable access to the Pl'Ovider's facilities, staff, agents and 
the Boat·d's Confidential Data and all 1·eco1·ds pe1'taining to the Provider, the Boal'd at1d delive1·y 
of Servlces to the Boal'd, Failul'e to reasonably cooperate shall be deemed a material b!'each of the 
DPA, 
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3. Data Securltt, The Provider agl'ees to utilize administrative, physical, and technical safeguards 
designed to protect Confidential Data from unauthol'lzed access, disclosure, acquisition, 
destrnction, use, 01· modification. The Provider shall adhere to any applicable law relating to 
data security, The provider shall implement an adequate Cybersecurity Framework based on one 
of the standal'ds set fol'th in Exhibit "Jr'. Additionally, Providel' may choose to further detail its 
secul'ity progrnms and measures that augment or are in addition to the Cybersecudty Framework 
in Exhibit "E". Provider shall provide, in the Standard Schedule to the DP A, contact 
information of an employee who the Board may contact if there al'e any data secul'ity concerns 
or questions. Additionally, The Provider agrees to maintain a minimum security standard 
including but limited to the following precautions and protections: 

a) Encl'ypting all data, at 1•est and in transit; 
b) Maintaining multi-factor authentication on accounts that can access the network or email 

1'emotely~ including 31'd pal'ty accounts; 
c) Secut'lng access to any physical ai·eas/electronic devices where sensitive data al'e stored; 
d) Establishing and enforcing well-defined data pdvilege rights which follow the rule of 

least pl'ivilege and 1·estl'ict users' access to the data necessa1·y fo1• this to perform thefr job 
functions; 

e) Ensuring all staff and 3rd parties sign a nondisclosure statement, and maintaining copies 
of the signed statements; 

f) Installing end-pointp1·otection including but not limited to anti-malware and anti-spywai·e 
on any device connected to the network that has access to scoped data, when applicable 

4. Data Brcmch. In the event of an unauthol'ized release, disclosure or acquisition of Confidential 
Data that compromises the security. confidentiality 01· integdty of the Confidential Data 
maintained by the Provider the Provider shall p1·ovide notification to the Board within seventy­
two (72) bout's of confirmation of the incident, unless notification within this time limit would 
disrupt investigation of the incident by law enforcement. In such an event, notification shall be 
made within a 1·easonable time after the incident. Provider shall follow the following process: 

(1) The security breach notification descdbed above shall include, at a minimum, the 
following information to the extent known by the Provide!' and as it becomes available: 

I. The name and contact information of the individual repo11ing a breach subject 
to this section, 

II. A list of the types of personal information that were ol' al'0 reasonably believed 
to have been the subject of a b1·each, 

Ill. If the information is possible to determine at the time the notice is provided, then 
either (1) the date of the bl'each, (2) the estimated date of the breach, 01· (3) the 
date range within which the breach occurred, The notification shall also include 
the date of the notice, 

Iv. Whether the notification was delayed as a result of a law enforcement 
investigation, if that information is possible to determine at the time the notice is 
provided; and 
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I. A gene1·al descl'iption of the bl'eaoh incident, if that infol'mation is possible to 
detel'mine at the time the notice is provided. 

(2) Pl'ovider agl'ees to adhere to all federal and state l'equirements with respect to a data breach 
!'elated to the Confidential Data, including, when appropl'iate 01· requi1'ed, the required 
responsibilities and procedurns for notification and mitigation of any such data breach, 

(1) Provider further acknowledges and ag1·ees to have a wdtten incident l'esponse plan that 
reflects best practices and is consistent with industry standards and federal and state law 
for responding to a data breach, bl'each of secul'ity, privacy incident or unauthol'ized 
acquisition or use of Confidential Data 01· any po1tion thereof, including peJ.'sonaUy 
identifiable info1mation and agrees to provide the Board, upon request, with a summary 
of said written incident t'esponse plan, 

(2) The Board shall pl'Ovide notice and facts suuounding the breach to the affected students, 
pa1·ents or guardians, or staff, as applicable, 

(3) In the event of a brnach originating from the Board's use of the Service, Provide1• shall 
coopemte with the Board to the extent necessa1·y to expeditiously secul'e Confidential 
Data, 

5, Kentucky Personal Information Security and Brench Investigation Procedures and 
Practices Act. If Pl'Dvidel' receives Personal Infol'mation as defined by and in accordance with 
the Kentucky Pel'sonal Information Secut'lty and Breach Investigation P1'ocedmes and Practices 
Act, KRS 61.931, et seq. (the "Act"), P1'ovider shall secure, protect and maintain the 
confidentiality of the Personal Infoxmation by, without limitation, complying with all 
1·equil'ements applicable to 11non-affillated third parties" set forth in the Act, including but not 
limited to the following: 

a. 11Personal Information" is defined in accol'dance with KRS 61,931(6) as an 
individual's ffrst name or first initial and last name; personal mark; 01· unique 
biometric 01· genetic pl'lnt or image, in combination with one (1) or more of the 
following data elements: 

L An account, credit card number, or debit card numbe1· that, in 
combination with any requil'ed seoul'ity code, access code or password, 
would permit access to an account; 

iL A Social Security number; 

iii. A taxpayer identification number that incol'porates a Social Secul'ity 
numhel'; 

iv, A ddver's license numbel', state identification cat·d numbe1· or other 
individual identification number issued by an agency; 

v, A passport number or other identification number issued by the United 
States government; or 
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vi. Individually Identifiable Info1-mation as defined in 45 C,F.R, sec. 
160,013 (of the Health Insurance Pol'tability and Accountability Act), 
except for education records cove1·ed by FERP A. 

b. As pi'Ovided in KRS 61.931(5), a "non"affiliated third party" means any pe1·son 01· 

entity that has a contract 01· agreement with an agency and receives (accesses, 
collects or maintains) personal information from the agency pmsuant to the contrnct 
or agreement. 

c. Pl'Ovidel' shall not re-disclose, without the wdtten consent of JCPS, any "personal 
info1•.tnation," as defined in KRS 61.931, 01· any other personally identifiable 
infol'mation of a student 01· other pel'sons, such as employees, 

d. Provider agrees to cooperate with JCPS in complying with the response, mitigation, 
correction, investigation, and notification l'equil'ements of the Act, 

e. Pl'Ovidel' agt·ees to undertake a prompt and reasonable investigation of any breach as 
required by KRS 61.933, 

6. Cloud Computing Service Providers, Jf Pl'Ovider is a cloud computing se1·vice 
p!'Ovider (as defined 'in KRS 365,734(1)(6) as 11any pe1·son othe1· than an educational it1stitution 
that operates a cloud computing service"), Prnvider agl'ees that: 

Provider shall not process student data fol' any purpose othe1· than providing, improving, 
developing, or maintaining the integdty of its cloud computing se1·vices, unless the provider 
receives expl'ess pel'.tnission from the student's pa1'ent. Provider shall work with the student's 
school and district to dete1'.tnlne the best method of collecting parental pel'mission. KRS 
365.734 defines "process" and "student data," 

Pursuant to KRS 365.734(2), Provider shall not in any case process student data to advertise or 
facilitate advertising or to create 01· conect an individual 01· household profile for any 
advertisement pU!'poses, 

Pursuant to KRS 365.734(2), Provide1· shall not sell, disclose, or otherwise process student data 
for any commercial purpose, 

Pursuant to KRS 365,734(3), P1·ovide1· shall certify in wl'lting to the agency that it wlll comply 
with KRS 365.734(2), 

ARTICLE VI: MISCELLANEOUS 

1, Te1•mfn11tion. Either pai'ty may te1mlnate this DPA jf the other party bl'eaches any terms of this 
DPA, provided however, the breaching pa1·ty shall have thfrty (30) days to cu1·e such breach and 
this DPA shall l'emain in fo1•ce, The Boat'd may te1'.tninate this DPA in whole or in part at any 
time by givlng wdtten notice to Pl'Ovider of such termination and specifying the effective date 
thel'eof, at Least thirty (30) days before the specified effective date. In accordance with 
Attachment A, the Boat'd shall compensate Pl'ovide1• fol' Services satisfactorily pel'formed 
through the effective date of termination, 
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2. Effect of Termination Survival. If the Service Agreement is tel'minated, the Pl'ovider shall 
destl'oy all of JCPS's Confidential Data pursuant to A1iicle IV, section 6, 

3. Priority of Agreements. This DPA shall govern the t1·eatment of Confidential Data in order to 
comply with the privacy pl'oteotions, .including those found in FBRP A and all applicable pl'ivacy 
statutes identified in this DP A. In the event thel'e is conflict between the terms of the DPA and the 
Service Agreement, Tel'ms of Service, Pl'ivaoy Policies, or with any other bid/RFP, license 
agreement, or wdting, the tel'ms of this DP A shall apply and take precedence, 

4. Modification, No waiver, alterntion 01· modification of the pl'ovisions of this Agt·eement shall 
be binding unless in writing and mutually agreed upon, Any modifications or additions to this 
Ag1·eement must be negotiated and appl'Oved by both parties, 

5, Disputes. Any diffe1·ences 01· disagreements arising between the Parties concerning the l'ights 01· 

liabilities under this DPA, or any modifying instmment entered into pursuant to this DP A, shall 
be resolved thl'ough the procedm·es set out in the Regulations, 

6, Notices, All notices 01· other communication required 01· pel'mitted to be given hereunder may be 
given via e--mail tmnsmission, or certified mail, sent to the designated representatlves below, 

The designated l'epresentative for the Board for this DPA is: 

Name: Keith Westman, Ed.D. Title: COO 

Address: 900 Nol'th Michigan Ave, Suite 1600, Chicago, IL 60611 

Phone:773-789-5444 x 102 Email:keith@otus.com 

The designated representative fol' the P1·ovide1· for this DP A is: 

Name: D1·, Term 0-l'eenwell Title: Chief Academic Officer 

Address:3332 Newburg Road, Louisville, KY 40218 

Phone:502"313-43 57 Email: terrn,greenwell@iefferson,kysohoo1s,us 

7, Amendment and Waiver. This DPA may be amended and the observance of any pl'Ovision of 
this DPA may be waived (either generally or in any particular instance and eithel' retl'oactively 
01· p1'ospectively) only with the signed wl'itten consent of both Pa1iies, Neither failure nor delay 
on the pait of any Pa1·ty in exercising any dght, power, or pdvilege hereunder shall operate as a 
waiver of such l'ight, nor shall any single or pat·tial exercise of any such righ.t, powe1·, 01· privilege 
p1'eclude any further exercise the1·eof or the exercise of any other right, power, or privilege. 

8, ,SeverabiJlty, Any provision of this DPA that is pl'ohibited 01· unenforceable in any jul'isdiction 
shalt~ as to such jul'isdiction, be ineffective to the extent of such prohibition or unenforceability 
with.out invalidating the remaining p1'0vlsions of this DP A, and any such pl'ohlbition or 
unenforceabllity in any jurisdiction shall not invalidate or !'ender unenforceable such provision in 
any other jurlsdictlon, Notwithstanding the foregoing, if such provlslon could be more m11'1'owly 
drawn so as not to be prohibited or unenforceable in such jul'lsdiction while, at th.e same time, 
maintaining the intent of the Parties, it shall, as to such,ludsdictio111 be so 11a1'!'0wly d1·aw11 without 
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invalidating the 1·emaining provisions of this DPA 01· affecting the validity 01· enforceability of such 
pl'ovision in any other jUl'isdiction, 

9. Governing Law; Venue ond Jurisdiction. THIS DPA WILL BE GOVERNED BY AND 
CONSTRUED IN ACCORDANCE WITH THE LAWS OF THE COMMONWEALTH OF 
KENTUCKY, WITHOUT REGARD TO CONFLICTS OF LAW PRINCIPLES, EACH 
PARTY CONSENTS AND SUBMlTS TO THE SOLE AND EXCLUSIVE JURISDICTION 
TO THE STATE AND FEDERAL COURTS FOR JEFFERSON COUNTY KENTUCKY FOR 
ANY DISPUTE ARISING OUT OF OR RELATING TO THIS DPA OR THE 
TRANSACTIONS CONTEMPLATED HEREBY. 

10, §uccesso1·s Bound: This DPA is and shall be binding upon the 1·espective successors in interest 
to Provlde1· in the event of a merger, acquisition, consolidation or other business reorganization 
or sale of all or substantially all of the assets of such business In the event that the Provide!' sells, 
merges, 01· otherwise disposes of its business to a successor during the term of this DPA, the 
Provider shall provide wl'itten notice to the Board no later than sixty (60) days after the closing 
date of sale, me1•ger, or disposal. Such notice shall include a wl'itten, signed assurance that the 
successo1' will assume the obllgations of the DP A and any obligations wlth respect to 
Confidential Data within the Service Agl'eement. The Board has the authority to terminate the 
DPA if it disapp1'0ves of the successor to whom the P1·ovider is selling, merging, 01· otherwise 
disposing of its business. 

11, ,Authority. Each pa1·ty 1·epresents that it is authol'ized to bind to the terms of this DPA, including 
confidentiality and destruction of Confidential Data and any portion thereof contained therein, 
all related or associated institutions, individuals, employees or contractors who may have access 
to the Confidential Data and/or any po1'tion thereof, 

12, Relationship of Parties, The Boat·d is not an employee, agent, partnel' 01· co-venturer of or with 
Services Provider, Neither Se1·vices Pl'ovider nor the Boa1·d shall represent or imply to any party 
that it has the power or authority to enter into a contract or commitment in the name of or on 
behalf of the othet', or to othe1wlse bind the othe1•, 

13, Jjlgual Opportunity._Dudng the performance of this DP A, Pl'Ovider agrees that Provide1· shall 
not discriminate against any employee, applicant 01· subcontractor because of rnce, colol', 
national ol'igln, age, religion, mat'ltal or pat•ental status, political affiliations or beliefs, sex, 
sexual orientation, gender identity, gender exp1·esslon, veteran status, genetic infol'mation, 
disabllity, 01· limitations related to pregnancy, childbirth, or related medical conditions, If the 
Compensation is paid from federal funds, this DPA is subject to Executive Ol'der 11246 of 
September 24, 1965 and in such event the Equal Opportunity Clause set forth in 41 Code of 
Federal Regulations 60-1.4 is hereby incorporated by 1•eference into this DPA as if set fol'th in 
full herein, 

14, Pl'ohibition on Conflicts of lutel•est. It shall be a bl'each of this DP A for Provlde1· to commit 
any act which is a violation of Article XI of the Regulations entitled "Ethics and Standa1·ds of 
Conduct," 01· to assist or participate in 01· knowingly benefit from any act by any employee of 
the Board whioh is a violation of such provisions, 
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15, Contractor shall be in continuous compliance with the provisions of KRS Chapters 136, 139, 
-141, 337,338,341, and 342 that apply to Provide1· fol' the du1·ation of this DPA and shall 1'eveal 
any final detel'mination of a violation by the Pl'Ovide1· of the pl'eceding KRS chapters, 

16, Access to School Grounds, No employee 01· agent of P1·ovlde1· shall access the Board's school 
gl'ounds on a l'egulady scheduled or continuing basis fol' pmposes of pl'ovidlng services to 
students under this DPA. 

IN WITNESS WHEREOF, The Boa1·d and Provider execute this DPA as of the Effective Date above. 

BOARD OFE~UCATI<? 0~ JEFFERSON COUNTY KENTUCl{Y 
J/i1 ~-a By: _____________________ Date: ____ /_,.. 1 / __ _ 

P1'1nted Name: D1·. Marty Pollio 
Title!Position: Supei'intendent 

[lusei·t N1m1e of Pl'ovidei·] ~~ 
By: • ~ Date: 
PJ.'lnted Name: Keith Westman,Ed,D. -------

3/5/2024 

TitlelPosition: COO 
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EXHIBIT "A" 

DESCRIPTION OF SERVICES 
Pl'ovidel' shall provide software licenses and suppo1't for the following pl'Oducts at prices equal or below 
Prnvider's standa1'd pdcing rates for the products: 

Otus is a curdculum and instmctlon platform that is used to gather student gl'owth data so that school 
communities can better support students, Otus will customize the platfol'm to meet the needs of JCPS 
Academics in a pilot from March 27, 2024 

COMPENSATION 

Purchase ol'de1·s shall come from JCPS Academics, Total payments will not exceed $2500 fol' services 
through June 30, 2024, 
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Application 
Technology Meta 
Data 

Application Use 

Statistics 

Assessment 

Attendance 

EXHIBIT 118" 

SCHEDULE OF DATA 

IP Addresses of users, Use of cookies, etc, 

Other appllcatlon technology meta dataN 
Please specify: 

Meta data on user Interaction with 
application 

Standardized test scores 

□ 

□ 

□ 

Observation data [2J 

Other assessment data-Please specify: 
Otus will gather Information about stu ent [2J 
performance oh the Backpack of Skills 
using the rubric feature. 

Student school (dally) attendance data □ 



Student class attendance data □ 

Communications Online communications captured (emails, □ blog entries) 

Conduct Conduct or behavioral data ·□ 

Demographics Date of Birth □ 

Place of Birth □ 

Gender ~ 
I 

Ethnicity or race ~ 

Language Information (native, or primary 
language □ 
spoken by student) 

Student dlsablllty Information □ 



Enrollment 

Other demographic lnformatlonMPlease 
specify: 

Student school enrollment 

Student grade level 

Homeroom 

Guidance counselor 

Specific ourrloulum programs 

Year of graduation 

other enrollment lnformatlon"Please 
specify: 

□ 

□ 

□ 

□ 



Parent/Guardia 
□ n Contact Address 

Information 

Email ~ 

Phone □ 

Parent/Guardian ID Parent ID number (created to link parents to □ students) 

Parent/Guardian First and/or Last □ Name 

Schedule Student scheduled courses ~ 

Teacher names ~ 

Speolal Indicator English language Learner Information ~ 

Low Income status (;A' 

Medical aletts/ health data □ 



Staff Data 

Student Contact 
Information 

Speolallzed education services (IEP or 504) 

Living situations (homeless/foster care) 

Other Indicator Information-Please specify: 

First and Last Name 

Emal! Address 

Staff ID number 

Other Information - Please specify 

Address 

Phone 

□ 

□ 

□ 

□ 

□ 



Student Identifiers Local (School district) ID number bA' 

State ID number □ 

Provider/App assigned student ID number □ 

Student app username ~ 

Student app passwords □ 

Student Name First and/or Last g' 

Student In App Program/application performance 
Performance (typing program- □ 

student types 60 wpm, reading program-
student reads below grade level) 

Academic or extracurricular activities a 
Student Program student may belong to or participate In □ Membership 

Student Survey Student responses to surveys or □ Responses questionnaires 

Student work Student generated content; writing, pictures, ~ 
etc, 



Transcript 

Transportation 

Other student work data wPlease specify: 

Student course grades 

Student course data 

Student course grades/ performance 
scores 

Other transcript data ~ Please specify: 

Student bus assignment 

Student plcl< up and/or drop off location 

Student bus card ID number 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 



Other 

None 

Other transportation data - Please specify: 

Please 11st each addltlonal data element 
used, stored, or collected by your 
appllcatlon: 

No Confldentlal Data collected at this time. 
Provider wlll lmmedlately notify JCPS If this 
designation ls no longer applicable. 

□ 

□ 

□ 
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EXHIBIT "C" 
DEFINITIONS 

Version Dafe:5, 11,22 

Compensation: Amounts to be paid to the P!'ovide1' in exchange fo1° software licenses and support. The 
maximum amount of Compensation that may be paid under this DP A is set fol'th in Attachment A. The 
Board is not obligated to pay the maximum Compensation amount solely by its inclusion in this DP A. 
Compensation owed is detel'mined by the purchase ol'del's submitted to Pl'ovide1·, The cost for any single 
license or suppo1t provided under this DPA shall not exceed Provider's standard p1foing for that product. 

De~Identified Data and D~ldcntification: Records and information are considered to be D~Identified 
when all personally identifiable information has been removed 01· obscured, such that the remaining 
information does not 1·easonably identify a specific individual, including, but not limited to, any info!'mation 
that, alone or in combination is linkable to a specific student and pt'Ovided that the educational agency, 01· 
other party, has made a reasonable determination that a student's identity is not personally identifiable, 
taking into account reasonable available info1mation. 

Educational Records: Educational Records are records, files, documents, and other materials directly 
related to a student and maintained by the school or local education agency, or by a person acting for such 
school 01· local education agency, including but not limited to, records encompassing all the material kept 
in the student's cumulative folder, such as geneml identifying data, records of attendance and of academic 
work completed, records of achievement, and results of evaluative tests, health data, disciplinary status, 
test protocols and individualized education progl'ams, 

Metadata: means info1mation that p1'0vides meaning and context to other data being collected; including, 
but not limited to: date and time records and put·pose of creation Metadata that have been sti'ipped of all 
dfrect and indil'ect identifie1·s are not considet·ed Personally Identifiable Information, 

Operator: means the operator of an intemet website, online service, online application, or mobile 
application with actual knowledge that the site, service, or application is used fol' K-12 school purposes, 
Any entity that ope1·ates an internet website, online se1•vice, online application, 01· mobile appHcatlon that 
has entered into a signed, wdtten agreement with the Boat·d to provide a service to the Boat·d shall be 
considered an "operator" fo1• the purposes of this section. 

Provider: Fo1' purposes of the DPA, the te!'m "Provider" means provider of digital educational softwat·e 01· 

services, including cloud-based services, fo1• the digital storage, management, and retl'ieval of Confidential 
Data. Within the DPA the term "Provide!"' includes the term uThird Pat'ty0 and the term "Opemtor" as used 
in applicable state statutes, 

Regulations: The Board Procurement Regulations, available on the JCPS website, as may be amended 
from time to time. 

Studeut Generated Content: The term "Student-Generated Content" means materials 01· content created 
by a student in the services including, but not Hmited to, essays, reseaL'ch repo!'ts, portfolios, creative 
writing, music 01· other audio files, photographs, videos, and account information that enables ongoing 
owne!'ship of student content. 

School Official: For the purposes of this DPA and pursuant to 34 CFR § 99.3 l(b), a School Official is a 
contracto1· that: (1) Pcrfo1ms an institutional service 01· function fo1• which the agency 01· institution would 
otherwise use employees; (2) Is under the direct contl'Ol of the agency Ol' i11stitution with l'espeot to the use 
and maintemmce of Confidential Data including Education Records; and (3) Is subject to 34 CFR § 99.33(a) 
governing the use and re-disclosure of Pe1·sonally Identifiable Information from Education Records, 
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:5, 11.22 

Service Agreement: Refers to the Contract, Pul'chase Order 01· Tel'ms of Service or Terms of Use, 

Confidential Data: Confidential Data includes any data, whethe1' gathe1·ed by Provider or pl'ovided by the 
Board or its users, students, 01· students' parents/guardians, that is descriptive of the student including, but 
not limited to, information in the student's educational record 01· email, ffrst and last name, bitihdate, home 
01· other physical add1·ess, telephone number, email address, 01· other information allowing physical or online 
contact, discipline records, videos, test results, special education data, juvenile dependency records, grades, 
evaluations, criminal records, medical records, health records, social secudty numbers, biometric 
information, disabilities1 socioeconomic information, individual purchasing behavior or preferences, food 
purchases, political affiliations, religious info1mation, text messages, documents, student identifiel's, seal'ch 
activity, photos, voice 1·eco1·dings, geolocation information, pal'ents, names, 01· any other information 01· 

identification numbe1· that would provide information about a specific student. Confidential Data includes 
Meta Data, Confidential Data furthe1· includes 11Personally Identifiable fofol'mation (PII)." as defined in 34 
C,F,R. § 99,3 and as defined under any applicable state law, Confidential Data shall constitute Education 
Records fo1• the purposes of this DPA, and fol' the purposes of federnl, state, and local laws and regulations. 
Confidential Data as specified in Exhibit "B" is confll'med to be collected or pl'Ocessed by the Provider 
pul'suant to the Services, Confidential Data shall not constitute that information that has been anonymized 01· 

De-Identified, or anonymous usage data1'egarding a student's use of Provider's services, 

Subproccssor: For the purposes of this DPA, the term "Subprooessor" (sometimes refel'J.'ed to as the 
"Subcontrnctor") means a pal'ty othe1· than Boa1·d 01· Provider, who Pl'ovidel' uses fo1• data collection, 
analytics, storage, 01· other service to operate and/or improve its se1·vice, and who has access to Confidential 
Data, 

Targeted Advertising: means presenting an adve1'tisement to a student where the selection of the 
advertisement is based on Confidential Data or infel'l'ed over time from the usage of the operator's Internet 
web site, online service 01· mobile application by such student 01· the retention of such student's on1ine 
activities or requests ove1• time for the pul'pose of targeting subsequent advertisements, "Targeted 
Advertising" does not jnclude any advertising to a student on an Intemet web site based on the content of 
the web page or in response to a student's response 01· request for info1mation 01° feedback. 

Third Party: The tel'm "Third Pal'ty" means a provider of digital educational softwal'e or services, 
including cloud-based services, fol' the digital sto1•age, management, and retdeval of Education Reco!'ds 
and/ol' Confidential Data, as that term is used in some state statutes, However, for the purpose of this DPA, 
the term "Third Party" when used to indicate the providel' of digital educational software or se1'Vices is 
1'eplaced by the term "Provider," 
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STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT Version Date:5, 11.22 

EXHIBIT "D" 

DIRECTIVE FOR DISPOSITION OF DATA 

The Board of Education of Jeffel'son County Kentucky directs Pmvider to dispose of data obtained by 
Provide1· pu1·suant to the terms of the Se1'v1ce Ag1·eement between The Board and Provider, The terms of the 
Disposition a1·e set fol'th below: 

1. Extent of Disposition 

__ Disposition is pai'tiaL The categories of data to be disposed of are set forth below or are 
found in an attachment to this Directive: 

[Insert categories of data here] 

__ Disposition is Complete, Disposition extends to all categol'ies of data. 

2. Nature of Disposition 

__ Disposition shall be by destruction 01· deletion of data. 

__ Disposition shall be by a tl'ansfer of data, The data shall be transfen•ed to the following site 
as follows: 

[Insert or attach special instructions] 

3, Schedule of Disposition 

Data shall be disposed of by the following date: 

__ As soon as commercially practicable, 

__ By [Insert Date] 

Signature 

Authorized Representative of the Board 

Verification of Disposltlon of Data 

Authorlzed Representative of Pl'ovider 

Pf!ge 19 of20 

Date 

Date 



STANDARD JEFFERSON COUNTY PUBLIC SCHOOLS DATA PRIVACY AGREEMENT 

EXHIBIT "E" 

DATA SECURITY REQUIREMENTS 

Adequate Cybersccudty Fl'amewol'ks 

Version Date:5.11.22 

Pl'ovider wlll utilize one of the following known and CL'edible cybe!'security frameworks which can protect 
digital learning ecosystems, 

Cybersecurity Framewol'ks 

MAINTAINING FRAMEWORK(S) 
ORGANIZATION/GROUP 

American Institute of CPAs SOC2 

Intemational Standards O1'ganization Information technology - Seou1'ity 
(ISO) techniques - Information secul'lty 

management systems (ISO 27000 series) 

X The Board of Education of Jeffei·son Board provided standardized questionnaire 
County 
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~D® CERTIFICATE OF LIABILITY INSURANCE I PATE (MMIDD/YYYY) 

02/06/2024 

THIS CERTIFICATE: IS ISSUED AS A MATTl=R OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON 'THE GERTlf:ICA'fE HOLDER, THIS 
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, l:XTEND OR ALTER 'THE COVERAGE! AFFORDED BY THE POLICIES 
BE:LOW, THIS CERTIFICATE OF INSURANCE DOES NOT CONS'flTUTl'l A CONTRAC'f BETWEEN THE ISSUING INSURER($), AUTHORIZED 
REPRl:SENTATIVE OR PRODUCER, AND 'THE CERTJFICATE HOLDER, 
IMPORTANT: If Iha certlfloato holder le 11n ADDITIONAL INSURED, Iha polloy(Joa) muat have ADDITIONAL INSURED provlelono or bo endorsed, 
If SUBROGATION IS WAIVED, oubJoot to tho terma and oondlllol1e of Iha polloy, oortaln polloloe may require an ondoroemonl, A etntomont on 
this oettltloato does not confer rights to tho cet11floato holdor In Hou of such andoreemont(sl, 

PI\OPUO~R l:l 1,10T Genesis Medinn .ma Xnsu~nnoe Agenoy, Xno, 
ri O !o.~ull, (312) 915M2182 I i.fi~ !loll 1312) sn~on5 900 U, Miohigan Ava, 

16th Floor ~i L gmarino;mbina,aom 
Ch:l.011go n, 60611 gssI 

JNSURERISlArFO/IOINO COVl!RAlll! NAI0/1 

INBUltellA1 Citbens :rns, ao, ot ,1\11\e:,:ion 31534 
INOURUD INSURERS I uanover J\mei:ioan :rnauranoe co 8606,;\ 
Obun tr.c 

INSURER o dleaz1iw Xneul.'anoe Comoanv, Xno, 87640 
900 N, Uiohigan Ave,, Sul.he 1600 INBlfRHRP I 

Chiaago Xt 60611 INBURElllH 

INaunenP• 
COVERAGES llE Cl:RTIFICATE NUMBER: ae~t :ro 8665!! (26) REVISION NUMBE!R: 

THIS IS TO OERTIFY THAT THE POLICIES OP INSURANCJ: LISTED BELOW HAVE 13EEN ISSUED TO THE INSURED NAMED ABOVJ: FOR THE POLICY PERIOD 
INDICATED, NOTWlTHSTANDJNG ANY REQUIREMENT, TERM OR CONDITION Of ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WlilCH THIS 
CERTIFIOATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO All THE TERMS, 
EXCLUSIONS AND CONDJTIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN Rl:DUOED BY PAID CLAIMS. 

JI 

X OOMMeROIALGHllllRAUIA8ILITY 

-=i OLAIMO./JAOE W OCCUR 

- ----------- ----------

~

OEN'.LAGIJREOATI! LIMIT APPLI.E.8 PllR: 

POLICY □ ~rir □ LOO 

OTHER: 
AUTOMOl!JLl!UABILITY - ANY AUTO 

=l~Wo"foNLY 

~ I ~(l!/d'soNLV 

JI X UMIIRBLLA ~fAB L!_j OCCUR 

"- 1;)(01!88 UAO ,.--1 CLAIM8,MAOE 

DllD I X I RETENTION 6 None 
WORKER8 OOMPflNBATfON 

ll AND SMl'LOVl!RB' l,IAIIILITV y 111 
AtlYPROP/llETOI\IPARTNER/llXEOUIIVI, □ II/A 

~

PPIOl!RIMEMBER~XOLUOEP? 
Mnndolory fn NH) 

mMrtirJ~ ~w~ P!mATIONS he low 

O E~l.'O~B & O,nmissdons/cyber 

ODOD256460 

OBCP21lo469 

OBC0266469 

WZCD21;6461 

W36Jl45240101 

UMIT8 

EACHOCCURRENOI: 8 1,000,000 

MEO EXP IAnv ono 00110n) $ 

PERSONAL & ADY INJURY $ 

GENl!RALAG!3Rl!GATF. 8 

PRODUCTS• COMP/OP AGO $ 

06/19/2023 OIJ/10/2024 BODILY INJURY (Perpmon) $ 

BODILY INJURY (Por occldonl) $ 

1 000 000 
2 000 000 

2,000 000 

1 000 000 

Oll/10/2023 05/10/2024._,G"'A.:.,CH"-'0=.:C:.:O.;;,Ull""/l"'E'-"NOc.:E;...__+$'--~2~00~0~•~0~0""0 --t 

AGOREOATI; $ 2 000 000 

Prods/Como OoB .l\aa $ 2 000 000 

05/10/2023 Oll/10/20241-=x..1.l.1!.1Lls~}CTCL>u'-LJT,,_1e_._l__.l_.,~
O
!.}__h"''-l--------1 

E,l,l:ACHACOIDENY $ l 000 ooo 
ll.L, Dl8llA81: • EA EMPLOYEE $ 1,000,000 

E,L, DIS~OE, POU CY LIMIT $ 1,000,000 

02/16/2024 02/lll/2028 r.iml.t: s s,000,000 
Rehenl:ion 10,000 

lll!BORIPTION OP OPBRA'IIONS J LOOATION8/Vl!IIIOLl!8 (AOOnP 1011 Addlllonal Romul!e Bohedule, mnybo nllaohed II ,np10 epnoo I• roqulrod) 
aefferaon County Boa~d of Eduoat:ion is an Additional Insured wibll respeob ho Gene)lal ~ilibility as 
vaqubad by 11dtben oont:i:aol; !fl.th bhe N11111ed XnDU)led, 

CERTIFICATE HOLDER OANOE!LLATJON 

SHOULD ANY 01' 'THI! ASOV£: Dl!80RIB!l0 POl.1011!8 Sil CANOl!l.LE!O SEPORI! 
7Hl! EXPIRATION OATI! THllRIWI', NOTIOll WILL Ill! OllLIVllRllD IN 

Bon~d of Eduoation of aetee~son County 
AOOORDANOE WITH THa POLIPY PROVISIONS, 

Abtnr Xneu~anoe/Reel ~state Pept 
3332 Newbu)lg Road AUTHORIZBDRl!PRl!Ql!NTATIVI! 

touisvilla KY 40210 /:- -C;), 4-__ 
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