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through the SafeSchools Training System (Vector Solutions). 

FISCAL/BUDGETARY IMP ACT: 
None 
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Kenton County School District 

Data Secur(ty and Breach Notification Guidebook 

As of October 7, 2016 

{ Board Policy - Records Management 1.61 

The Kenton County School District Administration shall acknowledge to the Board of 

Education In a public meeting prior to August 31st of each year that the District has reviewed 

the Data Security and Breach Notification Best Practice Guide and implemented best 

practices that meet the needs for reasonable security protection over personal information. 

Personal Information is defined as an individual's first and last name or first initial and last 

name; personal mark; or unique biometric or genetic print or image, along with any of the 

following data elements: 

• Account number, credit or debit card number, that, in combination with any required 

security code, access code, or password would permit access to. an account; 

• Social Security number; 

• Taxpayer identification number that Incorporates a Social Security number; 

• Driver's license number, state identification card number, or other Individual 

identification number issued by any agency; 

• Passport number or other identification number issued by the United States 

government; or 

• Individually identifiable health information as defined in 45 C.F.R. sec. 160.103 

{Appendix A) except for education records covered by the Family Educational Rights 

and Privacy Act, as amended, 20 U.S.C. sec. 12323.J8ppendix B) 

Security Breach is defined as an unauthorized acquisition, distribution, disclosure, 

destruction, manipulation, or release e>f unencrypted or unredacted records or data that 

compromises or Is reasonably believed to compromise the security, confidentiality, or 

integrity of personal Information and results In the likelihood of harm to one or more 

individuals; or the release of encrypted records along with the key or process necessary to 

unencrypt the records. 



I KRS 61.931- House Bill 5 

Procedures and practices to safeguard against security breaches must be Implemented by any 

entity that maintains or possesses personal information in accordance with applicable KRS 

and federal laws. 

For any contracts involving personal information that are entered lnto or amended after 

January 1, 2015~ specific language requiring protection of the data must be included. The 

following Memorandum of Understanding was developed by the Kenton County School 

District legal counsel and shall be utilized with all software purchases: 

Memorandum of Understanding-Se~ ~rum.dix C 

The following guidelines were prepared around three major areas of consideration as 

identified by the Kentucky Department of Education: 

• Protection and Prevention 

• Preparation for Notification 

• Notification 



Protection and Prevention 

All District employees are charged with protecting the confidentiality of personal information 

whether it pertains to customers, employees, parents, or students. The basic premise is to 

remain vigilant in the safekeeping of all paper records and all electronic records. Employees 

are encouraged to collect the minimum amount .of personal lnformati.on necessary to 

accomplish the given task and retain the information for the minimum time required by law. 

The following Kenton County School District departments are identified and charged with the 

use, maintenance, and safeguard of records which contain personal and confidential 

information: 

• Personnel 

• Student Support services 

• Finance 

• Technology 

• Special Education 

• Preschool 

• Food Service 

• Transportation 

• Support Operations 

• School Level Office Staff 

• Nursing Services 

There are many departments and employees that come into contact With and use 

information that can be cc:msldered personal and confidential. As such, all district employees 

will be provided a brief overview and basic training In c>rder to strengthen our coverage and 

safeguard the protection of restricted personal records from unauthorized personnel. 

Each department shall inventory all records which contain very personal and restricted 

information which must be considered for appropriate protection. These records shall be 

reviewed periodically (annually at a minimum) in order to determine the rights and privileges 

of district staff that have primary responsibility to utilize the restricted personal information. 

More importantly, the district staff charged with maintaining the records shall adhere to 

strict guidelines which are designed to protect the restricted information reflected in the 

documents. 



The following guidelines are to be utilized by all district staff responsible for the safeguardiog 
of personal and restricted information: 

• Maintain an inventory of all electronic and paper records that contain personal 
information 

• Classify information contained in all restricted records according to sensitivity and 
level of risk if that Information was accidentaUy or fntentlonally accessed by anyone 
without a need to know 

• Strictly adhere to the records retention requirements for all sensitive records 

• Supervisors shall 'annually assess the access rights afforded to district staff as It 
pertains to restricted files and data bases 

• Whenever practical, all high-risk information shall use data encryption to protect the 
sensitive files in combination with host protection and access control 

• Remove rights and access privileges immediately upon severance ofemployment for 
employee's that have the responsibility to use and maintain sensitive files; retrieve all 
keys and building access control devices; remove all staff from security alarm code 
systems 

• AU employees shall have an annual awareness training regarding the importance Of 

protecting and safeguarding restricted personal information contained In paper files 
and electronic data bases; the annual training shall also Include a comprehensive 
review of Data Security and Breach Notification Best Practice Guide. 

• All employees shall review the following awareness training videos located on the 
Safe Schools Training Site: 

Cybersecurity Overview 
Protection Against Malware 
FERPA: Confidentiality of Records 

• Use strong passwords or pass phrases and change them frequently 

• Keep a password, PIN, or pass code on all devices including laptQps,. tablets, and smart 

phones 

• Require all .contract vendors that utilize personal information on behalf of the school 
district to sign and adher.e to the guidelines established In the District Memorandum 
of Understanding; all MOU's must be maintained and renewed annually 

• Each district staff member that is charged with the maintenance or access to personal 
restricted informatlc:>n shall adhere to appropriate office maintenance requirements 
designed to protect access to confidential records throughout the course of the work 
day and after work hours 

Only print files or records that contain restricted personal Information if necessary 
Never leave restricted files on common space printers or copiers 



- Never leave restricted files on desk top computer screens or printed files laying on 

the de$k $urfaces when you are away from the work space 

- File all confidential information in securely fastened spaces when not in use 

- Properly manage and control alJ confidential conversations 

Pay attention to confidential information being displayed on monitors in an open 

setting 

• Establish language for solicitation of Request for Proposals that reflects the desired 

restrictions and controls necessary to safeguard personal restricted information to be 

utilized as part of the third-party work 



Preparation for Notification of Affected Individuals 

In the event there is a suspect data breach, the Kenton County School District will Initiate the 
appropriate response plan. The Preparation for Notification of Affected lndividualswas 

prepared using elements from the Best Practice Guide and pertinent data breach legislation. 
The Director of Technology shall be the Lead agent for the District and assume responsibility 
for the coordination of all internal investigation and notification procedures. The process for 
investigating a potential data breach Js outlined in the following procedures: 

1) The lead staff member charged with managing the breach of data security process 
shall be (Director of Technology)~ 

2) The lead staff .member shall immediately notify the Superintendent of Schools. 
regarding any data breach Incident. 

3) The Superintendent of Schools shall notify District legal counsel regarding any data 
breach Incidents. 

4) The lead staff member shall engage the District Safety and Security Officer to assist 
with the investigation. 

5) The lead staff member shall work with the departmentalsupervisor to ascertain the 
scope of the data breach as well as the schedule of affected individuals for the 
notification process. 

6} Notification to affected individuals whose unencrypted personal information hav~ 

been , or are reasonably believed to have been. acquired by an unauthorized pers.Q.!J 

shall be ..12.@P_ared and diss~minated within 35 _pa~ in a_ccordance Vl!.ith House _Bm 5. A 

draft notification letter to individuals is found in Appendix D. 

7) Outside law enforcement agencies with expertise in Investigating crimes that involve 
technology shall be contacted for advice and assistance with any data breach 
incidents. Identify any and all agencies that may be of assistance with an 
investigation and sec1,.1re contact Information In the case of a data breach Incident. 

8) Immediately assess and prepare strategies to contain, control, and correct any data 
security breach incidents. Document any issues discovered and response actions 
taken. 

9) Perform a thorough review of the actions and flaws with the District data security 
platform leading up to the data breach. Make any necessary adjustments to the 
structure in order to prevent future Incidents. 

10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience 
and cyber-security practices. 



Notification 

As ofJanuary 1, 2015, Kentucky requires notification of suspected or confirmed data 

breaches. KRS 61.931, ET SEQ. (HB 5), Kentucky School Districts are required to notify both 

the individual of a breach and various state officials. House Bill 5 addresses the safety and 

securfty for personal information held by public agencies and requires public agencies and 

nonaffiliated third parties to Implement, maintain, and update security procedures and 

practices, including taking any appropriate corrective action to safeguard against security 

breaches. 

House Bill 232 requires consumer notification when a private party data breach reveals 

personally identifiable information. This bill also requires cloud computing service providers 

contracting with educational institutions to maintain security of student data. The District 

Technology Coordinator shall assume responsibility for approving and finalizing all cloud 

based service provider agreements. 

The District Technology coordinator shall utilize the following forms developed by the 

Commonwealth Office of Technology for use in the event of a breach or a suspected breach of 

data. 

• Data Breach Notification Form FAC-001 - See Appendix E 

• Delay of Notification Form FAC-002.-See Appendix F 

The notification requirements are deslgned to alert individuals of such data breaches and 

provide those affected individuals with an opportunity to take appropriate actions to 

mitigate the personal damage from potentlal identity theft or other harm. The following 

guidelines were established by the Kentucky Data Breach legislation: 

• Prepare a description of the categories oflnformation that were subject to the 

security breach, including elements of personal Information that were believed to be 

acquired; 

• Contact information for the notifying agency, including the address, telephone 

number; 

• A description of the general acts of the agency, excluding disclosure of defenses used 

for protection of information from the following sources about steps the individual 

may take to avoid Identity theft, for: 

- The major consumer credit reporting agencies; 



- The Federal Trade Commission; and 

- The Office of the Kentucky Attorney General 

The data breach legislation that went into effect in January 2015, each Dlstth;t has a total of 

35 days from the time of their formal notification of agency contacts to notify all individuals 

impacted by the security breach. If the internal investigation leads to a reasonable conclusion 

that an unauthorized person through criminal activity may be involved in the data breach 

then the local law enforcement should be notified. 

The appropriate State staff should be notified within 48 Hours if the Investigation finds that 

the misuse of personal information has occurred or is likely to occur. The length of the, 

in.vestigation is not established by this bill andwUI vary with each incident. 

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form 

FAC-0Olto KDEDataBreachNotification@Education.ky.gov and to the following agencies as 

required by KRS 61.933: 

• Attorney General's Office 

• Auditor of Public Accounts 

• Finance and Administration Cabinet 

• Kentucky State Police 

• Kentucky Department of Library and Archives 

• Commonwealth Office of Technology 

The Department of Data Breach Notification at the Kentucky Department of Education will 

provide the most current contact Information for each State agency representative. If the 

Investigation involves law enforcement officials and prevents the full disclosure of 

Information to the Department, then form FAC-002 shall be utilized as requited by KRS 

61.933, The investigation shall be conducted in a reasonable and prompt manner in order to 

determine whether the security breach resulted in or is likely to result in the misuse of 

personal information 



Appendix A 

Department of H~lth and Human Services !1160.103 

this subcllapter a,pp)y to the folloW)nlt 
entities: 

(1) A health plan. 
(2) A 1lealth ca.re olaa:ct~bous.e. 
(3) A health care provider- who trans­

mits any health 1nforniatlon in elec, 
tronto form 1n oonneotton W1th a .ttans­
actton .covered by this subohapter. 
· (b) Wbere PI'DVided, the etandard6, re­

qu1remo11ts, a.nd Implementation spool~ 
floations adoptelj. under.'th1s silbcba.pter 
,wply to a buslness associate. 
· (c) 'J:'o the extent requtred under the 

Social Seourtty Act, 42 u.s.o. J.320a,-
7c(a.J(5}, nctbmg 1n thls suboba.pter 
shall be construed to dtmlnll;h the au­
thority of any Insll4,ctor General, in­
cluding such author1ty 11./1 J;JrOVlded tn 
the Iospeotor Gflner,.J Act of 1978, aa 
a.me:Med (6 U.S.O; App,) •. 

(85 FR &21ila; Dec. 28, 2000, ... B.Illll.nded at 87 
F.R 632116, Aag. 14, II002; 78 FR 661!7, Ja.n. ll5, 
21)13] 

t i60.100 iJennttton.. 
Exoopt a.s otberwlse provtded, .tbe fol• 

lowing defliltttons apply to this sub-. 
chapter: 

Act means the Soaia.l Security Act. 
Admlntstratif/6 1impltru:ot11m, pro?Jtr/on. 

means any re4ulrement or ·prohibitioJi 
estahltshed by: 

(1) 42 U.S.O. l320d-1320d-4, 1320d-7, 
1320d~. and 1320d-9; 

(2) Section 264 of Pub, L. 104-191; 
(3) Sections 13400.:13124 of Public Law 

111--5; or 
(4) Tills subchapter. 
ALI means Admlnlstratlve IA.w 

Judge. . 
ANSI ate.Iida for the American Na0 

tional Standa.rds Inst1tute. 
Busineu assoeiate: (1) Elr.~pt as pro­

vtded In P&I'Si'r&Ph (4) of this deflnt­
tion, bus1ness a.ssoclate mea.ns, with re­
spect to a covered entity, a person who: 

(lJ On beb&lf o{guoh coverect entity 
ol' of an o!'gan!zed health oare arranire­
ment (iU! defined in thts. seotlon) in 
whlob the covered entity participates, 
bUt. other than tn the eia,1)8.CitY of a 
msmber or' the w:ork:forc·e of such cov­
ered enMty or arrana,ament, creates, 
recetvee, maintains, or tre.nsmits pr<>; 
tected health mformatton for !\ funo• 
tion or activity regulated by this suh­
chapter, Including clatms prooesstng or 
admtnllltrat1on, data a.ualysts, 1>roo­
eB11ing or a.dmtii!stratton, 11t1Ifz.atlon 

I'E!Ylew, qilaltty a.ssura.noe, pattent safe­
ty a.cttvtties listed at 42 CFR 3.20,. bill­
lni, benefit , mana.irement, practice 
management, and repricing; 0.1' 

.(!1) ProV1des, .other than tn the capa.o­
lty of a. member of tbe vi'or)tforce of 
such oovered entity, legal, a:otuar1a1. 
a.ccount.lng; consulting, data Bgirrell'a­
tton (as denned tn §164.501 or tba Blib" 
chapter), management, administrative, 
aooredita.tton, o.r f1natio1&1 serv1Qe8 to 
or for such covered entity, or to or for 
11n organized health care arrangement 
.lil whloh the cove~ entity parttcl­
patee, where the provision of the serv-
1oe tnvolves the di:lolosure of proteoted 
health informa.tton from such covered 
entity or ~nge:ciieh.t, or from a.ncither 
business: associate of such oovered ent1-
ty .or arrangement-, to the pel'I! on. 

(2) A covered entity may be a busi­
ness associate or another covered enti­
ty. 

(3) Bust,ieu-ossoow.te lncludes: 
(1} A Rea.1th Ilifortnatton Organiza­

tion; E-prescdl)tog Gateway, or other 
person -that 1>rovtdes de.ta. transmlsslon 
eemoes with respect to proteoted 
health iilformaiton to a oovered .entity 
a.nd 'that requires a.ocess on a routine 
basis to such protected health informa-
tion. · 

(11) A pel'S()n that offers ii. personal 
health record. to one or more tndtvid­
oals on behalf of a covered entity. 

(111) A subcontractor that creates, re­
cetveii, maintains. or tra.m;.rntts pro­
tected health 1nrormat!o11 on behalf Cf! 
the business assootate. . 

(4).B'ltt!ness a..,sociate does not tnolude; 
(1) A health e&re provider. wtth re­

spect to dlsoJosures by a oovered entity 
to the health ca.re proVider concerntng 
the treatment of .the 1ndlv1dual. 

(11) A plan sponsor, With respeot to 
disoloimres by a. group health plan for 
by .a. hea.Jth 1D.8ura.nce issuer or HMO 
w:itb ·reHpeot to a group 'health plan) to 
the plan f!POnsor, to .the ext¢nt that the 
requirements ot t l64.504(f) of this ·sub­
obapter apply and are met. 

(111) A government' agency. with re­
e:pect to de~rm tnlni;r elt~bll1tY for, or 
enrollment 1n, & government )le&lth 
plan that provides public benefits and 
1s a.dmintstered llY anoi;her government 
!lllenoy, or oollect1n~ protected nee.1th 
information for such purposes, to the 

1127 



§160.103 

extent suoh a.otivitles &re authorized 
bylaw. 

(Iv) A covered entlty pa.rticlpatlng 1n 
an . organized health Q&NI arraJlS'ement 
that 11er!orms a. fnnct1on or a.ctivity as­
descrtbed by pa.ragrapn (1)(1) of th!S 
deflnition for or on beh&Jf of such orga.­
ntzed bea.lth care a.rra.ngement, or that 
provldes & ijervloe a.s-desfu1bed 1n pa.ra­
graph (l)(ll) of this definition to or for 
such ~ntzed healtll ,care .a.rra.nge­
ment by V1rtua of· such ll.Ot!vlties or-
serv'ioos. · · 

Olvil moneu l>Bllaltr/ or :t,,inalty means 
the-a.mount determined under U60,404 
of th1s part and tncludes; the plural of 
these terms. 

CMS stand£ tor O&ntem !or Medicare 
& Medloatd Servicel! within the Depart• 
ment of Health and Eu.man Services. 

Cqmplic11ce date means tb& date by 
whtoh a covered entity or business as• 
8ocill'te must comply with a sti;Lndard, 
lmplementatlon s:r;,ec111oat1on, require• 
ment, or modlt'lca.tlon 11,dopte<l under 
thtil snboha.pter. 

Covered. fl'll.tl/;y means: 
(1) ahea.lth p1an-
{2j A health ca.re clearinghouse. 
(3) A boalth oars ·prov!der who tra0&­

mlt8 any health ID.format1on In eleo­
trontc form ln. coi:meotlon with a. tra.ns-­
il.Ctfon covered by th1a eubcha.pter. 

Disclt>mie means the relea.u-, trans• 
fer, prov1S!on oc acceSll to_, or di vv.lQ1ng 
1n ADY manner of lnformatlon outside 
the entity boldlng the 1nformat1on, 

EJN stands for the employer 1dent1-
ncatlon number ass!g;ne<l by the Inters 
.wi.l Revenue Servlce , u.s. Department 
of the Treasury. The EIN le the tax• 
payer ldent1fy1ng number of an indl• 
v\dllal or other ent1ty (whether or not 
an employer) a.est2ned under <me of tb.e 
followinir. 

(1) 26 U.S.O. 60ll(b), whlcb 1a the por­
tion of ille Inl;eroal .Revenue Oode deal­
uiir with ldentt!ylng; the taxpa,yer In 
tax returns IUld statements, or cot• 
responding provlsl'one of :r;,t1or Jaw. 

(2) 26 u.s.c. 6109, wbioh Is the portion 
of the Internal Revenue Code dealing 
with· 1dent11Yiilir numbers In · tax -re• 
turtu;, statements, a.oo other reqnlr,id 
documents. · · · 

E/sctto'lilc 1,1,edia m8ll,lls: 
(1) Eleotroli!o storage -m&terlllJ on 

Whleh $~ I• or IDII..Y be two,ut<d el.,<>· 
'tronloallY, including, for example, de• 

46 CFR Subtitle A (10-1-l& Edition) 

vices in computers (hard drives) and 
11,ny removabWt,ransportable dlgltaJ 
memory med1um, such as magnetic 
ta.pc or dlsk, optical d!Slt, or digital 
memory oard; 

(2) Tra.n&rtllsslon media use/i to EiX• 
cha.og-e lnformatton 11,Jready 1n eleo­
tronio atorage media, Ti'e.nBinissloil 
me_d1a tnolude, for eumple, the Illter­
net, extranet or Intranet, leased linea, 
dlal0up llnee, private networks, and the 
physical movement of·remova.ble/trans­
porta.ble ,electronto ato_r&lifl .media. Oer­
tllln tra.nsiµtsslons, 'fuoludlng of pape~, 
via r11,cs1moe, a.nd of volr.e, vu. tele­
phone, a.re not qonsldered to be trans,. 
missions via eleom-on!o media 1r the 1n. 
form•tton betnir exchanged did not 
exist !n electrontc form immedtately 
befoi:e tbe traiiamtsslon,.. 

Electromc protecwd h£clth lriformatw,. 
means Information that -0omes wtthln 
.paragraphs (1)(!) or (1)(11) of the .deflnl• 
tlon of protected h.salth !nfonMtfo,i, a.e 
sl)llcined tn tbta iieotlon. 

l>'m'P/oyer Is defined ·as tt· Is 1n 26 
U.S.<t :i401(d). 

Fo.1ntly -msmoer means, with respect to 
.&n 1nd!V1dual: 

(1) .A dependent (as such term ts de­
fined ln 45 CFR 144.103), of the 1ndt­
V1dual; or 

(2) ADY otll.er person who 18 a nrst-<ie• 
-gree, second-deQ"ree, third-degne, or 
fourth,iegree rela.ttve. of the 1nd1v1dual 
or of a, de~ndent of tbe 1ndividua.l. 
Rela.t1vea by· affinity (suoh as by -mar­
t'l~e or a.dopt!'on) a.re 'treated the same 
·u -rela.ttves by consa.ngulntty (tha.t ·Is, 
relatives Who sba.re a common blolog!.­
cal ancestor). Iii determining the de­
gree of the rela.t1onah·1p, relatives. by 
less tba.n ruil oonsa.nguin!ty (sueh a.a 
ha.lf-elb!l;ngs,_ who sbAre only-one par­
ent) a.re treated the iSa.n)e u re lattveq 
by fail COllS!IJl8"1l)nlty (such a.a siblings 
who share both P•reots). 

(1) Flrst-degree relatJves triclude pa.r­
ents, spoll88e., slbltngs, and ch11dram 

(11) . Second-degree relatives tnc1ude 
g;rand:r;,a;rents, Q'randchlldreii, aunts, 
uncles,_nephews,. a.nd n1ooea. 

(111} Third-degree relatives Include 
gre&t-grl\lldJ,)&rents, iiTeat'Q'rand• 
chHdren, irreat ·aunts, in'e.•t µncles, a.nd 
first cousins. 

{lV) Fow·t.b.'-01ilil'll8 t".laHv~ . lllolu_Ue 
great-great gra.ndJ)ILI'<:lnts,. great..ireat. 
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QT&J1dch1ldren, a.n.d ohllilren of fltBt 
cousins. 

Ge1tetlc l1tf01mai:t1m means: 
(I} SubJeot to para;grs.phs (2) and (3) 

ot'thls definition; with respeotcto s.n 1u: 
divtdus.1, luformatlon about: 

(I) The tndivldu&l 's genetic tests; 
(11) The genetic tests of fam1ly mem­

bens. of the 1ndlvidnal; 
011) The ms.ntiest.s.tlon of A disease· or 

disorder 1n famuy members of such ln­
dtvtdual; or 

(iv) Any request tor, or receipt of, ire­
netlc servtc.es, or partlotpatlon tn cltn• 
tea.I reses.roli Which tnoludes genetic 
servtoes; by the tnd1v1oual or 8llY Am­
Uy member of the tn!livtdu&l, 

(2) Any . reference tn this subobapter 
to geneUc lnfonnatton concerning an 
lnd1V1dual or family mombet of an Indi­
vidual shall 1ilo1lide the genetlo tnfor­
matton ot: 

(1) A fetus C41Tled by the tndlvldu11.l 
or famt:iy member wh.o ls a PNgnant 
woman;a.nd · · 

(11) Any embryo legally held by an tn­
dlvidus.l. or farnny member ut111zmir an 
assisted reproductive taohnology. 

{S} Genetic lni'ormatton excludes tn­
fornia.tlon about the ijex or age of a.ny-
1Ddivtdlial. 

Genetio sermcas means: 
(1) A ~netic test; 
(2) Genetio oounseltng ·(tnciuding. Ob­

ta.tnlng, ·tnterprettng, or il:sseaalng ge­
netlo !nformatlon); OJ." 

(8) Qenetlo educatton, 
GenBttc tim meau ah analYBis of 

human DNA, RNA, chromosomes, pro­
tetnil, or met.s.bolites, ff the a.lis.lYsJs 
.deteo~ genotypes, mutations, or chro­
mosomal ch&oges. · Gerietto teat does 
not 1nolnde an a.nalysis of proteins or 
metabolites that is d1reotly rela.ted to 
a m&nlfested disease, disorder,. ot pa,th­
ologtoal oondttton, 

0,,-Q'Up Jz.eaith. plall <a.Jeo see dertnJtto.n 
of h:ealtk P/41t .tn thls 'se.ctto.n} means an 
employee welfare ben&flt plan (&S de­
fined In seotion 8(1) of the Employ~ 
Retirement Inoome a.nd Security Act of 
19'14 (ERISA), W U;$.O. 1002(1)), lnolud­
lni' insured and· sfllf-\naured plans, to 
the extent that. tll.e p)an provides med-
10a] oaro. (as defined ln eeQtton 
2'191(aX2) of tbe Publlc l!ealt-b Servtoe 
Act (PlIS Act), 42 U.S.O. 300gg..9l(a)(2)), 
lnoludlClll' li.t>UIJ! &nd oorv lot,• 1/o<l<l •!Ol' 1111 
medical care, t<l employees or the1r de-

pendenta d!Nctly or through tnsur­
anoe, relmbumement. or otherwise, 
th&t: 

(l) liaa 60 or more partic!pa.nts (as de­
fined in seotton.S(7) ofERISA, 29 u.s.c. 
1002(7)); or 

(2) Is 8.dintn1at.ered by &n entity otner 
than the 81lll)loyar that establll1h&d a.nd 
matnta.tns the iil&n. 

HHS sta.nds for the DeDartm·ent of 
liealth and Human servtoea. 

Heiutll. care means oare, servtoes, or 
sttpplioo related ·.to the health of an in· 
dlvldual. Health. care lrioludes, but ls 
not llmtted to, the following: 

(1) Preventive , .diagnostic, thera­
peutto, rehabilitative, m&tnwna1:1oe, or 
lllllliattve care; •and oounsellng, .eerv:loe. 
•a.ssessm6Jlt, or procedure wttb respect 
to the phyalca.l or ·ments.l condition, or 
tunetto?ial status, or an lndlvldua;t . qr 
tba.t a,ffeot.11 the structure or function 
of the bocly; and 

(2) Sa.le or dtapens!ng of a d:rua, d~ 
vtoe, equipment, or other .item tn oo­
coidanoe with a prescription. 

ll6(1.]tJt care clearinolwusa me&ns a 
Pllblic or prtvate enttty, inoludtng· a 
bUitng !.e1'Vlce, rep:r:!olng company, 
community health ma.naeement Infor­
mation s;vtitem or oommuntty ·health 
1ntorniatton system, and "v&lue-&dded" 
:networks s.nd switches, tha~ does eI­
tber of the followina- functions: 

(1) Processes or fiµJ!]!tll.tes the proc­
esstn1r of hea.lth infOrma.tlon reoelved 
&om a.notber entity lll 8, nonstandard 
format or conts.inilll!' nonsts.ndar<l dli.tll. 
content into standard d&J;a elements or 
a. st;s.nd&rd traii,sa.c~ton, 

(2) ~ce!ves a sta.ndara tra.nsa.otlon 
from s.nother entity and proceesee or 
Ce.cfiitates the processing or health· tn­
forms.tion 1nto nonetandaro format or 
uoneta.nd&rd d11.t,s, coli.tent for .the re­
ceiving entity . 

.116Q./tli. oaie '1)T()vider means s. provldet 
ot services (&8 denned in section l861(u) 
of the Aot,. 42 u.a.c. 1sssx(u)}, a. pro­
vider of mcd!cs.l or health servioeil (Eia · 
deflned In section 1861(sj or the Act, 42 
U,8.C. 1395:t'(s)), a.ild a.ny other persQn 
or organtzatton who furnishes, bills, or 
iii ~l.d. for llea.ltb C&N to the noma.l 
course of business. 
· Health. tnl=tton .mes.ns a.ny tnfor­
matton. tnolud1na- a-enetio tnforina.tton, 
whet.l1e1• 0111.l or ,.,ov1ue<l In o.uy tor.LU 
or me.ell um, th& t: 
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CO le created or re.cetved by a hes.1th 
O&re Drovldel', 'health plan, publ!O 
health authonty, employer, life In­
surer, school or university, or health 
e&r1>· 0J&srln11house; a.nd 

(2) :&elates to the past, p:reaent, or fu­
ture phystoo;I or manta.I hea.lth or oou­
dltton of an 'lndtvldn&l; the provlalon. of 
he&Itb <;are to an 1nd1'.1'1dua.l; or the 
put, .present, or future payment for 
the pro\'lslon .of health oare to a.n fndl­
vidua,1. 

Health t!UU11l1UJe iSNer (as det!ned in 
section 279l(b)(2) of the. PHS Aot, 42 
u.s.c. $00gg-91(b)(:i) and 1IBed In the 
def!ntt!o)i of health ;p(a.11, tn ·this .seottori) 
meall8 an insurance ocmpe.n:v. IDBur-
8.llce .ser'.l':loe,.or· Insurance oivantze.tlon 
(lnoludlng an HMO) tluit is licensed to 
elig'a.ge In :the business of tnsurance in 
a State and 1s subject to State la.w that 
regulates insurance. Snob term does 
not 1nolilde a, itroup health pllm. 

Hsalth mo.intena.noe cr11a.nizatwn 
&MO) (as del'1ned in seot1on 279l(bJ(S) 
of the PE:S Act, 42 '!J.8,0. 300gg--91(b)(3) 
a.nd used 1n the del'lmtton of heulth-;plaii 
1n thls section) means a. federa.lly 
quallfled HMO, a.n organization recog­
nized an a;n HMO under State law, or a 
s1mlla.r o~a.n!Ze.tton re!llllated for sol­
vency under State law Jn the srune 
ml\Diier and to. the same ~xte.nt a.s· such 
anB:MO. · 

Heaith. pla.ii means au indlV1.d_ua.1 or 
lll'OUP p11m th.at provides, or pa,yg the 
ooet or, medtoal oa.re (as del'lned 1n sec­
tion 2'79l(S:)(2) of tM PHS Aot, 42 U.S.C. 
300i'g-lll(a)(2)), 

(l) Health plan.1ncludes the followinir, 
sinirI:v or. In oom.blnatton: 

(1) A group hea.lth p~u. a.,; def!ned 1n 
thls section. 

(U) A health 1nslll'8.l).oe 1esuer, as de­
. fined 1D tb1B section, 

\Ui) An HMO, as -deflned 1n this seo• 
tion. 

(Iv) -Put· A or Part· B or the :Medicare 
prog;am under title XVIlI <;>f th& Act. 

(v) The ·Medlos.til program under title 
XIX of the AOt, 42 U.S.C. 1396, et seq. 

Ml The Volunte.ryPrescrtptlon Druw 
Benefit Progu.m under Pa.rt D of title 
XVIII of the Act, 42 u.s.c .. l39!iw-,101 
through l$95w-152. 

(v11) An lllsuer of a Medicare supple­
mental pol1oy (as defined In seotton 
1883(gX1).· ot ~ll.H AcL, " 42 u .s.c. 
la9See(g)(i)). 

·45 CFR Subtitle A CI0--1~16 Edition) 

(viii) An Issuer of a long-term .ca.re 
policy; elC6lud1ng a nurs.101r h~ine f!XEid 
1ndemntty policy. 

(1X) An --employee weltare benefit plan 
or a.uy other ·s.rra.nirement that .is es­
t.&bl:h!bed or ma.1nt.&1ned for the pun,ose 
of offerilig or provtd!ng :hel).ltb beneflts 
to the employees of t .wo or more em­
ployers. 

(xl The be&ltb oa.re program -for unl­
·formed eervtoes u·nder ·title. 10 of the 
United States Code, 

(xi)· The veterans hea.ltb oa.re pro­
gram under 39 U.8.C. chapter 17. 

(xlt) The Indian. Hes.Ith Servtce pro­
gra.m und.er the Indlil.Jj Health Oare Im­
provement Aot, 26 U',S.O. 1601, et $eq. 

(xt11l The Federal Employees Ilealtb 
Benefits Pro!ll'a.m under 5 u.s.o: 8902, 
et seq. 

(xtv) An approved State chlld beaJth 
plan ·under title XXI of the Act. pro­
v!dtog benefit~ for ohlld heal th assts't'­
.a.noe that meet the requirements of 
seot!on 2103 of the Aot, 43 u.s.o. 1397, et 
seq. 

(lCV) The MedJoare Advantage pro­
gtam under P&rt· C of title XVIII of the 
Act, 42 U.s.c. 1395w-21 th:rougll 1395w-
26. 

(XVI) A high risk pool that ts a mooh­
antsm esta.bJ1sbed· under state Jaw · to 
provide health !nsura.noe coverage or 
comparable covera.ge to elil!'lble .1nd1-
VldUs.1B. 

(xvii} Any other tndividual or group 
plan, .or oomb1ns.tton o·f 1ndtv!dus.l or 
group pla:na, that provides or p&ylil for 
the cost or m.ed1cal o&re fas aenned Jn 
section 2?91(a)(2) of t.be PHB Act, 42 
U.S.d. 300gg--91(a.)(2)), 

(2) He<iltll plan excludes: 
(1) Any poltcy, plan, or proe-ram to 

the extent that tt provtdee, or pe.ys for 
the oost cf, excepted benefits that e.re 
Heted 1n section 2791(c)(l) of the PBS 
Act, 42 u.s.c. 300iN--9l{c)(l); a.na 

(11) A 11overnmen't'-funded PI'Olfl:a.Dl 
(other than one listed In parq-ra.p~ 
(1Xl}-(rv1} or thte ilef!nttlon); 

(A) Whose prlnclpa.l purpose ta. other 
than prortduig, or pa.yloir · tbe, ooet pf, 
.bee.1th oare; or 

(B) Whose princ!pe,l act1vtty ts: 
(l) The dtreot pro\'lston ofhea.ltb oare 

to pi,rs'ons; or 
(2) The llia.kin11: or grants to fund the 

.tllrtlcL "l'iiv wlon ot !\<!al Lb OIU'.11 · w .v,,r­
soos. 
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Jmplemsntatton :n,ecificatitln maa.ns 
speclf!o ~qulronients or l.nstruotlons 
for· lmp1ementlrig a standard. 

JmUViduaI means the .pel'lion who ts 
the subject or protected health infor­
inat1on. 

Jndlmd'u.ally ldlmtifla/Jle Mlllth ifl[or­
ma,tt,in Is lnforma.tiort tha.t ls a subset 
of health lnfo.rma.tton, lnoludlmr demo­
graphlc lnfonnatlon oolleoted from a.n 
lndivldu.a.l, and: 

(1). lB created or reoe'!ved by a health 
0a;re t)Z'Q'Vider; · health ·plan, employer, 
or hea.lth ca.re clearm~house; and 

(2) Relates to the pqt, present, or f11-
ture ph;vslcal or men:t.&l health or con­
dition of a.n.indlvldual; the proV1slon of · 
health care to a.n 1ndlv1duil.1; or the 
past, present, or future. pa,yment for 
the provlslon or health ca.re to an lndl­
vtdua.l; a.nd 

(1) Tha.t identll'les the.1ndlvidual;· or 
(11) With respoct to whloh there. Is B 

.e~nable ha.sill to belleve .the Infor­
mation can be usM to ldentU:V the !Ildl­
vidllal, 

Ma.1'1{estatio-n or manifesu,o,· mea:os,­
wtth respect to a. dlsea,ie, diaor,der, or 
patholoQ'.loa.l conditlon, that a.n indi­
vidual bas been or co11ld reasonably be 
dta.iJlOSed with .the d1J;e1tSe, disorder, or 
patbolortoal oon<11t1011 l>Y a. healtb oe.re. 
profes•lonal With a.pl/l'opr!ate ka!ning 
and expertuie In the . neld of medicine 
Involved. Fo.r purposes of thta sub­
oha.pt&r, a. disease; dtaorder: or patho­
logtca! condltlon ts not manifested 1f 
the diaanosls IB ba11.ed prinolpally on 
ienetlc fnfotmatlon. 

Mod.Jfy or mc&rwatwn refeni to· & 
change adopted by the Secretary, 
through regli.le.tlon, to a standard or an 
Implementation apeo'lfloatloa. 

Orga.-niZ«I health. care arranvem811t" 
m-e11.D.S: 

(1) A ollnloe.U.v !Jitegrated oe.re s:et­
tlng ln W'hlOh 1nd1v1duals t;nilca.ll:V re,. 
ceive health care n-om more than one 
health ca.re provider; 

(2) All orga.ntzed system of health 
ca.re In whtph . more than one covered 
ent;lty participates a.nd .in wbioh the 
pa.rtict11&t1ng covered entitles: · 

(1) Rold themseJve& out to the p11btlc 
u part10tpat1ng ·10 a Joint arra.nire-
nient; an_d · 

(ill Pa.rtto!pa.te In Joint act1v1ttes 
~b .. t l!iulu.1111 11J lea.st on,;_ ot the ror­
lowtng: 

(A) Utlllzat1on revtew, In which 
bea.Jth care deo!S1one by plU'ttc!pat1ng 
covered enttttes a.re revtewed by other 
parttotpatlng oo.vered enttttes or by a 
tb,!rd party OD their behalf; 

-CB) Qua.llty assessment -~d improve­
ment a.ottvlties, 'In which treatment 
prov lded by pa.rt1otpa.tlni. covered enti­
tles IS 8.SSl)l!Sed .by other . pa.rt!o!i:itt!Ug 
covered entitles or by a third party on 
the1.r beha.lt, or 

(C) Payment aottv1ties, lf the nnan° 
c1e.1 rtsk for dellver!ng health ca.re. iS 
s)la.red, In pa.rt or ln whole, by ·pa.rttct­
pa.t1ng covered enttttea through the 
Jo1nt 8.rrangemene and lf protected 

-health 1nfor~t1on created or reoo!ved 
by a covered entity ts reviewed by 
other partlolpat1Di' covered entttles or 
by a thud pa.rty·on their behalf for the 
purpo,,e or a~mlnlster!og tbe ahartng of 
flna.nota.l risk. 

(3) A ~011p health l)lan and 8. heitlth 
1nsura.noe Issuer or KMO W1th respect 
to sucb !J'l'OUP hea.lth_ plan, bUt only 
With respect to protected health infor­
mation created or reoelved by imoh 
bea.lth 1'.DEiurance 1ssuer or '!IMO tba.t 
relates to lnd1vtduall! who ·are or who 
have been pa.rt1o1pe.nts or: be11eflola.rtes 
1n suob ~roup health plan; 

{4) A .iroup health i:>la.n and one OJ' 
more other group health plans e,,.ch of 
which are maintained by the ea.me plan 
sponsor; or 

(5) The irroup health plans deeorlbed 
In pa.ra.gra.ph (4) Of tllls def1nttlon and 
health ins·ura.noe issuers .or HMO& with 
respect to suob group health plS.i:ls, but 
orily wttb respect to _prot,!'oted health 
informa.tlon oreated or reoetved by 
suoh health tnsura.nce lssliers or BMOs 
that relates to lwl:!v!duals .Who a.re or 
have been :pa.rttclpe.nts or beneflota.rtes 
·in a.ny ofsuch group hea.lth plans, 

-Per,on means a natural person, trust 
or esta.U!, i;>ilrlnenihlp, oorporatton, 
professlona.l 11Ssocla.tton or corporation, 
or othe.r entlty, l,iublio or prt_vate, 

Protsctea health. lnformcuon mean_s ln­
dtviduaIIY ldenttnable health Jnforma­
tton; 

(1) Except -as. provided tn paraara.ph 
(~) Qf this deflntt!ori, that ts: 

(!) Transmttted by eleotronto media; 
(!!) Ma:!ntaln_ed 1n. el_ectmnlo media.: 

or 
.(11'1) Tra1111rulU..d or malul.alned _Ju 

any other t'orm· or.medium. 
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Appendix B, 

fl2S2J TITLE 21J-.lill)UCATION Page 828 

11232g, Family educatiooal aud pmaey ri£bMi 
(a) Coaditlom for a•••llabi!-ity of fanda to ...t• 

oattoaal "11Ulcl<l8 . 01" l.nriituiiorw, .bwpeetioa. 
and "8View ot e41icatim,. ncorda: •peciflc b>­
fomiation to be made a'P8Ilalile; p~ 
ft'1' - .lo education ·roeo• NUOmlhlc,, 
Dlltlll of time Cvr web IICIOcaa; hcarlnp; wrn­
ton explanatlana i,y ,-,-ie; cleftnlttom 

(1)(.A.) No flmds lll:l.li.ll ba made aw.Uable nruler 
any appUm.ble prorram to any· eduea.tiona.l 
agirney or 1.11St1tut10n whtah ball a poUoy ot de­
n:ping, (11' Which effeotlv&ly p,..,van.ta, the p-te 
o! students wbo are or have been .Ill attenda.no~ 
&t a sohool o! Blloh aam1cy or o.t ·suah Inst!~: 
tlon, aa the cue _ma.y bo, the rlg:b.t to :U!BJ:leot 
&Dd ravtsw the edo.eatton rao_orda or tnelr ahll­
dran. · I! any mater.la) or docmnent In tbe edn• 
cation record or. a student: Includes !Dform,.tloo 
ori more than one stadent, tile paroota of one of 
suab 1ttldenta shall have. ths right to ills:pect and 
revisw onl.7 each pn;rt ot suob material or doca.­
ment a.a .r.ela.tea to BUoh stadent or to be in­
formed o! tile speolllc lnformatlon uonta.lned iu 
such ~ of euoh mat,u.•1&l. EMb eduoe.tlonal 
agency or i.natltatton Bball este.blish apJ)ropda.te 
proo~ur!!II for the rra.nttng o( a. roques~ by -~ 
ants !o.r aooees to. the Adnoat1on rooords ot their 
chilcll'•n.withf!i a -!'flB'lOn&bla l)Ortod or tlme, but 
In .no cua more tha.n .forty-:llve da;v:s a.rtar tht 
req1199t hall ~en _made. 

(B) N<:1 filllds under t.llY' applloo.blo program 
sfuill be mrul.e availalile to o.n:v Sta.to educatlolllll 
agency (wbet,b_er or ,not that "'8Dcy ls an edn. 
oatio.nal illl"8llCY. or :!nal;ltution Ollder Lhlll sec­
tion} ·that hall a :ooUcy or denying, or effeotlvety 
prevente, the p&Nlllt.e o!atudontll thnight· to-tn­
·&pect a.nd roVieW tb.e eduoation record&: ma1n­
'ta1..ned by tbe Sta.te edllcat1onal agenay on their 
ohildrlln who are Ol' be.ve been ill. attandliJl.oe at· 
ILllY sohool of _an &duoational agenoy 01' lm!titu• 
tton that la oubJHOt to tlw prov:Li!lons o! thia .aeo-­
t!on, 

(Q) 'l'h<i Oxst sentenQ!I of aubpan,gra.ph (A) 
ehaU not operate to .IMJ<o 1.v&1J&ble to r,twlente 
In ;lnstlttttloJffl of po$tseoonds.ry education ~ 
!olloV/1xJg materl&l&: 

(i) tllwiofal reoorda of the parents of the 
lltl:lWlnt or any :lll!orm&t1on .cont;a.!ned thereta; 

(11) conlldentllll lett!lrs and eate"l!lnts or 
recominenr:l&tion, \Vhluh· were placed in tho 
eduoa.tlon tw10rda prior to January 1, 1975; I!. 
ellllh letters or statements &1'8· not. used for 
:i>U1'l)0!!88 other than tho•• fox whloh thay we-. 
SPeo11lcall$ Intended; 

(111) l:r the· student. lie& alaTled a waiver ·or t.he 
student's right or $C081111 under th\• ~uba&ctlon 
ill a.ocordlu:lce Wlth IJllbpo.ra.graph (D}; O0D• 
Jld6D~ recomn:l_enda,t1on.&-

(,t) reapeottng- admisalon to any edo.­
_ca.tion,u aeenoy or lnstltution, 
· (ll) rupectlllir ao appl!oa.Ucin ror em_ploy-
ment, and . 

(Ill) reaJJ&etlng tba reoeiJ)t or~ honor o_r 
hQnora.r;v 1'8QOl:.Ditlmi .. 

(D) A. iltudimt or & person applY1na' for ~ 
Bion may wa.lve bis nght of ac:c8811 to oontlden­
tial statament.s desorlbod in oTo.1186 (ill) or snli-­
~Ph (0), exce:tit th&t enoh waiver sl!All 
applY to recomm8llda!;J.ons o.nlj, If (1) _the st11dsat 
is, u:oon Te1;tuest. nottfled or tho names. of "11 P<ll'-

eons maklng oorifldantl.&l reoommende.tione and 
(Ii) such reoonmumdat!ons are UBed 110le]y for 
the purpoee for wb.ich !i}leY were apeait!C&lly .in­
tended. Such wa1vere may not be requ:lred a& a 
condition· for admtelon to, noce!Pt o! !.w..,,ol.Al 
s.ld from, or receipt of a.ny other·servloea:orben­
e:f1ts from euoh apncy or institution. 

ci) No Cnnds sh&ll be i:na.ds ave.ilable a.ndor a.ny 
appllo&ble p:rogr11m t_o &DY etluoe.Uo.naJ, ·agency 
or mstitutlon ll.llless tho p&rents or atlldmte who 
are or h&II& been in attenda.noe a.t a IIObool or 
. .such agency or at suah lnat!.tution an, provided 
an op1)0l'ttlittty to, .. hea.r1Ill' by suoh apnoy or 
1natttution. in a.ocorda.noe. "'1th rega.la.tloPI of 
the Secret.lU'F,, to ohll,Jlenge the oonteDt ot IJlloh 
·at11dont'a ed110atl.mi l'llool"da, _In order to. Ul811re 
I.bat the reoordB a.re not ma.conrs.te, m18lea.dlna', 
cir otherwiae In violation ot the priva.oy x:t:clite or 
s~dent.a, a.nd to provide -.n opportwitty t,,r the 
ccirreetion or deletion or &DY such l.aaoourate, 
mislea41njr or otherwise tn"pl)l'Oprlate data oon­
t..1:oed-theraln e.nd to l.!iBert Into 1u,;JJ. recorlls • 
written expl&Mtlon ot the paronts re81)6Ctilla' 
t;bo content 0! l!uoh reoorda. 

GI) li'or tho parpo8611 or ~ eaotlon ~e term 
••educational agency or lnstttntlon" me&IIB a;ny 
public or prlva.Le agency or inlltitutton Wbicl!. Iii 
the reolp!mlt ot tWll!.e und&r any applto&ble r,ro­
,.,.-,un. 

(4JtA) ll'ar th& ptll'll(lll88 of th1a section, th.o 
term "edw,at.ian reoo~a•• rneana. eiroept as ma:y 
be proviAed Otherwise 1n subpa.ragmpb. (B), those 
records, mes, doottinents, an:d other ma.terla.la 
'Which- . . 

(il oonteLc ln!onnatlon directly te1&1;ad to & 
stll<lent; and 

(ill a.re maintained by an eduaatlona.l lllf800Y 
or lnst1.tution or by a. person a<>t1nr for meh 
agency or tnstitUtlo'1-, 
(B) Tb& term ''eduoa.t!on reoorc!a" dOllll not In• 

olnde-
. (l} _rliootda of illafiluot!onal, •ll-P6Wl.eol'l", and 
Adminilltratlve per,sonnel and ednoatioru'1 par• 
sonttal anoillar.v thereto wbi.c.h &re In the oolo 
wll8ession or -tha maker llheDeo! and wlllcJl are 
not &OD8!!Blble or rev!!&led to any otl:ler _parson 
e:roept; & substitute; · 

(ll}"reoor<IJ matnt&lned by·& law en!orcemont 
unit .o! the ednC4tloila1 ageney or jnsl;ltution 
tll&t were created by that la.W enforcement 
w:lit for the PW'POIM! of law entorcem,nt; 

(111) in the caae or peraOilfl ,who a.re employed 
by an. edaoatlona.l a.gency or ln•titntlon b11t 
wbo &l"O not in attendance .at sneh arwo:r ·or 
1'l8t1tutlon, reoorcla made e.nd m&tntalnod In 
the normal OOUJ'ae of bU&iD886 whloh relat.e &Xe 
ol11slvely to eneh. wmoli in ~t parl!Qn'li ca­
pacity Ml a.n employee a.nd arc not '1V&ila.ble 
.for 11S8 for .any other ilurpolie: or 

(iv) fWOrdl Oll a student .·who is efaliteen 
ye&r11 .0! -&&& or older, or ia attan~ _,,_ inet!­
tnt.loli o! poatsecond&cy ecluoaliion, wh!Oli a.re 
ms.de or maintained by ,a pb.yB1ci&J1, psyah1ar 
trist, peycholol/1.at, or other NOogn!sed Pioles, 
Blonal or paraprof888.lonal a.otmg in bill' profe&­
:alo.ns.l or para,profeMloual Q&pa.olty, or aaalst-
1nli' l.n tnat oapaotty, and w)utlh are tn.e.de, 
,µa.inta.lned, or llSed only in oonneotlon wtth 
the proviliton of trea.tlllent to. tlie studeut, and 
a.re .not ava.l.lablil to anyone othar thl!.n p~rso;os 
wovidinu- stioh treaitment, eicoept t:bAt suoh 
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:reot>.rds oan be personally reviewed by a ;physi­
ci:an or other appropriate professional of the 
atndent'e ohoi01J. 
(O)(A) P'Qr the Plll"P9'188 ot thia aeotlon tlie 

·t.,rro. "dir;eotory i:aformation'' r,ili&tbll!' to a atu­
d.ent inol'l:ldes the followlllg: the atndflnt'I n&me, 
<lddr!IIIB, t.elephone l:lafui'; da.te and pla.ce of 
birth, mr,Jor !!"111 or study, partlaipat.loJl 1n o.Ql­
oially reaogulr.ed actlvlties and BJJOrtli, wei.ht 
a.ud height of .members or athlatlo ~ea.me. date& 
or attendMiQa, doen,ea and awamu .rooe1ved, .a.nc1 
the .mos~ t'ellllllt pre1/toua eduoa.t1oru,.1 ~ency or 
:l.nat1tnt1an a.tten,fod by the student. 

(B) Any ediiila.tional a(!'8lloy or iDJ!tltntlon 
ma.ktni' pnbllc directory im'orm.tlon aluJl give 
pobllo notice or th.e ca.~orJee or in!orma.t,ion. 
·whtoh it. :l!u• deaigru,ted as such 1nforroe.tion 
w1tll reapeot to ea.ch stc.dent a.ttendin&" tl!e lnati­
tution or a,nnoy ~d llha.U allow a :r-ea.eonable 
pmod or tlllle a.tter such noti108 bas been K'iven 
for,. ps.roht to Worm tile 1Wltl.tut1on. or~ 
t.h&t &Ill" or all of the lllf,:,rmatton do,lgn&ted 
ahouldnot be rel&aaed·wltbQut the pe.rc11t•~ pnar 
OOllSent, 

(6) For the ll\l.l'POSBS o! t.bill. aeot!on, the term 
"student" .II>.<>ludes any person With reapeot to 
whom an eduoat!onal aeenoy or lnat!tutlon 
mll,lnta.l.nJ! education records or personally 1de11-
tlf1able 1nftirma.tlun, l>u\ doca.not inolude a pur­
son who has not· been Jn. attend&nce a.t Roh 
18'81107 or inatitiltlon. 
(b) s.ie- of ~tio>I >'1$>rds; paremal.oon• 

- n,qalnmeJd; cm:eptlONJ -,pll&llce 
with jculicW. orders and IIUhpoenaaj a.ad.it 
aml evah,ation of liod"l'&lly-aapporiecl . edu­
oatioa J>l'Oll".1mll ..-rilkeeptng 

(1) No fnnda shall h.e · m&<'I<> ava.ilahl" nnder -.,,.y 
applioaJ>le program to an:v edua&t!Oll&l agency 
or' inlltjtution which llas a. polloy or pra.!ltlee or 
permittln!l' the rol•""" o! oduootlon records (or 
pel'8<lnaJ.ly :ld~ Ulform4tlon oontained 
t.hllreln oth~ tha.n dfrooto:r7 1nformatlon, as de-. 
(1nbd In PIU'88l'l,pj1 (6) of subsection (a) of this 
neotlon) otattidante without th" w.nt!;en consent·. 
of th.el. pa.rent& to any tndlvldue.J, agenoy, or or­
gll,lliation, other than to the Collowbl&"-

(.A) oth8r so.hool ofOoia.Ja; 1nollld1ng teacliers· 
~th1n the 0011111.tlollAl tnat1tutlon .or looa.l 
edue&tl0ll&l ..-an:cy, who have been determbled 
by l1Ulh e.g<>JLcy or :lnititutlon, to have legit!• 
mate edtl08.tiona.l 1nteneta, ·1noiud!Il,g the edu­
cational · 1»~ of the ·child far whom oon­
eent would otherwise bereqaked; 

(B) offlbial!l or other sohoou or aob.ool eys­
tems In whlub t.he st11den~ ·aook.a or In~ to 
<1nroll, upon oond1t1011 that tho atndent'a p&l'­
&nta b& notwed .or tile muw:er, receive a. oopy 
of the N,.Oord U des!rtid, a.ml have &n Qllpor­
t,Jnlty rcr a. heal1rig to challenge th& 0011t.e11t 
ot tile rooord; . 

(0)(1) &Uthorlzed l'OI)l'Ollellt&ttves of (I) the 
Comptroller General o! th,8 UD1ted St&tss, (II) 
tbe Soomta.ey, or (ID) Sta.to educa.t10nal au­
lhorttle,i, tillder Che oondit101>11 eet forth In 
pa.ragrapb (8), or (U) .. uthorimd representa­
tlvee or the Attorney Genere.l for law enfor<»­
ment 1)1111)08eol· under the sa.me . conditions !Iii 
apply to ~e SQ(ll'l)tary anciar p~l)ll {S): 
. <l>l In oonnection wihh a eL12dent•1 11Pl>l1Ca• 

tion for, 0'1' receipt or, ll:na.nellll aid; 

(E) State and looal oH!oie.JJ, or e.uthorlttes to 
Whom Bllch 1ilforro.a.t1011 1a IIJ)eclnca.ny &llowed 
t.o be Nl)(iri;ed or dloowaed punra.ant to State 
st&tute a.dopte"-

(!) b.efore Noveml>er 19; 1974, !f·twHillowed 
.roport~ or d1solosimi ooncel'lll! the juvenile 
JnstiQe ayetelli. 11.Dd such aystem'e ability to 
affootively serve the etudent ,a.ose · records 
ue releued, ar 

(11) after NovambBl' 19, 1974, tr-
(1). tlle allowed report111g or iUaclosure 

conc.ima the Juvenile Jwrtlce s.vatem Mid 
such system's &bllity to eO"ec.tvely ierve. 

. pit or to e.djudloa.tion, the stndent whose 
·J'eoords &re rel-cl; IL!ld 

(ll) the ofilo!&ls .and. a.nthm,ttles t.o whom 
suc.b. Wotmatlon 1B dlsolQJled oartUy :In 
wrltillg,tc the educat:lons.1 agency or ili.BIJ.­
·tutlon that the inform&tion will .not be 
dhlolosed to a.ny other pa:rty except as pro­
vided o.nder State la.w wttnout the prior 
written collUDt of the. p~t ot the atu­
dent.' 

(i') organtza.t!ons oo!lduoting- atlldies !or, or 
on lleha.l! of, eduaatiana.l ~oles or lll.Btltu• 
t1ona tor ~ PDJ'llOM or dweloplnr, v&llda.ttni:-. 
or adm1niateting predtotlve· teste, adnrlnister­
tng- Btw:la:a.t aid progr,amil, and itnpr.o~· inc 
struotion, l! aneh studios are ooruitloted 1n 
sucb a me.nner u W1ll not J)m'lU!t the pel'IIOllAI. 
ldent!t1catlon ot atndenta and tb.elr p&tent& ·by 
persons other tba.n ;epraaenta. ti VOii of anoh or­
~tlons ~ii anch uirorme.tion will be dir 
st.royed when no l0!!8er nee.isd tor the purpo.., 
for whicb 1t la conducted; 

(G) acore<!lt1lls- oriranlza.tlOJU 1n. order to 
oa.rrr out their aoomditlll&" :fllnotlon.s; 

(H) parants ot a dependent atwient of auoh 
pa.rent,,, a.a de!l.ned 1n ll80tion J.&l or title 26; 

(I) aut,Jeot to regu.lalilona or tile. Si:oretar:v. til 
QOlllleotion with · an emersency, apJlJ'Qpti&te 
peraons l!·tba 11:nowiedae cit anch tnronna.tJon 
Is neoesoa.ry to proteoL ru hea.lth or wet:, or 
the i<tillient or other pisrlrona; 

(J)(i) tile ·untlty or persoJU1 desiansted ID a 
Federal llra.nd Jar:; subpaen·a., io wbfuh oaae 
the Qdurt Sha.ll Qi'der; tor good cauae llbOW,:,, 
the eduoationa.J. araDllY or 1nsliltut.1on (a.n4 any 
omoer, dlreotor, em~oyu, agellt, or attorney 
for each. agenoy or inBtltutlon) on which the 
sumioena is ae?"Vlld, to uot disoloae to .a.ny per­
son the ensteitco or contents or tha. R11bpoana. 
or &llJ' 1D10rmat10J1 ~abed to the gra:ZJd jury 
1n.res1,10:nse t.o th& snbpoena; a.nd 

(ti) tbe antlty or 'P81'80Illl d<Hli(!'n&ted in a.JIY 
other subpQ,ma; lutied for a la.w ellforoemant 
Plll"llOISB, 1ll which oe.se the oourt or other illsu-
1118" agency. may Order, !or good c.aUB(I abown. 
tile eduna.tlo,u.l ageni>y or tnsttt11t1on. (a.nd t.tij 
of!tMr, director, employee, agent, or o.ttorney 
for- anch agency or llllltitlltlon) o~ wh1ch the 
subpoena ill served, to. Dot duolose to any per. 
80JI tba exleten.oo or content.a or the IIUbJJQei:ia. 
oi- &DY m!ormatlon !Umll!hecl tu response to 
the tlUblJ08n .. ; IOlld 

(X) trui Socret.ary of Airrtnultnre, or author­
ized repreaenta.ttvo ~m the 1ro0<1 and Nutrt­
tio~ Sarvioe or oontraotors a.ctinc on betlalf or 

l&o in odg:l.nalo "tha putod proh'bb' llhD\Jlil bit.a sem!oo:IOD. 
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the .Food• ud NutritiOJ'.l SDl'Viuo,, toi' the PllJ'­
·POSeil o! condllotinB l,ll'Ogr&m mNlitotins', eva.1-
uat!ons, and pertormalioe maaautement.s or 
Sta.te 8.lld loca.l edoae.Uonal and other- agencies 
and lnsttt11t1ou reoe!v!ng i'llndlnlr or J;l?Ov.ld­
!ng benel)'ts or l or .more pro,ir,un• e.utho,ized 
vn<ler th<; R1cll&r4 ll. Rasseu· NatioJIQJ SohOOl 
Lunah A.ot (42 U.8:C. lWl.et seq.} or the Chila 
Nlltrltlon Aot ·of 191!6 (42 U.S.c. ,1'1'71 .et eeq.J for 
which the result.a WIU be upO.t"ted 1n an llfflll'll­
pt& !arm that .does not. itlenrn~ OWl1 lndivld-
11..i,,on the QOnditiollJI that;-

(1) IIJIY data oolle.oted J!Dder this Bii'bpo.ra­
irraPh Bhall bo proteot.ctl iii ·a. .manner \ha;t 
will not permit tlle J18:1"1Qnal ldent1ncllt1011 of 
students· 8Jld theft' 94rents ·by ot.ber tlia.n th& 
a.11thrn:lzed representa~lvea of the Sec.reta;cy; 
s.nd 

(iiJ a.ny perirona.Jly !dentif!Al>le d&ta shall 
bs dootro;ved when the de.ta. are no longer 

. .nooded !or pr(IS'l'1ilm moil!torlng, avalnatlom,, 
a.nd p&r!OrmUlce mea.suren1e11ts, 

Notbtna- In sub,Panllrr&ph ('.E) or ihl• paragraph 
llhall prevent a. State il.'Oln fUrther llmltlni the 
number or tyl)e or Bt4te or local .o!110!ala who 
w1ll continue ta h&ve a.cceas thel"f1UlldiU'. 

(2) No ra.n~ l!ba,11 be ma.de avll.11.a.ble llZUler !ldlY 
appuca.llle progmm to .any. od11oe.tiou1 "'ency 
or tnat!tatiori whioh.has. & poltqy or pra.otloe ar 
releuing, or pro111ding s.ocess to·, a.ny pereonally 
td&ntiflable information 1n eduoottan records 
other thAD clir!lotory 'fntormation, or as la per­
mitted llll.4ar ~lll"&Ph {l) or th!A snbaeotlOJt, 
IUllooe-

(A) tbere ls written oonaen.t from the stu• 
dent'• :p&relits IIJ)eolJ:lring reco.nla to be re­
leased, the reuone !Or suoh relea<!e, e.t)d to 
whom, and wltll a copy of the roool'ds to be re:, 
181.Bed to the student's pa.rents· and the u.tudent 
If d811ired by tho parents; or 

(B) except &S prOV1ded 1n paragr&ph (l)(J), 
Biloh ln!ol1ffl&tlon ls tu1'1li8bed in. compli&nce 
wi.th ·Judfol&l or4')r, or J)III'S'Cl8,Ilt to &n:V law­
fllllY 188Ue<l silbpoena., up9n ~otulltion tluLt 
,ll&Nllta &nd t.be el:ndont.s a.ro notified of all 
l!il®. ord&rll or H,bilo1>nas 1n adV!Ll\<ie or lllie 
oompl!a.noe therewith by the eduoat!ona.l 1n­
&t1tlit!on or ~nay. 

(8) Notb.!nlr cont.a.med In thia 118Qt.lon aha.II pre-
0111110 a11t.horh!ed mP)'esentat1vea ot (.\) tho 
COn,ptroller General or the U:rllted States, (B) 
tile Seoriltar'.V, or (0} State educational a.11thori­
ties from ha.vtng accaea to atudent oz other 
n><iort!s Whlah ma.y b6 nec&aaa.i,y tn oannootion 
With th.a audit tmd evaluation ot ll'edeoilly.:..Up­
l)Ort.ed educa\!OD prol!T&l'DII, or In oonneotion 
wtth the· enfOI'06ment or the. Federal legal ro­
Qulrements Which reta.te to a11ch programs: Pro­
'IJided, That exuept when oolleotlo.n or personally 
identifl&ble ln!orma.tlon Is epeoifioeJJ,y · author-, 
ized. l)y Fedcra.l la.w, any data. oollectod 1/y sui>h 
ome1a.ls &hill be protooted 1n a manner wli.foh 
will not pamut the p&l'8<ln&l tdantUloation of 
atodents &?14 tllelr pa.rent& by ·Other than tllOIQ 
offlola.1.1!. a.nd &l!Ch l)8?$0n&lly 1dlil'ltll1able ilat& 
s!IAll ba daatroyad, w~ no longer needed ror 
znoh s.u.dii, evaluation, uid Bll!orooment of Feli-
eral legal l'8ilu4'ements, . 

(4)(A) E&0h el!ucaf;[onal &gmloy' or lnatltnt!on 
&ha.ll maiiitaui" record, kept with the aduliat!oli 

reO<ll'ds o! eaoh. atuc!ent, whloh wUI Indicate all 
1ndiv1duala (other than those. apeeifte<! :In par&­
IIJ'B.Ph (l)(A) of thle SUbeeotion), agenoiea, or or-, 
ganlz&UoDJI whloh ha.ve requested or obtained 
acoe<iB to a studomt's ed.uO&l;!OJ> roooros mll.!n­
ta.lned by euah edllc&tionlil agenoy or 4:lstltti­
tlon, a.na whtah will indio&te spacltloa,lly the Ie­
gltJm&te Interest tb&t each snob person, agency, 
or orx;a.olulilon b&8 in obtalmJ:l8' thiB infonn&• 
tloll. Slloll reoo,<l o( e.coesc oll&ll be avai.J&ble 
only to parlll1ts, t,o the BChool official "-lld hill .u­
slstl,nts who ·a.re nieporurlble tor Che oostody <>! 
•UOb reoo:rda, a.nd to persons or org&nll;a.tlollll .a.n­
thorlr.ad In, ~a under the oondlt!OM·ot, alauses 
CA) a.nd. (C) ot PM&KTe.ph (1) as a. mew of .11udit:­
lne. tha 9per&tlon of Che s:vatem. 

(l!} With .respect to tb:iiJ snbaootlOD, peL'!IOn&l 
iJ>formM;!on shall only be tranilferred to a: th1rd 
~rty . Oil tile oondlt!on tba.t, sow, J)ILl'.ty WUl not 
permit a.n,y other party to have acceae to such 
information without the written oonsent ot the 
Jl'l,NJits o! the Jltudent. If a thlr<l party ob1Bide 
the educatlo.nal a,genoy or l.nBtttation permits 
IIC<>e88 to Wormatlon ln vlola.t!on ot :par&Bl'&J)h 
(a}(Al, or fails .to dl'6troy lll!ormatlou in viola­
tion ot paragraph ())(11'), tM ed.uoe.tJonal .11ganoy 
or 1llatltution shall be · p:rohlbl t.od from permit­
tl.nlr &ooons to lnformat.!on lrom edu~tlon 
N1oorda to that. tlll.rd . JJ!l,l1.y tor a period of .not 
lei~ tball :l!.v,a ya..._. 

(15) Nothllli' 1n this ae<ition shLll be oonatrned 
to prohibit State a.nd looe.l ed110&tlonaI offlolala 
rrom havtn&' ~. to atudont or o.ther reooraa 
which.may be =-TY ln oon:neotion w1th the 
a,u,IUt and evaluation o! any federall;v or Stt.te 
supported tlducation pros-ram or 1n oonneotion 
with the enforcement or the FodsraJ. legal r&­
qolrementll whtch rola.ye to a,ny sucl! program. 
subJect to the oondit1olls specmod 1n the provl•o 
1n par8.ll'&ph (3). 

(6)(A) Nothlng 1n thtB Be()tiOn sllall bo con• 
stru.sd to prohibit &n lrilltlt1ltlon of po1Jt8econd­
ary edli.oation !tom ~OSlllr. to an alleged vio­
iJ.n> of.lUJJT 1>11ma of viOlanoe (aa tb.&t term 1• d&­
fl.ne(I 1n seotton 16 of title 18), or a ilonf!>Nl91~ 
sex offene&, ·the final result.a oI an:v dh1oiplirui.ry 
J>Roeedln!r oariducte.d. by auoh' metltutlon 
~t the alleyed per;petrator of a11oh oritne or 
otl\,Jllle with 1'68Jl00t to all.Ob Clime or OtfeDB•. 

(B) Nothlng in tb1ll !Willt!on .Bhall be conttruad 
to prohibit an llleti);tttHm ot poata,e~ndary e(ln• 
oatiOll .!t'om d18olostn1r. the l1nal .resulta .of any 
d1¢plln&ry proceed1nir =~noted l>y mah !nst10 
tntion ~at a, student who ill an alleged per­
petrator of any arilW! of'violenoe {as that term 
ts 118llnea .in aeott.on 1e. or title lBJ, or a no.nroro-­
ible aei: ortonee, if .the 1nst1tut1on d~term1nee aa 
• result or t.lult dl.soipl1nary proceeding tha;t the 
student committed a v.lo!Ation of tho inatitn­
tlon'e rules oi- .P0l1cies wttll N~t to each 
cr!Jile or offense. 

(C) Fo~ the POI'POlill of this pa,~, tile ,llnal 
r~liltll of &11/1 diaaipliDa.ry Jll'Oll8Bding-

(1) shall inelade onl;v the name of the $ta,, 
dent, the violation ofunmitte<l, and ·a;ny ea.no­
tion llUPOlcd b;v · tilt> inatitUtlOll on tha.t stu­
dent; .a.rul 

(U) may l.nlllnde tile :name of a.ny· other stu­
dent, anoh a.a .& •viotlm or wttnssa, only Wlth 
the .written cOll,l\ent of tiul.t other student, 
(7)(A) Nothing in Chia .seotio11 ma.y be oon-

strned to pro!Ubit ll,l1 eooc..tioni>l 1Dat1tat1on 
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!rom dlaclostng tnrorm"'ttnn provided to tlte ln­
Btl tnJ;io!\ UDdar section 140'11• of title 42 conoern­
u,g registered au o!ieJLders who a.re reqU!Nd to 
reeisliel' w:ider BUol1 flt\Ct1on, 

03) 'l'he Beoretary llhall tak& appropriate steps 
t,:i no!;!!y edne&t!onal lm,titnt!Olla tut disclo• 
IRJl"9 o! tnform&tton cloocrlbed ill snbpa.rasraph 
{A) 18 pei-mltted; . 

Co). &mv.ya or d.etft.eatb11rin1r aotivltl""J recnla­
tlona 

Not la.tOl' .than ll40 days a.tter· October 20, 1984. 
the Sao.retary llhall adopt ,.pprolli'lat.e resu).ar 
ttoD8 or proeoonres, or tdwit1.ty eX!Bt1nr l'ell'lli1r 
tion:s or JU'<icodlll'Os, whleh i,roteot tw, r!i'hta or 
prlvacy ot.atudents B.lld thelr ramtllos In connec­
tion .With ·a.ny-sul'Veye or data.--1&~l"lllB' a.ctlvl· 
ties oondacted. aaeisted, or authorized by the 
Beoretary or an adm!nlomi.tive head at.., edu­
o&tion a&'8llcy. Regulations established under 
t,h18 sabll60t1on sball Ulolndo P!'oVletons oontrol• 
linr the 1188, dlal!,ernma.t!on, a.nd proteotion of 
wall <la.ta.. No survey or d&ta.-!ratherl.ng aotiVl­
tlea llb&ll be conducted by the Searetary, or an 
admlnistra.tiv" bead of an education ~oy 
ilnder _an a,pplloa.ble i>rocra,,;i, unless ouah _a.ctlVl­
tlea are anthorilled by law. 
(dJ Student.' lidbertbau p.......W permillllloll OI' -ll'or the puzpoaee or this aeot!oit. ~&lHIV&r a 

-student has a.tt&lned &!&'llteeli yea.ra or age; or ia 
&ttendl.nir an inat1tll.t1on of l;loataeoon<laey adu­
_Qat1on, the pernUlll!ion or consent nrqu.ired of 
and th& rirbta &eooN1ed ·j;o the parents of the 
student slul.11 thtirs&fter •only be rtlquired or a.nd 
aooorded to t.lle a:tadent. 
(e) lnt~-h or.-- of right,, under 

tbfe ..,.;tlon 
No :fUnda sb&ll be m&de ave.Hable under ~ 

i.ppllcable =- to ll!lY ·e<t11catlonal agency 
or matltutlon !lDleill<. such agency .or institution 
e:trectively inform• the pa.rents ot stud8llts, 01/ 

the lltadente, it they ate ~tewi .veue or age or 
older, or lll'8 attmdlng .AD wtito.tlon of post,. 
eooond&ry edncat1on, of the rlghta a.ooorded 
them by thta·•eottan. 
(I) Bnto..-an&: terminail.011. of -la1a.Dc4 

Tile Seoret.ary &ball t&k:e appropriate aotlona 
to en!orce tb1e &act.toil a.nd to deal wWh viola-
1.loiia o! this eeotion, ill allOOrda.nca with thl.a 
olul.ptw-, exoopt tbat aotion to terminate alillis~ 
a.nee may be ta11:en :OJl!:Y ,r ths s~reta.:ry £lndB 
thert1·lwl been a failure to·oomply With this 880• 
tlon. IUid he_ luul determined that oomplli\noti 
O&nnot be seonred by voluntary m-
(j() Office end l'<lriew aioard; .,...ti"!11ftmetlo,u 

Tha Booreta.cy !iha,i.l ostabllah or designate a.n 
QMoa an4 nrvisw board With.in tile Deparmient 
for the pw,po,,e of illveatlra.tins, proD81111ing. re­
VieWllli', and &dJwlicattng- V101.fl.t1ons ot this seo­
t!on.awi oomplalnta whichroay be ·ruedooncero­
ing e.lleged violations of tbia soolliOn. Except for 
the oOAduct. of hs&rillgB, nan& of the !unatloI!I of 
the Searata.r:v under thl& eeotlon ab.a,11 be ca.rrted. 
out in any of the .rea:lon&l c;1ffloea of"s!Ulh Depa.rt,­
m!lllt, 

(h) Dlir<lipUnary reoordr, w...io.,_ 
Nothing iu thia. aeotlon uhall problbit an odu-

oationaJ. 6';6M:V or 1rultltution from- · 
(1) lll/Jltulil:Iir a.ppropri.a-te in!orma,tl.ou ill tlie 

eliuoatlan reoord . or &DJ' studl>Iit oonoarnJng 
d1soipllila..ey act.Ion t&k8ll '-i'!!olnot suob. student 
for OOl!d11ot th&t paud a s!!lllfflcaut.risk t;o the 
sal'at;y or ·well·bellli' ot·tlJ.a.t· atlll'.lent. other atu­
_dl>ntt,, or othez mumbem of the -sohool ooininu­
nity; or . 

(2) d18olo1l111r .auc.h 1n1orlllat10D to teac.herll 
SJ.ld achool <lffloleJa, :lnoln<lfng ·.W&Chan1 and 
sohool officl&la i'1 othor schooJa, who ha.Ve le­
gltl.mate aduoatlona.1 intereats in th1.-beha.vior 
o! the i!,tude11t. 

Ci) ~ awl IWX>hul 'ri<>la&inn dheloi,vea 
U) In gener,,l 

Noth~ in tb111 Act· or the Wgher EdU00.~on 
Act or 1966 c20·u.s.c, 1001.et 80Q., 42·u.s.c. 2751 
et-B&/..J sba.!l be OOll~f.I:uod t;o prOhlbit a.n irult.1-
tutton of. htirher aduoatton from dloolosilllf, to 
& pa.rent w 188&1 1111e.rc11a11 of a etudent, lll!or­
mation i8Q11,l't1inir any violatiOll Of IOD)' l'ad­
f!J'&l, St.a.te, _or lDC&l le.w, or of oy rule or pol­
io, o! the 1DBt1w.t!011, ll'OV11l'JWl8' the u11e- or 
p,:,aselll'ioD or a.Jnohol or a. oontrolle<l ...,1,­
st.i.noe, ~tllou of whether th&e information 
ls oontafued in the st!U!Alnt'a eduoa.t!on 
reoordB, :u:- · · 

<-&> I.he etwl.ent 18 nnder the ap or ar; &Dd 
(B) tb.e !Det1tut1on determines th&b the 

stUd8llt bu oommittad a dls-Olplina.ry ViOIA-
t1on With reop·eot-to such 'II"" or ])0888BRion, 

(a) State law reprdJng diedow:re 
Nothl.nr 1n pa.ra.graph (1) shall -be oonatroed 

·to supe_rsede linY proVlllion of ,State law th&t 
prohibit:! a.n 1llatl.t0t1on ot· higher eduoa.tion 
from makin&' the dll!cl~ur• deeonbet1 in eub­
Metlon {a.) of th!s section .. 

(j) Jn,,...tiptlon Jlnd pmseeutlon of t.n-oritma 
(i) In ~ 

Notwtthlltandin11 subsoot1on11 (a) throagh (1) 
of th!l! seotion or a.ny 11Z0v!slon at Bta.te la.w, 
the At1lorll6'Y General (or any ll'Gdenil offlcer 
or employe; :In-. a poait.1on· imt lower th&n an 
A"8iatant Att.omey G<lneral, de&lrna.ted by the 
Attomey Genera.!) ma.y submit·&· written o.p. 
pllca.tion to -& court of oom1)8tent jurllldiotion 
tor a.n ex parte order requiring BIi ed.noatlon&l 
~oy or ln8t1tntion to permit the Attorn~y 
Ge.n&?liJ <or his ~> .to--

<A) collect .ednoa.tion reoorda ill: ·the poases­
l!lon o! the ednoatlonal ~ey or !lUltitu!Jon 
tba.t e.re .releva.ut to &n au thorilled inveatip.-
1.ion o_r }U'otleoutton of an. offense liated m 
5eotion 28321){g)(5)(£) a! title 18, or a.n a.ct of 
domest)o or lntei:n&ttonal 1;ertorillln as de, 
llned 1l'J. aaotion a331 or that t1tla; ,and 

~) !o:i, omola.l ])Ul'pQses te!At~ to. the !:c• 
V"8tir&tlon or prosepntlon of &D offan.u de­
scribed in _pangr,.ph (l)(A), retain, dwemi· 
na.te, 8'lld use (:!Jloludllll' a.a evlde.nce a.t trl&l 
or lil olihe;r ~tlvo er jud!Ol&l pro. 
ceedfnp) euch nicorda, 0011.1Jlatent. wtta. auah 
Jtll.deUne• as the Attorney Gen&l'&l, after 
oOW1altatlon with the Becreta.rr, Bh&ll 189ne 
to protect oo.ntldent!Ality. 

(2> Appncatton aru1 approval 
(A) {N G•SR.AL~An applil;alfun und6l' pan .. 

gre.\)h (1) llh&ll certify- th&t there a.re spOG!jlo 
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and artloulable ta.ot,, gi~ r"'9JloD to belie\"" 
that tile edo.catton .reoortl.B are 11)!:ely .to con­
tam :ln!OrmS:tfon delleribed 1n paragraph (l)(A), 

(B) The oourt Bhall Issue an order desorllled 
.tn p&rafp'&ph (1) if the court Onds that the ap­
Jilioa.tton for the order ·1no1udee the oertitl• 
oation 11eact1bed 1D snbpara.rtaph (A). 
(3) ProteatimJ. of c,duoatlanal ........,,. or flldliu­

tlon 
An aduc&tional ~noy or inatltntfon that. 

In good fll.it.h, produooa aduci&tion t'eCO.rds in 
a.coorda.nce with an order tssued 1mdei- tba 
aubeoot!on Hhall ·not be llabl• to -liJJ.y peraon for 
t.b&t prodtiot1on. 
£4) Record-keeping 

Bubseotion (b)(4) of .thll,_ a91,>_tion dOIIS not 
apply to eduoatton N<:Ol'da eubjeot to "' court 
order under t;bjs aubseot!on. 

(Pab. L. 90-347, title :rv; 1444, rormorly fCIS;_ as 
added Pc.b. L. 9:Hl81), title _ V, §418(&), _ Aug. 21. 
1S'l4, 88 ,Sta,t. 5Tl; a.monll&d Pub. L, ~. § 2(-.). 
~ 31, mt, 88 Su,t; 1858; Pc.b. L. ~, §f(o), 
Aug-. -~t l.$'19, -ll!l Sta.t. 342; Pc.b. 1'; 101-0!3, titl• U. 
ill>S, NOV'. 8, l.990, 104 B_tat. Zl66, Plll:l. L. l.CIJ-s2ll. 
title xv, tlilM<a), _Jll)y 113. 1992, 106 St&t. 840; """' 
nombered §~4and a.mendBd .Pob. L, 1~ title 
ll. §§212(bXIJ, :Ml>. 26l(h), Oct. 20, J.S9f, 108 Sut. 
S9l3, 3111!4, 3928; Pub. L. l~, title IX. §1951, 
ll62, Oot. 'l, J.91l8, µll Stat. 1836, 18:!6; PUil. L. 
108-386, div. B, title VI, fl60l(d), Oct. 28, !2000, 114 
St&t. 153S; Puh. L. 107--!lB, title V, t50'1, Oot. 26, 
llOOl, 115 SW. 367! Pub. L. 107-110, title X. 
§1082(8), J!Ul, 8, 2002. 115 Stat. 2088; Pub. L. 
lllc$8, tlhle_ I, fl.03(d}, De1>. 13. 20lll, 124 St<>t. 
3192.) 

IUinltJIIICll8 Di TIErl' 

Tho Richard B. Rwtaeil Natl°"'! School 7;~nah· Aot, 
t"Ot~ t.o bl 01lbaeo. (bXl)(K);l>i "'°t J"u.ne 4.. l!HB; oh. 
211l, -60 Bt.o.t. :ZSO, which 111 ~ pnlll'a.llJ ·to e"4Jrt,lr 
13 (fl1ol •t te<l.,} o('l'ltla 42, The:Pllhlic.fl-.ltb and W•l· 
fare, For complete .oia.iJloatlon o! t.llit .Aot to the. 
Ood&, .oee Short Tltlb noto aet out tlllder nail.on 17&1 of 
'.l'ltl6Gan4'l'ablee, 

nu. dhJ14 Nutrittw, Aot of 11188. merrod 1Jo In suime. 
(b)(l)(K), u Pab. l,, 81l-flf2, Oat, li, . 11188, 80 llta1>. 88S, 
'Which 1■ •lusUlecl -ironerall:r to olupter l8A {llffi et 
ailq.} of Tit.le 4:1, Tho l'ubllc -l!ealtll and Wolftl.re. For 
oompleto t1MBU100.t1on 1)/ tbl.e .Ad kl tho Code, -
Short Tltlt .notlt oot out "UJ>dor action l'ITl. of Title -'11 
and'l'al>l••· 

(brn!i1~ : 1 
... ~:

1"t.:·p~·t\:a:. =:-t 
fl21(11,), July 37; 2006. JliO Bt.t, 640. . 

Thia Act. l'tllemod to In •ulinc.· (l)(l), I• Puo .. L. SO-a'?, 
Ja.n. ~. 1988, BO Sta.t.. 783, klJt,1'9'.0: 8.11 the, Elemimw.Ty ed 
S&oondacy r.dw,ation Amendment.: of lllST, ·ntl•· 'IV of 
tb4 Aot, k4o,m A.'I th" Geuata! Bdl!.Ml;lon P.rovh1olll! 
Act, la Glaallled rener&lly· ro th1I chapter, J'or olima 
plei.. elaHIJtoa.tlon a! tbl.e Aot ta th• CQ<le, ••• Sbon 
Title o~ 1988 Amelldmont =t<> Ol!t out w,dor nct!On ll3llJ. 
of tbla t.tt1'l ,irld Ta.blu; . 

TIie ~ E4120&t1on Aot of 11163, :ntlerrejl to In aat>­
"""- (l){l), tr, Pub. I:,. ·119-3:19, Nov, 8, IJlllll, 'Ill Sta.t., :W9, 
-w1noi. la al.uaiflild irenartJIY to chap\.u 2B Cf 1CI01 et-.) 
ort111a title one! pt.rt -C (U'ISl at ""'I-) oflRl.bcll-.ptwr I ot. 
owo.pter M o[ Tltle 6; The fubllo l!ealtll t.rul WelJlz<I. 
l!'OJ' oon,plete ola.aal.Jloa.tlOJ1 or thla Aot to. tile Code, """ 
Bbort Title note oet 011t lin<lel'· .. ctlon 1.001 ol thl.o title 

-..,d-Tab!N, 

PmoB PaovlB10!t& 

A prior oeottini tH or PDb, r., - waa· olAMln,,,J to 
Mli:t.ion l2Dc of thla title prior- to repeaJ. Jry· Pt\b. L. 
lm-{!82, 

·A"""lllBlml 
:IOlO-Snlileo. ·cb)(l){X). Pub. L.111-!lOO, whJ~ cll.rected 

tht.e -pa.r. {lJ be amoMed IIY a.d.4lng <iubpa.r. (KJ "at -­
owl", ,na ttO<mted i,y adllii,g ~11bpar. 00 attor nbpu. 
(J), to .reaeei the proh&hle intent or OcJnarNL 

-.suba<IQ. (o;)(l)(l3). Pub. r. lO'!-ll0. G 1063<:l){A). ra­
a.llBDoil ll!A>'f1>1a, .B•-· (b)(l). _Pub; t. 107~110, UD62CIXO), aubetlmt.ed 
t's:ub'P,t.1"1,graplJ CS)•• tor "cla.uae CRY' 1U concla.diD&' .PIO­
vialons. 

811bsec, (b)(l)(JJ, Pnb, L . 107-llO. 1106ll(3)(Bl, reallguod 
l1W11tn>. . . . 

Sul>Mo. (bl('!), Pub. L. 101~uo, fl089(3lCD). rooJlcued 
me.rrtm,. . 

ali01-Sobl8G. (l). 1'1111. L. 1<11-li6 •11$4 subaao, (J}, 
3080-Scweo, (b)('l.1- P,ab. L. IOl-llll6 added P&t', C'I), 
lSGs-.Suboeo. (f>)(l)(O), Pllb. L. 1116'-llU, 1961(]), amond-

.~_aubp&r, (OJ f'ln""1ly. l'l-lor to an,ondmi,nt. eu.!lPo.t', 
(Cl l'M!l u ,lbllowe: ''aotbor1 .. d -tatlvN · o1 (1) 
the ~Iler GeJ>eral of the Unttet1 Bt:atu, (ii) the 
Bo~. or (111) B- $~•La11th<>r\tao, 11D<IU 
th♦ eonclitlDIMI Mt· .!k>rth lo ~ (S) Of tbll aob-
aeQti!)n;". · · . · · · 

Sullileo. (b)(6J. l'Ub, t. 1-. §951(~. ~ttd. OX· 
illtl~ l/<D'i'lalo11B as aubJ,o.,'. (A), aubatl~uted "or • non­
.tarotDto au ortellB,9;. the ffnal rNalta" !0'1' ' 1the rasUJblt•• 
stibatJ.ta.tecl ·ctaa;ch o.r1?na or. otrenao;, to,:, •tsndl arlme0 fU. 
-two plsoes, and 8'h16d e11bpus. (BJ 11.Dd. (0~-

Snbeoo. (1). Pull. L. 105-1144, f~, _addod l!lllmec. (l). 
111111--Babeao. (&){l)(B) • .Pab. L. llll-alll, l!HS<l)(A)(ii), 

added Btlbpar. (ll). l'armonabpv. (B) re<lut.,,ated (OJ. 
eni-.. c .. ic1x0>. Pob. L. u,s. sea. f~B(ll/A)(J>, <illl, ,,,.. 

dwp,.~ ••~.l'Ar, (Bl u (C} a.lid suboUtatecl ''aWJJW'&· 
,rrapb (D)'' ~or "sa~pl, {Cl" in ol. (WJ. Pmmer 
sub-. (Cl •~ted (Dl, 

aul>ioo, C•l(l)(D). l'w,. 1,.1-. f2loS<l)(AJ00, (IV), :re-­
d~ .-abp&r. (C) u (D) ""4aul:letltu~ "■nbJ\Al'&· 
a:rapll.(O)" !<U'""•~ (B)". 
- SuJJoio. (a)(i), Pull. L. 1~, · JHl(l)(ll), ailbet.i~ted 
"l)l'lv&c:1' rl&:bta" tor ",prtvaoy .o:r otbeJ' ri&"hta". · . 

Subaec>. (a)((XBJ(IJ).- l'llb. L. JOII.W, f:ID{IIJ(l), aut>-
afiitntA!d aemSnol.O:~ ~ p"enr.td a.t etnd. ·· . · 

SUhua. (ll)(l)(A). Puh. L. too..m; f:W8(2}(A)(i), in, 
""rte<f before somioolon '-',- tnelUl1lrig t11a -oduoatlnnal 
!JJtero•II of tllc c111ld. far whom ooneeut_ W<l.Ulcl otber­
w1ae be ,tlQ.ttlrBd'.', 

,.::.::i-.. :~w~·,~,iftl ~1!1:1:~~~~ 
"" odue&tlon ~ (u dollnod in .. otlon ualo-S(ol or· 
.thia tlUo), <ll' (I•)". 

Sublec. (bl(lJ(EJ. P11ll. L. JIJ8-.8U.- 11149(:l)(A)(ll), 
1L111endt<I ,rabJ>t.r, (e>· ......-all:v. Prior to &mtlldn>ant. 
oul>llll'. (ll) rea,h,Bi'llllowa: "State·&n,lloCAl omc1a1s ·or 
autltorltl .. to •hMI· ouch. inform&ttou. ill epeo!nO&IIY 
nqulNd •• be reported or daoloted plD'lltW>t to St&te 
et&tllta M!opt.ed pr:IOl' u,_ Novem&>r lQ, 18'14;'\ 

SubMc. Cb)(l)(l[), Pub, L. 1-, tlll!l(h~)(ll), IJO.b­
atlliD!:<14 "th4 !ntemo.l Bavenu• Code of lD96'' fOI" "tile 
In.AOl&l Bevenuc Co.de· o! 1954► ! , \Vhlcib Jbr _purpDIIM o! 
oodillC&UCin WU tt.iul&ted &I ~1Utle :1611 tb.UI reqa.frt.u 
no o!Wla'• in tut.. 

Buheca. (b)(l)(J}. Pub. L. 111&.-aat, .MB{ll)(A~). 
&Mod 'l'll>llll'- (J). 

Subaeo. (b)(a). Pub. L, 103--3112. l!K900{Il)(t), wliloh di· 
rooted ,.,,,.n4m.,,_1, ~r lll£tw l><'!uedhuf aabpu-. CA) 1,y 
"'1ba1.ttuliln« •·. onl_._ .. tor t,be wtoa. wu •~ 
by 011betltt1tlllc .a oCJJnm.1 tc,r tile partod belore ''!UL· 
1-:· io r<!neet the ~1>,.ble in-t oraonsr-. 

Boblleo. CblC2XB). Pub, L .. lClii-sa:I. l~\1!)(BXUl. _In• 
..,._tad "e...,pt &a prollJ4Bd in :-pll (1){.J)." l>e!are 
..sucllidcM.matlon'", 

Subao<:. (b)(S), Pob. L. 108-86'1, llilll(h)(2}(C), l'DJ>. 
s\ito.tied •1or (C)" 'for ~•~o) an a4l:J'iimatrat.iv.e .head or an 
etWcatlOD-ir.ceno,: or (Dr' and •'edUG6tloil ..P,t"Ofl"Un8" Ioi' 
11·ednoati<Jnpt"~".. · . · 

Bubiwic, (b)(4), Pub, I,, !~ t:149(2)(0), l~d ,.t 
-end "If a third porty oo.t.1"" tho edo04tlimal "¥"DOT ar 
4i,attwtlon Pol.Dlta - to lnl<>tmAtl® In vlol&tlQD 
ot _....Pl> (2)(AJ, or fa.1lB to ~t;roy 1n!onnatio11 Ill 
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violation of~ (i)(ll'), tho edacaii!onai ,..-ency or 
lnelJ.tlltlon Bhall be probtbit.ed. rrwn p-,.mlttwir acoo"' 
to .lnrarmatlon 'from education recorda td tiu.t tbJJ,I 
party tor a period Of :not led tbJW .five y-.,o . . 

8Ubeeo, (o). Pull, L. 1-, lllfll(3J, .-ol>ICltotGd "Not 
•later - :MO·dqe ~r October :io, W94, tblt !!ecretar.r 
llh&ll, adQpt appro)!nate ~l,,;tlooa or prooodUN&, or 
idant.11), ul&lill'llr rqur&t.!0DJ1 or Jll1>cllll\in,e, which" lor 
~• ~ta.l'f lllsall adapt •p;proprl&k 19JU1tt10!11! 

.Bu!>8"", (d), l'llb, L . . 103-&a, !:llll(hl.CSJ, lneerted a 
oommn. aft.er ''edo.oatfon''. 

SuliNo, (e}, Pull, L . lO!I-SQ:l, t:N9(4~ !Jlatrted "tltec­
tlnoly" !Mfore "lll!Ol'IIIII", 

Bubaoo, Cfi .. Pob, L. lll3-$ll, 1•981(1,)(t) , sla!uok out"• or 
an admin:lnt'.ative ·ho¢ at 11,11 odu.o4ttian· apno7.0 ·atter 
•'Tb.a-~' &nd 11lbttifiuted ~•e:arorDa thil aectton.' 1 

tbr ueufo:roe pnniat~_ ot tbts ~ot:1011"1 '
1lD Mloorduoe 

~~" .for •1&Qo.O~ to the -~oD or\ a:ud .. com•· 
pl:, Wit.II t.bla •~on" ror "oomply Wltb, .tho ;prcmalow, 
.or tb.:1s aectton·•. 

Bubaec. (&'), PUl,, L. los-eall, U61(h)(6), atiuck out "Of 
Health, Bdue&t.lon, and W•lw•" alter ''Che DOllllrt­
ment"' and i.the pr0vts1one o.r• attar "adJtzilie&tllll' vta• 
la.tt<inaof". 

BU!leoo. <h). Pub, L , l.OIH82, fll49(6), added .ubaeo. O,.~ 
--· (&)(4)(ll)(!IJ • .Pub. L . 102-326 amen<lod cl. 

(U) i!«ntl'&IIY, .Prior to .,,,endmont, ·c1. (11) """'.,. fol• 
lo"': "U tl1e paNOrmol on law enforcemeut unit llO not 
ha"" 11<1 .. u to edaoatlan reoordB u.nl!ar aabl!&Otlon 0,)(1) 
CJ! tbla 1&0tl<!n, tM rocord.l anc1 doc>!llnenta or suDll latt 
linfO'Nlemallt unit 11'~1ch (l) 111'<1 kept ,;part l'rom NOOl'tll 
41101'1bed. In ll!il>i-ragn,pli (Al, (II) ate mAint:o.lllec! IOl<>­
ll' tor Jaw."'1faroemet p-"'1d (III) ..,. .Dot me.do 
&v"1lallle to p..,,.,.. ou,,,., tll"" 1aw anr°""""°"t o~ 
ol&la. o! tlla wme ;furl,idiot.10l1:". 

l000-81>b .. o. (!>XS), Pub; L, .101-&U added JI"", (6), 
l9'19--Sllbll80. (bl{6), l'ilb. L. ~- &e!d.od. PIii', (6). 
lllTt So.i...o. (al(l). Pub. L. 111>-satl, fll(,.)(1)(.A)-{~ 

ro(A:) (C). (S). dui,,n,.l:.ed IIXllltlnit Jmt, (l) .. aub-. 
(A); 1J,abst.U,utu.d re!enu:ic• tu ~U,CLttonal q'Bllcl8¥ alll! 
inatltut!D;na for .1'1filnoaoe t.o ot&t., 01· luoaj. edWJatlonal 
~lec._ ~tv.c;lo!llll ot bii,h.GJ>. edaOA~oc. ~1.y 
oolleceo. ll<>hooll!, apn\lld otto•1Di' PtMChoo1 prcg11Unl, 
&lld otho:r ..inoatlonal .lnatlt.olilone, aat:ot!tuted '1i• ·r•· 
.Dario term edwl&l:.loa reoordo · for the enumar,.tiou of 
aaol> r800nlo,an4 artuded. '1l• ,:lg,bt to·ln"lleot and. re­
Yiow l!IWlb. reoorda ta -onta of children who liAvo he..n 
in attend&noe. IJ>d. odd.Id aulipans. (B) 11Dd. (0). 

Sobaeo, (o){a) , l'llb. L , s:M88. U(~l(4l, mbotl.tuted prc,­
vialOJlJI ma.lclag tha a.vail•bWty af.fuiiia to o<llu:.o.t.imull 
an.Dal• &Dd illllt1tul:lona oondltiOll&l on t.he sr,u,tiiia: 
or . ..,, o~t, ror .a 11eartnr to pe.renu .of aturumte 
11'110 ....., or have b""" ID 4tten41>eo at 111ch 11,ati'lutlou 
Ol' IIPDOY to .ahµ!- tbe CO?lt,:ni. .01 th. "114.•llt'a 
edU.""'tlOrt .reecn,l,J for pro\'laione gn.nt:IDc th• PAJ'Ont.& 
an oppor-n:r !bl' 111oh hou.rl.nlr, """- l""8m!d _prov!• 
lllons a11f;lior1i,,jnr l:naertlon Into tho l'Clcor<fa • wrltun 
8'rplaaatloo or . . tl>a l)li.nmlal n,apeo~· tho oonfle.llt or 
1!110brec,ordl. 

811-. (&)(I) to (8), J>tlb. L. 9H68, f2{.:)(l)(G), {9)(F), 
(&J, adW-.. ·(II to (8). 

Suboec, (b)(l). l.'W>. Li. 8fiill8, §2(&)a)(D), {2)CD), (8), 
(~0), (l0)(A), fn :provlelons' l)Nctdlne ••bi,a,. (A). 
aabU!tuU4 "eda0&tlcmal -.:e,,oy or lnsi.ttut.1011 wlr(oh 
hae · l\ p011ey Of permtttJ~ the· ret.,..o of oduoatlnn 
r,,c,onla (or psroanlL]ly ·.1&,ntifl4hl• lnfnrm&tloo on»­
to1nod 'UloN>ln otl>or tlwl dlreetory tafo1-matloll, as il<o, 
.tlDocl iA _pe,r..,...ph (6) or •lll>lectton [II,) of !;hie &ecUo,l)" 
ftrr •'f!lt.aUJ a.r-looal -eduo&tlonat &l'm0:JP, e.zcy- in&tJtuU.On 
of hiabar . ed.u.catton_, 'all:V oommul':rl.ty ooUette, •~ 
IUl!Jool. &llmioY offer1n&' & ·ir•••oJ10ol JH'Oltl'Ul. or · all)' 
obhor eclnoatl.onAI !118tlmt.lon -e,hioh bU a J>Olio:v or 
proctu:e or l)el'rlmttnw ~ ,.11,ose ot pcaoatllY ldenU­
t'.lable NO-Ol'df,. or 1116$ (ctr -penonl.l 1morma.tl~n co_n .. 
talned _,.,,lll)0, Ill BnbJ>ll'. (A), alllwt!t.atod "edU• 
oatio11&J 1.1ra11c:r, who JIAn · been de-..rrtrilitet by aach 
l&'OllQY or lmtltlltlon to llA•e" tor ''liclUCitlon&l ai.enoy 
ll"ho b&T0 1

'. -ill aubpar. (B). sabatlto.ted utJia stod.a.nt 
s&e.ks ar :lDt.aida to► • tor 11 th& student J.ntln9 t01

', la. 

rub_pa.i•. (OJ • ...i.itituted re!oNilCt to .... otio11 SDa(c,)" .fo: 
ref~• 1~ "aeatiQ,n. ~ ·or thta Ac~" wbiCh for pm-,. 
- · of oodjr1oa1ilon has ·))eon ,l1UlJltated. .. ••-tlon 
12218'-8!0) of t.bla tltu," . aua Allded. enb)Jam. (E) to (D. 

l!lul>eeo, (bl(i). !'u.l,. L ; ~. f2(&)Cll(ll), (2)(B), 1ub-­
at!tnted ••e4acat!Ol181 8«1IDCY °" Institut ion ,.hicb bu 
a polio;r ,or praetloe o!rel_e~tn,:, or p.t'OVldJ.ng a.ooeaB to, 
8JJ3 i,ononally ldontl!lablo Wor:111,.tlon In odnaatlon 
reO<lrd8 ot:ll•r tha.n dl.t~ inlotm&tlon, or aa ill ptl'­
miit.ed un~ar P&Nil'llllh Cl) of w .. "'1bO<oti1>11" tor 
''mt.to or load i,duoattolUi.l Ai'•noy, &Ill' llllotitation :o!. 
hlghe.L' •dnaal:llon.. am'· c,omniµnity OOllt&'•, &DY lkllli>al, 
ae-.io.y oitf!l'lnr & _.,iiool Pl'Olll'Olll, bl' u,y otllc •~ 
OA1:lo~&l !n1ilmton whlGh hu • poHoy or :inioct1 .. of 
fll1'Illahl.!!11, In 1"11Y. fDrm, Nil> _pel'llODJi]ly ldeutlfta.ble ln-­
lw:matl.0.11 conta.lnsd. ID 1l$1'80nal eohool l'ecorda, to &DY 
JIOnODB othar Uw, thoae U.t,d 14 suboaotlon 0,)(1) of 
W.IGOtlon". 

Subo!oci. (bX3J. Ptlb. L . ll:H88, ll(•J(8l(P). liubstltutlid 
"lnCo,.,,,..tlon '11< apel!lfloally o.utho .... d by· Pednnil Jaw, 
IIJil' da-la coUeoted t,y 011cli offlolalll 111-U bo· proteotecl 
.In,. lll&!Uler ll'l>icb will not :Detllllt &Ile pa""""'1 !dent!; 
lla.atlon ol at\ldaAtl &11.d their pannta· by otliar t&o 
t.lulee o1ll<l1ab. aii4 lltM\h ~ .l4entl.!!able d&t.a 
llllall bo doollroyed wben .no loopr 1>aocl8<l tor oucb 
audit, nalaa.tlOn; anc! ...rOJ'Ce.PIBllt of Peclnal lel!'al,.. 
qoirmumt,," -for •~t.. : IA 1111oolftc&ll7 Olltllarilled by 
Fedora! law, u;r data oo~ .bY ll1lc.b OMcL&l.l witb -•t to .llld!v1da&l -.ita 1'.baJl not. inolwle lnJ'ar­
matlot1 (IJlcllldlnf 1oc1&1 oeour-tr:.v ngmber1) whlob 
would .P81'111lt tJw »enBDal. idatUloatlon or •- m,.. 
=ta ar tllolr pa±onta &ftor tu u.t.a ao obtalD.eif bu 
beiln·oolwetod",· · · · 

But,uc, (bl(i.). l'llb. L. 88 IIQi, tJl(a)(S). 011lr•tlto.tod pro­
V.lll10ll.ll tl>&t each o4Uoat!OD.&l ~ 01' 111at,1t11t1011 
111'411Wn & noord, kept. witli tilt ..iitoat!OD NOOl'<li> 01 
~ -student, 1Jidf_~at1ng ind1V141l-.Ia. aa1t1Df611 or: <1r,:a­
nt.&tlo»a wbo obti..1n84 acce,a to · the 11t·adant1a 1'8C01'1 
and the l q:itlmate ln~aat !11 obt.atnl~.·ouah l.!ifom,,._ 
tlon, that 11\lOb re1'01'd o(:accou shall bo .awilo:ble ouly 
to 1>onnt.a, ll<llloOl ofllollrJs, and t.belr uol1tl0.ots llavur, 
reoPoJllrlllllit,o' fa,, the ow,tody o! ,uch rooonla, and. u 11, 
m.8!'"" 1>t audltu,a.tha o»er&tlon or tll• ant111>, for pro, 
Yl&IOne tb.&~ with roopeol; to ouboeoe. (OJ(lJ; (o){a), ..... 4 
.Co)(9) a! tll1e a-.m. &ll peraon&, Oir•nat .. , or orpnln-­
ttona dettrlnlr """" .. to thil NOOl'ds of a student lllt&U 
be l'l!<j\llra<l tG tuflU formll . t., be kopt, with tbe.1-.oor-d.a oI 
tho etade,it, but oilb' 1'or 1nqeoUoa i,y tbe i,aNJtt:IJ ar 
tba at,,.dellt. lndioattne, 11>ed.1101ll;v th<i kj-ltln,&te du­
oat,LoD&l or oth..-ln-t ot.th• pan,oa eeakul&' olillb In· 
twm.tton, IUld tllat the form ahall •be •&ftllioble 1;o ,..... 
ant.a and ochool ofl!al&lo be.Vina' re,ponalb!Uty far 
.-..cord 111atnteAUl08 aa a_,,. or audlt h1g.t1>4 ol'R'­
atlo.11. or tho $YIUJ11, 

S\l.lilieO, (el. Pub. L . -• fi(i)Cl)(F), 111b8tltuted "to 
an::r edll'.<>&Uaiu.l - <Jl' U,,Ut.,t!,011 lllll-· eaoh· 
~ ; orlnBtltu1;l.on" ll>r ''mllaol tlleraoJptaut otsoob 

Sot>no.i1r}. l'!ib, L. -B, 12l•XTl, .(lQ}{B), 1tniolt o"t 
·~e1"0nca to Ml<llil\WI 12lt2Q &Dd llStl' llf thla t!U~ &ltd lll­
""'t&<I provt,1'l011a ~t ezoept !<U' 'the 01111411-Ut of hau<­
ID.l'a. noll8 ot t.bB .(Wwtl011a or t.he s..,,..tacy 1UUlef tlllS 
HctlOD ellAII be oacr19Cl.out In 11.B:t> o! tbe _lo.,.! o!· 
.lioos .ot •uob Depa.rtm.,mt, 

1$PnO'J'tffD;.n· o7ll010.AJilllnl¥llln 

Mnllrldmont b:r l'u.b. L. lll-28& 6tt&otlve Oct. 1, :i:uo, 
ezoept .u ol.ll8rwlae epeoUlDt.lly .1,u-ovld.ld. aee ,aot1011 
Hli. of P-ab. r.. 111-. 'IGt out u & note l!llder 88otfon 
lTiil o!Title u. The l'nbllo Health an4 Wolf-. 

~ DA't'II OJ' :!002 AJ,m!<l)Jml'r 
.Amel>clrMnt b;r ,Pnb. L. 107-U0 otteotin J:ao. e, m, 

uoopt with reopoc\. to oert&Jn 'i>Qnoonu,otlti"• pro­
gruas and. oomi:,ot;!t.!ve .1)1"()!!]'1'm8, - aoot!o" 6 or- Pub. 
L. 107-U0, set out as •an Efr.ecUve D&to note under INIO­
tlon (!801 orthli!. title, 

im'tlcmnl O.&rl: OF lilll8 ~ 
A.m!llldm111t . by l'nb. L . lll6-3U ol!ootive Oot. i. Jlllia, 

OlCOO.Pt 118 otllerw1 ... pNlv1<111d In Pub. I,, l- aeo.oeo-



TITl,E 20....mlUCATIO:N 

tlon S or Pub. L. 105-aff, set out aa a nots UAder ••ct!cm 
UHll of tbla title, 

lllV.PJtanV.11 l>ATJD OP 1983 A~ 
section lli56(b) or Pub, L. l..112-m prorlded tllat, "Tbe 

&11lffldmGt made by tht. aeotlon [~ this Ho­
tlonJ sball t&lta tllf9at on tM UtA or=- of Wa 
Aat (JQ\V 23, 18112]," 

lln'BC'ITl'll D.t.'1'lll Of 111111 AMR111)MWlf'r 

.AmCIIDwut by Full, L. lle-18 ea'totlve oat. 1, 19'r8, aoo 
secttm, a or .Pub. L. lHM8, •t 011t u a aoto m,cw- uo­
tton IISo of this title. 

IIPPII0'1'MI DA'l'S 011' lll'l4 A>IIDIDKPT 

lleotlan ll(b) or Pub. 1,, 99- provided 1ilat: "Tbo 
amendmo:Dtl ma4e by -Oll (&J (~ Ula 
section] ~ IHI llbolive, ,uul. !'etroaut!•e to. Nuvem­
ber 19, 1"14." 

BnlO'l'lVa DA'tll 

8octl0l\ 518Cbl<ll of Pnb. L. ta-380 J;a'l)Vit!Od. that: '"l'lul 
provlalono or tbla aootlon [enaotl..,- t.hlA aectton alld 
Jll'OVlB1011B aert oat a.a a. 11ot.e under 1e0t1on uat or thJ8 
title] allaD becnme el?eotlve Dlnaey do.ya atl8r Ula dA"9 
ur eDaOlimOllt CAil&', 21, 19'1(] or Aot!M GI [now ff4l of 
tb~ a-&1 Elluutlan Pni..,._ Aot [tllla HOtton]," 

f Wlb. Proteot.um olpllpil rlgba 

(a) lmp-'1m of i1181nactional ..--.i. by -
BDWCll'guanliam 

All iutrnotional mator1a.lll, lnc1111llntr tea.oh­
er'a mannala. mma, te.pes, or ot.her 8Dpple. 
mentacy material whloh Wlll be need ~ ooDDOC>­
tian With any survey. UJ&lYBis. or 6Valuation a.e 
J,J&rt o[ &llY a.pplloabla proi:ra,n, 8h&ll b& a.va.il­
able !or Ul81180t10JI. ey the parent.II or ,uardlaoa 
or the chUdren. 
(b) Unli.ta an-,, aaalysil, or 0\111luatJons 

No stndent sbaJl be n,qn.lred, aa part of ucy .ILP­
pltcable pro,ram, to &Ubmit t.o a. l!Un'ey, &11e.ly­
s1ll, or eva.laa.tlon that raV8&la Wonnatlan cOU• 
(llll'Illllf-

(1) polltloal a.fflllatl.ons or bellofB or the atu­
dent or t.lle atuaent•s panmt: 

(2) m8Jlta.l or peyaholoeical problems of t;he 
m.clent or the atQdent'e £a.m1ly; 

(8) au beha.vlor or attltwi.. 
(4) illegal, &11tl-eoolal, ee11'-ioofimlnat!De, or 

dlilmBB,Dlng ~vior: 
(5) ar1t1ca.l a.ppralaals of other !n41vtduals 

Witb. whom reeporulenllll have oloa& ra.muy re1a.­
tionahiJ;111; 

(6) lep,lll' reooll]11!Je(I prtvilogoo or NlB,}ogona 
relatiollllhl.pe. allOh u those or laWYers. J;>bysi• 
Dl&na, and milllsten; 

('[) rel!giolUI pI'IIQtioes, affil.latta:ns, or lleliefll 
of the atndent or &tudent'a parent: or 

(8) moome (other th.a.II th&t required by law 
to detffmine ellglblllty ror P&rtlclpa.tton in a. 
prosra,m or for reoetving flluutcial a.eslstanoe 
under such progr.a,m), 

without the prior oonsent or the student (1£ the 
student 1a a.n a.Glllt or ea,a.notpa.ted minor). or In 
the oaee of an anemanot.PAted minor, witJ:lout 
the prior wrlhtan aonsant of 'Che parent. 
(c) ll6velolJW!tll ol.1'loal policlM CIOIIGm1ling stu• 

d,m priY&OJ', panmtal - to lnlormathm, 
and lldml:DIRratlon ot oertafn ~ -­
mmnatlona to mhu,n 

(l) Developmen$ IIDd adopt.illll rd local policiea 
l!lme)Jt as provided 1JI eubtlactlona (a) and (b) 

of this 88Ct1on, a. lOcaJ. eda.cational ag1>J1DY 

th.e.t racelves fUnds und&r a.oy a.ppl!a&ble pro­
gram ah&ll develop and a.dopt poliol"", :In con• 
allltu.tloa with pa.rents, ~ the follow• 
iug; 

(A)(il The right o! 11 -t of a 11tudent to 
Inspect, tll><Jn the reQ.Uut o! the pomnt, a. 
Sllr\leY created by a thir<l party before tllo 
SUl'VllY 1s &dmlni&tered or dlstrlbuted by .. 
aahoOI to a. student; a.rul. 

(ii) any applloable prooed1l.ffl9 (or 11Tll,lltmg 
a reqne,st by a J)tl.r8nt for ?QB,BODable IIOOflllll 
to Bil.oh Slll'V8Y within a l'ell80Il&ble period of 
tilme after the rB!lD.est 18 received. 

(B) An-angmnenta to protaot Sta.dent pr1. 
va,oy tlla.t are l)l'ovided by tba acencY tn the 
event 0£ \he a.dmln18tl't.tlon or dJ.81.riba.t!Qn 
of a. Btlrvey to a, . student conta.1n1ng one or 
more or the folloWIJlg ltoma (lnolnd!Jljr the 
~ht ot & parent oC a student t.o ~ct, 
upon the request of the parent, any survey 
oontalnlng one or more of ISUWl itamB)c 

(1) Poli tioa.l. afflliatlo1111 or belle ta of the 
at,ident or th& atudeu t's pare11t. 

CU) llleuta.l or peycllologl.c&l 1,1r0blemJ1 ot 
the ettld&nt or the lltn4ent'e flmlil:;. 

(111) sex beba.vior or &tt,ltudu. 
(iv) Dlega.l. a.ntl-i!OClal, eel!-mcrimlnat­

ina", or d&m86.tl.ing bah&vtor. 
(v) Critical a.ppra.1111.la or at.lier individ­

uals 'IV!th whom ..-n11enm h&n oloae 
J:aJnllY rel&tlonshlps. 

(vi) ~ reoosni-I prMll!Pd OT 
e.na.l.Ol!'OUS rel&tionl!hil"I, au.oh 1111 those 01 
law:;8l9, lWl'8loiU11J, a.nd ministers. 

(vti) Religlows 1)?8.Ctlces, afflliat1ona, or 
b611eIB o! t.he student or tho nudent'll """ 
snt. 

(viii) Inoome (other than tha.t reqJUred 
by l11w to del:6n:tlin.o oll.-lbllit,y for J)&.rt.ici­
patlon in a program or for recelvtng .llllan­
ol&l .a.aa1sta.Doe undor IIUah ~1:am). 
(0)(1) The right or a p&r8Jlt of a atodent t.o 

Inspect. upoq the requen or the p&rent., •~ 
lnstrtictlorut.l. material used as pa.rt o! tho 
eduoa.t1onal ourriculmn for the student; &nd 

(ii) 8Jl3' e,pp]ioa.ble 11rocedaree !or ~ 
a reC[llHt b;v a parent for n,asona.ble &0081111 
to t1111tr11ct1ona1 matarlal within " r.o&aou­
s.l>le period or time a.ftar tbe rectueet ts r&­
oeived. 

CD) The admtnfatra.tlon of phJBloaJ enmi­
nattone or eoreenmga that t.118 &Chool or 
ll8'8l1cy" ma,y admioister to" etndent. 

(Bl} The collection, dl.tclosure, or nae Cit' 
pen,ona.l lnfonnat1011 oolleolled trom atn• 
dents for the llW'POM of marketing or tor 
selling the.t informa.t!on (or otherwiB& pro.. 
v1<1mg ths.t ln!ormation to otllers Iar. tha.t 
purpoee), lncludinJ" an-angemea.ts to prot&ct 
student prtva.o:, ths,t an provided by the 
agency In th& event or IIUDh collection., <lia­
olosnre, or UBB. 

(F)(l) The right o! a pa.rent or a &tudomt to 
Ul!IJ)ect, upon the r8(lueat or lme pa.rent, any 
1:ostrwnant used in the oolleotton or peraonal 
tnromu,t.ion onder so.bP8J'Blll'&pb. (Bl before 
the inotrument 12 admfnlatered or distrib­
uted to a. Btudent: a.nd 

(11) a.ny applica.ble procadtirea for 111'11Jlt1n& 
11. reqnoat by a ll&tBnt for reaaonabls aooem 
to noh i111tt'nment withln a. :rea.eon.tla pe,, 
riod or time a.tter the req11e11t 1, reoetved, 



AppendixC 

MEMORANDUM OF UNDERSTANDING BETWEEN_ 
AND THE KENTON COUNTY BOARD OF EDUCATION 

TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE 
KENTON COUNTY BOARD OF EDUCATION FOR THE 

AUDIT/EVALUATION OF EDUCATION PROGRAMS AND 
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 

*** *** *** *** *** *** *** *** *** *** *** *** *** 
TIDS AGREEMENT is made and entered into by and between the Kenton County Board of 

Education ("KCBOE") and. __________ (hereafter "Authorized Representative") and 
establishes the procedures relating to an exchange of infonnation between the Parties. 

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and 
its duties include audit or evaluation functions of federal or state-supported education programs or 
enforcement or compliance with federal or state legal requirements that relate to those education programs 
(audit, evaluation or enforcement or compliance activity) in its role as the local education agency and in 
evaluation of education programs to identify or develop the best education practices to be used in public 
schools of Kenton County Kentucky; 

WHEREAS, the Authorized Representative is an entity performing audit or evaluation functions 
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor 
acting in the place of the KCBOE to perform the KCBOE's audit or evaluation functions of federal or st.ate­
supported education programs or to enforce or comply with federal legal requirements that relate to those 
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state 
education agency and in evaluation of education programs, as described below; 

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy 
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et 
seq.; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National 
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; the 
Personal Information Security and Breach Investigation Procedures and Practices Act, K.RS 61.931 et seq.; 
and the Kentucky Open Records Act, KRS 61.820 et seq.; 

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as 
follows: 

Section 1. Designation of Authority. 

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified 
below as an "authorized representative" of the KCBOE, as defined in 34 C.F.R. 99.31 (a)(3) 
and 99.35, with respect to the provision of audit or evaluation functions of federal or st.ate­
supported education programs or to enforce or comply with federal or state legal requirements 
that relate to those education programs (audit, evaluation or enforcement or compliance 
activity) in the KCBOE's role as the local education agency and in evaluation of education 
programs ("audit/evaluation services") and. specifically, with respect to the use of confidential 
data disclosed under this agreement. 



B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch 
eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for 
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify 
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the 
audit/evaluation services include a "need to know" this data as required by 7 C.F.R. 245.6 (f); and shall 
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing 
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement 
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOE' s 
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F.R. 
245.6 (f) and that the Authorized Representative has demonstrated a ''need to know" shall be evidenced by 
the KCBOE's agreement to enter the USDA Prototype Agreement. 

Section 2. Admowledgment of Release of Confidential Data, Identification of Confidential Data to be 
Released to the Authorized Representative and Description of Use of Data by the Authorized 
Representative. 

A. The parties acknowledge that the KCBOE is releasing confidential data including student and non­
student infonnation to the Authorized Representative for the purposes outlined herein, and that the release 
of the KCBOE confidential data including student and non-student information to the Authorized 
Representative is necessary for the completion of the KCBOE's audit/evaluation services. The confidential 
data including student and non-student infonnation to be disclosed is described in a document attached to 
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall 
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision 
of audit/evaluation services. The Authorized Representative will use personally identifiable information 
from education records and other records in order to perform the audit/evaluation services described in 
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the 
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure 
and an explanation as to the need for confidential data including student and non-student infonnation to 
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the 
KCBOE shall provide written consent, if approved, of any changes to the list of disclosed data necessruy 
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services 
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be 
reduced to writing and included in Exhibit A to this agreement. 

B. If free or reduced price Junch eligibility data {i.e., free or reduced price lunch eligibility data 
which is the student poverty indicator for most education programs) is to be released to the Authorized 
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written 
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and 
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is 
allowed by 7 C.F.R 245.6. A description of any data protected by 7 C.F.R 245.6 which is to be disclosed 
under this agreement shall be included in Exhibit A, Section III. Any agreed upon changes to the data 
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section 
III to this agreement. · 

Section 3. The Authorized Representative and the Authorized Users' Obligations. 

A. The Authorized Representative shall not share these confidential data with anyone, except those 
employees of the Authorized Representative and the Authorized Representative's subcontractors, 
("Authorized Users") that are directly involved and have a legitimate interest under FERP A or a "need to 
know" ( as defined in 7 C.F .R. 245 .6 in the case of disclosure of free or reduced price lunch eligibility data 
which is the student poverty indicator for education programs) in the performance of the audiVevaluation 



services according to the terms of this agreement or any overarching agreement between the KC BOE and 
the Authorized Representative in which the Authorized Representative agrees to perform these 
audit/evaluation services on the KCBOE's behalf ("Master Agreement''). 

B. The Authorized Representative shalJ require all Authorized Users to comply with FERP A and 
other applicable state and federal student and non-student privacy laws. The Authorized Representative 
shall require and maintain confidentiality agreements or the KCBOE's Nondisclosure Statement(s) with 
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is 
used which is different from the KCBOE's Nondisclosure Statement(s), then the terms of the Authorized 
Representative's confidentiality agreements shall contain, at a minimum, the terms and conditions of this 
agreement and a copy of the current Authorized Representative's confidentiality agreement or the 
KCBOE's Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as Exhibit B. 

C. Authorized Representative that receive Personal Information as defined by and in accordance 
with Kentucky's Personal Information Security and Breach Investigation Procedures and Practices Act, 
KRS 61.931, et seq., (the "Act"), shall secure, protect and maintain the confidentiality of the Personal 
Information by, without limitation, complying with all requirements applicable to "non-affiliated third 
parties" set forth in the Act. 

"Personal Information" is defined in accordance with KRS 61.931 ( 6) as "an individual's first name or 
first initial and last name; personal mark; or unique biometric or genetic print or image, in combination 
with one (1) or more of the following data elements: 

a) An account, credit card number, or debit card number that, in combination with any required 
security code, access code or password, would permit access to an account; 

b) A Social Security number; 

c) A taxpayer identification number that incorporates a Social Security number; 

d) A driver's license number, state identification card number or other individual identification 
number issued by an agency; 

e) A passport number or other identification number issued by the United States government; or 

t) Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the Health 
Insurance Portability and Accountability Act), except for education records covered by the 
Family Education Rights and Privacy Act, as amended 20 U.S.C. sec 1232g." 

As provided in KRS 61.931 ( 5), a "non-affiliated third party" means "any person or entity that 
has a contract or agreement with the Commonwealth and receives (accesses, collects or 
maintains) personal information from the Commonwealth pursuant to the contract or 
agreement." 

Contractor shall not redisclose, without written consent of the KCBOE, any "personal 
information," as defined in KRS 61-931, or any other personally identifiable information of a 
student or other persons, such as employees. 

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in 
complying with the response, mitigation, correction, investigation, and notification requirements of the 
Act. 



E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two 
(72) hours, the Kentucky Department of Education, the Commissioner of the Kentucky State Police, the 
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or 
knowledge of a breach, unless the exception set forth in KRS 6 I .932(2)(b )2 applies and the vendor abides 
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS 
61.931 (1 )(b ), the vendor shall notify the Commissioner of the Department of Local Government in the 

same manner as above. If the agency is a public school district listed in KRS 61.93 l(l)(d), the vendor 
shall notify the Commissioner of the Department of Education in the same manner as above. If the 
agency is an educational entity listed under KRS 61.931 ( 1 )( e ), the vendor shall notify the Council on 
Postsecondary Education in the same manner as above. Notification shall be in writing on the form 
developed by the Commonwealth Office of Technology and incorporated by reference into Kentucky 
Regulation 200 KAR 1:015. 

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s) 
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements. 

G. The Authorized Representative hereby agrees to undertake a prompt and reasonable investigation 
of any breach as required by KRS 61.933. 

H. Upon conclusion of an investigation of a security breach of Personal Information as required by 
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the 
notification, investigation, and mitigation of the security breach. 

I. In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain, 
and update security and breach investigation procedures that are appropriate to the nature of the 
infonnation disclosed, that are at least as stringent as the security and breach investigation procedures and 
practices established by the Commonwealth Office ofTechnology: 
h ttp://tecbn.Q1og\ .k\ . gov/cisol,Pages/InfonnationSecurityPo lie ies .StandardsandProcedures.aspx. 

J. If Authorized Representative is a cloud computing service provider (as defined in KRS 
365. 734(1 )(b) as "any person or entity other than an educational institution that operates cloud computing 
services"), Authorized Representative does further agree that: 

• Authorized Representative shall not process student data for any purpose other than providing, 
improving, developing, or maintaining the integrity of its cloud computing services, unless the 
provider receives express permission from the student's parent. The Authorized Representative 
shall work with the student's school and district to determine the best method of collecting 
parental permission. KRS 365.734 defines "process" and "student data". 

• With a written agreement for educational research. Autborfaed Representative may assist an 
educational institution to conduct educational research as permitted by the Family Education 
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g. 

• Pursuant to KRS 365.734, Authorized Representative shall not in any case process student data to 
advertise or facilitate advertising or to create or correct an individual or household profile for any 
advertisement purposes. 

• Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process 
student data for any commercial purpose. 



K. Pursuant to KRS 365.734, Authorized Representative shall certify in writing to the agency that it 
will comply with KRS 365.734(2). 

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a 

manner that does not peIIDit personal identification of students and their parents, and non-students by 
anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store 
all confidential data on secure data servers using current industry best prac.tices. The Authorized 
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of 

any security breach to the server containing the confidential and otherwise personally identifiable data or 
of any disclosure of confidential and otherwise personally idc;:ntifiable data to anyone other than the 

Authorized Representative's Authorized Users or the KCBOE officials authorized to receive confidential 
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all 

reasonable means prescribed by the KCBOE to secure any breaches as soon as practicable. 

L. The Authorized Representative shall not redisclose the KCBOE' s confidential and otherwise 
personally identifiable data to any other party without the prior consent of the parent or eligible student 
except as allowed by applicable federal and state law. 

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential 
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential 
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A 
copy of the Authorized Representative's data security policies and procedures is attached to this 
agreement as Exhibit C. 

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable 
data within forty-five (45) days after it is no longer needed to perform the audit/evaluation services 
described in this agreement, upon KCBOE's request or upon termination of this agreement, whichever 
occurs first unless agreed otherwise in writing. The Authorized Representative's description of the 
method(s) which will be used to destroy all confidential data shall be attached to this agreement as 
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the 
KCBOE within forty-five ( 45) days after the data is destroyed. 

0. The Authorized Representative shall permit the KCBOE, at the KCBOE's cost and upon written 
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative 
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized 
Representative has destroyed the data as verified. 

P. The Authorized Representative shall collect and use these confidential and otherwise personally 
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to 
the activities outlined in this agreement or in any Master Agreement. 

Q. The Authorized Representative shall obtain prior written approval from the KCBOE before 
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified 
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a 
Master Agreement shall be consistent with federal and state law requirements. Any confidential and 
otherwise personally identifiable data collected by the Authorized Representative under activities 
approved by the KCBOE under this section, which are not regularly collected within the scope of this 
agreement but are consistent with the activities described in this agreement, shall be subject to the terms 
and conditions of this agreement. 



R. If the Authorized Representative becomes legally compelled to disclose any confidential and 
otherwise personally identifiable data (whether by judicial or administrative order, applicable Jaw, rule or 
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide 
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other 
appropriate remedy to prevent the disclosure or to ensure the KCBOE's compliance with the 
confidentiality requirements of federal or state law; provided, however, that the Authorized 
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise 
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by 
which any legally compelled disclosure is required, the Authorized Representative will only disclose that 
portion of confidential and otherwise personally identifiable data that the Authorized Representative is 
legally required to disclose. 

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. 
Department of Education, Family Policy Compliance Office's Guidance for Reasonable Methods and 
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy 
Act ("Guidance"). The Guidance is available by clicking the following hyperlink, 
http://www2.ed.gov/ lic\/"en/,mid/fpc~fi'reasonablemtd agreement.pg_f and made a part of this 
agreement as if stated fully herein. 

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data 
protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty 
indicator for most education programs), abide by the restrictions of disclosure and confidentiality 
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE. 

Section 4. Permission to Use Data. 

The KCBOE acknowledges that by entering this agreement it is approving, in writing, of the Authorized 
Representative's use of these confidential data within the scope of purposes outlined in this agreement. 

Section S. Transfer Protocol. 

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper 
medium and method for the transfer of confidential data between each other. The Authorized 
Representative shall confum the transfer of confidential data and notify the KCBOE as soon as 
practicable of any discrepancies between the actual data transferred and the data described in this 
agreement. The same protocol shall apply to any transfer of confidential data from the Authorized 
Representative to the KCBOE. 

Section 6. Breach of Data Confidentiality and Remedies. 

The Authorized Representative acknowledges that the breach of this agreement or its part may result in 
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate 
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative, 
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may 
be entitled to preliminary and pennanent injunctions to enjoin and restrain the breach or threatened 
breach. If the United States Department of Education's Family Policy Compliance Office determines that 
the Authorized Representative has violated paragraph 34 C.F.R. 99.3 I(a)(3), the KCBOE may not allow 
the Authorized Representative access to personally identifiable information from education records for at 
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of 7 C.F.R. 
245.6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized 
Representative shall be responsible for any consequences or penalties which result from such breach. 



Section 7. Amendment and Assignability. 

The tenns and conditions of this agreement may only be amended by mutual written consent of both the 
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its 
respective rights or obligations under this agreement without the KCBOE's prior written consent. The 
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding 
upon each party and any respective successors and assigns. 

Section 8. Choice of Law and Forum. 

All questions as to the execution, validity, interpretation, and perfonnance of this agreement shall be 
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action 
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky. 

Section 9. Waiver. 

The failW'e by one party to require performance of any provision shall not affect that party's right to require 
performance at any time thereafter, nor shall a waiver of any breach or default of this agreement constitute a 
waiver of any subsequent breach or default or a waiver of the provision itself. No modification, amendment, waiver 
or release of any provision of this agreement or of any right, obligation, claim or cause of action arising from this 
agreement shall be valid or binding for any purpose unless in writing and duly executed by the party against whom 
they are asserted 

Section 10. Severabillty. 

Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of law, 
shall not affect the validity or enforceability of any other provision of this agreement. 

Section 11. Authority to Enter the Agreement. 

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly 
appointed representatives, that they are legally entitled to enter into this agreement. 

Section 12. Data Custodians. 

The individuals who are the designated data custodians for the Authorized Representative with respect to 
this confidential data release and use agreement are listed in Exhibit E with their contact information. 

Section 13. Term and Termination. 

The tenn of this agreement shall be the same as the term of any Master Agreement between the KCBOE 
and the Authorized Representative I for (length of time or insert a date here) unless terminated earlier by 
either party upon thirty (30) days written notice. Either party may terminate this agreement with thirty 
(30) days written notice. 

Section 14. Effective Date of This Agreement. 

This agreement will become effective once the KCBOE and the Authorized Representative have both 
signed. 



APPROVED: 

Name Date 
Title 
Kenton County Board of Education 

Authorized Representative's Authorized Agent I Date 
Agent's Title __ 
Agent's Name (Typed) __ 
Authorized Representative Entity's Name 



Memorandum of Understanding (MOU) 

Description of Exhibits 

To authorize the release and use of confidential data under the FERP A Audit and Evaluation 
Exception 

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the 
final MOU. Exhibits include: 

• Exhibit A - Specifics of data being requested 
o Section I - the initial data request that describes the audit/evaluation and data being 

requested 
o Section Il- describes the need for Personally Identifiable Infonnation (PH) 
o Section ill - required if requesting Free and Reduced Lunch information 

• Exhibit B - Authorized Representative Confidentiality Agreements ( one for each data 
custodian) 

• Exhibit C - Authorized Representative data security policy 

• Exhibit D - Data destruction plan at completion of audit/evaluation 

• Exhibit E - Identification of data custodians 

Please refer to The U.S. Department of Education, Family Policy Compliance Office's Guidance 
for Reasonable Methods and Written Ameements for additional information on requirements for 
data sharing under the Family Educational Rights and Privacy Act (FERP A). 

Memorandum of Understanding for Audit/Evaluation -Exhibits Page 1 



Exhibit A: 

Primary Data Custodian Name . Title Phone 
Email 

Secondaty Data Custodian Name itle Phone 
Email 

Section I- to be completed b all reguestors: 

Purpose. Scope and Duration Use of data received under this MOU is limited to purpose and scope defined. 

Completely describe 
the purpose and 
scope of the 
audit/evaluation. 

Describe how the 
results will be used. 

Duration of 
Audit/Evaluation 

Data Being Requested 

Provide specific data 
elements needed to 
complete audit/ 
evaluation 

Click here to enter text. 

Click here to enter text. 

Start Date: 

Click here to enter text. 

Years included in Audit Evaluation: 
02014-15 □ 2013-14 02012-13 0 2011-12 
02008-09 D Other: ___ _ 

End Date: 

02010-11 

Level of detail/aggregation: 0Student/Individual □School □District 0State 
Qrequesting Personally Identifiable Information (Pl/), check Studentllndivulual box. For aggregate 
level select School, District, or State. 
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Please complete Section II if requesting PH detail 

Section Il- Complete if Personal) , Identifiable Information (Pffi is being requested: 

Justify your request 
for 

student/Individual 
level data 

Explain why 

oudlt/evaluotlon could not 
be completed by using 
aggregatt-level data 

without Pit 

Click here to enter text. 

Special requirements for requests for Personally Identifiable Information (P II) 

• Student-Level/Individual detail from education records can only be used to meet the purpose 
or purposes of the audit/evaluation as stated in this MOU for duration as defined. 

• Requestor agrees to conduct the audit/evaluation in a manner that does not pennit the personal 
identification of parents, students, individuals by anyone other than designated data custodians. 

• Authorized Representative agrees to destroy all Pl/from education records and confidential 
data from other records. 

• lf Free & Reduced Lunch Status is needed on PII data, complete Section Ill 
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ill- Complete if free or reduced -price lunch eligibility data is required for PII records. 

Proton'pe Agreement: 
Disclosure of Free and Reduced Price Information 

A. Purpose and Scope 
Kenton County Board ofEducation, KCBOE, and __ acknowledge and agree that children's free and 
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell 
National School Lunch Act ( 42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 ( 42 USC 1771 
et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is 
intended to ensure that any information disclosed by the KCBOE to the __ about children eligible for 
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and 
that the KCBOE and __ recognize that there are penalties for unauthorized disclosures of this eligibility 
information. 

B. Authority 
Section 9(bX6XA) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free 
and reduced price meal or free milk eligibility information to specific programs or individuals, without 
prior parent/guardian consent. Except that, the parent/guardian must be provided the opportunity to decline 
to share eligibility information prior to the disclosure for identifying children eligible for benefits under or 
enrolling children in the State Medicaid Program and the State children's health insurance program. 
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of 
children's parents/guardians must be obtained prior to the disclosure. 

The requesting agency certifies that it is currently authorized to administer the folJowing program(s) and 
that infonnation requested will only be used by the program(s) indicated. 

□ 

□ 

□ 

D 

D 

D 

D 

Program 

Medicaid or the State children's health insurance 
program (.~CHIP), administered by a State or local 
agency authorized under titles XJX or XXI of the Social 
Security Act. 
S cifv Pro ram: 
State health program other than Medicaid/SCHIP, 
administered by a State agency or local education 

Federal health program other than Medicaid/SCHIP 
S ci Prol?l1lIIl: 
Local health program 
S eci Pro 
Child Nutrition Program under the National School 
Lunch Act or Child Nutrition Act 
S cifv Pro 
Federal education program 
S ifv Pro 
State education program administered by a State agency 
or local education agency 
S if · Pro ram: 
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Infonnation Authorized 

All eligibility information unless 
parents elect not to have 
information disclosed. 

Eligibility status only; consent 
not required 

No eligibility information unless 
ental consent is obtained. 

No eligibility information unless 
arental consent is obtained. 

All eligibility information; 
consent not required. 

Eligibility status only; consent 
not re uired. 
Eligibility status only; consent 
not required. 
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, 
without parental consent. Parental consent must be obtained to disclose any additional eligibility 
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and 
given opportunity to elect not to have information disclosed. Social security numbers may only be 
disclosed if households are given notice of the disclosure and the uses to be made of their social security 
numbers as required by Sec. 7 of the Privacy Act. 

C. Responsibilities 

Kenton Count)' Board of Education will: 

When required, secure parents/guardians consent prior to any disclosure not authorized by the National 
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving 
agency and made available to the determining agency; 

For State Medicaid and SCRIP, notify parents/guardians of potential disclosures and provide opportunity 
for parents/guardians to elect not to have infonnation disclosed; 

Disclose eligibility information only to persons directly connected to the administration or enforcement of 
programs authorized access under the National School Lunch Act or regulations under the Act or to 
programs or services for which parents/guardians gave consent. 

__ will: 

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected 
with the administration or enforcement of the (program) and whose job responsibilities require use 
of the eligibility information will have access to children's eligibility information. 

Use children's free and reduced price eligibility information for the following specific purpose(s): 

Describe: 

Click here to enter text. 

Inform all persons that have access to children's free and reduced price meal eligibility information that the 
information is confidential, that children's eligibility infonnation must only be used for purposes specified 
above, and the penalties for unauthorized disclosures. 

Protect the confidentiality of children's free and reduced price meal or free milk eligibility information as 
follows: 
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Click here to enter text. 

Specifically describe how the information will be protected from unauthorized uses and further disclosures. 

Click here to enter text. 

D. Effective Dates 

This agreement shall be effective during the dates of duration for the audit/evaluation. 

E. Penalties 

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not 
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C)) 
or regulation, any information about a child's eligibility for free and reduced price meals or free milk shall 
be fined not more than a $1,000 or imprisonment of not more than I year or both. 
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F. Signatures 

The parties acknowledge that children's free and reduced price meal and free milk eligibility information 
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price 
meal and free milk infonnation or further disclosure to other persons or programs is prohibited and a 
violation of Federal law which may result in civil and criminal .penalties. 

Requesting Agency/Program Administrator 

Typed or Printed Name: ____________ ______ _ 

Title: Phone: --- - -----------' 

Signature: _______________ ____ Date: _____ ____ _ 

Determining Agency Administrator 

Printed Name: ______________________ _ 

Title: ------- ----- - ~ Phone: ____ _ ____ _ 

Signature: ____ ____ ________ ___ Date: _________ _ 

*Any attachments will become part of this agreement. 
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Exhibit B: KENTON COUNTY BOARD OF EDUCATION 
CONTRACTOR'S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT 

Contractor 

Contractor's employee or contractor name __ Titje=: __ 

Address =Pb=o=ne~- -

I understand that the perfonnance of my duties as an employee or contractor, of a contractor for the 
Kenton County Board of Education (KCB0E), may involve a need to access and review confidential 
infonnation (information designated as confidential by FERP A, NSLA, CNA, KRS 61.931 ( 6), or other 
federal or state law); and, that I am required to maintain the confidentiality of this information and 
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to 
the following: 

• I will not permit access to confidential information to persons not authorized by the KCBOE and 
its contractor. 

• I will maintain the confidentiality of the data or information. 
• I will not access data of persons related or known to me for personal reasons. 
• I will not reveal any individually identifiable information furnished, acquired, retrieved, or 

assembled by me or others for any purpose other than statistical purposes specified in the 
KCB0E survey, project, or proposed research. 

• I will report, immediately and within twenty-four (24) hours, any kn.own reasonably believed 
instances of missing data, data that has been inappropriately shared, or data taken off site 

o to my immediate supervisor, Associate Commissioner, and 
o to the Division of Human Resources if I am a KCB0E employee or 
o to the KCB0E Office for whom I perfonn work under the contract if I am a KCB0E 

contractor or an employee of a KCB0E contractor 
• I understand that procedures must be in place for monitoring and protecting confidential 

information. 
• I understand and acknowledge that FERP A-protected information obtained under provisions of 

Family Educational Rights and Privacy Act of 1974 (FERPA) as a KCB0E contractor's 
employee or contractor ofKCB0E is confidential information. 

• I understand that FERPA protects information in students' education records that are maintained 
by an educational agency or institution or by a party acting for the agency or institution, and 
includes, but is not limited to the student's name, the name of the student's parent or other family 
members, the address of the student or student's family, a personal identifier, such as the student's 
social security number, student number, or biometric record, other indirect identifiers, such as the 
student's date of birth, place of birth, and mother's maiden name, and other information that, alone 
or in combination, is linked or linkable to a specific student that would allow a reasonable person 
in the school community, who does not have personal knowledge of the relevant circumstances, 
to identify the student with reasonable certainty. 

• I understand that any unauthorized disclosure of confidential information is illegal as provided in 
FERPA and in the implementing of federal regulations found in 34 CFR, Part 99. The pena]ty 
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or 
imprisonment for not more than five years (under 18 U.S.C. 3559), or both. 

• I understand and acknowledge that children's free and reduced price meal and free milk eligibility 
information or infonnation from the family's application for eligibility, obtained under provisions 
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of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child 
Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these 
Acts, is confidential infonnation. 

• I understand that any unauthorized disclosure of confidential free and reduced price lunch 
infonnation or infonnation from an application for this benefit is illegal as provided in the 
Richard B. RusseJJ National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition 
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, 
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than 
$1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year (under 7 C.F.R 245.6), or 
both. 

• I understand that KRS 61.931 also defines "personal information" to include: 
o an individual's first name or first initial and last name; personal mark; or unique 

biometric or genetic print or image, in combination with one (1) or more of the following 
data elements: 

o An account number, credit card number, or debit card number that, in combination with 
any required security code, access code, or password, would pennit access to an 
account;(b) A Social Security number; 

o A taxpayer identification number that incorporates a Social Security number; 
o A driver's license number, state identification card number, or other individual 

identification number issued by any agency; 
o A passport number or other identification number issued by the United States 

government; or 
o Individually identifiable health information as defined in 45 C.F.R. sec. 160.103, except 

for education records covered by the Family Educational Rights and Privacy Act, as 
amended, 20 U.S.C. sec. 1232g. 

• I understand that other federal and state privacy laws protect confidential data not otherwise 
detailed above and I acknowledge my duty to maintain confidentiality of that data as well. 

• i understand that any personal characteristics that could make the person's identity traceable, 
including membership in a group such as ethnicity or program area, are protected. 

• In addition, I understand that any data sets or output reports that I may generate using confidential 
data are to be protected. I will not distribute to any unauthorized person any data sets or reports 
that I have access to or may generate using confidential data. I understand that I am responsible 
for any computer transactions performed as a result of access authorized by use of sign 
on/password(s ). 

Contractor's employee or contractor signature 

Contractor's authorized agent signature 
Contractor's authorized agent name (typed) 

Date 

Date 
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Exhibit C: 

Please describe the measures you talce to ensure the protection of PII released to you. If you have a 
policy, please attach or copy/paste here as Exhibit C. 

Click here to enter text. 
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ExhibitD: 

Please use the space provided to describe the methods used to destroy all confidential data at the 
comp]etion of your work. Please specify the date of destruction. If you have a policy that describes it can 
be attached as Exhibit D. 

Click here to enter text. 
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Exhibit E: In alphabetical order by last name, provide infonnation for those persons designated as data 
custodians. This should include anyone with access to confidential data. A designated primary and 
secondary data custodian are required and a minimum of four is requested. Attach if more space is 
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian. 

Primarv Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Secondary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

All Other Data Custodians 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 

Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 



AppendixD 

Sample Security Breach Notification Letter 

Date 

Dear Recipient Name: 

We are contacting you because we have learned of a serious data security incident that occurred 

on (specific or approximate date) OR between (date, year and date, year) that involved some of 

your personal information. 

The breach involved (provide a brief general description of the breach and include how many 

records or people it may have affected). The information breached contained (customer 

names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other 

information (bank account PIN, security codes, etc.) was not released. 

We are notifying you so you can take action along with our efforts to minimize 
or eliminate potential harm. Because this is a serious incident, we strongly 
encourage you to take preventive measures now to help prevent and detect any 
misuse of your Information. We have advised the three major U.S. credit 
reporting agencies about this incident and have given those agencies a general 
report, alerting them to the fact that the incident occurred, however, we have 
not notified them about the presence of your specific information in the data 
breach.* 

(Optional paragraph if offering credit protection service.**) 

To protect you we have retained (name of identity theft company), a specialist in identity theft 
protection, to provide you with_year(s) of (description of services) services, free of charge. 
You can enroll in the program by following the directions below. Please keep this letter; you 
will need the personal access code it contains in order to register for services. 

As a first preventive step, we recommend you closely monitor your financial 
ac~ounts and, if you see any unauthorized activity, promptly contact your 
financial institution. We also suggest you submit a complaint with the Federal 
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online 
at https://www.ftccomplaintasslstant.gov/ 



As a second step, you also may want to contact the three U.S. credit reporting 
agencies (Equifax, Experian and TransUnion) to obtain a free credit report 
from each by calling 1-877-322-8228 or by logging onto 
www.annualcreditreport.com. 

Even if you do not find any suspicious activity on your initial credit reports, the 
FTC recommends that you check your credit reports periodically. A victim's 
personal information is sometimes held for use or shared among a group of 
thieves at different times. Checking your credit reports periodically can help you 
spot problems and address them quickly. 

You also may want to consider placing a security freeze on your credit files. A 
freeze prevents an authorized person from using your personal identifying 
information to open new accounts or borrow money in your name. 

You will need to contact the three U.S. credit reporting agencies to place the 
security freeze. The fee is $10 for each credit reporting agency. The agencies 
may waive the fee if you can prove that identity theft has occurred. Keep in 
mind that when you place the freeze, you will not be able to borrow money, 
obtain instant credit, or get a new credit card until you temporarily lift or 
permanently remove the freeze. 

To obtain a security freeze, contact the following 

agencies: Equifax: 1-888-298-0045; web: 

www.freeze.equifax.com 
TransUnion: 1-800-680-7289; web: www.transunion.com (search for 
security freeze) Experian: 1-888-EXPERIAN; 
www.experian.com/freeze.com 

For more information, see the website for the Oregon Department of 
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and 
click on "How to Obtain a Security Freeze." 

If you have further questions or concerns, you may contact us at this special 
telephone number: 000- 000-0000. You can also check our website at 
www.ourwebsite.org for updated information. 

Sincerely, 

* Reporting to credit agencies is required only for breaches affecting 1,000 or 
more persons. 
** Not required under ORS 646A.600-646A.628. 



Determined 

□ 
0 
D 

□ 
□ 
□ 

□ 

□ 

D 

Agency Contact: 

Appendix E 

Determined Breach Notification Form 

Section 1 
Com lete and submit within n hours of determination or notification. 

Finance Cabinet Secretary 
Auditor of Public Accounts (APA) 
Kentucky State Police ( KSP) 
Attorney General (AG) 
C.Ommlssioner of Department of Library and Archives, if breach determined 
Chief lnfonnation Officer of Commonwealth Office of Technology 
If Oeparbnent of U)QIGovemment under KRS 61.931(1l(b) or (cl also contact: 

Commissioner of Department of local Government 
If Public School District listed in KRS 61.931(1)(d) also contact: 

Commissioner of Kentucky Department of Education 
If Educational entity listed under KRS 6l.931(1)(e) also contact: 

President of Council on Postsecondary Education 

Agency Contact Email: 

Agency Contact Phone Number: 

Date of Notification to Agencies: Time of Notification: 

Date Breach Oetennined: 

Section 2 

FAC-001 
Effective Date: 01/01/2015 

Complete this portion after the conclusion of the investigation regarding whether the Security Breach has resulted in or 
is likely to result in the misuse of personal information. Provide notice to agencies within 48 hours of completing 
investi tion. 

Personal Information Breached: 0 Yes ONo 

If Yes, Explain: 

Total Number of Individuals Impacted: Date Individuals Notified: 

Type of Notices Sent Out (select all that apply and provide e>eplanatlons): 

D Web Posting: 0 Email: 

0 Local or Regional Media: D Telephone: 

D Letter: 0 Other: 

Did You Notify Consumer Credit Reporting Agencies? QYes ONo If Yes, Date: 

Any Other Breach Compliance Requirements Apply such as Federal? 0 Yes ONo 

If Yes, Explain: - -------- -------------------------Pep l af2 



Third Party Breach: 0Yes 0No 

If Yes, Third Party Name: 

If Third Party Involved, When Diel They Notify the Agency: 

FAc-ooi 
Eflactiv<I Date: 01/01,f.l0lS 

------ -------- --- -
If a delay then please attach the delay notification record along with supporting documentation. was there a 
delay due to: 

□ Law enforcement investigation. Reference to KRS 61.933 (3)(a) 
□ An agency. determines that measures necessary to restore the reasonable integrity of the data system 

cannot be implemented within the timeframa established and Vi.ill delay the breach determination. 
Delay wiD naed to be approved in writing from the Office of the Attorney General. Reference to KRS 
61 .933 (3)(b) 

L 
Section 3 

Com lete and submit at the conclusion of the investi ation and an notice and resolution ocess. 

Actions Taken to Resolve Breach: 

Actions Taken to Prevent Additional Security Breaches in Future, if any: 

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches: 

Any Quantifiable financial Impact to the Agency Reporting the Security Breach: 

Reference: 
KRS 61.931 to 61. 934 - hmt;//www.lrc.ky.sgy/Statytes/statute.aspx?fd=43S7S 
KRS 42.726- http://www,lrc.ky.gov/Statutes/statute.asCDC?id:43580 

Pa..,2ou 



Appendix F 

Delay Notification Record 

All doc:umentalion in reference to the delay should be attached to the notification record. 

AQency Name: 

3rd Party Name, if applicable: 

Agencies are to use this form to record information: 

FAC•F002 
Ehctiva Data: 01/01/201.5 

D If a law enforcement investigation has delayed the notification process for a breach determination. 
Reference to KRS 61.933 (3)(a) 

Date Law Enforcement Notified Agency: 

Law Enforcement Agency: 

O If an agency determines that measures necessary to restore the reasonable integrity of the data 
system cannot be implemented within the timeframe established and wlll delay the breach 
determination. Delay wlll need to be approved in writing from the OffJOe of the Attorney General. 
Reference to KRS 61.933 (3)(b) 

Date Submitted to Office of Attorney General: 

Date Approved by the Office of Attorney General: _ _ _ _ _ _ _ _ _ ________ _ _ 

The agency will submit form FAC-001 as required by KRS 61.933 if law enforcement has not contacted it 
within seventy-MO (72) hours of a determined breach. 

Poplofl 




