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Board Policy — Records Management 1.61

The Kenton County School District Administration shall acknowledge to the Board of
Education in a public meeting prior to August 31* of each year that the District has reviewed
the Data Security and Breach Notification Best Practice Guide and implemented best
practices that meet the needs for reasonable security protection over personal information.

Personal Information is defined as an individual’s first and last name or first initial and last
name; personal mark; or unique biometric or genetic print or image, along with any of the

following data elements:
e Account number, credit or debit card number, that, in combination with any required

security code, access code, or password would permit access to an account;

e Social Security number;

e Taxpayer identification number that incorporates a Social Security number;

e Driver’s license number, state identification card number, or other Individual
identification number issued by any agency;

s Passport number or other identification number issued by the United States
government; or

¢ Individually identifiable health information as defined in 45 C.F.R. sec. 160.103
{Appendix A] except for education records covered by the Family Educational Rights
and Privacy Act, as amended, 20 U.S.C. sec¢. 1232¢. {Appendix B}

Security Breach is defined as an unauthorized acquisition, distribution, disclosure,
destruction, manipulation, or release of unencrypted or unredacted records or data that
compromises or is reasonably believed to compromise the security, confidentiality, or
integrity of personal information and results in the likelihood of harm to one or more
individuals; or the release of encrypted records along with the key or process necessary to

unencrypt the records.




KRS 61.931 - House Bill 5

Procedures and practices to safeguard against security breaches must be implemented by any
entity that maintains or possesses personal information in accordance with applicable KRS

and federal laws.

For any contracts involving personal information that are entered into or amended after
January 1, 2015, specific language requiring protection of the data must be included. The
following Memorandum of Understanding was developed by the Kenton County School
District legal counsel and shall be utilized with all software purchases:

Memorandum of Understanding —~ See Appendix €

The following guidelines were prepared around three major areas of consideration as
identified by the Kentucky Department of Education:

® Protection and Prevention
e Preparation for Notification
e Notification



Protection and Prevention

All District employees are charged with protecting the confidentiality of personal information
whether it pertains to customers, employees, parents, or students. The basic premise is to
remain vigilant in the safekeeping of all paper records and all electronic records. Employees
are encouraged to collect the minimum amount of personal information necessary to
accomplish the given task and retain the information for the minimum time required by law.

The following Kenton County School District departments are identified and charged with the
use, maintenance, and safeguard of records which contain personal and confidential

information:

e Personnel

¢ Student Support Services
e Finance

s Technology

e Special Education

e Preschool

¢ Food Service

e Transportation

¢ Support Operations

e School Level Office Staff
o Nursing Services

There are many departments and employees that come into contact with and use
information that can be considered personal and confidential. As such, all district employees
will be provided a brief overview and basic training in order to strengthen our coverage and
safeguard the protection of restricted personal records from unauthorized personnel.

Each department shall inventory all records which contain very personal and restricted
information which must be considered for appropriate protection. These records shall be
reviewed periodically (annually at a minimum) in order to determine the rights and privileges
of district staff that have primary responsibility to utilize the restricted personal information.
More importantly, the district staff charged with maintaining the records shall adhere to
strict guidelines which are designed to protect the restricted information reflected in the

documents.



The following guidelines are to be utilized by all district staff responsible for the safeguarding

of personal and restricted information:
« Maintain an inventory of all electronic and paper records that contain personal

information

e Classify information contained in all restricted records according to sensitivity and
level of risk if that information was accidentally or intentionally accessed by anyone
without a need to know

e Strictly adhere to the records retention requirements for all sensitive records

¢ Supervisors shall annually assess the access rights afforded to district staff as it
pertains to restricted files and data bases

o Whenever practical, all high-risk information shall use data encryption to protect the
sensitive files in combination with host protection and access control

¢ Remove rights and access privileges immediately upon severance of employment for
employees that have the responsibility to use and maintain sensitive files; retrieve all
keys and building access control devices; remove all staff from security alarm code
systems

e All employees shall have an annual awareness training regarding the importance of
protecting and safeguarding restricted personal information contained in paper files
and electronic data bases; the annual training shall also include a comprehensive
review of Data Security and Breach Notification Best Practice Guide,

e All employees shall review the following awareness training videos located on the
Safe Schools Training Site:
- Cybersecurity Overview
- Protection Against Malware
- FERPA: Confidentiality of Records

o Use strong passwords or pass phrases and change them frequently

e Keep a password, PIN, or pass code on all devices including laptops, tablets, and smart
phones

e Require all contract vendors that utilize personal information on behalf of the school
district to sign and adhere to the guidelines established in the District Memorandum
of Understanding; all MOU’s must be maintained and renewed annually

e Each district staff member that is charged with the maintenance or access to personal
restricted information shall adhere to appropriate office maintenance requirements
designed to protect access to confidential records throughout the course of the work
day and after work hours
- Only print files or records that contain restricted personal information if necessary
- Never leave restricted files on common space printers or copiers

e ___ ______ _____ ______ _ ___ _______________.________ _____ _______________ _____ ]



- Never leave restricted files on desk top computer screens or printed files laying on
the desk surfaces when you are away from the work space

- File all confidential information in securely fastened spaces when not in use

- Properly manage and control all confidential conversations

- Payattention to confidential information being displayed on monitors in an open
setting

Establish language for solicitation of Request for Proposals that reflects the desired

restrictions and controls necessary to safeguard personal restricted information to be

utilized as part of the third-party work



Preparation for Notification of Affected Individuals

in the event there is a suspect data breach, the Kenton County School District will initiate the
appropriate response plan. The Preparation for Notification of Affected Individuals was
prepared using elements from the Best Practice Guide and pertinent data breach legislation.
The Director of Technology shall be the Lead agent for the District and assume responsibility
for the coordination of all internal investigation and notification procedures. The process for
investigating a potential data breach Is outlined in the following procedures:

1) The lead staff member charged with managing the breach of data security process
shall be (Director of Technology).

2) The lead staff member shall immediately notify the Superintendent of Schools
regarding any data breach incident.

3) The Superintendent of Schools shall notify District legal counsel regarding any data
breach incidents.

4) The lead staff member shall engage the District Safety and Security Officer to assist
with the investigation.

5) The lead staff member shall work with the departmental supervisor to ascertain the
scope of the data breach as well as the schedule of affected individuals for the
notification process.

6) Notification to affected individuals whose unencrypted personal information have
been, or are reasonably believed to have been, acquired by an unauthorized person
shall be prepared and disseminated within 35 days in accordance with House Bill 5. A
draft notification letter tc individuals is found in Appendix D.

7} Outside law enforcement agencies with expertise in investigating crimes that involve
technology shall be contacted for advice and assistance with any data breach
incidents. Identify any and all agencies that may be of assistance with an
investigation and secure contact information in the case of a data breach incident.

8) Immediately assess and prepare strategies to contain, control, and correct any data
security breach incidents. Document any issues discovered and response actions

taken.
9) Perform a thorough review of the actions and flaws with the District data security

platform leading up to the data breach. Make any necessary adjustments to the

structure in order to prevent future incidents.
10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience

and cyber-security practices.

e ———



Notification

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data
breaches. KRS 61.931, ET SEQ. (HB 5), Kentucky School Districts are required to notify both
the individual of a breach and various state officials. House Bill 5 addresses the safety and
security for personal information held by public agencies and requires public agencies and
nonaffiliated third parties to implement, maintain, and update security procedures and
practices, including taking any appropriate corrective action to safeguard against security

breaches.

House Bill 232 requires consumer notification when a private party data breach reveais
personally identifiable information. This bill also requires cloud computing service providers
contracting with educational institutions to maintain security of student data. The District
Technology Coordinator shall assume responsibility for approving and finalizing all cloud
based service provider agreements.

The District Technology coordinator shall utilize the following forms developed by the
Commonwealth Office of Technology for use in the event of a breach or a suspected breach of
data.

e Data Breach Notification Form FAC-001 —See Appendix E

e Delay of Notification Form FAC-002 — See Appendix F

The notification requirements are designed to alert individuals of such data breaches and
provide those affected individuals with an opportunity to take appropriate actions to
mitigate the personal damage from potential identity theft or other harm. The following
guidelines were established by the Kentucky Data Breach legislation:

e Prepare a description of the categories of information that were subject to the
security breach, including elements of personal information that were believed to be
acquired;

s Contact information for the notifying agency, including the address, telephone
number;

e A description of the general acts of the agency, excluding disclosure of defenses used
for protection of information from the following sources about steps the individual
may take to avoid identity theft, for:

- The major consumer credit reporting agencies;

S —




- The Federal Trade Commission; and
- The Office of the Kentucky Attorney General

The data breach legislation that went into effect in January 2015, each District has a total of
35 days from the time of their formal notification of agency contacts to notify all individuals
impacted by the security breach. If the internal investigation leads to a reasonable conclusion
that an unauthorized person through criminal activity may be involved in the data breach
then the local law enforcement should be notified.

The appropriate State staff should be notified within 48 Hours if the investigation finds that
the misuse of personal information has occurred or is likely to occur. The length of the:
investigation is not established by this bill and will vary with each incident.

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form
FAC-001 to KDEDataBreachNotification@Education.ky.gov and to the following agencies as
required by KRS 61.933;

e Attorney General’s Office

e Auditor of Public Accounts

e Finance and Administration Cabinet

e Kentucky State Police

¢ Kentucky Department of Library and Archives

e Commonwealth Office of Technology

The Department of Data Breach Notification at the Kentucky Department of Education will
provide the most current contact information for each State agency representative. If the
investigation involves law enforcement officials and prevents the full disclosure of
information to the Department, then form FAC-002 shall be utilized as required by KRS
61.933. The investigation shall be conducted in a reasonable and prompt manner in order to
determine whether the security breach resulted in or is likely to result in the misuse of

personal information



Appendix A

Department of Haalth and Human Services

this subchaptér apply to the following
entities:

(1) A health plan.

(2) A health care claaringhouse,

(3) A health care provider who trans-
mits any health information in elec-
tronio form in ¢onnection with a trans-
action covered by this subchapter.

(bY Where provided, the standards, re-
quirements, and implementation speoi-
floations adopted under this subchapter
apply to a business associate.

() To the extent required under the
Sooial Security Act, 42 U.5.0C. 1320a~
Te(a)b), notbhing in this. subohapter
shall be construed to diminish the au-
thorlty of any Inspector General, in-
cluding such authority as provided in
the Inspectar Genaral Act of 1978, as
amended (6 U.8.0. App.).

{856 FR 82798, Dec. 28, 2000, rs amsnded at 67
;:1}3}382&5, Ang. 14, 2001; 18 FR 6687, Jan. 25,

$160.108 Definitions.

Except as otherwise provided, the fol-
lowing definitions apply to this sub-
chapter: .

Act means the Sooial Seourity Act,

Adwministrative simplificotion provision
means any requirement or prohibition
established by:

(1) 42 U.S.0. 13204-1320d-4, 13204-7,
13204-6, and 13204-9;

(2) Section 264 of Pub. L. 104-191;

(3) Sections 13400-13424 of Public Law
111-5; or

(4) This subchapter.

ALJ' means Administrative Law
Judge.

ANSI stands for the American Na-
tional Standards Institute.

Busineys cssaciate: (1) Except as pro-
vided in paragraph (9 of this defini-
tion, business associate means, with re-
spect to a covered entity, a person who:

(i) On behslf of such covered entity
or of an organized health care arrange-
ment (48 dsfined in this section) in
which the covered entity participates,
but other than in the capacity of a
member of th¢ workforce of such cov-
ered enbiby or arrangément, creates,
receives, maintalne, or transmits pro-
tscted hezlth information for a funoc-
tion or activity regulafed by this sub-
chapter, including claims processing or
administration, data analysis, proo-
essing or administration, utilization

§160.103

review, quality assurance, patient safe-
ty activities listed at 42 CFR 3.20, bill-
g, benefit: manhagement, practice
management, and repricing; or

{ii) Provides, other than in the capac-
ity of a member of the workforce of
such covered entity, legal, actuarial,
accounting, consulting, data aggrega-
tion (as defined in §164.501 of this sub-
chapter), managerent, administrative,
accreditation, or financial services to
or for such covered entity, or to or for
an organized health care arrangement
In whioh the covered entity partici-
pates, whers the provision of the serv-
ice involves the disclosure of proteoted
health information from such covered
entity or arrangement, or from anather
business assoclate of spch covered entil-
ty or arrangement, to the person.

(2) A covered entity may be a busi-
nees gssociate of another covered enti-
Y,

(3) Business associgie includes:

(i) A Health Information Organiza-
tion, E-prescribing Gatewsy, or other
persen that provides data transmission
services with respect to protected
health information t¢ a covered entity
and that requires access on a routine
basis to such protected health informa-
tion.

(ii) A person that offers a personal
health record to one or more individ-
uals on behalf of & covered entity.

(1i1) A subcontractor that creabes, re-
ceives, maintains, or firansmits pro-
tected health information on behalf of
the business associate.

(4) Bustness associate does not include:

{iy A health care provider, with re-
spect to disclosures by a covared entity
to the health care provider concerning
the treatment of the individual.

(i1} A plan sponsor, with respect to
disclosures by & group health plan tor
by & health surance issuer or HMO
with respeot to a group health plan) to
the plan sponsor; to the extent that the
requirements of §164.504(f) of this Bub-
chapter apply and are met.

(ii1) A government agency, with re-
spact to defermining elgibility for, or
enrollment in, & government health
plan that provides public benefits and
is administered by another government
agenoy, or collecting protected health
information for such purposes, to the

1127



§150.103

sxtent such activities are authorized
by law. )

(Iv) A covered entity participating In
an. organizéd health oare arrangement

that performs s funotion or activity as

described by paregraph (1)d) of this
definition for or on behalf of suck orga-
nized health care arrangement, or that
provides a service as-described in para-
graph (1){i1) of this definition to or for
such organized health .care .arrange-
ment by virtue of such astivities or
8ervices.,

. Civil somey penclly or peénally means
the amount determined under §160.404

of this part and includes the plural of

these terms.

CMS stands for Oenters for Medicare
& Medicaid Services within the Depart-
ment of Health and Hurnan Services,

Complicnce date means the date by
which a covered entity or business as-
soclate must comply with a standard,
implementation specification, reguire-
mént, or modification adopted under
this subchapter.

Covered eniity means:

(1) & health plan.

{2) A health care olearinghousa.

(3) A health oare provider who trans-
mits any health information in elec-
tronic form in connection with & trans-
action covered by this subchapter.

Disclosure means the release, trans-
for, provision of access to; or divuiging
in any manner of information outelde
the entity holding the information.

EIN stands for the employer identt-
fication number assigned by the Inter-
nal Revenue Bervice, U.S8. Department
of the Treasury. The EIN is the tax-
payer identifying number of an indi-
vidual or other entity (whether or not
an employer) assigned underone of the
fellowing: '

(1) 26 U.B.0. 6011(b), which is the por-
tion of he Internal Revénue Oode deal-
ing with ldentifying the taxpayer in
tax returns and statements, or cor-
responding provisions of prior law.

(2).26 U.8.C. 6108, which s the portion
of the Internal Revenue Qode dealing
with identifying numbers in tax Te-
turns, statements, and other reguired
documents.

Electronic medic means:

(1) Eleotronjc setorage material on
which dala is or tnay be recorded eleo-
tronically, including, for example, de-

46 CFR Subdtitie A (10-1-15 Edition)

vices In computers (hard drives) and
any removable/transpartable digital
memory medium, such &8 magnebic
tape or disk, optical disk, or digital
memory card;

(2) Transmission media used to éx-
change information already in eleo-
tronio storage media, Transmission
medie include, for example, the Inter-
net, extranet or intranet, leased lines,
dial-up lnes, private networks, and the
physical movement of removable/trang-
portable -electronio storage media. Cer-
tain transmissions, including of paper,
via facsimile, and of voice, via tele-
phone, are not considered to be trans-
missions vla electronic media if the in-
formation being exchanged did not
exist in elactroniz form immediately
befors the transmission.

Blegironie protectsd heclih information
means information that comes within
baragraphe (1)(1) or (1)(i1) of the defini-
tion of proteciad health fnformation as
spacified in this section.

Employer 1s defined as it is in 28
U.$.0. 3401¢d).

Fomily member means, with respect to
an tndividual:

(1) A dependent (as such term is de-
fined in 45 CFR 144.103), of the indi-
vidual; or

(2) Any other person who i8 & first-de-
gree, second-degree, third-degree, or
fourth-degree relative of the individual
or of a dependeént of the individual.
Relatives by affinily (such as by mar-
riage or adoption) are treated the same
45 relatives by consanguinity (that is,
relatives who share a common biologi-
cal ancestar). In determining thée de-
gree -of the relationehlp, relatives by
less than full consanguinity {(such as
‘half-siblings, who share only ope par-
ent) are treated the sarge as relatives
by full consanguintty (such as siblings
who share both parents).

(1) First-degree relatives include par-
ents, spouses, siblings, and children.

(1) Seoond-degree relatives include
grandparents, grandchildren, aunts,
uncles, nephews, and nieces.

(111} Third-degree relabtives include
great-grandparents, great-grand-
children, great aunts, great uncles, and
first cousins.

{v) Fourth-degres gelablves lnclude
great-great grandparents, great-great
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grandchildren, and children of flyst
cousins, )

CGenetlc information means:

{1} Subjeot to paragraphs (2) and (3)
of this definition, with respect to an in-
dividual, information about:

(1) The individual’s genetic tests;

(ii) The genetic tests of family mem-
bers of the individnal;

{111) The manifestation of a disease or
disorder in family members of such in-
divigual; or

(iv) Any request for, or receipt of, ge-
netic gervices, or partivipation in clin.
ical research which Includes genetic
services, by the individual or any fam-
iy member of the individual,

(2) Any reference in this subchapter
to genetic information concerning an
individual or family member of an indi-
vidual shall include the genstic infor-
mation oft

(1) A fetus carried by the individual
or family member who is a pregnant
woman; and

(ii) Any embryo legally held by an in-
dividual or family member utilizing an
asgisted reproductive technology.

{3) Genetic information excludes in-
formation about the gex or age of any
individual,

Genetin servicas means:

(1) A genetic test;

{2) Genetic counseling -(including ob-
talning, interpreting, or assessing ge-
netic information); or

{8) Genetic education.

Genetic test meads anh analysis of
human DNA, RNA, chromosomes, pro-
teins, or metabolites, if the analysis
detects genotypes, mutations, or chro-
mosomal changes. Genetlo test does
not include an analysis of protejns or
metabalites that is direotly related to
& manifested diseass, discrder, or path~
ological condition,

Group health plen (also see definition
of health plan in this'section) means an
employbe welfare benefit plan (as de-
fined in section 3(1) of the Employee
Retirement Income and Securlty Act of
1974 (BRIBA), 29 U.8.C. 1002(1)),; {nclud~
ing insured and self-insured plans, to
the extent that the plan provides med-
ical caro (a8 defined in section
2791¢aX2) of the Public Health Servioe
Aot (PHS Act), 42 U.8.C, 300gg-91¢a)(2)),
inoluding lems and services pald for as
medical care, to employeas or their de-

§160.103

pendents directly or through insur-
a.;xa‘ce. relmbursement, or otherwise,
that:

{1) Has 50 or more partictpants (as de-
fined in section $(7) of ERISA, 29 1.8.C.
1002(7)); or

{2) Is administered by an entity other
than the employer that established and
malintains the plan.

HHS stands for the Department of
Health and Human Services.

Heelth covre means care, servioes, or
gupplies related to the health of an in-
dividual, Fealth core includes, but is
not limtted to, the following:

(1) Preventive, diagnostic, thera-
peutic, rehabilitative, maintenance, or

‘palliative care; and counseling, servioe,

asssssment, or procedure with respect
to the physical or mental condition, or
functional status, of an individual or
that affects the atructure op function
of the body; and

(2) Sale or dispensing of a drug, de-
vice, equipment, or other item in ac-
cordance with & prescription.

Health care clearinghouss means &
public or private entity, including a
billing service, repricing company,
community heslth management infor-
mation system or ¢community health
information system, and “value-added”
networks and switches, that does el
ther of the following functions:

{1) Proossses or facilitates the proc-
esging of health information received
from another entity in a nomstandard
format ar containing nonstandard data
content into standard data elements or
& standard transaction,

(2) Receives g standard transschion
from another entity and processes or
facliitates the processing of health in-
formation into nonstandard format or
nonstandard data content for the re-
ceiving entity.

Heglth cere provider means g provider
of services (as defined in section 186i{u)
of the Act, 42 U.8.C, 1855%(u)), & pro-
vider of medical or health servioces (aa
defined tn section 1861(s) of the Ach, 42
U.8.C. 1395x(s))., and any other person
or organization who farnishes, bills, or
1§ pald for health care in the normal
pourse of business.

Health information means any infor-
mation, inoluding genetio information,
whethier oral or recorded in any form
or medium, that:
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(1) Is oreated or received by & health
care provider, health plan, public
health authority, employer, life in-
surer, scheol or university, or health
care clearinghouse; and

(2) Relates to the past, present, or fu-
ture physical or mental health or con-
dition of an’indlvidual; the provision of
health care to an Individual; or the
past, present, or fufure payment for
the provision of health care to an indi-
vidual.

Health ipsuramce issuer (as defined in
section 279KbX2) of the PHS Act, 42
U.B.C. 300gg-91({b)(2) and used in the
definition of health plon in this section)
means ah insurance company, Insur-
ance service, or tnsurance organization
(including an HMO) that is licensed o
engage In the business of insurance in
a Btate and i3 subject to State law that
regulates insurdnce. Such term does
not inolude a group health plan.

Heglth ir e orgeni
(HMO) (pe defined in section 2781(b)(E)
of the PHS Act, 42 U.8.0. 300gg-01(b)(3)
and used In the definition of hewlih pian
in this seotion) means a federally
qualified HMO, an organization recog-
nized as an HMO under State law, or a
similar organization regulated for sol-
vency under State law in the same
manner and to the same gxtent as such
an HMO,

Health. plon means an individual or
group plan that provides, or pays the
coet of, medical care (a8 defined 1n sec-
tion 2791(a)(2) of the PHS Act, 42 U.8.0.
300gg-91{a)(2)). )

(1) Heatth plen. includes the following,
singly or in combination:

(i) A group health plan, as defined In
this section.

(ii) A health Insurance igsuer, as de-
‘fined 1n this section.

(111) An EMO, as defined in this seo-
tion.

(lv) Part A or Part B of tha Msdicare
program under title X VI of the Act.

(v) The Medicaid program under titls
XIX of the Act, 42 U.8.C. 1396, et seq.

(vi) The Voluntary Prescription Drug
Benefit Program ander Part D of title
XVIII of the Act, 42 U.8.C. 1395w-10%
through 1395wW-152.

(vii) An issuer of a Medicare supple-
mental policy (as defined in section
1882 X1). of e Aclk, 42 TU.B.C,
139888(g)(1)).

Hon

45 CFR Subditle A (10~1-16 Edltion)

(vilf) An issuer of a long-term care
policy, exdluding 4 nursing home fixed
indemnity policy.

{ixy An-employee welfare benefit plan
or any other arrangement that is es-
tablished or maintained for the purpose
of offering or providing health benefits
to the employees of two or more em-
ployers,

(x) The health care program for unil-

formed services under title. 10 of the

United States Code.

(xi) The veterans health osre pro-
gram under 38 U.S8.C. chapter 17,

(xl1) The Indian Health Service pro-
gram under the Indian Health Care Im-
provement Aot, 25 U.8,C. 1601, et seq.

(x111) The Federal Employees Health
Benefits Program under 5 U.8.0. 8902,
et seq.

{xlv) An approved State child health
plan under title XXI of ths Act. pro-
viding benefitg for child health assigt-
ance that meet the requirements of
gection 2103 of the Act, 42 U.S5.0. 1397, et

seq.

{xv) The Medicars Advantage pro-
gram under Part C of tille XVIII of the
Act, 42 U.8.0. 1395w-21 through 1395w-
28.

{xvi) A high risk pool that is & mech-
anism established under State law fo
provide health insurande coverage or
comparable coverage to eligible indi-
viduals.

{xvil} Any other individual or group
plan, or combination of individual or
group plans, that provides or pays for
the cost of medical care (a8 defined in
section 2791{a)(3) of the PHS Aoct, 43
11.8.0. 300gg-91(a)(2)).

(2) Heelth plan excludss:

{f) Any policy, plan, or program to
the extent that it provides, or pays for
the cost of, excepted benefits that are
Hsted in section 2791(c)(1) of the PHS
Act, 42 U.8.C. 300ge-91(c)(1); and

(1) A government-funded program
(other than omne lsted In paragraph
(AX1)-(xvi) of this deftnition);

(A) Whose principal purpose 18 other
than providing, or paying the cost of,
health care; or. X

(B) Whose principal activity is:

Q) The direct provision of health care
to persons; or

(2) The making of grants to fund the
dueet proviston of health care Lo per~
[ons.
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Implemaniation specification means
spocific requirscmients or ingtructions
for implersenting a standard.

Individual meens the parson who is
the subject of protected health infor-
mation,

Individualty tdentificble heelth infor-
metion 18 information that is & subset
of health information, including demo-
graphic information oollected from an
individual, and:

(1) Is created or received by a health
care provider, health -plan, employer,
or health care clearinghouse; and

(2) Relates to the past, present, or fu-
ture physical or mental health or con-

dition of an individual; the provision of

health care to an individual; or the
past, present, or future payment for
the provision of health care to an indi-
vidual; and

(1) That identifies the individual; or

(11) With respect to which thers s &
reasonable basis to believe the infor-
mation can be used to 1dentify the indi-
vidual,

Maonifestetion or monifested means,
with respect to a diseass, disorder, or
patbological condition, that an indi-
‘vidual has been or could reasonably be
diagnosed with the disease, disorder, or
pathological condition by & health care
professional with appropriaté training
and expertise in the fleld of medicine
involved. For purposes of thias sub
chapter, a disease, disorder, or patho-
logical ocondition 18 not manlfested if
the diagnosis i8 based prinoipally on
genetic information.

Modify or modification refers to a
change adopted by the Seoretary,
through regilation, to a standard or an
implementation specifivation.

Orgenized heclth care arrangement

means:

(1) A olinically integrated care set-
ting in which individuals typically re-
ceive health care from more than one
health care provider;

(2) An organized systems of health
care in which more than one covered
entity participates and in whioh the
participating covered entities:

(1) Hold themselves out to the public
as participating in & jolnt arrange
ment; and _

(i) Participate in joint activities
that include wi leasl one of the fol-
lowing:

§160.103

(A) TUtilization review, in which
health care decisions by participating
covered entities are reviewed by other
participating covered entities or by &
third party on their behalf;

(B) Quality assessment and improve-
ment aotivities, in which treatment
provided by partioipating covered enti-
ties is assessed by other partioipating
covered entities or by a third party on
their behalf; or

(C) Payment activities, if the flnan-
cial risk for delivering health care is
shared, in part or in whole, by partici-
pating covered entities through the
joint arrdangement and if protected

-health information oreated or recsived

by a covered entity i8 reviewed by
other participating covered entities or
by a thard party on thair behalf for the
purpose of administering the sharing of
financial risk.

(3) A group health plan and & health
insurance issuer or HMO with respect
to such group héalth plan, but obly
with respect to protected health infor-
mation. oreated or received by such
hezlth insurance issuer or HMO that
relates to individuals who are or who
have been participants or beneficlaries
in such group health plan;

{4) A group health plan and one or
more cther group health plaiis each of
which are maintained by the same plan
SPONEOT; OT

{5) The group health plans desoribed
in paragraph (4) of this definition and
health insurance issuers or HMOs with
respect to such group health plans, but
only with respect to protected health
information oreated or received by
such health Insurance issuers or HMOs
that relates to individuals who are or
bhave been participants or beneficiaries
in any of such group health plans.

Persor means a natural person, trust
or estate, partpnership, corporation,
profezssional association or corporation,
or other entity, publio or private,

Protected health information means in-
dividually identifiable health informa-
tion;

(1) Except as. provided in paragraph
{2) of this definitlon, that is:

(1) Transmitted by electronic media;

(1) Majntained in elsctronic media:
or

(1) Transmitted or malnlalped In
any other form or medium.
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§1288g. Family educational and privacy rights
(2) Conditions for availability of funds to adu-
ontional agencies or imhtnmm;
and iew of records; cifi Ln-
f;rhmahon io be mmie avnﬂablc: proosd\w
to
oess of time for such access; hmmzs;wﬂt—
tem explanations by p ts; definitions
{A)A) No funds shall be made available undar
any applicable program bo any sducational
sgency or institution which has a polioy of de-
nying, or which effectively prevents, the parents
of studentes who ars or have bean in attendance
ab a dchool of such agency or af such institu-
tion, as the cage may be, the right to inspsot
and raview the oducabion records of their chil-
dren, If any materizl or decument in the sdu-
cation record of a student includes information
on more than one stedent, the parents of one of

-such stwdents shall have the right to fnspect and

review only such part of such material or doc-
ment as relates to such student or to be in-
formed of the specilic information vontained in
such part of such material Xaoch sducational
agency or {nstitution shall establish appropriate
procedures for the granting of a, request by par-
ants for sccess to the sduoation rocords of thelr
children within a reasonable paried of time, dut
in »o cass more than forty-five days after the
request has been made,

(B) No funds nnder any appliceble program
shall be made available to any Btate educational
agenoy (whsethaer or uat that agency is an edn-
cational agenoy or institubion onder this sec-
tion} that has a policy of denying, or sffeativaly
prevents, the parents of students the right to in-
spect and review the eduocstion rscords maln-
tained by the State educational agency on their
childran who are or have beexn in attanduncs ab
any school of exn educationsl agensy o ingtitu-
gon that is ubirot to the provisione of thir see-

on,

(C) The f{lrst sentenoe of snbparzgraph (A)
shall not operats to make availabla to students
in institutions of postessondary education the
!ollowms materiaia:

) financial records of the parents of thas
smdsnt or any information conbained therein;

(i) confidertial letbers and statements of
recommendation, which were placed in the
education records prior to January 1, 1675, i
saoh letters or statemsuts are not used for
purposes other than thogs fox which thay wers
speciftcally intendad;

{iif) if the atndenth&s signed s waiver of the
abudent’s right of scoese under fhis subsaction
in anw‘rds.nos with mhpan.grnph D); econ~
Hdenti

[¢5] respeohins' admission to any edu-
cational agency or institution,

(1Y) respecting an applioatfon for exnploy-
maent, an

(IIT) respecting the receipt ol an homer or
honorary recognition.

{D) A atudsnt or a person Applying for admis-
sion may waive his right of accsss o confiden-
tial statermente desoribed in clapss (iii) of sub-
paragraph (C), except that such waiver shall

apply to recommendations only if (1) the studsnt

is, upon request, notified of the namsas of all. per-

sons making confidantial recommmandations and
(1) such recommendations are used solsly for
the purpose for which they were specifically in-
tended. Such waivers may not be requirad as &
condition for admission to, receipt of financial
aid from, or receipt of any other services or ben-
efitg from suoh agoncy or institution.

{2) No funds shall ba made available under any
applicabls program to any edncalional agency
or institution unless the parents of students who
arg or have been i attendanoe at a school of
such agency ar at such institution are provided
4n opportanity for s hearing by stuch agency ar
institution, in accordance witk regulations of
the Secratary, to challengs the content of such
student's ednostion records, in order to insure
that the ds are not ina . misleading,
or otherwise in violation of the privaocy righits of
students, and to provide an opportunity for the
corzection or dsletion of any such inacourate,
migleading or otherwise ineppropriate data con-
talned therein and to insert into such rscords &
written explanation of the parsnts respecting
thio content of guch records,

(3) For the purposes of this section the term
‘‘educationsl agency or institntlon" mesns any
public or privale agenocy or institution which 1#
the recipient of funds under any applicable pro-

£rAm,

(4)(A) For tbe purposes of this sec!;ion, the

tion r ad may

be pravidad othervnse In subparagraph (B), thoae

records, files, dooumenty, and other materials
which—

(i) oontain information directly related to &
student; and

{i1) are maintained by an educational aganoy
or Ingtitution or by a person aoting for such
agency or tnatitution.

(B) Ths term “education records™ does notin-
olode—

@) records of instructional, suparvisory, and
adminiatrative parsonnel and eduoationsl per-
sonnal anoillary thereto which are in ths sole
possession of the maker thereof and which are
1ot accezsihla ar revealad to sny othayr person
exoept & substitute;

(1i) records maintained by law enforcement
untt of the edncaticnal ageney or jnstitution
that were created by that law enforosment
unit for the purpose of law enforcement;

(fii) in the cass of persons who are dmplayed
by an. educationsal agency or ipstitution but
who are not in attendance at such agency or
iostisution, records made and maintained fn
the normal courss of business which relate ex-
olusively te such person in that parson’s. ca-
pacity ag en employee and arg not available
for use for any other purgoese; or

{v) records on & student who i8 eigliteen
years of sge or older, or is attending s {nsti-
totion of postsecondary education, whish zre
made pr maintained by 5 physicien, psychia-
trist, perchologist, or other recognized profes-
sional or paraprofessional acting in big profes-
slapal or paraprofessional ogpasity, or sssist-
ing in that capacity, and which are made,
maintained, or used only in comnneotion with
‘tha provision of treattnent $0 the student, and
are not available to anyons other than persons
providing sveh treatment, egeept that suah
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records can be personally reviewed by a physi-
cian or other appropriate professional of the
student’s choios.

tD)CA) For the purpuses of this seotion the
terrn “directory informebion’' relating to & stu-
dent inoludes the following: the student’s name,
addreas, talephons lsting, date and place of
hirth, major field of study, participation in ommi-
clally recognized activities and sports, weight
and height of members. of athlatic teams, dates
of attendancs, degress and awardy raceived, and
the most recent previous eduovational pgency aor
institution ettended by the stodent.

(B) Any educetional agency or institution

making public direstory information shall give
publc notdee of the categories of informafion.

which it has designated as such informetion
with regpect t¢ each student attending the lnstl-
tution or agency and shall slluw s resgonable
period of time after such notice has been glven
for & parent to inform the institution or agency
that any or all of the information designated
gshould not bs relsssed without the parent’s prior
consent.

(6) For the purposes of this section, the bterm
8 ik vt ] with respeat to
wham an educationsl agenoy or institution
meintaing education records or personsally iden-
tiffable information, but dees not inolude a per-
son who has not been in atiendance at soch
agenoy or institution,

(b) Rel uf ducation record .oon-
sent t ;3 compliance
with jmiicml orders and mbpoenm andit

and ¢valeation of ﬁednrany-cupparted edu-

{1y No funds ahiall be made avn.ﬂa.‘ule under suy
applicable program to sny educational ageucy
or institution which has a poliocy or prastice of
permitting the roloasp of odueation recorda (or
information oontained

personally
therein other than directory information, as de-,

fNnsd in parsgraph (6) of subsection {(a) of this
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(&) State and looal oificials or authorities to
whom such information is specifically allowed
to be reported or disclosed pursuant to Btate
statute adopted-~

(1) before November 18, 1874, if vthe allowed
reporting or disclosure concerns the juyenile
justios system and such system’s ability to
affsctively serve the student whose records
are releasad, ar

(11) after Novembar 13, 1974, {f-~

{I) the allowed reporting or disclosure
concerns the juvenile justice system and
guch pystem’s abilify to effectively aerve,
prior to adjedioatian, the student whoss
records are released; and

(0 the officials and suthorities to whom

such informstion Is discloged certify im
writingto the educational ageney or ingid-
tution that the information will not be
dizclosed to any other party sxcept a8 pro-
vided under Btate law without the prier
written consent of the. parent of the atu-
dent.?

(¥) organizations conduoting atndies far, or
on behalf of, educational agsnales or instifu-
tions for the purposs of developing, validating,
or administering predictive tests, administer-
ing student ald programs, and improving in-
struction, {f sach studies are conduoted in
such & manner a3 will not permit the psrsonal
tdentification of studentzs and their parants by
persons other than representatives of such or-
genizations end soch information will be de-
stroyed when no loager needed for the purpose
for which it ia conducted;

() acorediting organizations in. order to
carry oub their acorediting functions;

(i) parents of a dependent student of such
parents, as defined in seation 162 of title 26;

(D subjest to regulations of the Becretary, in
oontiectien with an emergency, appropriate
persons if tha knowledge of such information
18 neceseary to proteot the health or salety of
the it & or other parscns;

section) of students without the weits

of their parents to any ipdividnal, agenoy, or e

ganigation, other than to the following-

{A) othar school officials; Ingluding teachers:

within the educstional inatitetion or local
sducational agency, who have bsen determined

by such agency or institution. to have legiti~

mebe educaticnal interests, including the edu-
cational interests of the child for whom con-
sant would otherwise be required;

(B) offinials of other schools or school Bys-

tems in which the student sceks or intends to
snroll, upon condition that tho student's par-
ents be notified of the transfer, recsive d copy
of the record if desired, and have an appor-
tpnity for & hearing to challenge the content
of the record;
(C)($) authorized representatives of (Iy the
Comptroller Gensral of the United Btates; (1)
the Secretary, or (1) S8tabe sducational au-
thorities, under the conditions set forth in
paragraph (8), or (i) authorized representa-
tives of the Abb General for law

ment purposes under the same conditions as
&pply to the Secratary undar psragraph {8);

(D) in connsction with a sbudent's applica-
tion for, or receipt of. Onanclal aid;

(JX1) the entity or persuns designated in a
Faderal grand jury subpoenz, in which case
the conrt shall order, for good cause shown,
the aducationel agenoy or institution (and any
officar, direotor, amyloyes, agent, or attorney
for sach agenoy or instdtution) on which the
subpoens i served, to not disclose to any per-
son the existence or contents of the subpoena
or any information fornished to the grand jory
in xesponse to the subposna; and

(11) the antity or persons designated in any
ather subpoena issaed for a law enforcernent
purposs, in which case the gourt or other issu-~
ing agency may order, for good cause shown,
the sducational sgency or institution (and any
officst, director, employes, agent, or attornsy
for puch agency or institukion) on which the
subpoena is served, to.not disclose to any per-
son the existencse or contents of the subposns,
or suy information furnighed in response to
the subpoena; sud

(X) the Secretary of Agriculture, or anthor-
ized representative from the Food and Natwci-
tion Saervice or contrastors acting on behalf of

igina}. The parfed whould ben

V8o in
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the Food and Nutrition Bervice, for the por-

‘poses of conduoting program menitoring, evel-

ustions, and peiformsrnce medsurements of

Btate and Jocal educational and other agencies

and institutions receiving funding oy provid-

ing beneflts of 1 or more programs anthorized
undser the Richard B, Russsll National School

Lunch Aat (42 U.8.C. 1751 et seq.) or the Child

Nutrition sct of 1866 (43 U.8.C, 1771 et 88q.) for

which the results will bs reported in an agere-

gate form that does noi ident!fy any jndivig-
ual, on the conditions thet—

(D) any dsta colisoted under this subpara-
graph shall be profiectad in & manner that
will not permit the personal fdentification of
students and their parents by other than the
a,ughw:wed representatives of the Sscretary;
an

¢i1) any personally identifiable dats shall
bs destroyed when the date are no longer
nseded for program monltoring, svalnations,
and performence messurements,

Wothing in subparsgraph (B) of this paragraph
ghall prevent a Btate from further Himniting the
number or typs of State or local officials who
will continue to have access theroundar.

(2) No [unds shall be made available under sny
applicable program to any. educational agsncy
or institution which has & policy or practioe of
releasing, or providing access to, any psreonally
identiflable information in aducation records
other than dirsctory information, or as 18 par-
mitted onder paragraph {1) of this subsaction,
unless—

{A) thers is writben consent from the stu-
degit'd parents speciying records to be re-
leased, the rsasons for suoh releasse, and to
whom, and with a copy of the resords to be re-
lesaed to the ptudent's parents and the studént
if desired by the parents; or

(B) except as provided in parvagraph (1)),
such information ts furnished in compliance
with Judicia) order, or pursuant to any law-
folly issved snbpoens, upon uvondition that
parents and the stndonts are notified of all
sugh. orders or swhpoenas in advence of the
compliance therewith by the educaticnal in-
stitution or agency.

(8) Nothing contained in this section shall pre-
ciude authorized representatives af (A) tho
Comptroller Gtanaral of the United States, (B)
the Ssoratary, or () State educational suthori-
tles from having access to atudent or other
records which may be naecessary in oonnection
with the audit end evaluation of Federally-sup-
ported education programe, or in connection
with the enfarcement of the Federsl legal re-
quirements which relats to such prograrmsg: Pro-
vided, That sxvept when colleation of personally
identifiable information is epecifically author-
ized by Federsl law, any data collected by suih
offictals shall be protected in a mapner which
will not permit the personal identification of
students and their paventa by other than those
offictals, and srch personally identifinble data
shall bs destroyed when no longer needsd for
snoh audit, evaluation, and snforcament of Fed-
eral legal requireriants, )

(4)(A) Bach sducational agency or institution
shall maidtain « record, kept with the adudation

records of each student, whioh will indioate all
individuals (other than those specifted in para-
graph (1XA) of this subeection), agenoiss, or or-
ganizations which have requestcd or obbained
pocess to 2 student's educavion records main-
tainsd by such educationdl agensy or Institn-
tion, and which will indicate specifically the 16-
gitimate interest that each such person, agency,
or organizdfion bgs jo obtaining this informs-
tlon. Snch regord of sccess shall be avallable
only to parants, to the school official and his ga-
Bistants whe are regponsible for the custody of
snch records, and to persens or organisations an-
therized in, and nnder the oonditions of, clauses
(4) and (C) of paregraph (1) a5 & means of audit-
ing the operation uf the syster.

(B} With resp o this 101 1
information shall only be tramsferred to & third
party on the condition that such party will not
permit any other party to have access to such
information without the written consent of the
pareats of the student. H a third party outsids
the sducetlonsl sgency or institution permibts
accsss to {nformation in violation of paragraph
(B)A), or falls to destroy infermation in viola-
tion of paragragh (1}F), the aducational agenoy
or ingtitution shall ba prohibited from permit-
ting access to information {rom edunostion
records t0 that third party for a period of not
lesdg than five years,

(8) Nothing in this section shall bs construed
to prohibit State and local edncational offteials
from having access to studant or other reoordu
which may be with
sudlt and evaluation o.( euw federally or sza.’ce
supported education program or in tonnection
with the enforcement of the Fedsral legal re-
quirsmenta which rslate to any such program,
subject to the conditions spscified in the proviso

in paragraph (3).

(B)(A) Nothing in this section shall be con-
strued to prohiblt an institution of postsecond-
ary education from Qlgolesing, bo an alleged vio-
tim of any crims of violanos (as that term 1s de-
fined in seotion 16 of title 18), ar a nonforcible
88X offenss, the fina} resulta of any dipeiplinary
proceeding oonducted by such imstitubtion
against the alleged perpstrator of such crime or
offense with raspsot to such crime or offsnge.

{B) Nothing in this sestion shall be construed
to prohibii an institotion of postsecondary edu-
cation from disclosing the final results.of any
d:\sciplme.r.v procesd!ns eonducted by suall insti-

d who 15 an alleged per-
petrator of any urlme of violenoe (es that term
18 deflined in gestion 16 of title 18), or a nonfarc-
ible sex offenss, if the institution dstarmines as
& result of that diseiplinary proceeding that the
atudent committed a violation ef the inmstitun-
tlon's rules or policies with respsct to such
orime or offenss.

{C) For the purpossa of this paragraph, the flnal
rapults of any digciplinary proceeding—

() ahiall include only the nawe of the stu-
dent, the violation committed, and sny ganc-
tion imposed by the institution on that stu-
dent; and )

(i) may inclade the name of any othey sta-
dent, such as a victim or witness, only with
the written consent of that othar student,

{T)fA) Nothing in this section may be con-
strued to prohibit an educationsl institation
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Ifrom disclosing informtion provided to the im-
stlr.ution undsr section 140712 of titls 42 conocern-

igtered sax offerders who ars required to
regisber under such settion,

{B) The Becretary rhall take appropriats staps
6 notify educationel institutions that disclo-
sure of information described in subparzgraph
(&) i8 permitted,

(0} Surveya or dete-gathering activities; regula-

Nob later than 240 days after: October 20, 1684,
the Bsoretary shall adopt appropriate re'sular
tions or procedures, or ldentily existing
tlons or procedures, which protect the rights Of
privacy of students and their families in connec-
tion with any surveys or data-gathering activi-
ties conducted, sasisted, or authorized by the
Seoretary or an administrative head of an edu-
oation agency. Regulations established under
this aubseation shall include provisions control-
ling ths use, disgernination, and protection of
such data. No survey or data-gathering sobivi-
ties sball be conducted by the Bearstary, or an
administrative head of an education agency
under an applicable program, unless such activi-
ties are suthaorived by law.

(d) Students’ rather than parents’ pernission or
comsent

For the purposes of this sectian, whenever a
-student has attained eightean years of age, or is
attending an institution of postsecondary edu-

1 the permission or regquirsd of
and the rights accorded to the parents of the
student shall thereafter only he required of and
accorded to the stodent,
{e) InfX i ts or of rights under

this section

No funds ahall be made available under any
appiicable program ito any educatlonal sgency
or institution unless puch -agency or institution
effectively informs the parents of students, ox
the studsnte, if they are elghteun years of age or
older, or are attending an institution of post-
pecondary education, of the righta socorded
them by this esation.

() Enf t; termination of aseis

‘The Seamtary shall take appropriate actions
to enforco this section and to deel with viole-
Uoiis of this seation, in accordance with thia
cheptar, axospt that action to terminate arsist-
ance may be taken only i the Secretary (nds
thers has bean a fallure to comply with this sec-
tion, and he has deterrained thut compliance
cannot be seoursd by voluntary means. :

(@) Office and review Bonrd; creation; finetions

The Becretary shall aestablich or dssignate an
office and revisw bosrd within khe Department
for the parpose of investigating, prooessing, re-
viewing, and adjudicating violations of this seo-
tion and complaints which may be filad concern-
ing alleged violations of this ssction. Except for
the coriduet. of hearings, none of the funotions of
the Searstary under this asction shall be carried
out in any of the regional gffices of such Depart-
ment,

mee———©
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(h) Dizoiplinary records; disclosure
Nothing in this ssction shall prohibit an ede-
oaftional agenoy or institution from—

‘(1) including approprisve information in the
education record of any student aonocersing
digoiplinary action baken against such student
for copduct that posed & signifloant risk to the
safety or well-being of that student, other stu-
dents, cu' other members of the school commu-
nity; o

@) disoloslnx such information to teachers
end school offiviele, including teachers and
school officials in other schools, who have le-
gltimate oduoational interssts in the behavior
of the sbudest.

(i) Drug end aloohol viol
Q1) In genernl

Nothing in this Act or the Higher Education
Aot of 1966 [20 U.5,C. 1001 et 88q., 42 U.8,0. 2751
et.88q.] shall be construed to prohibit an insti-
tution of higher aduoetion from disclosing, to
& pareut or lsgal gnardian of a student; infor-
mation regurding any viclation of any FTed-
aral, S8tate, or local law, or of any rule or pol-
ioy of the institution, governing the use or
possesgion of aloohol or & controlled sub-
atanoce, regardiess of whether that information
i ocontafued in the student's education

reoords, 16— )
(A) the student 1 under the age of 215 apd
{B) the institution determines thab the
student has committed a dilsoiplinary viola-
tion with réspect to such use or possession.
(2) State Iavwr vegarding disclosure
Nothing in paragraph (1) shall be conatrued
to supsrsede any provision of State law that
prohibits an institotion of higher education
from making the disclosure desoribsd in sub-
asction (&) of this seotion.
) Investigation and prosesntion of terrarism

(1} In general

Notwithptanding subsections (s) throogh (1)
of this paotion or any provision af Btate law,
the Attorney General (or any Foderal officer
or epployee, in & pogition hot lower than esn
Assistant Abtorney General, designated by the
Attorney CGeneral) mey submit a written sp-
plication to-a court of competent jurtsdiotion
for ax ex parte order reguiring an educational
agenoy of instituiion to permit the Attornay
Gonerdl {orhis ) to—

{A) collect sduoation records in the possss-
sion of tha educational agency or institution
that are relevant to an authoriged investiga~
tion or prosseution of an offanes listed in
mection 2882B(g)EXB) of title 18, or an act of
domestioc or International terroriem as de-
fined in section 2031 of that title; and

(B) for official purposes related to. tha in-
vastigation or prosecution of an offenss de-
soribed in paragraph (1X(A), retain, dissemi.
nate, and use (including as evidencs at. trial
or in other administrative ar judicial pro-
cesdinge) such records, consistent with sach
gonidelines as ths Attorney Gensral, after
consaltation with the Secrebary, shall issue
to protect confldentiality.

(%) Application sud approval
{A) IN GENERAL ~An application under para~
graph (1) zhall certify that thers are spocifio

ron discl 8




§1as2g

and articnlable facts giving reason to believe
that the sducation records are likely to cons
tain Information described in paragraph (1)(A),

{B} The court-shall isgue An order desoribed
in paragraph (1) if the court Onds that the ap-
pHoation for the order includes the certifi-
cation described in subparagraph (4).
& ?ﬂf_ﬁnﬁm of educational agency or institu-

on

An ocducational agenoy or institution ihat.
in good faith, producea sdication srecords in
aocordance with en order issued under this
subseotion ghall not be liable to any person for
that preduction.
(4) Boeord-keeping

Subseotion (b)) of this assotion dows not
apply to education records subject to a court
order under this subsectian.

{Pub. L. %0-247, title IV, §444, formerly §438, as

sdded Pnb. L. 953-880, titls V, 5518(3), Aug. 21,
1974, 88 Stat. BT amendsd Pub, L . 53-568, §2(a),
Doc, 31, 1974, 88 Stat. 1858; Pub. L. 86-46, $4(o),
Aug. 8, 1979, B3 Stat. 342; Pub. L. 101-543, titls II,
§303, Nov. 8, 1990, 104 Stat. 23686; Pub. L, 102-325,
title XV, §15655(a), July 23, 1802, 106 Btat. 840; re-
nombersqd §444 and amendad Pub. L. 103-383, title
II, §8212(bX1), 249, zﬁl(h). Cot. 20, 1094, 108 Stat.
8013, 3824, 3928; Pub. L. 105-244, bitle IK, §§951,
952, Oot. 7, 1898, uasw b, 163§, 1836, Pub. L.
106-388, div. B, title VI, §1601(d), Oct, 28, 2000, 11¢
Btat. 1538; Pub. L. 107-86, titla V, §507, Oob. 26,
2001, 116 Stat. 387; Pub. L. 107-110, title X,
§1062(3), Jan, B, 2003, 115 Stat. 2088; Pub. L.
13119-2-296. title I, §103(d), Dec. 13, 2010, 124 Stat.
-)

REFERBNCES 1N TEXT

Tha Richard B, Ruassil an.iamd Hohool Lunah: Anh,
refarred to in subsec, (b)(l)(K). act June 4, 1948, ch
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-AMRNDMENTE

2010--Bukiseo. (bX1XK). Fub. L. 111286, which diracted
that par. (1) be amended by adding sabpar. (K) “a1 the
end'’, wis exoom mbpar (&) after subpar.

by
(J), to reflect the prohahle inte: Congrasa.
2002--Bubseg, (R)1YB). Pub, I;. 10'7—110 §1062(3)(A), re-

alignod margins,
Sobses. (b)(1). Pub: L. 107-110, §106HIHO), substituted
‘summmuh (BY"* for “clause (B)" in concluding pro-

vigl
auhnec, (B3(IXD), Pab, L. 107-110, §1062(8)(B), reallgned
Subeac, (0X7). Pub, 1. 107-110, §1083(3}(D), recligned

2001—-8:;1)&90 (). Pub. L. 107-66 addad subsss, (1),
ahseo, (B3(T). Pab. L. 108-386 added par. (7),
mas -Hubssq, (bX1)(C). Pub, L. 106-244, §86L(1), amand-
ad subpar, (0) ganaﬂ.ll'y‘ fPrinr o améndment, subpar.
{C) vead as ‘af (1)
the Qomptroller Gemml of the Uniﬁed ‘Btates, (i) the
Beoretary, or (ii1) State edusstional snthoritiss,
m caudmnm set- forth in paragraph (%) of this sob-

Suhseo. (b)(ﬁ) Pu.b L 105344, §951(2, Qealgnated ex-
isting { bed “or m non-
foroibis sex oltamn. the final reaults" for “the rasulta’,
substitnted “such arims or offenss” for “such arime” in

‘two places, and adided subpars. (B) and (0.

Bubeas, (1). Pub. L. 105-244; §953; addsd snlwec, {i).

1994 -.Buhzen. (s}1)(B). Pab. L. 143 $83, §M48UXAND),
added subpar. (B). Former subpaz. (B) redesignated {C).

Bnbaev. (a)(1X0). Pab. L. 103 462, §4BANAXI), (1)), To-
deaignated subpar. (B) &s (C) and substituted ‘‘eubpara-
graph (D) for “snbparagrapb (€Y im ol. {iif). Former
subpar, (Cy redagignated

anbm {8}(3)(D}. Pub, L. 109—-382 }219(1)&)&1) (Ty), ve-

wabpar. (C} a5 (D) axd substituted “eubpara-

_mrh (0)" For “‘subiparagraph (B,
Subasa. (8)(3). Pub, L, 108-383, SMIXB). unbaﬁtntad
*privacy rights” for “privacy or other righ

Subaso. (&)4XNB)(L). Pub. L. ms-uz s:'suh)u), sub-
atitnted ssminolon for gerind at eod.

Submsa. (MK1)A). Puh, b 103352, ma(mm), m.
sarted before £ v tha
L of the child. f:rr whom ocrwmt wonm ot.hsr

281, 60 Btat, 230, which 1s fled generally to ch
19 (§1751 ot 889.) of Titls 43, Tha Public Health and Wel-
iave. For complets classifioation of ihis Act to the.
Code, see Short Title note set out under seckion 1761 of
'z'im 42 and ‘Tables,
Ths Child Natrition Aot of 1888, referred tio in subsec.

(WXIXEK), i8 Puh, L, 80-842, Ocb. 11, 1068, B0 Stat. 885,
whith iz clasgified generally to olupm 184 (31771 et
844.) of Title 42, The Public Health and Welfare. For
coyaplate ‘classifioation of this Acb to the Code, sze
8hort Title pote set out under section ITTL of Title 42
and Tables. s

Raction 1071 of title 42, refarted to in aubsec.
(BYTHA), waz repenled by Pub. L. 100-248, title L

sm(s)‘ July a’l. 2006, 130 Stat, 600,
referred to in nubm ($X1), is Pup. £ 90-247;

Jam 2, 190!. 80 Stab, 783, knuwa 649 the Elemantory and
Sccondary Bducaticn Ameodments af 1967, Title TV of
the Act, known as the Gensral Bducation Frovisions
Act. 15 clagsifiad generally’

lete classtiicrtion of thls Act to the Code, sme’ Short
Tma of 1868 Amendrent note st out under esction S4L.
o!‘ this titls and Tahles,

"The Higher Ednoation Act of 1865, refarred to In sab-

s80. (IX1), 18 Pub, L. 85-338, Nov. 8, 1884, 79 Stat, 118,
‘which ia olassifl] namlyme‘hnpmns(fmﬂlezuq)
o thia tma end part C (#2751 at veq.) of subchapter I of
chapter 8 of Titls 42, The Public Heslth und Welfare,
Yor completo claasiiication of this Act to the Uode, ses
Bhort Title note eet out under sechion 1001 of this titls
and Tablss.

PRIOE PROVIZIONS

A prior sectibn #44 of Puobh, L., 80-247 was clasaifted to
ssction 1338 of this titls prior to repeal hy Pub. L.
3-582,

o this chapter. Far com-

wige be vequired™,
 Bubseo. {(BX1XC). Pud, L. 103-382, §28IR)(ANA), gub-
stituted “or (if)" for- "(11() an adminiatrative head of

an-educasion agenoy (as defined in section 1221e-8(c) of

thin title), oy (iv)'".

Subgec. (DMU(E). Pub. L. 103-812, IMB(INANID,
mmanded subpar. () gensrally. Priar to amendment,
subpar. (1) read a8 followa: “State and local officials or

authorities to whom euch information is specifically
required to be reported o disclosed pmmt. to State
dopted prior to

Suksas, (b)(l)ui). P\lb. L. 105—382 §281¢h)}(23)(B), aud-

Ovde of 188" for "'the
Internal acveane Gndo “of 154", which for purpoaos of
codifioxtion was f.tanmud a6 “41tle 28" thug requiring
no shagge in tax

Buhseg. (b)(i){a‘) Pab. L. 108885, $MBB)ANHI,

subpar. {J).

Bubseo. (b)(2). Pub, L. 103-382, § M48(ABXI), which gi-
rectsd amendment of matter preceding subpar. (A) by
sabstituting *, nnless—"" for the pericd, was exscuted
by substitubing & comma for the pariod bo!m ‘an-
leaz-"" 10 réftact the probeble intent of Congr:

Bebsee, ()(AXB)., Pub, L. 103-383, swm)(Bxu), An-
garted “oxcspt as providsd in paragraph (1)(F),"” belore
“guch information®.

Hubsec. (b)(3). Pob. L. 103-967. §281(R)ENC), sub-
atituted *or (C)* for '“(C) an tive head of an
edunation agenny or (D)" n.nd “sdusation programs” for
“education program®,

Subsec, (DX4), Pab, L, 103-383, §349(2X0), tnsarted at
end “If a third party outside the sduoatiimal agency or
institution permits access to nformation in violation
of paregraph (DAL, or fails to destroy information in

Cepminig e sgamee s 3
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wolation of 1 (1)), the sducalionsi agency or
inahltutiou aha.u e § prohtbited from nurmibtlnz accees
from to that ¢hird

TITLE 20--RDUCATION

§ 1298y

#ubpad, (O), aubs & to £08(c)" for
refarenos 1o “section 409 of iiis Act” whlch for pur-
of codifl has besn ..

12316-8{0) 0f this mne" and added subpass. () to (1.
Suhsao (0X2). Pub. L. 93-868, !2(&)(1)(3). (2’)(3). sub-

or {pstitution which has

pﬂwmr.parmduf nobless than five years,”
Bubeso, (6). Pub, L, 109-382, ia@(ﬁ). Nab
ater than 240-days after Qetoher 20, 1994, the 8 24
d ar

umcy
& policy or pmﬁoe af releasing, or providing asoess to,
fdan’

shsll adopt appropriate mzulatlnns ar
ldentify which" Tar
“"The Beoretary shall adap!; nppmpru.te 1ogulations
o,

Bubssg. (d), Pab, L. 103833, J2BI(h)(®), Inserted &
ocommas after “‘sdcoation’,

Babsec, (8} Pub, L. 108-883, §24(4), inserted ‘‘affec~
tivaly” befare * .
Bubsec, (0. Pub, L. 103-383, §361(h)(4), struak oub **, or

an administrativa head of su cducytion agency,” after
*“The- * and substituted “anfomn this section”

any tiflable informaticn in educstion
recards other then dizeotary {nformetion, or as is por-
mitted under pavagraph (1) of this sl on” for
“state or looal sducationdl agency, aay lnetitution of

hlshs.r ndnuaﬂm. /Ry oummuniry collegs, any achool,
or any other sdu-

angy
mﬁon&l mm:n'ﬂon which has a poloy oy practice of
furnishing, in any form, any personally ida.nm!ame in-
d in , O any

sohool
parsone. othar than those Llsted 1a subseotion @)D of

for “enforoe pryvisians of this 3 L
LD for At (ot of“ aud “com-

this
Bubsac, (bXS) Pub 1. 83-568, !KB)(U}(D? gubstituted
1Ty authortzed by Fedsral

D the
RnlY with ms nctlo o mr "uamp]s with ths pr
of this asc
Subsec. &), Pub. L, 108-882, §261(h)(5), struck out ‘“of
Hoalth, Bducation, and Walfare™ after “the Depart-
ment” and “'the provisipns of after “adjudicating via-

Iatlans of.
. (h}. Pub, L. 103-882, §24X5), added subseo, (m).
M—Snbsan (n)t!)(B)(ﬂ) Pub. L, 103-325 amended ¢l.
{li} generally. Prior to amendmens, cl. (ii) read as fo)-

15 Inw,
any dsta collscted by such officials shail be pmunﬁed
in @ sanner which will not permit the personal idanti-
fleation of students and their parsats by other than
those officinls, and snah personmally ldentiffeble data
shall be deatroyed when no louger needed for such
audit, evaluation,; snd t of Pederal legal re-
guiremants” for “daba s specifically authorized by
Federal law; any deta collected by such afffclaly with
respect to individoal students shall not imclude infar-

&l {including social ssourity Twmmbsrs) which

lows; ““if the of'a law unit do ot
have acosss to ol i undar [£.3743]
of this te of stoh law

the and

enforoament unit which (1) are kept apart (rom reoords
Qescribod in subparagyaph (A), (D) are maintained solo-
ly for law enforosment purposss, and (1) are not wade
availabls to persons other then law anforosment offi-
clala of the same furisdiotlon;”.

1900—Sabses. (bXE). Pnh. L, 101-543 added prz, (6.

1979—Bubsec. (b}b), Pub. L. 96-46 addsd par, (8).

1874 Sobssc. (aX1). Pub 1. 99588, B{aXlXA)—(OL
@YADY (C), (3), desiynated axisting par, (1) ss subpar.
(A), anbatiintod reference to sdicational agencigs and
instftations for refursace to state o lucal educationsl
agunoles, denm ot bighor eduontiog, oommumn:

colleges,  offering STOFramS,
and othsr {x hstituted the ge~
neric term educety de for the tion of

such records, and extended the right to inspsct and re-
viuw sunh records to paranta of children wha hava beex
in & and ndded . (B) and {O).

Subeeo, (AX2), Pab, L, 83-868, ﬂﬂ(l)(ﬂ). substitutad pro-
visions waking ths svailability af fuids to edmusm

would permit the personal idextification of such sta-
dants ar their parents after the data so obtaingd has

bean vollected”,

Bubsac, (b)(4). Pab. L. 88 568, §(&)(8). subistituted pro-
vislons thet sach sducationsl agenoy or institntion
mun-mmmtmgmmmummu

ind W or arga-
nizations wno obtained access to the student's yecord
and the legitimate intersst in obtaining such inforrs-
ton, that sach record of ncosss ghall be svallable only
o wnnh, school afffciuls; and their ausistants having
ity far the sustody of such records, andua
mem of audibng the operation of the system, for pr
visione that with respeol $o subassos. (o)a). (c}(n} ud
(0)3) of this i alt p
tiona desiring ascess to the records of a smdent shall
be requived S kign forms o Lis kspt with the records of
the student, but only for inspection by the parents ar
the stadent, indicating spscifically the legitimate edu-
catlonal or other interest of the person sesking sual (n-
formation; rnd that the form shall ba aveilsbls to par-
enta and schoal offfolels baving responsibility far

agenaies and institutions conditiomal on the
of an opportuntty for a hearing to parents.of studsnts
Wwhao are or have baan in sttendance at such fnstiintion
or agmoy to challsnge the contents of the stadent's

regord as & means of auditiug the oper-

atlon of the system

Subgeo. (a). Pub. Li, 53-568, § 8(a){1)(F), substituted "to
any educationsl sgensy or institetion unless such
aganay or institution" for ‘unlasl tha recipient of such

for prov the
for such heard and provi- v
nions suhhorﬁdne Insartion into the & writh Bab:
of the par ting” the of

(Z), Pab, 1, #3-468, !3(1!)(7) (10)(3). lfil‘ﬂok ook
12%% and 1282¢ tle pad in-

snbuo (s)ta) u'» (8 gub. L. §8-868, §2a)1X®), @)F).

(B), addsd pars, (8) &o
Bubsec, {b}1). Pub, L. 83-688, §2(a)A)(D), XY, (8),
(B)(A)-(O}. (10)(A). 1 provisions’ mcadtnx subpar, (A),

substitu
' of aduy "'

mmx pz-ovmom ‘that sxospt for r.lm otmdw.d: ©f hagr-
Ings, none of the funotjons of the Secretery under this
aection shall be varried out in sny of the regloual of-

fioss of such Deparimant,

BPFROTIVE DATE OF 2010 AMBWDMENT
A d t by Pub. L. 111.288 effsctive Oct. 1, I10,

agenay
bas & pouw of permitting the
ropords (or pereonally idantiflabis information onm-

ih (5) of suhsection () of this ssction)"
far “ptata or louﬂ -sducational sgency, any institution

of highar { :my o ‘w oollege; any
school, agenoy L1 or any
other ednoational msumuon whioh bas a polisy or

of p 1y identi-

Tfiable recordy or Mies (ur permnu information con-
tained tharefn), In anbpar. (A}, sabetitoted ‘‘efly-
ontional agency, who have bedn devermined by such
agenny or munituuonco hava" for “odnnaﬂ:::l agenay

exoept -as otherwise spécificelly gavided, éee section
445 of Pub L, 111-296, sct ont a8 & note under asction
1751 of Title 42, The Public Health and Welfara.

BPreoTIVE DATR OF 2008 AMENDMENT

Amendment by Pub. L, 107-116 affective Jan, 8, 2002,
exospt with respect 00 certain nunoomw.tdvs pro-

grams and tion § of Pab,
L. 107-110, sef oot a8 un E!!(Bctlve Dlu Tote undsr asc-

tion 6301 of thin title.
EFFRCTIVE DATE OF 1898 AMENNMENT
Amendment. by Pub. L. 106-24¢ effective Oot. 1, 1083,

Wwho have', subpar, (B:
Rooks ar mhmda to" for “um student (ntands to*, it

oxospt a3 otherwise providad in Pub. L. 105-944, see sec-
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tian 3 of Pub, L. 105-244, set out 2s a note undar section that receives funds under any applicable pro-
1001 of this title, gram shall develop and adopt policies, in con-
EvrProTIVE DATE OF 1082 AMENDMENT sultetion with parents, rezarding the follow-

e ing:
Sestion 1656(h) of Pub. L. 102-335 provided t.ha.t 'I‘ha (A)(i) Tho right of & parent of & student to

amendment made by this ssotion [amanding this
Sln) Shast Sake GINCA on the Rete of sdotmmnt: of T inspect, upon the request of the paront, a
Aat {July 23, 16821, survey fsmfvadm by r.: &h!rdd mdiam hmrewthn
survey aistered ar 8
BFFECTIVE DATE OF 1870 AMRNDMENT achool £ & studsnt; and
Amendment by Pub. L, %45 effective Qot. 1, 1978, ses (1i) any applicable procedures for granting
u““»“&“;’:m-?‘whm&u* out a8 & note under aso- 2 request by a parent for rossonsble acosss
on B30 of this title. to snoh aurvey within a reasonable period of
EFFROTIVE DATS OF 1974 AMBNDMERY nh(%e after the M%:BEO is m&}o’c —
b 3 Arrangemen pro en -
.mm,nmm:mz ’m“.hp‘;" mewmm ,(;vmt.muﬁl;‘nt“ "I.;‘};’ vacy that are provided by the egency in the
section] shall be effective, pnd retruautive tu, Nuvem- event of tae administration or distribmtion
ber 19, 1874."" of & gurvey to a.student anns?;mng one or
more af the following items (including the
BYFROTIVG DATa right of & parent of a student to inspect,
Haction 513(bX1) of Puh. L. 83-360 provided thet: “The the t of th t, pe
pravislons of this scotlon fensotiag this sscticn and LDAn 116 TOTHORY OF SUS FATSRY. BUY. arvey
provisions set out a8 & note under seotlon 1231 of this epara i CAw e JaTe O Sush Ueae® of i
titla] shall bacomo effective ninaty daye after the data et e & Delat ol S
D P AT MRCbIL A oW ae of (11) Mental or psychological problems of
the student or the student’s family.
$1482h, Protection of pupil rights (il1) Bex behavior or attitudes,
(&) I tion of ot ials by (v) Nlegal, anti-zooial, eell-incriminat-
¥ onal pox: ing, or demeaning bshayior.
ents or guardians (v) Critical appraisals of other individ-
AN instrootional msaterials, including teach- uals with whom respondents have close
er's manesals, films, tapes, or other supple- m rolationships.
mentary material which will be ussd in connec- Logally recognized privileged or
tion with any survey, analysis, or evaluation a8 °"°' /! relationghips, such as those of
part of any applicable program shall he avaii- lawyers, physloiens, and ministers.
able for inspection by the parents or guardians (vil) Religious nra.cc(ces affiliations, or
of the children. be]t.lm of the stud or tho '8 par-
. : [y
(b) Liralta om gurvey, analysis, or evaluations (vi{i) Tnoome (other than that regnired
No student shall be required, as part of any ap- by law to determine oligibllity for partici-
plicable program, to sutmit to a survey, anely- petion in a program or for receiving fnan-
sis, or 'e_valua&lon that reveals information con- o) ssaistance under such PTOgram).
(1) political affillations or baliofs of tha mtu- (O){1) The right of a parant of a student ta
dent or the stndent’s parent; inspsct. upen the request of the parent, any
(2) mental ar paynhological problems of the Instructional material ueed as part of tha
student or the atadent's family; educational onrriculum for the student; and
E 3) sex behavior or sttitudes; (i1) any applicable procedares for granting
4) illegal, mﬂ-meial self-incrirainating, or & request by a parent for reasonable access

demeaning behavior to imstructional rosterie) within a reason-
(8) aritical s,ppmms of other individusals able period of time after the request is re-

with whom regpondents have cloge family rete~ celved.
tio; (D) The administration of physfcal exami-

nships;
(6) legally racognized priviloged or analogons pations or scresnings that the sahool or

relationships, such 2 those of lawyers, physi- agency may administer to a stadent,

olans, and ministers (E) Ths conscbiun, disclosure, or use of
(D) religious pmbioes affiliations, or beliufs porscnel information colleoted from sin-

of the stndent or student's parent: or dente for the purpose of markeiing or for

(8) income (other than that required by law selling that information (or otherwise pro-
to determine eligibility for participation in 2 viding thet information to others for that

program or for recsiving firancisl essistence purpess), including arrangements to protect
under such programy), student privacy that ers provided by the
wit.hnu: the prior consent of ﬁl:a St::i;nt (if the :f::u‘g ?r?:h:a event of such collection, dis-
student is an adnit or emanoipated ar), or in d )
TDADG; (®)(1} The right of a parent of & student to
T e e s paamors WIBHOUL  4poct, upon the raquest of the parent, any
£) Davelo t of logal fos i instrument nsed in the collsction of peraonal
pn paies m"’“" wtonmnfmmﬂnn,m information under subparsgraph (E) bafore
mmﬂmdmw the instrament is administered or distrib-
inati l uted fo a student; and

” (i1) any applicable procedures for granting
wﬁemmtmdﬁnwmﬂhmlwhdﬂ & reqtiost by a parent for reasanable acoesa
Except as provided in subsections (a) and (b) to such ingtroment within a reasonable pe-

of this sectlon, a local educational agenoy riod of time after the request is received.



Appendix C

MEMORANDUM OF UNDERSTANDING BETWEEN
AND THE KENTON COUNTY BOARD OF EDUCATION
TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE
KENTON COUNTY BOARD OF EDUCATION FOR THE
AUDIT/EVALUATION OF EDUCATION PROGRAMS AND
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA

dekd dhh Akd Ahk% hhkd fdhd Thk Khd Kkk ddd Fkh Khk hkk

THIS AGREEMENT is made and entered into by and between the Kenton County Board of
Education (“KCBOE”) and (hereafter “Authorized Representative™) and

establishes the procedures relating to an exchange of information between the Parties.

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and
its duties include audit or evaluation functions of federal or state-supported education programs or
enforcement or compliance with federal or state legal requirements that relate to those education programs
(audit, evaluation or enforcement or compliance activity) in its role as the local education agency and in
evaluation of education programs to identify or develop the best education practices to be used in public

schools of Kenton County Kentucky;

WHEREAS, the Authorized Representative is an entity performing audit or evaluation functions
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor
acting in the place of the KCBOE to perform the KCBOE’s audit or evaluation functions of federal or state-
supported education programs or to enforce or comply with federal legal requirements that relate to those
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state
education agency and in evaluation of education programs, as described below;

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et
seq.; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; the
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.;

and the Kentucky Open Records Act, KRS 61.820 et seq.;

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as
follows:

Section 1. Designation of Authority.

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified
below as an “authorized representative” of the KCBOE, as defined in 34 C.F.R. 99.31 (a)(3)
and 99.35, with respect to the provision of audit or evaluation functions of federal or state-
supported education programs or to enforce or comply with federal or state legal requirements
that relate to those education programs (audit, evaluation or enforcement or compliance
activity) in the KCBOE’s role as the local education agency and in evaluation of education
programs (“audit/evaluation services™) and, specifically, with respect to the use of confidential

data disclosed under this agreement.




B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch
eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify
the Authorized Representative as a contractor acting in the place of the KCBOE,; shall ensure that the
audit/evaluation services include a “need to know” this data as required by 7 C.F.R. 245.6 (f); and shall
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOE’s
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 CF.R.
245.6 (f) and that the Authorized Representative has demonstrated a “need to know” shall be evidenced by

the KCBOE’s agreement to enter the USDA Prototype Agreement.

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be
Released to the Authorized Representative and Description of Use of Data by the Authorized

Representative.

A. The parties acknowledge that the KCBOE is releasing confidential data including student and non-
student information to the Authorized Representative for the purposes outlined herein, and that the release
of the KCBOE confidential data including student and non-student information to the Authorized
Representative is necessary for the completion of the KCBOE’s audit/evaluation services. The confidential
data including student and non-student information to be disclosed is described in a document attached to
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision
of audit/evaluation services. The Authorized Representative will use personally identifiable information
from education records and other records in order to perform the audit/evaluation services described in
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure
and an explanation as to the need for confidential data including student and non-student information to
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the
KCBOE shall provide written consent, if approved, of any changes to the list of disclosed data necessary
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be

reduced to writing and included in Exhibit A to this agreement.

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data
which is the student poverty indicator for most education programs) is to be released to the Authorized
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is
allowed by 7 C.F.R. 245.6. A description of any data protected by 7 C.F.R 245.6 which is to be disclosed
under this agreement shall be included in Exhibit A, Section III. Any agreed upon changes to the data
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section

Il to this agreement.

Section 3. The Authorized Representative and the Authorized Users’ Obligations.

A. The Authorized Representative shall not share these confidential data with anyone, except those
employees of the Authorized Representative and the Authorized Representative’s subcontractors,
(“Authorized Users™) that are directly involved and have a legitimate interest under FERPA or a “need to
know” (as defined in 7 C.F.R. 245.6 in the case of disclosure of free or reduced price lunch eligibility data
which is the student poverty indicator for education programs) in the performance of the audit/evaluation




services according to the terms of this agreement or any overarching agreement between the KCBOE and
the Authorized Representative in which the Authorized Representative agrees to perform these
audit/evaluation services on the KCBOE’s behalf (“Master Agreement™).

B. The Authorized Representative shall require all Authorized Users to comply with FERPA and
other applicable state and federal student and non-student privacy laws. The Authorized Representative
shall require and maintain confidentiality agreements or the KCBOE’s Nondisclosure Statement(s) with

each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is
used which is different from the KCBOE’s Nondisclosure Statement(s), then the terms of the Authorized
Representative’s confidentiality agreements shall contain, at a minimum, the terms and conditions of this
agreement and a copy of the current Authorized Representative’s confidentiality agreement or the
KCBOE’s Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as Exhibit B.

C. Authorized Representative that receive Personal Information as defined by and in accordance
with Kentucky’s Personal Information Security and Breach Investigation Procedures and Practices Act,
KRS 61.931, et seq., (the “Act™), shall secure, protect and maintain the confidentiality of the Personal
Information by, without limitation, complying with all requirements applicable to “non-affiliated third

parties” set forth in the Act.

“Personal Information” is defined in accordance with KRS 61.931(6) as “an individual’s first name or
first initial and last name; personal mark; or unique biometric or genetic print or image, in combination
with one (1) or more of the following data elements:

a) An account, credit card number, or debit card number that, in combination with any required
security code, access code or password, would permit access to an account;

b) A Social Security number;
¢) A taxpayer identification number that incorporates a Social Security number;

d) A driver’s license number, state identification card number or other individual identification
number issued by an agency;

e) A passport number or other identification number issued by the United States government; or

f) Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the Health
Insurance Portability and Accountability Act), except for education records covered by the
Family Education Rights and Privacy Act, as amended 20 U.S8.C. sec 1232g.”

As provided in KRS 61.931(5), a “non-affiliated third party” means “any person or entity that
has a contract or agreement with the Commonwealth and receives (accesses, collects or
maintains) personal information from the Commonwealth pursuant to the contract or

agreement.”

Contractor shall not redisclose, without written consent of the KCBOE, any “personal
information,” as defined in KRS 61-931, or any other personally identifiable information of a
student or other persons, such as employees.

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in
complying with the response, mitigation, correction, investigation, and notification requirements of the

Act.




E The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two
(72) hours, the Kentucky Department of Education, the Commissioner of the Kentucky State Police, the
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)2 applies and the vendor abides
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS
61.931(1)(b), the vendor shall notify the Commissioner of the Department of Local Government in the
same manner as above. If the agency is a public school district listed in KRS 61.931(1)(d), the vendor
shall notify the Commissioner of the Department of Education in the same manner as above. If the
agency is an educational entity listed under KRS 61.931(1)(e), the vendor shall notify the Council on
Postsecondary Education in the same manner as above. Notification shall be in writing on the form
developed by the Commonwealth Office of Technology and incorporated by reference into Kentucky

Regulation 200 KAR 1:015.

E. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s)
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements.

G. The Authorized Representative hereby agrees to undertake a prompt and reasonable investigation
of any breach as required by KRS 61.933.

H. Upon conclusion of an investigation of a security breach of Personal Information as required by
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the
notification, investigation, and mitigation of the security breach.

I In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain,
and update security and breach investigation procedures that are appropriate to the nature of the
information disclosed, that are at least as stringent as the security and breach investigation procedures and

practices established by the Commonwealth Office of Technology:
hitp://technology.ky. gov/ciso/Pages/InformationSecurityPolicies. StandardsandProcedures.aspx.

J. If Authorized Representative is a cloud computing service provider (as defined in KRS
365.734(1)(b) as “any person or entity other than an educational institution that operates cloud computing

services™), Authorized Representative does further agree that:

o Authorized Representative shall not process student data for any purpose other than providing,
improving, developing, or maintaining the integrity of its cloud computing services, unless the
provider receives express permission from the student’s parent. The Authorized Representative
shall work with the student’s school and district to determine the best method of collecting
parental permission. KRS 365.734 defines “process” and “student data”.

e With a written agreement for educational research, Authorized Representative may assist an
educational institution to conduct educational research as permitted by the Family Education
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232¢.

e Pursuant to KRS 365.734, Authorized Representative shall not in any case process student data to
advertise or facilitate advertising or to create or correct an individual or household profile for any

advertisement purposes.
¢ Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process

student data for any commercial purpose.




K. Pursuant to KRS 365.734, Authorized Representative shall certify in writing to the agency that it
will comply with KRS 365.734(2).

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a
manner that does not permit personal identification of students and their parents, and non-students by
anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store
all confidential data on secure data servers using current industry best practices. The Authorized
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of
any security breach to the server containing the confidential and otherwise personally identifiable data or
of any disclosure of confidential and otherwise personally identifiable data to anyone other than the
Authorized Representative’s Authorized Users or the KCBOE officials authorized to receive confidential
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all
reasonable means prescribed by the KCBOE to secure any breaches as soon as practicable.

L. The Authorized Representative shall not redisclose the KCBOE’s confidential and otherwise
personally identifiable data to any other party without the prior consent of the parent or eligible student
except as allowed by applicable federal and state law.

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A
copy of the Authorized Representative’s data security policies and procedures is attached to this
agreement as Exhibit C.

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable
data within forty-five (45) days after it is no longer needed to perform the audit/evaluation services
described in this agreement, upon KCBOE’s request or upon termination of this agreement, whichever
occurs first unless agreed otherwise in writing. The Authorized Representative’s description of the
method(s) which will be used to destroy all confidential data shall be attached to this agreement as
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the

KCBOE within forty-five (45) days after the data is destroyed.

0. The Authorized Representative shall permit the KCBOE, at the KCBOE’s cost and upon written
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized

Representative has destroyed the data as verified.

P. The Authorized Representative shall collect and use these confidential and otherwise personally
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to
the activities outlined in this agreement or in any Master Agreement.

Q. The Authorized Representative shall obtain prior written approval from the KCBOE before
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a
Master Agreement shall be consistent with federal and state law requirements. Any confidential and
otherwise personally identifiable data collected by the Authorized Representative under activities
approved by the KCBOE under this section, which are not regularly collected within the scope of this
agreement but are consistent with the activities described in this agreement, shall be subject to the terms

and conditions of this agreement.



R. If the Authorized Representative becomes legally compelled to disclose any confidential and
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other
appropriate remedy to prevent the disclosure or to ensure the KCBOE’s compliance with the
confidentiality requirements of federal or state law; provided, however, that the Authorized
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by
which any legally compelled disclosure is required, the Authorized Representative will only disclose that
portion of confidential and otherwise personally identifiable data that the Authorized Representative is

legally required to disclose.

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S.
Department of Education, Family Policy Compliance Office’s Guidance for Reasonable Methods and
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy
Act (“Guidance”). The Guidance is available by clicking the following hyperlink,
hitp://www2.ed.gov/policy/gen/guid/fpco/pdf/reasonablemtd agreement. pdf and made a part of this
agreement as if stated fully herein.

I. The Authorized Representative shall also, if the data shared by the KCBOE includes data
protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty
indicator for most education programs), abide by the restrictions of disclosure and confidentiality
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE.

Section 4. Permission to Use Data.

The KCBOE acknowledges that by entering this agreement it is approving, in writing, of the Authorized
Representative’s use of these confidential data within the scope of purposes outlined in this agreement.

Section 5. Transfer Protocol.

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper
medium and method for the transfer of confidential data between each other. The Authorized
Representative shall confirm the transfer of confidential data and notify the KCBOE as soon as
practicable of any discrepancies between the actual data transferred and the data described in this
agreement. The same protocol shall apply to any transfer of confidential data from the Authorized

Representative to the KCBOE.
Section 6. Breach of Data Confidentiality and Remedies.

The Authorized Representative acknowledges that the breach of this agreement or its part may result in
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative,
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may
be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened
breach. If the United States Department of Education’s Family Policy Compliance Office determines that
the Authorized Representative has violated paragraph 34 C.F.R. 99.31(a)(3), the KCBOE may not allow
the Authorized Representative access to personally identifiable information from education records for at
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of 7 C.F.R.
245.6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized
Representative shall be responsible for any consequences or penalties which result from such breach.




Section 7. Amendment and Assignability.

The terms and conditions of this agreement may only be amended by mutual written consent of both the
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its
respective rights or obligations under this agreement without the KCBOE’s prior written consent. The
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding

upon each party and any respective successors and assigns.

Section 8. Choice of Law and Forum.

All questions as to the execution, validity, interpretation, and performance of this agreement shall be
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky.

Section 9. Waiver.

The failure by one party to require performance of any provision shall not affect that party’s right to require
performance at any time thereafier, nor shall a waiver of any breach or default of this agreement constitute a
waiver of any subsequeni breach or default or a waiver of the provision itself. No modification, amendment, waiver
or release of any provision of this agreement or of any vight, obligation, claim or cause of action arising from this
agreement shall be valid or binding for any purpose unless in writing and duly executed by the party against whom

they are asserted.

Section 10. Severability.

Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of law,
shall not affect the validity or enforceability of any other provision of this agreement.

Section 11. Authority to Enter the Agreement.

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly
appointed representatives, that they are legally entitled to enter into this agreement.

Section 12. Data Custodians.

The individuals who are the designated data custodians for the Authorized Representative with respect to
this confidential data release and use agreement are listed in Exhibit E with their contact information.
Section 13. Term and Termination.

The term of this agreement shall be the same as the term of any Master Agreement between the KCBOE
and the Authorized Representative / for (length of time or insert a date here) unless terminated earlier by
either party upon thirty (30) days written notice. Either party may terminate this agreement with thirty
(30) days written notice.

Section 14. Effective Date of This Agreement.

This agreement will become effective once the KCBOE and the Authorized Representative have both
signed.




APPROVED:

Name B Date Authorized Representative’s Authorized Agent / Date
Title Agent’s Title
Kenton Coynty Board of Education Agent’s Name (Typed)

Authorized Representative Entity’s Name




Memorandum of Understanding (MOU)

Description of Exhibits

To authorize the release and use of confidential data under the FERPA Audit and Evaluation
Exception

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the
final MOU. Exhibits include:

e Exhibit A - Specifics of data being requested
o Section I - the initial data request that describes the audit/evaluation and data being

requested
o Section II- describes the need for Personally Identifiable Information (PII)

o Section III - required if requesting Free and Reduced Lunch information
o Exhibit B — Authorized Representative Confidentiality Agreements (one for each data
custodian)
Exhibit C — Authorized Representative data security policy
Exhibit D - Data destruction plan at completion of audit/evaluation
o Exhibit E - Identification of data custodians

Please refer to The U.S. Department of Education, Family Policy Compliance Office’s Guidance
for Reasonable Methods and Written Agreements for additional information on requirements for

data sharing under the Family Educational Rights and Privacy Act (FERPA).
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Exhibit A: , , I B

Contact Information
Research Entity Legal Name

Primary Data Custodian Name . Title Phone
¥ Email
| Secondary Data Custodian Name _Title Phone
Email _ 7 - . B N————

Section I- to be completed bv all requestors:

Purpose. Scope and Duration Use of data received under this MOU is limited to purpose and scope defined.

Click here to enter text.

Completely describe
the purpose and
scope of the

| audit/evaluation.

[ re
Click here to enter text.

Describe how the ‘
results will be used. ' ‘

Duration of Start Date: End Date:
Audit/Evaluation

Data Being Requested

—— —

“ Click here to enter text.

Provide specific data
elements needed to
complete audit/
evaluation

|
L

Years included in Audit Evaluation:
[2014-15  [J2013-14 [J2012-13  [J2011-12  []2010-11 [[12009-10

[12008-09  [] Other: o
Level of detail/aggregation: [ |Student/Individual [ _|School [(IDistrict [CIstate

If requesting Personally Identifiable Information (PII), check Student/Individual box. For aggregate
level select School, District, or State.

sta ding forudit/Evltion -Exhibits
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Please complete Section I if requesting PII detail.
Section II- Complete if Personally Identifiable Information (PI1) is being requested:

Click here to enter text,

" Justify your request

1 for

’ student/individual
level data

Explain why
audit/evaluation could not
be completed by using

aggregate-level data
withaut Pi

Special requirements for requesis for Personally Identifiable Information (PII)

o Student-Level/Individual detail from education records can only be used to meet the purpose
or purposes of the audit/evaluation as stated in this MOU for duration as defined.
® Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal
identification of parents, students, individuals by anyone other than designated data custodians.
Authorized Representative agrees to destroy all PII from education records and confidential

data from other records.
If Free & Reduced Lunch Status is needed on PII data, complete Section 111,

Exhibits

Evatin

o ntanding f
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A. Purpose and Scope
Kenton County Board of Education, KCBOE, and

Prototype Agreement;

Disclosure of Free and Reduced Price Information

acknowledge and agree that children’s free and

reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell
National School Lunch Act (42 USC 1751 et. seq.) INSLA) or Child Nutrition Act of 1966 (42 USC 1771
et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is

intended to ensure that any information disclosed by the KCBOE to the

about children eligible for

free and reduced price meals or free milk will be used only for purposes specified in this Agreement and

that the KCBOE and

information.

B. Authority
Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free
and reduced price meal or free milk eligibility information to specific programs or individuals, without
prior parent/guardian consent. Except that, the parent/guardian must be provided the opportunity to decline
to share eligibility information prior to the disclosure for identifying children eligible for benefits under or
enrolling children in the State Medicaid Program and the State children's health insurance program.
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of
children's parents/guardians must be obtained prior to the disclosure.

The requesting agency certifies that it is currently authorized to administer the following program(s) and
that information requested will only be used by the program(s) indicated.

recognize that there are penalties for unauthorized disclosures of this eligibility

thC;eg;;ﬂ Program i Information Authorized

O Medicaid or the State children’s health insurance | All eligibility information unless
program (SCHIP), administered by a State or local i parents elect not to have
agency authorized under titles XIX or XXI of the Social | information disclosed.
Security Act.
Specify Program:

| State health program other than Medicaid/SCHIP, Eligibility status only; consent j\
administered by a State agency or local education not required
agency.
Specify Program: | |

Federal health program other than Medicaid/SCHIP
Specify Program:

| No eligibility information unless
parental consent is obtained. J

Local health program
Specify Program:

No eligibility information unless
| parental consent is obtained.

Child Nutrition Program under the National School
Lunch Act or Child Nutrition Act

All eligibility information;
consent not required.

Specify Program:
Federal education program Eligibility status only; consent
Specify Program: | not required.

State education program administered by a State agency
or local education agency
Specify Program:

' Eligibility status only; consent
| not required.

Memorandum of Understanding for Audit/Evaluation -Exhibits



Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only,
without parental consent. Parental consent must be obtained to disclose any additional eligibility
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and
given opportunity to elect not to have information disclosed. Social security numbers may only be
disclosed if households are given notice of the disclosure and the uses to be made of their social security

numbers as required by Sec. 7 of the Privacy Act.
C. Responsibilities
Kenton County Board of Education will;

When required, secure parents/guardians consent prior to any disclosure not authorized by the National
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving
agency and made available to the determining agency;

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity
for parents/guardians to elect not to have information disclosed;

Disclose eligibility information only to persons directly connected to the administration or enforcement of
programs authorized access under the National School Lunch Act or regulations under the Act or to
programs or services for which parents/guardians gave consent.

will:

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected

with the administration or enforcement of the (program) and whose job responsibilities require use
of the eligibility information will have access to children’s eligibility information.

Use children’s free and reduced price eligibility information for the following specific purpose(s):

Describe: ) == =
Click here to enter text.

Inform all persons that have access to children’s free and reduced price meal eligibility information that the
information is confidential, that children’s eligibility information must only be used for purposes specified
above, and the penalties for unauthorized disclosures.

Protect the confidentiality of children’s free and reduced price meal or free milk eligibility information as
follows:

mrandum U ndin udit/Eal ation -ibits o 7 ' Page 2




Click here to enter text.

Specifically describe how the information will be protected from unauthorized uses and further disclosures.

f Click here to enter text.

D. Effective Dates
This agreement shall be effective during the dates of duration for the audit/evaluation.

E. Penalties

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C))
or regulation, any information about a child’s eligibility for free and reduced price meals or free milk shall
be fined not more than a $1,000 or imprisonment of not more than 1 year or both.
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F. Signatures

The parties acknowledge that children's free and reduced price meal and free milk eligibility information
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price
meal and free milk information or further disclosure to other persons or programs is prohibited and a
violation of Federal law which may result in civil and criminal penalties.

Requesting Agency/Program Administrator

Typed or Printed Name: — .

Title: — _____Phone: ____

~ Date:

Signature: . s

Determining Agency Administrator

Printed Name:

Title: s _ Phone:

Signature: o ) __Date:

*Any attachments will become part of this agreement.
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Exhibit B: KENTON COUNTY BOARD OF EDUCATION
CONTRACTOR’S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT

Contractor
Contractor’s employee or contractor name Title;
Address Phone

I understand that the performance of my duties as an employee or contractor, of a contractor for the
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or other
federal or state law); and, that I am required to maintain the confidentiality of this information and
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to

the following:

e I will not permit access to confidential information to persons not authorized by the KCBOE and
its contractor.

I will maintain the confidentiality of the data or information.

o [ will not access data of persons related or known to me for personal reasons.

I will not reveal any individually identifiable information furnished, acquired, retrieved, or
assembled by me or others for any purpose other than statistical purposes specified in the
KCBOE survey, project, or proposed research.
o I will report, immediately and within twenty-four (24) hours, any known reasonably believed
instances of missing data, data that has been inappropriately shared, or data taken off site
o tomy immediate supervisor, Associate Commissioner, and
o to the Division of Human Resources if | am a KCBOE employee or
o to the KCBOE Office for whom I perform work under the contract if  am a KCBOE
contractor or an employee of a KCBOE contractor

e T understand that procedures must be in place for monitoring and protecting confidential
information.

e I understand and acknowledge that FERPA-protected information obtained under provisions of
Family Educational Rights and Privacy Act of 1974 (FERPA) as a KCBOE contractot’s
employee or contractor of KCBOE is confidential information.

e Tunderstand that FERPA protects information in students’ education records that are maintained
by an educational agency or institution or by a party acting for the agency or institution, and
includes, but is not limited to the student's name, the name of the student's parent or other family
members, the address of the student or student's family, a personal identifier, such as the student's
social security number, student number, or biometric record, other indirect identifiers, such as the
student's date of birth, place of birth, and mother's maiden name, and other information that, alone
or in combination, is linked or linkable to a specific student that would allow a reasonable person
in the school community, who does not have personal knowledge of the relevant circumstances,
to identify the student with reasonable certainty.

¢ ] understand that any unauthorized disclosure of confidential information is illegal as provided in
FERPA and in the implementing of federal regulations found in 34 CFR, Part 99. The penalty
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or
imprisonment for not more than five years (under 18 U.S.C. 3559), or both.

¢ ] understand and acknowledge that children’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions
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of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq){NSLA) or Child
Nutrition Act of 1966 (42 U.S.C. 1771 et seq.}(CNA) and the regulations implementing these
Acts, is confidential information.

e Tunderstand that any unauthorized disclosure of confidential free and reduced price lunch
information or information from an application for this benefit is illegal as provided in the
Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq}(INSLA) or Child Nutrition
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts,
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than
$1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year (under 7 C.F.R. 245.6), or
both.

e Tunderstand that KRS 61.931 also defines “personal information” to include:

o an individual's first name or first initial and last name; personal mark; or unique
biometric or genetic print or image, in combination with one (1) or more of the following
data elements;

o An account number, credit card number, or debit card number that, in combination with
any required security code, access code, or password, would permit access to an
account;(b) A Social Security number;

o A taxpayer identification number that incorporates a Social Security number;

o A driver's license number, state identification card number, or other individual
identification number issued by any agency;

o A passport number or other identification number issued by the United States
government; or

o Individually identifiable health information as defined in 45 C.F.R. sec. 160.103, except
for education records covered by the Family Educational Rights and Privacy Act, as
amended, 20 U.S.C. sec. 1232g.

» Junderstand that other federal and state privacy laws protect confidential data not otherwise
detailed above and I acknowledge my duty to maintain confidentiality of that data as well,

¢ Iunderstand that any personal characteristics that could make the person’s identity traceable,
including membership in a group such as ethnicity or program area, are protected.

e In addition, I understand that any data sets or output reports that I may generate using confidential
data are to be protected. I will not distribute to any unauthorized person any data sets or reports
that I have access to or may generate using confidential data. T understand that I am responsible
for any computer transactions performed as a result of access authorized by use of sign

on/password(s).
Contractor’s employee or contractor signéture g ~ Date
Contractor’s authorized agent signature Date

Contractor’s authorized agent name (typed)




Exhibit C:

Please describe the measures you take to ensure the protection of PII released to you. If you have a
policy, please attach or copy/paste here as Exhibit C.

Click here to enter text.




Exhibit D:

Please use the space provided to describe the methods used to destroy all confidential data at the
completion of your work. Please specify the date of destruction. If you have a policy that describes it can

be attached as Exhibit D.

Click here to enter text. ‘




Exhibit E: In alphabetical order by last name, provide information for those persons designated as data
custodians. This should include anyone with access to confidential data. A designated primary and
secondary data custodian are required and a minimum of four is requested. Attach if more space is
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian.

Primarv Data Custodian

Last Name, First Name:
Phone:

Email:

Employer:

Secondary Data Custodian

Last Name, First Name:
Phone:

Email:

Employer:

s

A

All Other Data Custodians
Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:
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Appendix D

Sample Security Breach Notification Letter

Date

Dear Recipient Name:

We are contacting you because we have learned of a serious data security incident that occurred
on (specific or approximate date) OR between (date, year and date, year) that involved some of

your personal information.

The breach involved (provide a brief general description of the breach and include how many
records or people it may have affected). The information breached contained {customer
names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other
information {bank account PIN, security codes, etc.) was not released.

We are notifying you so you can take action along with our efforts to minimize
or eliminate potential harm. Because this is a serious incident, we strongly
encourage you to take preventive measures now to help prevent and detect any
misuse of your information. We have advised the three major U.S. credit
reporting agencies about this incident and have given those agencies a general
report, alerting them to the fact that the incident occurred, however, we have
not notified them about the presence of your specific information in the data

breach.*
(Optional paragraph if offering credit protection service.**)

To protect you we have retained (name of identity theft company), a specialist in identity theft
protection, to provide you with____year(s) of (description of services) services, free ofcharge.
You can enroll in the program by following the directions below. Please keep this letter; you
will need the personal access code it contains in order to register forservices.

As a first preventive step, we recommend you closely monitor your financial
accounts and, if you see any unauthorized activity, promptly contact your
financial institution. We also suggest you submit a complaint with the Federal
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online

at https://www.ftccomplaintassistant.gov/



As a second step, you also may want to contact the three U.S. credit reporting
agencies (Equifax, Experian and TransUnion) to obtain a free credit report
from each by calling 1-877-322-8228 or by logging onto
www.annualcreditreport.com.

Even if you do not find any suspicious activity on your initial credit reports, the
FTC recommends that you check your credit reports periodically. A victim’s
personal information is sometimes heid for use or shared among a group of
thieves at different times. Checking your credit reports periodically can help you
spot problems and address them quickly.

You also may want to consider placing a security freeze on your credit files, A
freeze prevents an authorized person from using your personal identifying
information to open new accounts or borrow money in your name.

You will need to contact the three U.S. credit reporting agencies to place the
security freeze. The fee is $10 for each credit reporting agency. The agencies
may waive the fee if you can prove that identity theft has occurred. Keep in
mind that when you place the freeze, you will not be able to borrow money,
obtain instant credit, or get a new credit card until you temporarily lift or
permanently remove the freeze.

To obtain a security freeze, contact the following
agencies: Equifax: 1-888-298-0045; web:

www.freeze.equifax.com
TransUnion: 1-800-680-7289; web: www.transunion.com (search for

security freeze) Experian: 1-888-EXPERIAN;
www.experian.com/freeze.com

For more information, see the website for the Oregon Department of
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and
click on “How to Obtain a Security Freeze.”

If you have further questions or concerns, you may contact us at this special
telephone number: 000- 000-0000. You can also check our website at
www.ourwebsite.org for updated information.

Sincerely,

* Reporting to credit agencies is required only for breaches affecting 1,000 or

motre persons.
** Not required under ORS 646A.600-646A.628.



Appendix E

FAC-0DL
Effective Date: 01/01 /2015

Determined Breach Notification Form

Section 1
Complete and submit within 72 hours of determination or notification.
Determined
0O Finance Cabinet Secretary
] Auditor of Public Accounts (APA}
0 Kentucky State Police (KSP)
O Attorney General (AG)
i} Commissioner of Department of Library and Archives, if breach determined
Q Chief Information Officer of Commonwealth Office of Technology
If Department of Local Government under KRS 61.931(1)(b} or (c) also contact:
0 Commissioner of Department of Lacal Government
If Public School District listed in KRS 61.931{1){d) also contact:
] Commissioner of Kentucky Department of Education
if Educational entity listed under KRS 61.931(1)(e} also contact:
g President of Council an Pastsecondary Fducation
Agency Name:
Agency Contact: ) N = S
Agency Contact Email: ) i = : E———
Agency Contact Phone Number:
Date of Naotification to Agencies: Time of Notification:

Date Breach Determined:

Section 2
Complete this portion after the conclusion of the investigation regarding whether the Security Breach has resulted in or
is likely to result in the misuse of personal information. Provide notice to agencies within 48 hours of completing

investigation.

Personal Information Breached: [ JYes [ JNo

If Yes, Explain:

Total Number of Individuals Impacted: Date Individuals Notified:
Type of Notices Sent Out (select all that apply and provide explanations):

[ web Posting: [ Emait:

[] Local or Regional Media: [[] Telephane:

[ Letter: ] other:

Did You Notify Consumer Credit Reporting Agencies? [(JYes [No If Yes, Date:

Any Other Breach Compliance Requirements Apply suchas Federal? [ ]Yes [ INo
If Yes, Explain:
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FAC-001
Effactiva Oate: 81/01 /2015

Third Party Breach: [ves [ne
If Yes, Third Party Name:
If Third Party Involved, When Did They Notify the Agency:

If a delay then please attach the delay notification record along with supporting documentation. Was there a
delay due to:

0 Law enforcement investigation. Reference to KRS 61.933 (3)(a)

O An agency determines that measures necessary 1o restore the reasonable integrity of the data system
cannot be implemented within the timeframa established and will delay the breach determination.
Delay will need to be approved in writing from the Offics of the Attorney General. Reference to KRS

61.933 (3)(b)

D .

Section 3
Complete and submit at the conclusion of the investigation and any notice and resolution process. ul

Actions Taken to Resolve Breach:

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches:

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach:

Reference:

KRS 61.931 to 61.934 - http://www.trc ky.gov/Statutes/statute aspxPid=43575

KRS 42.726 - hitp://www lre.k Statutes/statute.aspx Pid=43580
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Appendix F

Delay Netification Record

All documentation in reference to the delay should be attached to the notification record.
Agency Name:

3™ Party Name, if applicable:

FAC-FO02

Effective Date: 01/01/2015

Agencies are to use this form to record information:
0
Reference to KRS 61.933 (3)(a)

Date Law Enforcement Notified Agency:

If a law enforcement investigation has delayed the notification process for a breach determination.

Law Enforcement Agency:

0 If an agency determines that measures necessary to restore the reasonable integrity of the data

system cannot be implemented within the timeframe established and will delay the breach

determination. Delay will need to be approved in wiiting from the Office of the Attomey General.
Reference to KRS 61.933 (3)(b)

Date Submitted to Office of Attorney General:

Date Approved by the Office of Attorney General:

The agency will submit form FAC-C01 as required by KRS 61.833 if law enforcement has not contacted it
within seventy-two (72) hours of a determined breach.
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