Issue Paper

Kenlon Cavaty School Distiei | 1t's about ALL Kids.

DATE:
11/12/2024

AGENDA ITEM (ACTION ITEM):
Consider/Approve the terms and contract with Ikonics Imaging and Simon Kenton High School.

APPLICABLE BOARD POLICY:
01.1 Legal Status of the Board

HISTORY/BACKGROUND:
The S3 Simple Sandcarve software is going to be utilized in the Simon Kenton High School Pride

Shop to be able to frost, carve, and reverse etch a variety of products for sale thru our Pride Shop
Store. This software is to be used in conjunction with our sandblasting machine.

FISCAL/BUDGETARY IMPACT:
$435.49 / CTE

RECOMMENDATION:
Approval to the terms and contract with Ikonics Imaging and Simon Kenton High School.

CONTACT PERSON:
Jeffrey Bonlander, Craig Reinhart

Pt

Stipeifritendent

Principal/Administrator

Use this fornt to submit your request to the Superintendent for items to be added to the Board Meeting Agenda.
Principal —complete, print, sign and send to your Director. Director —if appraved, sign and put in the Superintendent’s mailbox.



11/12/24, 11:36 AM IKONICS Imaging - Shopping Cart

Home { Your Cart

Your Cart (1 item)

This purchase will appear on your credit card statement as being billed by our
parent company, "Saati Advanced Chemicals LLC".

If you have questions about Tax Exempt status, please view our tax exemption
information page.

Please note: Our eStore may not function optimally on Safari. For the best shopping
experience, we recommend using an alternative browser such as Chrome or Firefox.

83 Simnple Sandcarve Software

Price | Quantity: Total
$435.49 L ' . + $435.49 X

Subtotal: $435.49

Coupon Code: Add Coupon

Grand total: $435.49

& PayPui As low as $41.58/mo. Learn more

hitps://ikonicsimaging.com/cart.php 173
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1055 EATON DRIVE, FORT WRIGHT, KENTUCKY 41017
TELEPHONE: (859) 344-8888/ FAX: (859) 344-1531
WEBSITE: www.kenton.kyschools.us

Dr. Henry Webb, Superintendent of Schools

. THE KENTON COUNTY BOARD OF EDUCATION

VENDOR ASSURANCES REGARDING PROTECTION OF
PERSONAL AND CONFIDENTIAL INFORMATION

Data Security and Breach Protocols
Vendors that receive Personal Information from Kenton County Board of Education (herein referred to as
“KCBOE”) as defined by and in accordance with Kentucky’s Personal Information Security and Breach
Investigation Procedures and Practices Act, KRS 61.931, et seq., (the “Act”), shall secure and protect the Personal
Information by, without limitation, complying with all requirements applicable to non-affiliated third parties set
forth in the Act.

“Personal Information” is defined in accordance with KRS 61.931(6) as “an individual’s first name or first initial
and last name; personal mark; or unique biometric or genetic print or image, in combination with one (1) or more
of the following data elements:

a) An account number, credit card number, or debit card number that, in combination with any required
security code, access code or password, would permit access to an account;

b) A Social Security number;

c) A taxpayer identification number that incorporates a Social Security number;

d) A driver’s license number, state identification card number or other individual identification number
issued by any agency as defined under the Act;

e) A passport number or other identification number issued by the United States government; or

) Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the Health Insurance
Portability and Accountability Act), except for education records covered by the Family Education Rights and
Privacy Act, as amended 20 U.S.C. sec 1232g.”

As provided in KRS 61.931(5), a “non-affiliated third party” includes any person or entity that has a contract or
agreement with the KCBOE and receives (accesses, collects or maintains) personal information from the KCBOE
pursuant to the contract or agreement.

The vendor hereby agrees to cooperate with the KCBOE in complying with the response, mitigation, correction,
investigation, and notification requirements of the Act.

The vendor shall notify as soon as possible, but not to exceed seventy-two (72) hours, KCBOE, the Commissioner
of the Kentucky State Police, the Kentucky Auditor of Public Accounts, the Commonwealth (Kentucky) Office
of Technology, and the Commissioner of the Kentucky Department of Education of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)(2) applies and the vendor abides by
the requirements set forth in that exception. Notification shall be in writing on a form developed by the
Commonwealth (Kentucky) Office of Technology.

The vendor hereby agrees to report to the KCBOE, immediately and within twenty-four (24) hours, any known
reasonably believed instances of missing data, data that has been inappropriately shared, or data taken off site.

The vendor hereby agrees that the KCBOE may withhold payment(s) owed to the vendor for any violation of the
Act’s notification requirements.

The vendor hereby agrees to undertake a prompt and reasonable investigation of any security breach as defined
under the Act in accordance with KRS 61.933.
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Upon conclusion of an investigation of a security breach as defined under the Act as required by KRS 61.933, the
vendor hereby agrees to an apportionment of the costs of the notification, investigation, and mitigation of the
security breach.

In accordance with KRS 61.932(2)(a), the vendor shall implement, maintain, and update security and breach
investigation procedures that are appropriate to the nature of the information disclosed, that are at least as stringent
as the security and breach investigation procedures and practices established by the Commonwealth (Kentucky)
Office of Technology and that are reasonably designed to protect the Personal Information from unauthorized
access, use, modification, disclosure, manipulation, or destruction.

Student Data Security

Pursuant to KRS 365.734, if the vendor is a cloud computing service provider (which is defined pursuant to KRS
365.734(1)(b) as any person or entity other than an educational institution that operates cloud computing services)
or, through service to the KCBOE, becomes the equivalent of a cloud computing service provider, the vendor
further hereby agrees that:

. The vendor shall not process student data as defined pursuant to KRS 365.734 for any purpose other than
providing, improving, developing, or maintaining the integrity of its cloud computing services, unless the vendor
receives express permission from the student’s parent. The vendor shall work with the KCBOE to determine the
best method of collecting parental permission.

. With a written agreement for educational research, the vendor may assist the KCBOE to conduct
educational research as permitted by the Family Education Rights and Privacy Act of 1974, as amended, 20
U.S.C.sec.1232g.

. Pursuant to KRS 365.734, the vendor shall not in any case process student data to advertise or facilitate
advertising or to create or correct an individual or household profile for any advertisement purposes.

. Pursuant to KRS 365.734, the vendor shall not sell, disclose, or otherwise process student data for any
commercial purpose.

. Pursuant to KRS 365.734, the vendor shall certify in writing to the agency that it will comply with KRS
365.734(2).

Family Educational Rights and Privacy Act, National School Lunch Act
and Child Nutrition Act

If during the course of this agreement, the KCBOE discloses to the vendor any data protected by the Family Educational
Rights and Privacy Act of 1974 {FERPA), as amended {20 U.S.C. sec. 1232g, et seq.), and its regulations, and data protected
by the Richard B. Russell National School Lunch Act (NSLA) {42 U.S.C. sec. 1751 et seq., and the Child Nutrition Act of 1966
(CNA) {42 U.S.C. sec. 1771 et seq.), the vendor agrees that it is bound by and will comply with the confidentiality, security
and redisclosure requirements and restrictions stated in FERPA, NSLA and CNA.

The vendor hereby agrees to report to the KCBOE, immediately and within twenty-four (24) hours, any known
reasonably believed instances of missing data, data that has been inappropriately shared, or data taken off site.

The vendor agrees that FERPA-protected information is confidential information. FERPA-protected information
includes, but is not limited to the student's name, the name of the student's parent or other family members, the
address of the student or student's family, a personal identifier, such as the student's social security number,
student number, or biometric record, other indirect identifiers, such as the student's date of birth, place of birth,
and mother's maiden name, and other information that, alone or in combination, is linked or linkable to a specific
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student that-would allow a reasonable petson in the school community, who does not have personal knowledge
of the relevant circnmstances, to identify the student with reasonable certainty.

The vendor understands and acknowledges that any unauthorized disclosure of confidential information is illegal
as provided in FERPA and in the implementing federal regulations found in 34 CFR, Part 99. The penalty for
unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. sec. 3571) or imprisonment for not more
than five years (under 18 U.S.C. sec. 3559), or both.

The vendor understands and acknowledges that childeen’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions of the NSLA
or the CNA is confidential information and that any unauthorized disciosure of confidential free and reduced price
lunch infoimation or information from an application for this benefit is illegal. The penalty for unlawful
disclosure is a fine of not more than $1,000.00 (ander 7 C.F.R. 245.6) or imprisonment for up to one year (under
7 C.E.R. 245.6), or both,

In the event there is a conflict between this agreement and any other agreement between XCB(JE and Vendor,
the terms of this agreement shall apply.

Saati'Ad‘vanoe»_d _Chemicals dba lkonics

Vendor Name

4832 Grand Ave. Duluth, MN 558_07"__

Vendor Address

(218)628-2217

Vendor Telephone

djones@ikonics.com
Vendor Email Address

Signaflire by Vendor’s Authorized Representative

Joseph Turrisi

Print Name

10/03/2024

Date

Revised 01/26/2022
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Home / FAQ / Privacy Policy

Privacy Policy

Effective date: January 23, 2019

IKONICS (“us”, “we”, or “our”) operates the https://ikonicsimaging.com website
(hereinafter referred to as the “Service").

This page informs you of our policies regarding the collection, use and disclosure of
personal data when you use our Service and the choices you have associated with that

data.
We use your data to provide and improve the Service. By using the Service, you agree to
the collection and use of information in accordance with this policy. Unless otherwise

defined in this Privacy Policy, the terms used in this Privacy Policy have the same
meanings as in our Terms and Conditions, accessible from https:/ikonicsimaging.com

Definitions

¢ Service

Service is the https://ikonicsimaging.com website operated by IKONICS

* Personal Data

Personal Data means data about a living individual who can be identified from those
data (or from those and other information either in our possession or likely to come
into our possession).

e Usage Data

httos:/fikonicsimagine.com/privacv-policy/ 171
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Cookies are small files stored on your device (computer or mobile device).

¢ Data Controller

Data Controller means the natural or legal person who (either alone or jointly or in
common with other persons) determines the purposes for which and the manner in
which any personal information are, or are to be, processed.

For the purpose of this Privacy Policy, we are a Data Controller of your Personal Data.
+ Data Processors (or Service Providers)

Data Processor (or Service Provider) means any natural or legal person who processes
the data on behalf of the Data Controller.

We may use the services of various Service Providers in order to process your data
more effectively.

¢ Data Subject {or User)

Data Subject is any living individual who is using our Service and is the subject of
Personal Data.

Information Collection and Use

We collect several different types of information for various purposes to provide and
improve our Service to you.

Types of Data Collected

Personal Data

While using our Service, we may ask you to provide us with certain personally
identifiable information that can be used to contact or identify you (“Personal Data”).
Personally identifiable information may include, but is not limited to:

https:/fikonicsimaging.com/privacy-policy/ 2111
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* Cookies and Usage Data

We may use your Personal Data to contact you with newsletters, marketing or
promotional materials and other information that may be of interest to you. You may opt
out of receiving any, or all, of these communications from us by following the
unsubscribe link or the instructions provided in any email we send.

Usage Data

We may also collect information on how the Service is accessed and used ("Usage Data”}.
This Usage Data may include information such as your computer’s Internet Protocol
address (e.g. IP address}), browser type, browser version, the pages of our Service that you
visit, the time and date of your visit, the time spent on those pages, unique device
identifiers and other diagnostic data.

Tracking & Cookies Data

We use cookies and similar tracking technologies to track the activity on our Service and
we hold certain information.

Cookies are files with a small amount of data which may include an anonymous uhique
identifier. Cookies are sent to your browser from a website and stored on your device.
Other tracking technologies are also used such as beacons, tags and scripts to collect
and track information and to improve and analyse our Service.

You can instruct your browser to refuse all cookies or to indicate when a cookie is being
sent. However, if you do not accept cookies, you may not be able to use some portions of
our Setrvice.

Examples of Cookies we use:

» Session Cookies. We use Session Cookies to operate our Service.

» Preference Cookies. We use Preference Cookies to remember your preferences and
various settings.

» Security Cookies. We use Security Cookies for security purposes.

https:/ikonicsimaging.com/privacy-policy/ 3711
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* To provide and maintain our Service

* To notify you about changes to our Service

* To allow you to participate in interactive features of our Service when you choose to do
SO

* To provide customer support

* To gather analysis or valuable information so that we can improve our Service

e To monitor the usage of our Service

* To detect, prevent and address technical issues

» To provide you with news, special offers and general information about other goods,
services and events which we offer that are similar to those that you have already
purchased or enquired about unless you have opted not to receive such information

Legal Basis for Processing Personal Data under the
General Data Protection Regulation (GDPR)

If you are from the European Economic Area (EEA), IKONICS legal basis for collecting and
using the personal information described in this Privacy Policy depends on the Personal
Data we collect and the specific context in which we collect it.

IKONICS may process your Personal Data because:

We need to perform a contract with you

You have given us permission to do so

The processing is in our legitimate interests and it is not overridden by your rights
» For payment processing purposes

To comply with the law

Retention of Data

IKONICS will retain your Personal Data only for as long as is nhecessary for the purposes
set out in this Privacy Policy. We will retain and use your Personal Data to the extent
necessary to comply with our legal obligations (for example, if we are required to retain
your data to comply with applicable laws), resolve disputes and enforce our legal
agreements and policies.

fittps:/fikonicsimaging.com/privacy-policy/
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Transfer of Data

Your information, including Personal Data, may be transferred to - and maintained on -
computers located outside of your state, province, country or other governmental
jurisdiction where the data protection laws may differ from those of your jurisdiction.

If you are located outside United States and choose to provide information to us, please
note that we transfer the data, including Personal Data, to United States and process it
there.

Your consent to this Privacy Policy followed by your submission of such information
represents your agreement to that transfer.

IKONICS will take all the steps reasonably necessary to ensure that your data is treated
securely and in accordance with this Privacy Policy and no transfer of your Personal Data
will take place to an organisation or a country unless there are adequate controls in
place including the security of your data and other personal information.

Disclosure of Data

Disclosure for Law Enforcement

Under certain circumstances, IKONICS may be required to disclose your Personal Data if
required to do so by law or in response to valid requests by public authorities (e.g. a court
or a government agency).

Legal Requirements
IKONICS may disclose your Personal Data in the good faith belief that such action is

necessary to:

» To comply with a legal obligation
» To protect and defend the rights or property of IKONICS

https://ikenicsimaeine.com/privacv-policv/ 501
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Security of Data

The security of your data is important to us but remember that no method of
transmission over the internet or method of electronic storage is 100% secure. While we
strive to use commercially acceptable means to protect your Personal Data, we cannot
guarantee its absolute security.

Our Policy on “Do Not Track” Signals under the
California Online Protection Act (CalOPPA)

We do not support Do Not Track {("DNT"}). Do Not Track is a preference you can set in your
web browser to inform websites that you do not want to be tracked.

You can enable or disable Do Not Track by visiting the Preferences or Settings page of
your web browser,

Your Data Protection Rights under the General Data
Protection Regulation (GDPR)

If you are a resident of the European Economic Area (EEA), you have certain data
protection rights. IKONICS aims to take reasonable steps to allow you to correct, amend,
delete or limit the use of your Personal Data.

If you wish to be informed about what Personal Data we hold about you and if you want
it to be removed from our systems, please contact us.

In certain circumstances, you have the following data protection rights:
» The right to access, update or delete the information we have on you. Whenever
made possible, you can access, update or request deletion of your Personal Data

directly within your account settings section. If you are unable to perform these
actions yourself, please contact us to assist you.

https://ikonicsimaging.con/privacy-policy/ 6/11
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Data.

+ The right of restriction. You have the right to request that we restrict the processing
of your personal information.

* The right to data portability. You have the right to be provided with a copy of the
information we have on you in a structured, machine-readable and commonly used

format.

* The right to withdraw consent. You also have the right to withdraw your consent at
any time where IKONICS relied on your consent to process your personal information.

Please note that we may ask you to verify your identity before responding to such
requests.

You have the right to complain to a Data Protection Authority about our collection and
use of your Personal Data. For more information, please contact your local data
protection authority in the European Economic Area (EEA).

Service Providers

We may employ third party companies and individuals to facilitate our Service (“Service
Providers"), provide the Service on our behalf, perform Service-related services or assist
us in analysing how our Service is used.

These third parties have access to your Personal Data only to perform these tasks on our
behalf and are obligated not to disclose or use it for any other purpose.

Analytics

We may use third-party Service Providers to monitor and analyse the use of our Service.

* Google Analytics

hitps:/fikonicsimaging.com/privacy-policy/ 11
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You can opt-out of having made your activity on the Service available to Coogle
Analytics by installing the Google Analytics opt-out browser add-on. The add-on
prevents the Google Analytics JavaScript (ga.js, analytics,js and dc.js) from sharing
information with Google Analytics about visits activity.

For more information on the privacy practices of Google, please visit the Google
Privacy & Terms web page: https:/policies.google.com/privacy?hl=en

Payments

We may provide paid products and/or services within the Service. In that case, we use
third-party services for payment processing (e.g. payment processors).

We will not store or collect your payment card details. That information is provided
directly to our third-party payment processors whose use of your personal information is
governed by their Privacy Policy. These payment processors adhere to the standards set
by PCI-DSS as managed by the PCI Security Standards Council, which is a joint effort of
brands like Visa, MasterCard, American Express and Discover. PCI-DSS requirements
help ensure the secure handling of payment information.

The payment processors we work with are:
* Wells Fargo

Their Privacy Policy can be viewed at https://www.wellsfargo.com/privacy-
security/orivacy

Links to Other Sites

Our Service may contain links to other sites that are not operated by us. If you click a
third party link, you will be directed to that third party's site. We strongly advise you to
review the Privacy Policy of every site you visit.

hittps:/fikonicsimaging.com/privacy-policy/
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CIINureTT s Privacy

Our Service does not address anyone under the age of 18 {(“Children”).

We do not knowingly collect personally identifiable information from anyone under the
age of 18. If you are a parent or guardian and you are aware that your Child has provided
us with Personal Data, please contact us. If we become aware that we have collected
Personal Data from children without verification of parental consent, we take steps to
remove that information from our servers,

Changes to This Privacy Policy

We may update our Privacy Policy from time to time. We will notify you of any changes
by posting the new Privacy Policy on this page.

We will et you know via email and/for a prominent notice on our Service, prior to the
change becoming effective and update the “effective date” at the top of this Privacy
Policy.

You are advised to review this Privacy Policy periodically for any changes. Changes to this
Privacy Policy are effective when they are posted on this page.

Contact Us

If you have any questions about this Privacy Policy, please contact us:

* By email: info@ikonicsimaging.com
» By visiting this page on our website: https:/ikonicsimaging.com

JOHN US

https:/fikonicsimaging.com/privacy-policy/ 911
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SIGN Up
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INFO

Saati Advanced Chemicals

dba IKONICS

4832 GRAND AVE

DULUTH, MN 55807

Call us at (800) 643-1037

©® 2024 IKONICS IMAGING | SITEMAP
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