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CCPA PRIVACY POLICY RIGHT TO KNOW ABOUT PERSONAL INFORMATION COLLECTED AND/OR
DISCLOSED

REQUEST TO KNOW:

You may request and, subject to certain exemptions, the following will be provided:

*

The specific pieces of Personal Information that n2y has about you.

The categories of Personal Information collected about you in the preceding 12 months.
The categories of the sources from which the Personal Information is collected.

The categories of Personal Information that n2y disclosed for a business purpose about you.

The categories of service providers to whom the Personal Information was disclosed fora
business purpose.

The business or commercial purpose for collecting Personal Information.

REQUEST TO DELETE:

You may request deletion of Personal Information collected from you. Please note that this right does
not apply in instances where n2y needs fo retain the Personal Information such as (but not limited to)

any of the following to:

Provide goods or setvices to you;

Detect or resolve issues regarding security or functionality-related issues;

Comply with the law;



» Conduct research in the public interest; and

o Safeguard the right to free speech.
REQUEST TO “DO NOT SELL”:
n2y does not sell personal information of its users for monetary or other valuable consideration.
SUBMITTING REQUESTS TO KNOW AND REQUESTS TO DELETE

Beginning January 1, 2020, if you are a California resident and would like to submit a CCPA request, you
may:
e Contact n2y by phone at (2800) 637-6575 or

e Initiate a request by completing an online request form by visiting: n2y CCPA Reqguest Form (via
partner OneTrust)

Only you, or a person you authorize to act on your behalf may make a verifiable consumer request
related to your Personal Information. You may also make a verifiable consumer request on behalf of
your minor child. To authorize another person to make a verifiable request on your behalf, you must
provide that person with written permission clearly describing their authority to make a request on your
behalf. That individual must also be able to verify their identity and provide documentation of their
authority to act on your behalf. An individual to whom you have provided a power of attorney pursuant
to Sections 4000 — 4465 of the California Probate Code may also make a request on your behalf.

In order to verify your identity, at a minimum, the following information will be collected:

e Name
e Your n2y subscription IDs (if you are the owner of the subscription(s))

e Name of the n2y subscription owner {if you are not the owner of the subscription)

e Date of Birth
e Email and email validation confirmation
e Phone Number

e Home Address

The information you provide will be used to verify your identity and to respond to your CCPA request
and for no other purpose. This information is used to verify your identity using reasonable methods in
order to process your rights request. These methods may include matching information you provide
with information already maintained by n2y or through the use of a third-party identity verification
service. If you are not the subscription owner (or designated subscription administrator contact on the
customer account), the subscription owner/administrator will be contacted as obligated in existing
contracts to perform or authorize the release of the requested information.

We cannot respond to your request or provide you with Personal Information if we are not able to verify
your identity or authority to make the request or confirm the Personal Information relates to you.



You are not required to have an account with n2y to make a verifiable request.

n2y will not discriminate against you for exercising your rights under the CCPA. In particular, n2y will
not:

s Deny you goods or services;

e Charge you different prices for goods or services, whether through denying benefits or imposing
penalties;

* Provide you with a different level or quality of goods or services; or
e Threaten you with any of the above.
CONTACT FOR MORE INFORMATION:

Please contact n2y by phone at (800) 637-6575 to:

« See how a consumer with a disability may access this Notice in an alternative format; or
e For questions or concerns about n2y’s privacy policies and practices.

DATA ACCESSIBILITY

n2y supports student and parent access to Pll for review and correction. Pll is most often created by the
classroom teacher or other school administration team members in accordance with the applicable
school or district’s policies. Typically, corrections can most easily be facilitated by parents and/or
students notifying the applicable classroom teacher or school administrator. In almost all cases, schools
and school districts have policies that permit these resources to make the desired corrections directly in
the system. If your situation is different or you need further assistance, please contact n2y customer

support at {800] 657-6575.
CONTENT RETENTION

n2y generally purges and/or de-identifies Pil and other Authorized User data ninety (90) days following
termination of a subscription. n2y performs daily system backups of production data for purposes of
disaster recovery. These backups are encrypted, stored offline and are not directly accessible by
Authorized Users. These backups are purged on a rolling twelve (12) month schedule. Upon written
request, n2y may (in Its sole discretion) consider an alternate content retention policy in certain
circumstances. De-identified Pll may be used by n2y for educational, product improvement and other
similar purposes; n2y will not use Pll for marketing. —

DATA BREACH OR SECURITY INCIDENT

n2y has internal protocols in place to deal with a breach of PIl. n2y will notify an affected subscriber no
later than seven (7) business days after n2y become aware of any breach of or security incident
involving Pli. n2y will take prompt corrective action to remedy any breach or security incident, mitigate,
to the extent practicable, any harmful effect of such breach or security incident and the corrective
action n2y has taken or will take to prevent future similar breaches or security incidents.

PRIVACY PLEDGE



As a public commitment for the responsible collection and use of student data, n2y is a signatory to the
Student Privacy Pledge 2020 (the “Pledge”) of the Future of Privacy Forum and the Software &
Information Industry Association (SHA). n2y believes this Agreement is consistent with the Pledge and
will ensure that any current and future subcontractors and business partners operate in a consistent
manner by agreeing to comply with this Agreement. The Pledge is available for review at: Student Data

Privacy Pledge
CUSTOMER FEEDBACK

n2y welcomes feedback from customers regarding its products and services. Contact us

at {800) 697-6575 or follow the Submit a Request link at n2v.com. You agree that any feedback given is
entirely voluntary and n2y shall have a non-exclusive, perpetual, irrevocable, worldwide, royalty-free
license for its benefit to use, disclose, reproduce, license or otherwise distribute and exploit the
feedback provided to it as it sees fit, entirely without obligation or restriction of any kind on account of

intellectual property rights or otherwise.

TERMINATION

n2y reserves the right, in its sole discretion, to terminate your access to all, or any part, of this website
and its accompanying materials and content at any time and without notice for any reason. n2y, in its
sole discretion, may also discontinue operating this website and terminate this Agreement at any time

and without notice for any reason.

NO WAIVER

The failure of n2y to enforce any terms and conditions of this Agreement or to respond to any breach by
you or other parties shall not in any way be deemed a waiver of n2y’s right to enforce any terms or

conditions of this Agreement.
GOVERNING LAW AND VENUE

By using this website and its accompanying materials and content, you agree that the laws of the State
of-Bhlo Commonwealth of Kentucky without regards to principles of conflict of laws, will govern this
Agreement and any dispute that may arise between you and n2y. Further, you expressly agree that
exclusive jurisdiction for any dispute resides in the courts of Erie-County;-Chie Kenton County, Kentucky,

SEVERABILITY

All provisions of this Agreement are severable and neither this Agreement nor any provision hereof shall
be affected by the invalidity, inapplicability or unenforceability of any other provision of this agreement.

QUESTIONS? .

ILr

If you have any questions about this Agreement, you may contact us at (200) 697-6575.
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