v Issue Paper

| 1t’s about ALL Fids.

DATE:
July 11, 2024

AGENDA ITEM (ACTION ITEM):
Consider/Approve a sales contract between Student Optimized Services (SOS) and Dixie Heights

High School for the 2024-2025 school year.

APPLICABLE BOARD POLICY:
01.1 Legal Status of the Board

HISTORY/BACKGROUND:

Student Optimized Services is an online scheduling tool that utilizes the flexible period in the
school day to meet the diverse learning needs of all students by giving teachers the ability to offer
timely support for students in their own class. In addition to this service, SOS offers an additional
service which will keep and electronic copy of students who are signing in and out throughout the
day for various off campus programs (school to work, dual credit, etc.).

FISCAL/BUDGETARY IMPACT:
$1500.00 will be paid from SBDM instructional funds

RECOMMENDATION:
Approval a sales contract between Student Optimized Services (SOS) and Dixie Heights High

School for the 2024-2025 school year.

CONTACT PERSON:
Andrew Wise/Teresa Catchen ﬁ
Jle— 7
Sup¥rintendent

* Prindipat/Administrator District Administrator
p

Use this form to submit your request to the Superintendent for items to be added to the Board Meeting Agenda.
Principal —complete, print, sign and send to your Director. Director —if approved, sign and put in the Superintendent’s mailbox.
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2535 Hathaway Rd

Union, KY 41091
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TG  Andrew Wise
Dixie Heights High School
3010 Dixie Highway
Edgewood, KY 41017

Use of "In and Out", a service provided by Student Optimized Services, that allows Dixie Heights to keep an electronic
copy of students who are signing in and out through out the day for various off campus programs.

Yearly Subscription Dixie Heights High Schoot $1,500.00
Subtotal 3 1500.00

Sales Tax @ 0.00% -
TOTAL $ 1,500.00

Make all checks payable to William Martin
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THE KENTON COUNTY BOARD OF EDUCATION
1055 EATON DRIVE, FORT WRIGHT, KENTUCKY 41017
TELEPHONE: (859) 344-8888/ FAX: (859) 344-1531
WEBSITE: www.kenton kyschoals.us

Dr. Henry Webb, Superintendent of Schools

| P afeag AN Liadeg

VENDOR ASSURANCES REGARDING PROTECTION OF
PERSONAL AND CONFIDENTIAL INFORMATION

Data Secarity and Breach Profocols
Vendors that receive Personal Information from Kenton County Board of Education (herein referred 1o as
SROBOEY as detined by and in accordance with Kentucky's Personal Intormation Seeurity and Breaeh
Investigation Procedures misd Practices Act, KRS 61931, ¢ seq, (the “Act™), shall secure and protect the Personsl
Information by, without limitation, complying with all requircrients appheable to non-adhilated third parties sel
forth e the At

“Personal Information™ is defined in accordance with KRS 6193 1{6) as “an individual’s first e or fust il
and last uame; personal mark: or unigque biemetric or genetic print or image, in combimation with ore (1) or more
ol the ollowmy data clements:

4 An account nuber, credit card number, or debit card nwber that, in combiafion with any required
securny code, nceess code or password, woukd permit access ro ap accound;

by A Social Security number;

<) A taxpayer identification number thal incorporates a Social Security number;

d) A driver’s ticense number, state idendification card mumber or other individoal dentfication number
issued by any ageney as delined under the Act;

e) A passport number or othet identification munber issued by the United States government; or

£ dividuafly Identifiable Information as defined in 45 CF.R. sce. 16040173 (of the Healih Insurance

Portability and Aecountability Act), except for education records covered by the Family Education Righis and
Privacy Act ax amended 20 VLS. see 123207

As provided i KRS 60 1.931(5), a “non-affibiated third party”™ includes any person or entity that has a contract or
agreenient with the KOBOL and reccives (accesses, collects or maintaing) personal information from the KCROI-
purstant o the contract or agreement,

The veidor hereby wgrees o cooperate with the KCBOE in complying with the response, sutigation, sorneclion.
mnvestiation, and notification reguirements of the Act,

The vendor shall notily as 5000 as pussible, but nol 1o exceed seventy-two (72) howrs, KCBOT, the Comiissioner
ol the Kentueky State Police, the Kentucky Auditor of Public Accounts, the Commonwealth (Kentucky) Oflice
ol Technotogy, and the Commissioner ol the Kentucky Department of Bducation o a determination of or
knowledge of a breach, unless the exception set lorth in KRS 61.932(2)(b)(2) applics and the vendor abndes by
the requivéments set forth i that exception. Notification shall be i writing on a form developed by the
Commonwealth (Kentucky) Otfice of Technology.

The vendor hereby agrecs to report to the KCBOE

reasonmably behioved instances of misging data, data that has been inappropriately shared. or data taken ofl site,

Uhe vendor heteby agrees that the KCBOT may withheld paymeniis) owed (o the vendor for any violation of the
AcUs notiication requirements.

Uhe vendir hereby agrees o undertake a prompl and reasonable investigalion of any seenrity breach as defined
ander the Act in accordince with KRS 61,933
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Hipon conclusion of an ivestigation of a security breach as defined under the Actas required by KRS 6 L9352 the
vendor fiereby agrees to an apportionment of the costs of the notification, investigation, and mitigation of (he

secuvity hreach.

In accordance with KRS 61.932(2)a), the vendor shall implenient, maintain, and update sccurity and breach
mvestigation procedures that ave appropriate to e nature ol the information disclosed, that are atleast as stringent
as the seeurity and breach investigation procedures and practices established by the Commonweabth (Kentuckyi
Office of Technology and that are reasonably desipoed to protect the Pasanal Information from mauihorized
access, use, madification, disclosure, mampuladon, or destraction,

Student Dala Securily

Purswant i KRS 305,734, il the vendor is a cloud computing secvice provider (which is defined pursuant to KRS
265,734 1)b) as any person or entity other thim an educational institution that operastes clond computing services)
or, throngh service to the KCBOE, becotmes the cquivalent of @ cloud computing service provider, the vendo
further heseby agrees that:

. The vendgor shali not process student data as defined pursunnt {0 KRS 365,734 for any purpose other thap
providing, inproving, developing, or nmintaining the infegrity of tls cloud computing services, unless the vendar
recetves express permission from the student’s parent, The vendor shall work with the KCBOI to determine the
best methiod of collecting parental permussion.

® With a0 written agrecment {for educational sescarch, e vendor may assist the RUBOL 1o copdoad
cducational vesearch as permitted by the Family Bducation Rights and Privacy Act of 1974, as amended, 24
1.8 Cosee, 12320,

s Pursuant to KRS 365,734, the vendor shall not in any case process studenl data 1o advertise or lactlitate
mdvertising or to ereale or correct an individual or honschold profile for any advertisement pusposes,

. Turstiant o KRS 365734, (he vendor shall not sell, disclose, or otherwise process student data for any
commercial purposc.

. Pursuant to KRS 365.734, the vendor shall certify v writing to the ageney that 1t will comply wath KRS
363,734(2).

Family Fducational Rights and Privacy Act, National Schood Lunch Act
and Child Nudrition Act

it during the course of this agreement, the KCBOE discloses to the vendor any data protected by the Famdly Educational
Rights and Privacy Act of 1974 (FERPA), as amended {20 U.S.C. sec. 1232g, et seq.), and its regulations, and dala protected
by the Richard B. Russell National Schoo! Lunch Act (NSLA) {42 U.S.C. sec. 1751 et seq., and the Child Nutrition Act of 1966
{CMAY {42 L1.5.C sec. 1771 et seq), the vendor agrees that it is bound by and will comply with the confidentialily, secunty
and redisclosure reqairements and restrictions stated 10 FERPA, NSLA and CNA.

Fhe vendor hereby agrees 1o veport to the KCBOE, immediately and within twenty-four (24) hours, any known
reasonably behieved instances of missing data, data that has been inappropriately shared, or data taken off site.

The vendor agrees that FERPA-protected information is confidential information. FERPA-protected inforation
mchudes, but is nol fiited to the students name, the name of the student’s parent or other Gunily memibers, the
address of the student or students family, a personal identifier, such as the student's social secunty nnmber,
student oumber, or biometric record, other sadireet identificrs, such as the student's dute of buth, plice of bith,
anth mother's masden name, and other information that, alone or in combination, is linked or linkable 1o 3 specitic
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studdent that would altow a reasonable person in the school commuanity, who does not have personal knowiedpe
of the relevant circumstancas, to wdentify the student with reasonuble certainty,

Phe vender understands and acknowledges that any unauthorized disclosure of confidential fnformation i iflegsl
as provided in FERPA and in the fmplementing (ederal regulations found i 34 CFR, Fart 99, The penaly (ol
anlawiul disclosure is 4 fine of not more than $250,000 (under 18 U.8.C.see. 3571) or imprisonment for notmore

_than {ive years (under 18 U.S.C. sec, 3559), or both,

The vendor understands and acknowledges that children’s Tree and reduced price meal and free milk cligibihiy

information or iformation from the family’s application for cligibility, obtained under provisions ol he NSLA

ar the UNA 1= contidential information and that any unauthurized diselosure of confidential Iree and reduced price

lunch information or information from an application for this benefit is itlegal.  The penalty for unlawiul

Lim fosure 12 a0 fine of pot more than SEOOG.00 (onder 7 C.E.R. 245.6) or imprizonment for up 1o one year {under
LR 245.6), ot both.

tn the event there s a conflict between this agreensent mud any other agreement between KOBOB and Vendar
the terms of this agreement shall apply.

SOS Develogmen

Vendor Name

25785 Hathaway b Ry o ISY dloq)

Vendor Address

RNA -4 z—tr‘us

Vendor T dq)hnm

sos MY @ gueil com

Vendor Enad Address

(Q/M /YVK’@\/

e -
Signature by Omi(u Authorized Representative

Print \Hnm,.
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About

ABOUT STUDENT
OPTIMIZED SERVICES
(/ABOUT-US)

MEET THE PEOPLE
(/{MEET-THE-PEOPLE)

PRIVACY POLICY
(/PRIVACY-POLICY}

TERMS OF SERVICE
(/{TERMS-OF-SERVICE)

Terms of Service

SOS package consists of five applications that form the
package. The applications ave targeted for distinct user groups,
students, teachers, team leaders, administrators, and a
maintenance app. Access to package is provided on a
subscription basis commonly referred to as SaaS.

By using the SOS package, users are agreeing to be bound by
the terms and conditions outlined in this document.

The cost of the application for the 2023-24 schoal year is $500
per month with a one time $1000 setup fee. The setup fee is
due once the customer has access to applications and
acknowledges that the package is working, The first $500 per
month is due when students and teachers start using the
application and subsequent payments are due at the beginning
of each month of use. The customer at their option can pay

monthly or annually for the service.

The customer can cancelled the service ar any time. When the
customer cancels all data will be deleted unless the customer
specifies that they plan to resume service in the future. Any
payment for future service will be refunded. Thus, ifa
customer pays for a school year and wants to stop using the
service at the end of December; the balance paid for January to
the end of the school year will be refunded.

SOS will respond to bug fixes or service outages within 24
hours though it may take longer to fix the problem. SOS
depends on Microsoft Azure. In the eight years SOS has used
Azure there has only been outage that last over an hour, That
outage, a lightening strike on their data center, took three days
to fix. SOS is not responsible for an Azure outage.

It is the responsibility of the users, to comply with applicable
laws, maintaining the confidentiality of their account

credentials. and not envacine in anv unauthorized oy illeoal
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activities. User accounts can only be created for students,

teachers, or employees that are authorized by the crestomer.

William R Martin residing at 2535 Hathaway Rd, Union KY
41091 holds the intellectual property rights related to the SOS
package, including copyright, trademarks, and patents.

The customer acknowledges and agrees that our SOS package,
including but not limited to its design, code, features,
trademarks, logos, and other intellectual property, are owned
by William R Martin and our licensors and are protected by
applicable intellectual property laws. You agree not to modify,
copy, distribute, transmit, display, perform, reproduce, publish,
license, create derivative works from, transfer, or sell any
information, software, products, or services obtained from or
through the SOS package.

Use of the SOS Package does not entitle you to any ownership
rights or rights to distribute or sublicense the sofeware.

Any feedback, suggestions, or ideas provided by you regarding
the SOS package may be used by us for further development,
improvement, or marketing purposes without any obligation to
compensate or credit you. You agree that any improvements or
modifications made to the software based on such feedback
shall be our sole property.

If you believe that your intellectual property rights have been
infringed upon while using the SOS package, please notify us
promptly, providing the necessary details for us to investigate
the matter. We veserve the right to take appropriate action,
including but not limited to removing or disabling access to

infringing material or terminating the accounts of repeat

infringers.

Failure to respect our intellectual property rights or any
unauthorized use of the SOS software package may result in
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tegal action and remedies available under appticable laws.

The customer understands and agrees that the use of the SOS
application is at your own risk. We provide the application on
an 'as-is' and 'as-available’ basis. To the fullest extent
permitted by applicable law, we expressly disclaim all
warranties, whether express, implied, statutory, or otherwise,
including but not limited to the warranties of merchantability,

Sfitness for a particular purpose, and non-infringement.

We make no warranty or representation regarding the
accuracy, veliability, timeliness, or completeness of the content

or features provided by the SOS package. We do not guarantee
that the application will meet your requirements or that it will
be uninterrupted, secure, evror-free, or free from viruses or

other harmful components.

You acknowledge that any reliance on the SOS package or its
content is solely at your own discretion and risk. We shall not
be liable for any direct, indirect, incidental, consequential, or
exemplary damages, including but not limited to damages for
loss of profits, data, or other intangible losses, arising out of or
in connection with the use or performance of the SaaS
application, even if we have been advised of the possibility of
such damages.

SOS Development has the right to modify or update the Terms

of Service at our discretion. The customer will be notified of
any change by an email to the all email addresses defined in the

Administrator table in the customer’s SOS database.
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ABOUT STUDENT
OPTIMIZED SERVICES
(/ABOUT-US)

MEET THE PEOPLE
(/MEET-THE-PEOPLE)

PRIVACY POLICY
{/PRIVACY-POLICY)

TERMS OF SERVICE
(/TERMS-OF-SERVICE)

Privacy Policy
We Commit To:

X We will not collect, maintain, use, or sharve Student PIT
(Personal Identifying Information) beyond that needed for
authorized educationall/school purposes, or as authorized by

the parent/student.
X Wz will not sell student PII,

X We will not use or disclose student information collected
through an educationallschool service (whether personal
information or otherwise) for behavioral targeting of

advertisements to students.

X We will not build a personal profile of a student other than
for supporting authorized educational/school purposes or as
authorized by the parent/student.

X We will not make material changes to School Service
Provider education privacy policies without first providing
prominent notice to the users and/or account holder(s) (i.e., the
institution/agency, or the parent/student when the information
is collected directly from the student with student/parent
consent) and allowing them choices before data is used in any
manner inconsistent with terms they were initially provided;
and not make material changes to other policies or practices
governing the use of Student PII that are inconsistent with

contractual requirements.

X We will not knowingly retain Student PII beyond the time
period required to support the authorized educational/school
purposes, or as authorized by the parent/student.

v’ We will collect, use, share, and retain Student PII only for
purposes for which we werve authorized by the educational

institution/agency, teacher, or the parent/student.



v WE Wl Inieerporate pnvaby UNo SECUTILY Wen: aevewping or

improving our educavional products, tools, and sevvices and

comply with applicable laws.

This is from the Future of Privacy Forum (FPF)} and the

Software & Information Industry
(hups://studentprivacypledge.org/privacy-pledge-2-0/)

© 2023 Student Optimized Services
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About

STUDENT OPTIMIZED SERVICES

In 2008 Ryle High School began their journey of
utilizing the Professional Learning Community
framework to develop Instructional Learning Teams
(ILT3) that would collaborate together to ensure that
ALL students were successful in mastering the
essential learning skills developed by every ILT,
Through on-going reflection of the ILTs, the faculty
determined they needed to:

* Provide teacher autonomy to determine what
to offer on a daily basis

* Provide Student Choice in regards to where
they will go during this time

» Find a way that ALL students can have their

current specific learning needs met vegardless

of content area.

s Provide time for teachers to meet on a weekly
basis with their ILT.

Student Optimized Services (SOS) was created in
2015 due to one school's (Ryle High School, Union,
KY} desive to utilize a Flexible Period in their
school day to meet the diverse learning needs of ALL
students by giving teachers the ability to offer timely
support for students in their own classes, Bill
Martin, a science teacher at the time and the
Jounder of SOS, used his computer programming
experience to create an on-line scheduling tool to
Jacilitate the desired outcome of the school
administration. Nate Niems, a school
administrator, facilitated the development as they

worked together to create the vision of the



scheduling tool,

Since its inception in 2015, implementation of the
SOS has proven to help 6-12 schools across the

country in the following areas:

* Reduce student failures

* Improve your special education suppors for
students

o Empower students to “Own Their Education™

s Increase in students taking more challenging
classes

o Improve State Accountability Scores for all
demographics

o Empower teachers to use additional time to
meet the real time learning needs of their
students

o Improve Student Culture

s Increase Social Emotional and Mental Health
support

Bill and Nate have implemented the SOS system in
High Schools and Middle Schools across the
country. The system is designed to evolve as we learn

about our customers’ needs.

We create the avenue for your work to be done the

way you need to do it!



Learn More

WHY SOS (/WHY-S0OS)

STUDENTS {/NEW-
PAGE)

TEACHERS (/NEW-
PAGE-1)

ADMINISTRATION
(/NEW-PAGE-2)

Why SOS?

Student Optimized Services makes the school day easier, and

more effective, for everyone involved.

STUDENTS

Students have the
ability to go to a
workshop. that
best fits their

needs.

LEARN
MORE
(/NEW-
PAGE)

TEACHERS

Teachers can
create specialized
workshops to

meet the specific

needs of students.

LEARN
MORE
{(/NEW-

PAGE-1)

© 2023 Student Optimized Services

ADMINISTRAT
ION
Administration
can use SOS for
assembilies, info
sessions, and

college visits.

LEARN

MORE

(/NEW-
PAGE-2)



