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Kenton County School District 

Data Security and Breach Notification Guidebook 

As of October 7, 2016 

I Board Policy - Records Management 1.61 

The Kenton County School District Administration shall acknowledge to the Board of 

Education in a public meeting prior to August 31st of each year that the District has reviewed 

the Data Security and Breach Notification Best Practice Guide and implemented best 

practices that meet the needs for reasonable security protection over personal information. 

Personal Information is defined as an individual's first and last name or first initial and last 

name; personal mark; or unique biometric or genetic print or image, along with any of the 

following data elements: 

• Account number, credit or debit card number, that, in combination with any required 

security code, access code, or password would permit access to an account; 

• Social Security number; 

• Taxpayer identification number that incorporates a Social Security number; 

• Driver's license number, state identification card number, or other individual 

identification number issued by any agency; 

• Passport number or other identification number issued by the United States 

government; or 

• Individually identifiable health information as defined in 45 C.F.R. sec. 160.103 

(Appendix A) except for education records covered by the Family Educational Rights 

and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix Bl 

Security Breach is defined as an unauthorized acquisition, distribution, disclosure, 

destruction, manipulation, or release of unencrypted or unredacted records or data that 

compromises or is reasonably believed to compromise the security, confidentiality, or 

integrity of personal information and results in the likelihood of harm to one or more 

individuals; or the release of encrypted records along with the key or process necessary to 

unencrypt the records. 



KRS 61.931- House Bill 5 

Procedures and practices to safeguard against security breaches must be implemented by any 

entity that maintains or possesses personal information in accordance with applicable KRS 

and federal laws. 

For any contracts involving personal information that are entered into or amended after 

January 1, 2015, specific language requiring protection of the data must be included. The 

following Memorandum of Understanding was developed by the Kenton County School 

District legal counsel and shall be utilized with all software purchases: 

Memorandum of Understanding - See Appendix C 

The following guidelines were prepared around three major areas of consideration as 

identified by the Kentucky Department of Education: 

• Protection and Prevention 

• Preparation for Notification 

• Notification 



Protection and Prevention 

All District employees are charged with protecting the confidentiality of personal information 

whether it pertains to customers, employees, parents, or students. The basic premise is to 

remain vigilant in the safekeeping of all paper records and all electronic records. Employees 

are encouraged to collect the minimum amount of personal information necessary to 

accomplish the given task and retain the information for the minimum time required by law. 

The following Kenton County School District departments are identified and charged with the 

use, maintenance, and safeguard of records which contain personal and confidential 

information: 

• Personnel 

• Student Support Services 

• Finance 

• Technology 

• Special Education 

• Preschool 

• Food Service 

• Transportation 

• Support Operations 

• School Level Office Staff 

• Nursing Services 

There are many departments and employees that come into contact with and use 

information that can be considered personal and confidential. As such, all district employees 

will be provided a brief overview and basic training in order to strengthen our coverage and 

safeguard the protection of restricted personal records from unauthorized personnel. 

Each department shall inventory all records which contain very personal and restricted 

information which must be considered for appropriate protection. These records shall be 

reviewed periodically (annually at a minimum) in order to determine the rights and privileges 

of district staff that have primary responsibility to utilize the restricted personal information. 

More importantly, the district staff charged with maintaining the records shall adhere to 

strict guidelines which are designed to protect the restricted information reflected in the 

documents. 



The following guidelines are to be utilized by all district staff responsible for the safeguarding 

of personal and restricted information: 

• Maintain an inventory of all electronic and paper records that contain personal 

information 

• Classify information contained in all restricted records according to sensitivity and 

level of risk if that information was accidentally or intentionally accessed by anyone 

without a need to know 

• Strictly adhere to the records retention requirements for all sensitive records 

• Supervisors shall annually assess the access rights afforded to district staff as it 

pertains to restricted files and data bases 

• Whenever practical, all high-risk information shall use data encryption to protect the 

sensitive files in combination with host protection and access control 

• Remove rights and access privileges immediately upon severance of employment for 

employees that have the responsibility to use and maintain sensitive files; retrieve all 

keys and building access control devices; remove all staff from security alarm code 

systems 

• All employees shall have an annual awareness training regarding the importance of 

protecting and safeguarding restricted personal information contained in paper files 

and electronic data bases; the annual training shall also include a comprehensive 

review of Data Security and Breach Notification Best Practice Guide. 

• All employees shall review the following awareness training videos located on the 

Safe Schools Training Site: 

Cybersecurity Overview 

Protection Against Malware 

FERPA: Confidentiality of Records 

• Use strong passwords or pass phrases and change them frequently 

• Keep a password, PIN, or pass code on all devices including laptops, tablets, and smart 

phones 

• Require all contract vendors that utilize personal information on behalf of the school 

district to sign and adhere to the guidelines established in the District Memorandum 

of Understanding; all MOU's must be maintained and renewed annually 

• Each district staff member that is charged with the maintenance or access to personal 

restricted information shall adhere to appropriate office maintenance requirements 

designed to protect access to confidential records throughout the course of the work 

day and after work hours 

- Only print files or records that contain restricted personal information if necessary 

Never leave restricted files on common space printers or copiers 



Never leave restricted files on desk top computer screens or printed files laying on 

the desk surfaces when you are away from the work space 

File all confidential information in securely fastened spaces when not in use 

Properly manage and control all confidential conversations 

Pay attention to confidential information being displayed on monitors in an open 

setting 

• Establish language for solicitation of Request for Proposals that reflects the desired 

restrictions and controls necessary to safeguard personal restricted information to be 

utilized as part of the third-party work 



Preparation for Notification of Affected Individuals 

In the event there is a suspect data breach, the Kenton County School District will initiate the 

appropriate response plan. The Preparation for Notification of Affected Individuals was 

prepared using elements from the Best Practice Guide and pertinent data breach legislation. 

The Director of Technology shall be the Lead agent for the District and assume responsibility 

for the coordination of all internal investigation and notification procedures. The process for 

investigating a potential data breach is outlined in the following procedures: 

1) The lead staff member charged with managing the breach of data security process 

shall be (Director of Technology). 

2) The lead staff member shall immediately notify the Superintendent of Schools 

regarding any data breach incident. 

3) The Superintendent of Schools shall notify District legal counsel regarding any data 

breach incidents. 

4) The lead staff member shall engage the District Safety and Security Officer to assist 

with the investigation. 

5) The lead staff member shall work with the departmental supervisor to ascertain the 

scope of the data breach as well as the schedule of affected individuals for the 

notification process. 

6) Notification to affected individuals whose unencrypted personal information have 

been. or are reasonably believed to have been . acquired by an unauthorized person 

shall be prepared and disseminated within 35 days in accordance with House Bill 5. A 

draft notification letter to individuals is found in Appendix D. 

7) Outside law enforcement agencies with expertise in investigating crimes that involve 

technology shall be contacted for advice and assistance with any data breach 

incidents. Identify any and all agencies that may be of assistance with an 

investigation and secure contact information in the case of a data breach incident. 

8) Immediately assess and prepare strategies to contain, control, and correct any data 

security breach incidents. Document any issues discovered and response actions 

taken. 

9) Perform a thorough review of the actions and flaws with the District data security 

platform leading up to the data breach. Make any necessary adjustments to the 

structure in order to prevent future incidents. 

10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience 

and cyber-security practices. 



Notification 

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data 

breaches. KRS 61.931, ET SEQ. (HB 5), Kentucky School Districts are required to notify both 

the individual of a breach and various state officials. House Bill 5 addresses the safety and 

security for personal information held by public agencies and requires public agencies and 

nonaffiliated third parties to implement, maintain, and update security procedures and 

practices, including taking any appropriate corrective action to safeguard against security 

breaches. 

House Bill 232 requires consumer notification when a private party data breach reveals 

personally identifiable information. This bill also requires cloud computing service providers 

contracting with educational institutions to maintain security of student data. The District 

Technology Coordinator shall assume responsibility for approving and finalizing all cloud 

based service provider agreements. 

The District Technology coordinator shall utilize the following forms developed by the 

Commonwealth Office of Technology for use in the event of a breach or a suspected breach of 

data. 

• Data Breach Notification Form FAC-001- See Appendix E 

• Delay of Notification Form FAC-002 - See Appendix F 

The notification requirements are designed to alert individuals of such data breaches and 

provide those affected individuals with an opportunity to take appropriate actions to 

mitigate the personal damage from potential identity theft or other harm. The following 

guidelines were established by the Kentucky Data Breach legislation: 

• Prepare a description of the categories of information that were subject to the 

security breach, including elements of personal information that were believed to be 

acquired; 

• Contact information for the notifying agency, including the address, telephone 

number; 

• A description of the general acts of the agency, excluding disclosure of defenses used 

for protection of information from the following sources about steps the individual 

may take to avoid identity theft, for: 

- The major consumer credit reporting agencies; 



- The Federal Trade Commission; and 

- The Office of the Kentucky Attorney General 

The data breach legislation that went into effect in January 2015, each District has a total of 

35 days from the time of their formal notification of agency contacts to notify all individuals 

impacted by the security breach. If the internal investigation leads to a reasonable conclusion 

that an unauthorized person through criminal activity may be involved in the data breach 

then the local law enforcement should be notified. 

The appropriate State staff should be notified within 48 Hours if the investigation finds that 

the misuse of personal information has occurred or is likely to occur. The length of the 

investigation is not established by this bill and will vary with each incident. 

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form 

FAC-001 to KDEDataBreachNotification@Education.kv.gov and to the following agencies as 

required by KRS 61.933: 

• Attorney General's Office 

• Auditor of Public Accounts 

• Finance and Administration Cabinet 

• Kentucky State Police 

• Kentucky Department of Library and Archives 

• Commonwealth Office of Technology 

The Department of Data Breach Notification at the Kentucky Department of Education will 

provide the most current contact information for each State agency representative. If the 

investigation involves law enforcement officials and prevents the full disclosure of 

information to the Department, then form FAC-002 shall be utilized as required by KRS 

61.933. The investigation shall be conducted in a reasonable and prompt manner in order to 

determine whether the security breach resulted in or is likely to result in the misuse of 

personal information 



Appendix A 

Department of Health and Human Seivices § 160.103 

this subchapter apply to the folloWing 
entities: 

(1) A health plan. 
(2) A health care clearinghouse. 
(3) A health care provider who trans

mits any health informatlon in elec
tronic form in connection With a trans
action covered by this subchapter. 

(b) Where provided, the standards, re
quirements, and implementation speci
fications adopted under this subchapter 
apply to a business associate. 

(c) To the extent required under the 
Social Security Act, 42 U.S.C. 1320a.-
7c(a)(5), nothing in this subchapter 
shall be construed to diminish the au
thority of any Inspector General, in
cluding such authority as provided in 
the .Inspector General Act of 1978, as 
amended (5 U.S.C. App.). 
[66 FR 82798, Dec. 28, 2000, as a.mended at 67 
FR 53266, Aug. 14, 2002; 78 FR 6687, Jan. 2.5, 
2013) 

§ 160.103 Definitlo111. 
Except as otherwise provided, the fol

lowing definitions apply to this sub
chapter: 

Act means the Social Security Act. 
Admintstrative simplification provision 

means any requirement or prohibition 
established by: 

(1) 42 U.S.C. 1320d-1320d-4, 1320d- 7, 
1320d--B, and 1320d-9; 

(2) Section 264 of Pub. L. 104-191; 
(3) Sections 13400-'13424 of Public Law 

111-5; or 
(4) Thls subchapter. 
ALJ means Administrative Law 

Judge. 
ANSI stands for the American Na

tional Standards Institute. 
Business assootate: (1) Except as pro

vided in paragraph (4) of this defini
tion, business associate means, with re
spect to a covered entity, a person who: 

(i) On behalf of such covered entity 
or of an organized health care arrange
ment (as defined in this section) in 
which the covered entity participates, 
but other than in the capacity of a 
member of the workforce of such cov
ered entity or arrangement, creates, 
receives, maintains, or transmits pro
tected health information for a func
tion or activity regulated by this sub
chapter, Including claims processing or 
administration, data analysis, proc
essing or administration, ut111zation 

review, quality assurance, patient safe
ty act1v1ties listed at 42 CFR 3.20, bill
ing, benefit management, practice 
management, and repricing; or 

(ii) Provtdes, other than in the capac
ity of a member of the workforce of 
such covered entity, legal, actuarial, 
accounting, consulting, data aggrega
tion (as defined in § 164.501 of this sub
chapter), management, administrative, 
accreditation, or financial services to 
or for such covered entity, or to or for 
an organized health care arrangement 
in which the covered entity partici
pates, where the provision of the serv
ice involves the disclosure of protected 
health information from such covered 
entity or arrangement, or from another 
business associate of such covered enti
ty or arrangement, to the person. 

(2) A covered entity may be a busi
ness associate of another covered enti
ty. 

(3) Business assoeiate includes: 
(i) A Health Information Organiza

tion, E-prescriblng Gateway, or other 
person that provides data transmission 
services with respect to protected 
health information to a covered entity 
and that requires access on a routine 
basis to such protected health informa
tion. 

(ii) A person that offers a personal 
health record to one or more Individ
uals on behalf of a covered entity. 

(iii) A subcontractor that creates, re
ceives, maintains, or transmits pro
tected health information on behalf of 
the business associate. · 

(4) Business associate does not include: 
(1) A health ca.re provider, with re

spect to disclosures by a covered entity 
to the health care provider concerning 
the treatment of the tndlvldual. 

(ii) A plan sponsor, with respect to 
disclosures by a group health plan (or 
by a health insurance issuer or HMO 
with respect to a group health plan) to 
the plan sponsor, to the extent that the 
requirements of § 164.504(f) of this sub
chapter apply and are met. 

(iii) A government agency, with re
spect to determining el1gib1Uty for, or 
enrollment in, a government health 
plan that provides public benefits and 
is administered by another government 
agency, or collecting protected health 
information for such purposes, to the 
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§ 160.103 

extent such activities are authorized 
bylaw. 

(iv) A covered entity participating 1n 
an organized health oare arrangement 
that performs a function or activity as 
described by paragraph (l)(l) of this 
definition for or on behalf of such orga
nized health care arrangement, or that 
provides a service as descrlbed 1n para
graph (1)(11) of this definition to or for 
such organized health care arrange
ment by virtue of such activities or 
services. 

Civil money penalty or penalty means 
the amount determined under U60.404 
of this part and includes the plural of 
these terms. 

CMS stands for Centers for Medicare 
& Medicaid Services within the Depart
ment of Health and Human Services. 

Complictnce date means the date by 
which a covered entity or business as
sociate must comply with a standard, 
!Jnplementation specification, require
ment, or modification adopted under 
this subchapter. 

Covered entity means: 
(1) A health plan. 
(2) A health care clearinghouse. 
(3) A health care provider who trans

mits any health information In e lec
tronic form in connection with a trans
action covered by this subchapter. 

Disclomre means the release, trans
fer, proviS!on of access to, or divulging 
In any manner of information outside 
the entity holding the Information. 

EIN stands for the employer identi
fication number assigned by the Inter
nal Revenue Service, U.S. Department 
of the Treasury. The EIN is the tax
payer ldentifYing number of an indi
vidual or other entity (whether or not 
an employer) assigned under one of the 
following: 

(1) 26 U.S.C. 6011(b), which is the por
tion of the Internal Revenue Oode deal
ing with ldenttfYing the taxpayer in 
tax returns and statements, or cor
responding provisions ofprlor law. 

(2) 26 u.s.c. 6109, which is the portion 
of the Internal Revenue Code dealing 
with identifying numbers in tax re
turns, statements, and other required 
documents. 

Electronic media means: 
(1) Eleotronio storage material on 

whWh w,,l,a ls or may be rnuo1'ded eleu
tronically, including, for example, de-

45 CFR Subtitle A (10-1-15 Edition) 

vices in computers (bard drives) and 
any removable/transportable dlgital 
memory medium, such as magnetic 
tape or disk, optical disk, or digital 
memory ca.rd; 

(2) Transmission media used to ex
change information already in elec
tronic storage media. Transmission 
media Include, for example, the Inter
net, extranet or intranet, leased lines, 
dial-up lines, private networks, and the 
physical movement of removable/trans
portable electronio storage media. Cer
tain transmissions, including of paper, 
via racsimlle, and of voice, via tele
phone, are not considered to be trans
missions via electronic media if the in
formation being exchanged did not 
exist in electronic form immediately 
before the transmission. 

Electronw protected health information 
means information that comes within 
paragraphs (l)(i) or (1)(11) of the defini
tion of protected health informa.tion as 
spectfled in this section. 

Employer ls defined as lt is 1n 26 
U.S.C. 3401(d). 

Family member means, with respect to 
an individual: 

(1) A dependent (as such term ls de
fined 1n 45 CFR 144.103), of the indi
vidual; or 

(2) Any other person who 1s a tlrst-de
gree, second-degree, third-degree, or 
fourth-degree relative of the individual 
or of a dependent of the individual. 
Relatives by affinity (such as by mar
riage or adoption) are treated the same 
as relatives by consanguinity (that is, 
relatives who share a common biologi
cal ancestor). In determining the de
gree of the relationship, relatives by 
less than full consanguinity (such as 
half-s1bl1ngs, who share only one par
ent) are treated the same as relatives 
by full consanguinity (such as siblings 
who share both parents). 

(1) First-degree relatives Include par
ents, spouses, sibllngs, and children. 

(11) Second-degree relatives include 
grandparents, grandchildren, aunts, 
uncles, nephews,. and nieces. 

(Ill) Third-degree relatives include 
great-grandparents, great-grand
children, great aunts, great uncles, and 
first cousins. 

(lv) Fow·Lh-<legrne relaLlves lnulu<le 
great-great grandparents, great-great 

1128 



Department of Health and Human Services § 160.103 

grandchlldren, and children of first 
cousins . 

Genetic information mea ns: 
(1) Subject to paragraphs (2) and (3) 

of this definition, with respect to an in
dividual, information about: 

(!) The individual's genetic tests; 
(11) The genetic tests of family mem

bers of the indlvldual; 
(l!i) The manifestation of a disease or 

disorder in famtly members of suoh ln
dlvldual; or 

(iv) Any request for, or receipt of, ge
netic services, or participation In clin
ical research which includes genetic 
services, by the Individual or any fam
ily member of the Jnd1Vldual. 

(2) Any reference in this snbchapter 
to genetic information concerning an 
individual or family member of an Jndl
vidnal shall include the genetic infor
mation of: 

(1) A fetus carried by the individual 
or famlly member who is a pregnant 
woman; and 

(ii) Any embryo legally held by an 1n
dlvldual or family member utillzing an 
assisted reproductive technology. 

(3) Genetic information excludes in
formation about the sex or age of any 
individual. 

Genetie sermcss means: 
(1) A genetic test; 
(2) Genetic counseling (including ob

taining, interpreting, or assessing ge
netic information); or 

(3) Genetic education. 
Genetic test means an analysis of 

human DNA, RNA, chromosomes, pro
teins, or metabolites, lf the analysis 
detects genotypes, mutations , or chro
mosomal changes. Genetic test does 
not include an analysis of proteins or 
metabol1tes that is directly related to 
a manifested disease, disorder, or path
ological condition. 

Group health plan (also see definition 
of health plan In this section) means an 
employee welfare benefit plan (as de
fined in section 3(1) of the Employee 
Retirement Income and Security Act of 
1974 (ERISA), 29 U.S.C. 1002(1)), includ
ing insured and self-insured plans, to 
the extent that the plan provides med
ical care (as defined in section 
2791(aX2) of the Public Health Service 
Act (PHS Act), 42 U.S.C. 300gg-9l(a)(2)), 
luolu.dlng It.ems !l.lld serv Joes p.,.ld !or as 
medical ca.re, to employees or their de-

pendents directly or through insur
ance, reimbursement, or otherwise, 
that: 

(1) Has 50 or more participants (as de
fined in section 3(7) of ERISA, 29 U.S.C. 
1002(7) ); or 

(2) Is administered by an entity otller 
than the employer tlla.t established and 
maintains the plan. 

HHS stands for the Department of 
Health and Human Services. 

Health care means ca.re, services, or 
supplies related to the health of an in
dividual. Health care includes, but ls 
not ltmited to, the following: 

(1) Preventive, diagnostic, thera
peutic, reha.biltta.tive, maintenance, or 
palliative care, and counseling, service, 
assessment, or procedure with respect 
to the physical or mental condition, or 
functional status, of an individual or 
that affects the structure or function 
of the body; and 

(2) Sale or dispensing of a drug, de
vice, equipment, or other item in ac
cordance with a prescription. 

Health care clearinghouse means a 
public or prjvate entity, including a 
b1lllng service, repricing company, 
community health management infor
mation system or community health 
information system, and "value-added" 
networks and switches, that does ei
ther of the following functions: 

(1) Processes or fac111tates the proc
essing of health Information received 
from another entity 1n a. nonstandard 
format or containing nonstandard data 
content into standard data elements or 
a standard transaction. 

(2) Receives a standard transaction 
from another entity and processes or 
fa.c111tates the processing of health in
formation into nonstandard format or 
nonstandard data content for the re
ceiving entity. 

Health care provider means a provider 
of services (as defined in section 1861(u) 
of the Act, 42 U.S.C. 1395x(u)), a pro
vider of medical or health services (as 
defined In section 1861(s) of the Act, 42 
U.S.C. 1395x(s)), and any other person 
or organiZatlon who furnishes, bills, or 
is pald for health care In the normal 
course of business. 

Health information means any Infor
mation, including genetic information, 
whe Llier oral or r-eoor·ded In a.ny form 
or medium, that: 
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§ 160.103 

(1) Is created or received by a health 
care provider, health plan, public 
health authority, employer, Jtfe ln
surer, school or university, or health 
care clearinghouse; and 

(2) Relates to the past, present, or fu
ture physical or mental health or con
dition of an individual; the provision of 
health care to an lndiVidual; or the 
past, present, or future payment for 
the proVislon of health care to an indi
Vidual. 

Heal/Jr, insurance issuer (as defined 1n 
section 2791(bX2) of the PHS Act, 42 
U.S.C. 300gg-91(b)(2) and used in the 
definition of health plan in this section) 
means an insurance company, insur
ance serVice, or insurance organization 
(including an HMO) that is licensed to 
engage in the business of insurance in 
a State and 1s subject to State law that 
regulates insurance. Such term does 
not lnolude a group h ealth plan. 

Health maintena= organization 
(HMO) (as defined in section 2791(b)(8) 
of the PHS Act, 42 U.S.C. 300gg-9l(b)(3) 
and used in the definition of health plan 
In this sectlon) means a federally 
quallfled HMO, an organization recog
nized as an HMO under State law, or a 
similar organization regulated for sol
vency under State Jaw ln the same 
manner and to the same extent as such 
an HMO. 

Health plan means an lndiVidual or 
group plan that provides, or pays the 
cost of, medical care (as defined in sec
tion 2791(a)(2) of the PHS Act, 42 U.S.C. 
300gg-9l(a)(2)). 

(1) Healt h plan includes the fo llowlng, 
singly or in combination: 

(i) A group health plan, as defined in 
this section. 

(11) A health insurance issuer, as de
fined 1n this section. 

(!ii) An HMO, as defined in this sec
tion. 

(iv) Part A or Part B of the Medicare 
program under title XVIII of the Act. 

(v) The Medicaid program under title 
XIX of the Act, 42 U.S.C. 1396, et seq. 

(vi) The Voluntary Prescription Drug 
Benefit Program under Part D of title 
XVIII of the Act, 42 U.S.C. 1395w-101 
through 1395w-152. 

(Vii) An issuer of a Medicare supple
mental pol!oy (as defined in section 
1882(gX1} of Ll1e Ac,. 42 U.S.C. 
1395ss(g)(l)). 

45 CFR Subtitle A (10-1-15 Edition) 

(Viti) An Issuer of a long-term care 
pollcy, excluding a nursing home fixed 
indemnity policy. 

(1X) An employee welfare benefit plan 
or any other arrangement that is es
tablished or maintained for the purpose 
of offering or providing health benefits 
to the employees of two or more em
ployers. 

(x) The health care program for uni
formed services under title 10 of the 
United States Code. 

(xi) The veterans health care pro
gram under38 U.S.C. chapter 17. 

(xii) The Indian Health Service pro
gram under the Indian Health Care Im
provement Act, 25 U.S.C. 1601, et seq. 

(Xl.11) The Federal Employees Health 
Benefits Program under 6 U.S.C. 8902, 
et seq. 

(xiv) An approved State child health 
plan under title XXI of the Act, pro
viding benefits for child health assist
ance that meet the requirements of 
section 2103 of the Act, 42 U.S.C. 1397, et 
seq. 

(xv) The Medicare Advantage pro
gram under Part C of title XVIII of the 
Act, 42 U.S.C. 1395w-21 through l395w-
28. 

(xv!) A h!gh risk pool that is a mech
anism established under State law to 
provide health insurance coverage or 
comparable coverage to eligible indi
viduals. 

(xvll) Any other Individual or group 
plan, or combination of Individual or 
group plans, that provides or pays for 
the cost of medical care (as defined in 
section 2791(a)(2) of the PHS Act, 42 
U.S.C. 300gg-91(a)(2)). 

(2) Health plan excludes: 
(i) Any policy, plan, or program to 

the extent that it provides, or pays for 
the cost of, excepted benefits that are 
listed 1n section 2791(c)(l) of the PHS 
Act, 42 u.s.c. 300gg-91(c)(l); and 

(11) A government-funded program 
(other than one l!sted In paragraph 
(lXl)-(xvi) of this definition): 

(A) Whose principal purpose is other 
than pro Viding, or paying the cost of, 
health care; or 

(B) Whose principal activity is: 
(1) The direct provision of health care 

to persons; or 
(2) The making of grants to fund the 

dll'ecL pr-ov lslon of hea!Lh care Lo per·
sons. 
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Implementation spedfication means 
specific requirements or Instructions 
for implementing a standard. 

Individual means the person who is 
the subject of protected health infor
mation. 

Individually identifiable health infor
mation 1s information that is a subset 
of health information, Including demo
graphic information collected from an 
individual, and: 

(1) Is created or received by a health 
care provider, health plan, employer, 
or health care clearinghouse; and 

(2) Relates to the past, present, or fu
ture physJcal or mental health or con
dition of an individual; the provision of 
health care to an Individual; or the 
past, present, or future payment for 
the provision of health care to an indl
Vidual; and 

(1) That identifies the individual; or 
(11) With respect to which there is a 

reasonable basis to believe the infor
mation can be used to identifY the indi
vidual. 

Manifestation or manifested means, 
With respect to a disease, disorder, or 
patholog!cal condition, that an indi
vidual has been or could reasonably be 
diagnosed with the disease, disorder, or 
pathological condition by a health care 
professional with appropriate training 
and expertise in the field of medicine 
Involved. For purposes of this sub
chaptel', a disease, disorder, or patho
logical condition is not manifested if 
the diagnosis !s based principally on 
genetic information. 

Modify or modification refers to a 
change adopted by the Secretary, 
through regulation, to a standard or an 
implementation speoiflcation. 

Organized health ca.re arTangement 
means: 

(1) A clinically integrated care set
ting in which individuals typically re
ceive health care from more than one 
health care provider; 

(2) An organized sygtem of health 
care in whioh more than one covered 
entity participates a.nd 1n whioh the 
participating covered entities: 

(1) Rold themselves out to the publtc 
as participating in a Joint arrange
ment; and 

(11) Participate in Joint activities 
LhaL lnuluue aL leasL om, of Lhe fol
lowing: 

(A) Utilization review, in whioh 
health care decisions by participating 
covered entitles are reviewed by other 
participating covered entities or by a 
third party on their behalf; 

(B) Quality assessment and improve
ment activities. 1n which treatment 
provided by participating covered enti
tles is assessed by other partictpattng 
covered entities or by a third party on 
their behalf; or 

(C) Payment activities, if the llnan
cial risk for delivering health care is 
shared, In part or In whole, by partici
pating covered entitles through the 
Joint arrangement and if protected 
health information created or received 
by a covered entity is reviewed by 
other participating covered entitles or 
by a third party on their behalf for the 
purpose of administering the sharing of 
financial risk. 

(3) A group health plan and a health 
Insurance issuer or HMO with respect 
to such group health plan, but only 
with respect to protected health infor
mation created or received by such 
health insurance Issuer or ·HMO that 
relates to individuals who are or who 
have been participants or beneficiaries 
1n such group health plan; 

(4) A group health plan and one or 
more other group health plans each of 
which are maintained by the same plan 
sponsor; or 

(5) The group health plans descrtbed 
ln paragraph (4) of this definition and 
health insurance issuers or HMOs with 
respect to such group health plans, but 
only with respect to protected health 
information created or received by 
such health insurance issuers or HMOs 
that relates to individuals who are or 
have been pa.rticlpa,nts or benef!ciartes 
in any of such group health plans. 

Person means a natural person, trust 
or estate, partnership, COI'Poration, 
professional association or corporation, 
or other entity, public or private. 

Protected health information means ln
dividualJy identifiable health informa
tion: 

(1) Except as provided in paragraph 
(2) of this definition, that is: 

(1) Transmitted by electronic media; 
(11) Maintained in electronic media; 

or 
(Ill) Tnuu;mJU,<,d or malol.aloed lo 

any other form or medium. 
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§ 1232g. Family educational and privacy right. 

(a) Conditions for availability of fnnda lo edu-
cational aa,,ncles or institutions; Inspection 
and review of education records; opedfic in
formation to be made available; procedure 
for access to education reeorda; reasonab!e
neu of time for such access; hearings; writ
ten esplana:1- by parents; definitioDB 

(l)(A) No tnnds 9ha.ll be made available und&r 
any applicable program to any educational 
agency or inStitution which ha.s a policy of de
nying, Ol' which e!Tootively p1•eventa, the pa.rents 
of students who are or ha.ve been ill attendance 
at a. sohool of such agency or a.t suah Institu
tion, a.s the case may be , the rl3'ht to inspect 
and review the education records a! their chil• 
dren. If any material or document In the edu
cation record of a student includes information 
on more than one student. the parents of one of 
such students shall ha.Ve the right to inspect and 
review only such pa.rt of such ma.terial or docu
ment a.a relates to such student or to be in
formed of the spec111c Information oontained in 
such part of such material. Each eduoational 
agency or institution shall establish appropriate 
procedures for the granting of a roquest by pa.r
ents for access to th& education reoords of their 
children wlthln a reasonable period of time, but 
In no case more tha.n forty-five days a.fter the 
requast has been made. 

(B) No funds under any applioablo program 
shall be made available to any State educational 
agency (whether or not tha.t agency la an edn
oa.tiona.l o.genoy or Jmit;ltution under this sec
tion) the.t has a policy of denying, or effeotlvely 
prevents. the pa.rents of students tho right to in
spect a.nd review the education records main
tained by the State educe.tional agency on their 
obildren who are or have been in a.ttenda.noe at 
any school of a.n educational agency or illstltu
t1on that 1• subjACt to the proviaions of this sea,. 
t1on. 

(C) The first sentence of subpara«mph (A) 
ehe.11 not operate to ma.Jr.o available to students 
in inatitutioru, of postsecondary education the 
following materials: 

(i) fl.nancla.l records of the pa.rents of the 
student or any lnformat!on conte.!ned therein: 

(ii) confidential letters and statements of 
recommendation, which were placed in ths 
education records prior to January 1, 1975, if 
suoh letters or statements are not used for 
purposes other tha.n those for which they were 
SI)OO!iloe.lly intended; 

(111) 1:f the student has signed a. waiver of th.e 
student's right of access under this subsection 
in a.ccordJmoe with subparagraph (D), con
lldantw recommends.tlolll!-

(1) respecting adm1ssion to any edu
ca tlona.l agency or 1:nst!tntion, 

(II) respecting an application for employ
ment, and 

(III) reapecting the receipt or a.n honor or 
honorary r000gnltion. 

(D) A student or a person apply!ng for admis
sion ma.y waive his right of access to confiden
tial statements desor!bed in olauae (tii) of aub
pa.ragra.ph (C), except tha.t snoh waiver eha.11 
apply to recommendations only 1f (1) the student 
Is, u11on re11uest. nottfled of the names of all per-

sons making confident!Jl.l recommendations and 
(ii) such recommendations are used solely for 
the purpose for which they were specifically in
tended. Buch waivers may not be re11uired as a. 
condition for a.dm.isaion to, receiI)t or 11nanc!Jl.l 
a.Id from, or receipt of MY other services or b&n
efits from suoh agency or institution. 

(2) No ftmda shall be made a.vaJlable under a.n.v 
e.pplloa.ble program to i.ny ednca.tiona.l agency 
or institution unless the pa.rents of students who 
a.re or have been 1n e.ttenda.nce a.t a school or 
such agency or at such institution a.re provided 
an opportunity for e. bee.ring by such agency or 
institutton, In accordance With regulations of 
the Secretary, to challenge the oontant of such 
student's education rMorda, In order to insure 
that the raco:rds a.re not lna.ccnrate, mlsleadlng, 
or otherwise in violation of the privaoy rights of 
students, and to provide an opportunity for the 
corrootion or deletion of any such inaccurate, 
misleading or otherwise lna.pproprla.te data con
tained there!n and to insert into such records a. 
written expla.na.t!on of the parents respecting 
the content of suoh roo01-da. 

(3) For the porposes of this section the term 
"educational agency or institution" means any 
public or private agency or Institution which is 
the recipient o! funds under any e.pplica.ble pro
gram. 

(4)(A) For the purposes of this section, the 
term "edu.cation records11 means. except as may 
be provided otherwise 1n subparagraph (B), those 
records, mes, documents, a.nd other materle.ls 
whlch-

(i) contaln inform,.tion direotly rela.ted to a 
stndent; and 

(ii) a.re maintained by an educational a.genoy 
or lnstitution or by a. person acting for such 
agency or lru,titutlon. 
(B) The term "education records" does not in

clud&-
(i) reoords of instructional, sopervlsory, and 

administrative personnel and ednoe.tional per
sonnel ancillary thereto which are In the sole 
possession of the maker thereof and w.hlch are 
not a.ooessible or revealed to e.ny other I)81'SOn 
except a. substitute; · 

(ii) records mainta.lned by a Jaw enforcement 
unit of the educa.tlone.l agency or lnstltutlon 
that ware crea.ted by that law enforcement 
unit for the purpmie of law enforoement; 

(iii) In the ca.se of I)8I'l!OI15 who a.re employed 
by an eduoa.tiona.l agency or institn tion but 
who are not in a.ttendance at such agency or 
institution, records made and maintained ln 
the normal course of business which relate ex-
olusively to such ;person in that person's ca
pacity as an employee and arc not available 
for use for any other purpose; or 

(iv) records on a. student who ill a!ghteen 
yea.rs of age or older, or is e.ttandlng an Insti
tution of postsecondary education, whioh are 
ma.de or maintained by a physician, psychia
trist, psychologist, or other reoognized profes
sional or para.profesaiona.l aoting in his profes
sional or paraprofessional oa.pe.o!ty, or 888ist
lng in that ca.pacity, a.nd which are ma.de, 
maintained, or used only in connection with 
the provfaton of trMtment to tbe student, and 
a.re not available to a11Yone other than persons 
providing such trea.tment, except tha.t such 
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records can be personally reviewed by a physi
cian or other appropriate professional of the 
stndent,a choice. 
(6)(A) For the purposes oi this seotion the 

term "dlracto:ry !Dformation" relating to a stu
dent inoludes the rolloW1ng: the student's ne.me, 
addr81!8, telephone listing, date a.nd place of 
birth, major field of study, pa.rtioipat!on in om
oially recognized activities and sports, weight 
&nd height of members of athletic tea.me, dates 
of attenda.noe, degrees and awa.rdl! reoeived, a.nd 
the most recent preview, eduoa.tional agency or 
institution attended by the student. 

(B) A:n.y ednoe.tiona.l agency or institution 
making public directory information BhB.11 give 
public notice of the categories of information 
which it has designated as such information 
with respect to ea.ch student attending the insti
tution or agency a.nd shall allow a ,..,asonable 
period of time &fter such notice has been given 
for a Jlf1,I'ent to inform the :!nstl.tution or a.genoy 
that any or all of the information desigru,.ted 
shonld not be rel81L119d without tbe parent's prior 
consent. 

(6) For the purposes of this section, the term 
"student" includes any person with respeot to 
whom an educational agency or lnstltntion 
maintlU.ns educa.tion records or personally iden
t1fla.ble information, but does not include a. per
son who has not been 1n attendance at such 
agency or :Institution. 
(b) Beleaae of educatioD. records; parental con

sent reqummumt; -ptioM; compliblee 
with ,illcliclal orders and IIUbpoenu; audit 
and evah,ation of federally-snppnried edu
cation proe;rams; reoordkeeplng 

(1) No funds shall be m&de available under any 
applicable progre.m to any educational agency 
or institution which has a. policy or pra.otice o! 
permitting tho rolca.so of oduco.tlon recordB (or 
personally identiflable information oonta.1ned 
thare!n other than directory 1nforma.tlon, as de-, 
.l1ned. 1n paragraph (5) of subsection (a) of this 
eectfon) of students without th1> written con.sent 
of their pa.rents to any !Ddivldue.l, a.gency, or or
ga.niza.tion, other than to the follow!ng-

(A) other aobool officials, !ncluaing teachers 
within the eduoa.t!onal Institution or local 
educational agency, who have been determined 
by such e.gency or :Institution to have legiti
mate educational interests, inolud!Dg the edu
cational interests of tbe child for whom con
sent would otherwise be required; 

(B) offlola.ls of other schools or school sys
tems 1n whfah the student soekB or intends to 
enroll, upon condition that the student's par
ents be notified or the transrer, receive e. copy 
of the record if desired, and ha.Ve an oppol'
tllllltY for a. hearing to challenge the content 
of the rooord; 

(C)(i) author1zed representatives of (I) tbe 
Comptroller General of the United States, (Il) 
the Secretary, or (ill) State educational au
thorities, under the conditions set forth in 
paragraph (3), or (ii) authorized representa
tives or the Attorney General for law enforoe
ment purposes under the same conditioD8 a.a 
apply to the Secretary under paragraph (8): 

(D) in connection with a. student's applica
tion for, or receipt of, r:tnanclal a.id; 

(E) St"'te and looal officials or a.uthor1tles to 
whom such i.nforma.tion is specifically allowed 
to be reported or d1solosed pursuant to State 
statute adopted-

(l) before November 19, 1974, I! the allowed 
reporting or disclosure concerns the juvenile 
Justice system and such system's ability to 
etiectlvely serve the student whose records 
are released, or 

(ii) after November 19, 1974, lf-
(I) the allowed reporting or disclosure 

concerns the juvenile juetice system and 
such system's ability to eITectively serve, 
prior to adjudication, the student whose 
records are released; a.nd 

(II) the officials and authorities to whom 
such information is discl0118d certtiy 1n 
writing to the eduoa.tional agency or inst1-
tut1on that tbe information will not be 
disclosed to any other party except as pro
vided under State Jaw without the prior 
written consent of the parent of the stu
dent.' 

(F) organizations conducting studies for, or 
on behalf of, educational agencies or institu
tions for the purpose of developing, validating, 
or administer!Dg predictive tests, administer
Ing student a.id programs, a.nd improving in
struction, if such studies a.re conducted in 
sneh a. :rruumer IL8 will not permit the personal 
Identification of students e.nd their pa.rents by 
persons other tha.n representatives of suoh or
ge.niza.tions a.nd such information will be de
stroyed when no longer needed for the purpose 
for which it 1s conducted; 

(G) e.ooredlting organlzo,tions in order to 
ca.rry out their aoored!ting ftlllct!ons; 

(H) parents of a dependent student of such 
parents, aa defined 1n sec.tion 152 of title 26; 

(I) subject to reP,.'ula.tions of the Secretary, in 
oonnection with an emergency, appropriate 
persons if the knowledge of such informa.tion 
is necessary to proteoL the health or safety of 
the student or other persona; 

(J)(i) the entity or persons destgna ted In a 
Federal grand Jury subpaena, in which case 
the court shall order, for good ca.use Shown, 
the edncational a.genoy or lnatitution (a.nd any 
officer, director, em11loyee, a.gent, or attorney 
for such agency or institution) on which the 
subpoena is served, to not disclose to any per
son the eld.stence or contents of the B11bpoena 
or a.ny information furnished to the gra.nd jury 
1n response to the subpoena: and 

(ii) the entity or persona designated in any 
other subpoena. i86ued for a law enforoement 
purpose, 1n which case the court or other iSSu
!Dg agency may order, for good cause shown, 
the educe.tional agency or lru,titut1on (e.nd a.ny 
o!fioor, director, employee, a.gent, or attorney 
for such agency or Institution) on which the 
subpoena is 119rved, to not dl.sclose to a.ny per
son the eltistenoa or contents of the aubpoena. 
or any information fUrnished in response to 
the subpoena.; a.nd 

(K) the Secretary of Agriculture, or anthor
lzad representative rrom the Food and Nutrl· 
tion Service or contra.otore acting on bel'la.lf of 

1 So in orlginal. The period JJl'Obabbr should be a. semioo]an. 
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the Food and Nutrition Service, for the pur
poses of conduott.ng program monitorill8", eval
uations, and performance meuurements of 
State and local eduoationa.J and other agencies 
a.nd institutions receiving funding or provid
ing benefits of 1 or more programs authorized 
under the Richard B . Russell Nation.aJ School 
Lunch Aot (42 U.S.C. 1751 et seq.) or the Child 
Nutritlon Act of 1966 (42 U.S.C. 1771 et seq.) for 
which the results wi11 be reported in a.n aggre
gate form that doe& not identify any individ
ual, on the conditions thal;--

(1) any data colleotoo. under this subpa.ra
gra.Ph Bha.ll bo protootod in a. manner that 
will not permit the personal ldent11lcat1on of 
students a.nd thek parents by other than the 
authorized representatives of the Secretary; 
a.nd 

(ii) a.ny personally identifiable data shall 
be destroyed when the data. are no longer 
needed for program monitoring, evaluations, 
and performance me&.surements. 

Nothing in subparagraph (E) of this pa.ragra.ph 
Sha.ll prevent a State from further limiting the 
number or type of State or loca.l offi<-ia.ls who 
Will continue to ha.ve access thereunder. 

(2) No 1'nnds shall be ma.de avalla.ble under IJJIY 
appl!ca.ble program to a.ny educational agency 
or institution which bas a. pol!cy or practice or 
relea.slng, or providing access to, a.ny personally 
identifiable information 1n educa.tion records 
other tha.n directory information, or as ls per
mitted Wlder paragraph (1) of this subsection, 
un1ess-

(A) there is written consent from the stu
dent's pa.rents specifying records to be re
leased, the reasorui for such release, a.nil to 
whom, and with a copy of the records to be re
leased to the student's parents and the student 
if desired by the parents, or 

(B) except as provided in paragraph (l)(J). 
suoh lnformo.tion is furnished in compliance 
with judicial order, or pursuant to any law
fUll.y issued subpoena, upon condition that 
parents and the etndonts a.ro notified of all 
suoh orders or subpoenas in advance of the 
compliance therewith by the oo.ucat!ona.l in
stitution or agency. 
(3) Nothing contained in this section shall pre

clude authorized representatives of (A) the 
Comptroller Genera.l or the United States, (B) 
the Secretary, or (CJ State educational authori
ties from having access to student or other 
records which may be necessary in connection 
with the audit and eva.lua.tlon of Fedarally-sup
P<lrted education programs, or in connection 
with the enforcement or the Federal leg·al re
quirements which relJl.te to such programs: Pro
vided, That exuept when collection of personally 
identifia.ble inform&tion ls specifically &uthor
ized by Federal l&w, any cl.a.ta. collected by such 
officials shall be protected In a. manner which 
will not permit the personal ident!flcation of 
students a.nd the1r parents by other than those 
offl.olals. and sneh persona.Dy identlil.able dat& 
sha.11 be destroyed when no longer needed for 
such audit, evaluation, and enforcement of Fed
eral legal requirements. 

(4)(A) Ea.ch educations.I agency or !nst1 tntion 
&ball ma.wt.a.in a record, kept with the eduoe.tion 

records of eo.oh otudent, which will indicate all 
indlvldua.l.s (other than tho.se specified in pa.ra
graph (l)(A) of this subsection), agencies, or or
ganlgat!ons which ha.Ve requested or obtained 
access to a student's education records main
tained by such educa.tiona.l agenoy or lnstltn
tion, and whioh will Indicate specifioe.lly the le
gitimate interest tha.t ea.ch such person, agency, 
or orga.nization has in obtaining this informa
tion. Such record of a.ccese shall be ava.1Ja.ble 
only to pa.rants, to the school offioi&l and l:tls a,1-

s!st.ante who a.re reeponBible for the custody or 
snob records, and to persons or orga.n!za.tlons au
thorized in, and under the canditlone of, clauses 
(A) and (CJ of para.graph (1) as a. means of audit
ing the opera.t!on of the system. 

(B) With respect to this subsection, pe1-sonal 
information shall only be transferred to a third 
party on the condition that such p&rty will not 
permit any other party to ha.ve access to such 
information without the written consent ot the 
parents of the student. If a. third party on teide 
the educational a.genoy or !nstltution permits 
access to information in violation of paragraph 
(2)(A), or falls to destroy !nforma.tion 1n viola
tion of pa.re.graph (l)(F), the educational agency 
or !nstitution shall be p1'0h1blted from permit
ting access to informa.t\on from eduoatlon 
records to that third party for a. period of not 
less than five yea.rs. 

(5) Nothlng 1n this section sha.11 be construed 
to prohibit Sta.te and looal eduoat!onal offlcia]J; 
£ram having access to st11dent or other records 
whioh ma.y be naoes.sacy in oonnect!on with the 
audit and evaluation of a.ny feder&lly or State 
supported oo.ucation program or 1n connection 
with the enforcement of the Fodera.l legal re
quirements whloh relate to MY such program, 
subject to the conditions spec1fled in the proviso 
in para.graph (3). 

(8)(A) Nothing 1n this section shall bo con
strued to prohibit a.n inBtitution of poatsecond
ary education from d!eclosl.Jlg, to an &lleged vic
tim of any crime of violence (as that term is de
fined 1n section 16 of title 18). or a nonforcible 
sex offense, the flna.l results of any diaciplina.ry 
proceeding conducted by such institution 
a.ga.in.st the alleged perpetrator of such crime or 
offense with respeot to such cr!ms or offense. 

(B) Noth1ng 1n this section Bha.ll be construed 
to prohibit an institution of postsecondary edn
ca.tion from disclosing the 1'.1na.l results of any 
disciplinary proceeding conductoo. by suoh Insti
tution aga.lnst a. student who is an alleged per
petrator of any ru'ime of violence (as that term 
1s defined In section 16 of title 18), or a nonforc
ible sex offenee, if the !netitution determines aa 
a result of that disciplinary proceeding tha.t the 
student committed a violation of tho 1.netitn
t!on's rules or policies with respect to such 
crime or offell88. 

(C) For the l)urpose of th.ls paragraph, the l1na.l 
results of any disoipl.ina.ry proceeding--

(!) sha.11 include only the na.me of the stu
dent, the violation committed, a.nd a.ny sanc
tion imposed by the institution on that stu
dent; a.nd 

(il) may include the name of a.ny other stu
dent, euoh as a victim or witness, only With 
the written cons&nt of that other student. 
(7)(A) Nothing in this seotion may be con-

strued to prohibit an educational :Institution 
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from diacloslD.g information provided to the ln
stitution under section 14071 2 of title 42 concern
ing registered sex offenders who a.re required to 
register under such section. 

(B) The Secretary shall take approprtate steps 
to notuy educational Institutions that dil!clo
sure of tnformatlon deecribed in subparagraph 
(A) is tiermitted, 
(o) Surveys or data-gathering aotivlties; regula

tion.e 
Not lator the.n 240 de.ya a.:fter October 20, 1994, 

the Secretary aha.Jl adopt ELPPropriELte regular 
tioilfl or procedures, or identil'Y exiBting regula
tions or procodnros, which protect the rights of 
prtva.cy of students a.nd their !a.milies in connec
tion with any surveYB or dELta.-gathering activi
ties conducted, assisted, or authorized by the 
Seoreta.r,y or an adminlstre.tive hee.d of e.n edu
o&tion '4rency. Regulations established under 
this subsection Sha.ll inolnde provtaton.s control
ling the uae, dJ.ssemina.tion, and protection of 
suoh data.. No survey or data-gathering activi
tiei, shall be conducted by the Secretary, or an 
administrative bead of an education agency 
under an a.pplicable program, unless such actiV1-
tles a.re authorized by law. 
(dJ Students' rather than panmb' permission or 

consent 
For the P1ll'llOSes of this section, whenever a 

student has atta.lned eighteen years of a.gs, or is 
attending an institution of postsecondary edu
cation, the permission or consent required of 
and the rtghta accorded to the parents of the 
student shall thereafter only be required of and 
accorded to the student. 
{e) lnformina' pu<mt8 or etadent5 of rights under 

this Hetion 
No !Und5 ahall be ma.de available under any 

applicable program to any educational agency 
or institution nnl0lll! such agency or 1nstitution 
effectively informs the parents of students, or 
the students, if they a.re elghtellll yea.rs of age or 
older, or are attending an institution of post
secondary education, of the rights a.ccorded 
them by this section. 
(I) Bnloreement; termination of ..,.latance 

The Secretary shall take appropriate e.ction.s 
to enforce this section a.nd to deal with viola
Lions of this section, in accords.nee with this 
abapter, except that action to terminate assist
ance may be taken only if the Secretary finds 
there ha.a been a failure to comply with thlll sec
tion, a.nd be ha.a determined that compliance 
cannot be eeoured by volunta.ry mee.ns. 
(g) om .... and review board; creation; function• 

The Secretary shall establish or des!gna.te an 
office and review board within the Department 
for the purpose of investigating, processing, re
vieW!llg, and adjudicating Violations of this sec
tion and complaints which ma.y be filed concern
ing eJ.leged violations of thiil suution. Except for 
the conduct of hearings, none of the :!Unctions of 
the Secretary under thls section shall be carried 
out in any of the regional offices of such Depa.rt
ment. 

•sue Referenoee tD Text note bel-ow. 

(h) DiS<liplinary rooorda; diecloS\U'e 
Nothing in this section shall prohibit an edu

cational agency or institution ft'om-
(1) including appropriate inform&tion in the 

eduoation reoord of any student conoerning 
d1aoipllna.ry a.ction ta.ken against suoh student 
for conduet that posed a. st!filifl.cant risk to the 
safety or well-being of that student, other etu
denta, or othex members of the sohool commu
nity: or 

(2) disclosing such information to tea.cllere 
and school offlci&ls, including W6Ghars and 
suhool officials in other schools, whc have le
gitimate educational interests in the behavior 
of the student. 

(i) DI'1111 and alcohol violation disclosure,, 
(1) In general 

Nothlng in this Act or the Higher Education 
Act of 1965 (20 U.S.C. 1001 et seq., 42 U.S.C. 2751 
et seq_.] shall be construed to prohibit a.n insti
tntion of higher education from disclosing, to 
a parent or lega.l gua.rdia.n of a student, infor
mation regarding any violation of any Fed
eral, Sta.ta, or loca.l law, or of any rule or pol
icy o! the insti tutlon, govenwig the use or 
1)088ession of alcohol or a. controlled sub
stance, regardless of whether that !niormation 
is oonta.lned in the student's education 
records, if-

(A} the student is under the age of 21; and 
(B) the institution determlneti that the 

student has committed a discitillna.ry viola
tion with respect to such use or possession. 

(:!) State law regarding disclosure 
Nothing 1n para.graph (1) shall be construed 

to supersede any provision of State law that 
prohibits an institution of higher educa.tion 
from making the disclosure deecr!bed in oub
section (a.) of this section. 

(j) Jnvesti~tlon ,.mi pro""611tion of terrori!ffll 
(1) In genet-al 

Notwithstanding subsection• (e.) through (i) 
of this section or any provision o! State law, 
the Attorney General (or ILDY Federal officer 
or employee, in a position not lower than an 
Assistant Attorney G<Jneral, designated by the 
Attorney General) may subrrut a written ap
plication to a, court of competent Juriscliotion 
for an ex pa.rte order requiring an educational 
agency or 1nstit11tlon to permit the Attorney 
Genere.l ( or his deaignee) to-

(A) collect education records in the posses
sion of the edncatlonal ~enuy or institnt.lon 
that are relevant to an authortzed investiga
tion or prosecution of an offense listed in 
section 2832b(g)(5)(B) of title 18, or an act of 
domestic or international terrorism as de
fined in section 3:331 or that title; and 

(]3) for official J:)1ll1)0Ses related to the in
vestigation or :prosecntion of an offense de
aorlbed in pa.ra.gre.ph (1)(A), retain, dissemi
nate, and use (including a.a evidence at trial 
or in other a.dmlniJ!tmtlvc or judiclal pro
ceedings) such records, corudstent with such 
guidelines a.s the Attorney General, after 
consultation with the Secretary, Bha.ll Issue 
to protect confldenttallty. 

(lll Application and approval 
(A) IN GENERAL.-An application under para

graph (1) shall certify that th.ere a.re spocill.o 
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and a.rt!oule.ble fe,ots gjving r OOBon to believe 
that the education records a.re likely to con
tain information described in paragraph (l)(A). 

(B) The oow-t shall issue an order described 
in J:Ml,l'B,gre.pb (l) if the court Onds that the e.p
plioe.tion for the order includes the certifi
cation described in subpara.graph (A). 
(3) Protection of educational acency or institu

tion 
An educational a.genoy or institution that. 

In good fa.ith, produces education records in 
accordance with an order i88ued under thls 
subaaotion aha.ll not he liable to any person for 
that production. 
(4) Reeord-keeping 

Subsection (b)(4) of thi8 S<K>tion does not 
apply to education records subject to a court 
order under this subsection. 

(Pub. L. 90-247, title r.v, § 444, fo1'!llerly § 438. as 
added Pub. L. 93-380, title V, §513{a), Aug. 21, 
1974, 88 Stat. 571; a.mended Pub. L. 93-568. § 2(a), 
Dec. 31, l.974, 88 Stat. 1858; Pub. L. 9&-46, §4(0), 
Aug. 6, 19'79, 93 Sta.t. 342; Pub. L. 101-512, title II, 
§203, Nov. 8, 1990, 104 Stat. 2365; Pub. L. 102-325, 
title XV, §l555(a), July 23, 1992, 106 Sta.t. 840; re
numbered §444 and amended Pub. L. 103-882, title 
II, §§212(bXl), 249, 2ul(h), Oct. 20, 1994, 108 Stat. 
8913, 3924, 3928; Pub. L. 10.>-244, title lX, §§ 951, 
962, Oct. 7, l!l98, ll2 Stat. 1835, 1836; Pub. L. 
106-386, div. B, title VJ, §160l(d), Oct. 28, 2000, 114 
Stat. 1538; Pub. L. lO'i--56, title V, §50'!, Oct. 26, 
2001, 115 St&t. 367: Pub. L. 107-110, title X, 
§1062(3), Jan. 8, 2002, 115 Stat. 2088; Pub. L. 
ill-296, title I, §103(d), Dec. 13, 2010, 124 Stat. 
3192.) 

11:EPE!lIDICBS IN TRX'l' 

The Rioha.rd B. Russell Nat.ion&! Sohool Lunch A.at, 
referred to ln snbeec. (bXl)(K), ill act Juno 4, 1946, oh. 
281. 60 Stat. 250. which is cl&ssified. generally ·to chapter 
13 (fl761 et seq.) of Title ,U, The Public Rea.Ith and Wei• 
fa.re. For complete clasm..llcatlon of t.h1s Act to the 
Code. .see Short Title note set out under section 1761 at 
Title 4a IIJld Tabios. 

The Ch.Ud Nutrition Act of 1966, referred to in subsec. 
(b)(l)(K), ill P12b. L . 69~642, Oct. 11, lllfl8, 80 Stat. 885, 
which is claosified generally to chapter 18A (§1771 ot 
88q.} of Title 4!l, The Public Health and Welfare. For 
complete claM!floation ot this Act to the Code, see 
Short Title not.e set out lllld...- section 1771 of Title 42 
&nd Tables. 

Sootlon 14071 of title 42, ref&1Tod to In snbsec. 
(b)(7)(A), ,,,,.. repealed by Pub. L . 1011-248, title I, 
§Ull(a), July 'Kl, !!006, lllO St.at, 6-00. 

Tbls Aot, referred to in subsac. (i)(l), is Pub. L . 90--247, 
Jan. 2, 1868, 80 Stat. 783, known Q.13 the Elementary and 
Secondary Ed.ucatiou. Amendments of 1961. Title IV of 
the Act, kaown aa the G&ue.ral. Bdncatlon ProvlBiona 
Act, is ~ed. gene.rally to thl8 Chapter. For com
plete classmca tion of this Act to the Code. see Short 
Title of 1988 Amendment note ""tout under soot.ion 6301 
of this title IUld Ta.bles. 

The Hig'her F.d.uaa.tion Aot of 1966, referred to in sob
sec. (i)(lJ, ls Pub. L. 89--3211, Nov. 8, lll!I.I, 'IS SW. ill8, 
which ls olaas.lfled genera.ILY to chapter 2B (i 1001 et oao..} 
or th.ls title and part C (§2'151 et oeo..) of subchapter I of 
oba.pter 84 of Tlt!B 42, The Public Health and Welfare. 
For complete alllSSUl.cation or this Act to the Code, see 
Short Title note set out under section 1001 or thte title 
and Tables. 

PB.IO.R PlloVIBIONS 

A prior seotton «1 of Pub. L. 90-247 was claaaiffed to 
section 12SSc of thh5 title prior to repea.l by Pub. L. 
103-382, 

AIICKlfDJBNTB 

2010-Snbseo. (bXIXK). Pub. L . 111-298, which directed 
tll"t pa.r. (1) be ""1.ended by a.ddl.ng subpar. (K) "at the 
end", was e"eouted by adcling subpar. (K) e.11;ar subpar. 
(JJ, to reflect the probable intent or Oongress. 

:.woi-subsoo. (9.)Cl)(B). Pub. L. 107-110, §1062(3)(.A), re
aligned .ma.rirlJ>B. 

SOb80C. (b)(l). Pub. t.. 107-ll0, §l062(SXC), substituted 
11subp.a,ragra:pb {E)" for •◄ c1a.use CE)" in concluding pro
visions. 

Subsec. (b)(l)(J). Pub, L, 107-110. §106ll(3)(B), reallgned 
m,.rgjns. 

Subeec. (bX7). Pub. L . 107-110, f1062(3)(D), ren.tigned 
margins. 

i!OOJ-Subsoo. (j). Pub. L. IO'l-66 added &UbseC, (j), 
IIOl)(hSubsec, (b)('l). Pnb. L. 106-386 added pe.r. CT). 
199!1- -Snb8eo. (b)(l)(C). Pub. L. 106-244, 1961(1), &mend-

ed subpar. (C) genera.1.1.y, Prior to amendment, eubpa.J;'. 
(C) read as follow-a: 11a.1.1thorized representa.tivee o! (i) 
the Comptroller General of the United Ste.tea, (ii) tho 
Seoretor.Y, or (Ut) St.ate educational authorities, ander 
the conditi0Jl8 set !orth in pa.ragr&:ph (3} o£ this sub
section.", 

Suboec. (b)(6). l'Ub. L . 105--2{4, §951(2), llesigna.ted OX· 
ist1n,r JJEOVieions as subpa.r. (A). aubst.il.nted uor a non
f01-c.lble su offense, the nnaJ. results01 £or •1tbe reeolts" 1 

substituted 11auch crlme or otrense11 for "such crime" 1n 
two pl,waa, and added •ubpa.rs. (B) and (O): 

Suboeo. (I}. Pllb. L. 105-:144, i 1153, added sulJSec. (i) . 
100~--Sub,eo. (a)(l)(B). Pub. L. 108 -lllrl. §J!41l{l)(A)(H), 

added Sllbpar. (B). Former oubpu.r. (B) rodesignated (C). 
Su!Joee. (a)(l}(C). Pub. L. 11JS. S82, §249(1)(.A)(i), (ti!), re

dOIS!gnated •nbpar. (Bl as (C) and BUbotltutod "subpa.ra
gmph (D}" for "snbpo;ra,rraph (Cl" ID al. (ili). Former 
subpe.r, (C) reru,signated (D). 

Snbsoe, (a)(l)(l>). Pub. L. 103-382. J2ts<l)(A)(i), (iv), r<O· 

deBignatod BUl>p&r. (C) M (D) and sul>atituted "Bllbps.ra
grapb (O)" for "subparagraph (B)" . 

Sub&oc. (a)(2). Pub. L. 103--W:l, §11411(1)(1!) , aubat!tuted 
11privacyrtghts" for "llrivacy or other rights". 

Subsoc. (a)(4XB}(ii). Pub. L . JOS-U2, 1211l(h)(l), sub
Hfiltnted. 86mfoolon for pc,r:IQd -.t end. 

Subsoo. (b)(l)(A). Pub. L, 1-, §349(2)(A)(i), in
serted before semicolon u, lnclucHng the educational 
LDterosts of tho child. for whom consent wou.Id othezt
wise be required". 

Sub,oo. (b)(l)(C}. Pub. L. 103-382, f26l(h)(2XA}, sub
stl.tutod "or (ill)" for "(Ut) an admlll!stratlve bead of 
an educo.tlon agency (s.s de!ined 1Il aection 122ltHl(c) of 
this title), or (iv)". 

Snbsec. (b)(l)(E). Pub. L . 103-38Z. 1249(2)(.A)(ll), 
amended sub:par, (E} generally. Prior to amendment, 
sobpar. (19) read a.B follows: "State &nd. loeal officials or 
authorities to whom lnlch. 1nronne.t1on 15 specJOca.nv 
requlred to ll8 reported or d!Bclosod porsu.ant to State 
statute adopted prior to November 19, 1974:". 

Sub&ec. (b)(l)(H). Pub. L. l~. §26l(h)(2XB), snb
atlto.ted 0 the Int.arna.l Revenue OOde of 1986" for- ''the 
Internal Revenue Code o! 1954., 1 whloll for purposes ct 
cod.1ilcat.1on was translated a.a ◄ 1t1tle 2611 thus requiring 
no ch&JlG'e 1n text. 

Suhsec. (b)(lXJ). Pub. L. 10$-882, §M9(2)(A}(ili)-<v), 
added lfllbpa.r. (J). 

Suboeo. (b)(2). Pub, L . 103-882, l:M9(2XBX1), which di
rected amendment of matter prececliDg subpa.r. (A) by 
substituting 1

• , un1esa--'• !or the period, was executed 
by substituting a comma for tbe period before "un
less-" to reneet the probable llltent or Oongreso. 

Snboec. (b)(2XB). Pub. L. 103-382, 1:H8(2J(Bl(il), ln-
88l'ted "except OB .i;n,ovidsd in paragraph (l)(J)," before 
Hsueh lnfor.ma.tlon". 

Suhaec. (b)(3) . Pnb. L. 108-~. §2Bl(h}(ll}(C), oub
etitut.ed uor (C) 11 for 11(C) a.n a.d.minietrative bead of an 
edu.ca.tion a.geDoy or (D)" and "eduoa.tion prog:ra,ma" for 
"eduoati.on prolra.Jll". · 

Bnb.'ICC. (b}(4), Pub. L, 103-383, §249(2)(0), ln38rted at 
end "If a third ptl,rt,y au.Wide the educa.tione.l agency or 
lnst.ituticn permits acceos to 1nrormat.ion In violation 
ot paragraph C2)(A). or ta.!lo to de8troy lntormation in 
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violation of para.,i:raph (l)(F ). the educational ae-ency or 
i.netitlltion shall be prohibited from lltirmitting a.ooees 
to information from education records to that th..l.rd 
party for a period of not less than ti ve yeans." 

SUbseO. (C). PUb, L . 103-382, 1249(3). substitute<! "Not 
later than 240 d838 after October 20, 1994, the secretar:v 
sh..U adopt appropriate rogula.tlons or procedures, or 
identify existing .regulatiomi or pr ocaduras. which" Ior 
" The Secretary ah&ll adopt appropr:l&te 1'8g'U]e.tione 
to". 

Subeeo. (d). Pnb, L. 103-382, 1261(h)(3}, inserted a 
OOIJUD& after "eduoe.tion". 

BubBec. (e). Pub. L . lO!l-382, 1249(4), inserted "eJiec
tively" before "1D(orm.e". 

Subaec. (f). Pub. L.103-382, §26l(h)(4), struck out", or 

~~e:::;~~~~:~~~~~~c~:~.::,~ 
!or "enforce pn;ivtelon.s of thls soatf.on'', "in M1cordanoe 
With" for Hac.oordlng to tho provisions or•. &nd .. com
ply with this sect.ion" for "oomp]y with the provisions 
Of th1B sectlon•1• · 

Subsec . (g), Pub, L. 103-882. §26l(h)(5l. etruck out "Of 
Hee.1th. Education, and Wel.fa.re" After 0 the Depart
ment" and "the prov!e!on& of'' after "e.djudlca.ting vlo
lattans of11

• 

Bubsoc. (h). Pub. L. los-M2, §249(5), added subsec. (h). 
1-..SUbsec. (a)(4)(B)(I!) , Pub. L. 1~ a.mended cl. 

(1JJ general]y. P.rior to amendment, cl. (11) rsB<I ... fol
lows: ~'ti the personnel of a law anforcemant unit do not 
have aooe85 to edooatton reoords under sob6aotton (b)(l) 
of this section, the records and dooumenta of suoh law 
enforoement unit which (l) aro kept apart l'rom reo01'ds 
described. in snbpar,.gra_ph (A), (II) are maintained sol&
Jy for, Ja.w Ollfol'OGill61lt pUl'p()S&S, a.ud (fill a.re not made 
&Va.llable to pereoJ1B other th&n law en!OI'08.lllent otti• 
olals of the same lurlsdiot.lon;". 

1900-Bubaec. (b)(6). Pub. L . 101-542 added P!'r. (6). 
1979-Bubsec. (b)(6), Pub. L. 96-46 a.ddedpar, (5). 
1974 Suboec. (a)(l). Pub. L. ~ ·568, §2(a)(l)(A}-(C), 

(2)(A) (C), (S), d .. iifu,.ted existing par. (1) a,i eubp,.r. 
CA), sobstil;uted reference to eduoattonal agenciea and 
inBtitutloIIB ror refW'8lloe to state 01· Jooa.l eduoa.tlonaJ 
a,gunotee. 1wlt!t ut1.0W11 of hJghcr eduoa.tioa., oommunJty 
colleges, aohoohi:1 agencies offel'ing ,Preschool progra.rna, 
and other eda.catlonal institottons. substituted the ge ~ 
nerfo term edu.c.a.tion records for the enumeration of 
BO.ch records, and extended the rig-ht to inspeot and ze-, 
view suoh record& to p&rente of children who have been 
1D attendance, and added eubpa.ra. (I!) and (0). 

Sul>aec, (aX2). Pull. L. 93-668, §l!{a)(1), stibst!tuted pro
viaions ma.king the e.va.i.labllity of ftmds to educational 
aa-enc.1.es and tnstitutlons conditional on the granting 
of &11. opportunity for a. hearing to parents of student.a 
who are or ha.ve been 1n a:ttendance at such inst1tut10n 
or agency to challenge. tbe contents or the student's 
education records for provis!orut granting the parent., 
an opportanity for suoh h eu.rlng, and inserted provl• 
Bioll8 anthorudng Jnsei1iion into the records a. written 
explanation of the pa:renta respeeting the cont.ent of 
au.oh records, 

Subsec, (&)(ll) to (8). Pub. L. 93-568, 12(a)(l)(G), (2)(F), 
(6). added pars. (3) to (8). 

Subsec, (b)(l). Pub. L. 93-668, §2(a)(l)(D), {2)(D), (6), 
(8)(A}-(C), (lO){A), In provl•lollB l)r8Cedtng subpar. (Al, 
substituted "ed:acat1ona.1 agency or 1nstttutJon which 
has a policy of permttt.tng the relcM.o of education 
rAoorda (or psrmnally 1dantifi.a.ble information OOD· 
twned therein other than directory .tnfo1-mation, as de~ 
fined in paragraph (5) of subsection (a) of thle aectton)" 
for uetate or looal ednoatlonal agency, any institution 
o! higher educatloD, any community college, any 
school agenoy offering a pre8Chool program, or any 
other edncational inst!tntloa. -which hall a. J)Olicy or 
practice of permitting the release of personally iden..tl
tlable reoord.S or fl.IM (m personal in.formation con
tained therein)". In Bllbpa.r. (A), sull&tltuted "edu
cational agency, wb.o h&ve been determined by such 
agency or institution to ha11e" for •~oouca.tlon.a.1 agency 
Who have", in eubpa,r. (I!), substituted "the student 
seeks or intends to .. for "the student intends to1

', in 

subpai•. (C), •"bstituted refe1·once to "88ot.ton 408(0)" !or 
reference to ~•aecrtion 409 of tb1s Act" which for pur
poses of oodi11cation has been tre.nsle.ted &,ti "section 
!2210-8(0) of th1s tit.le", a.ad ad.dad subpe.n, , (E) to (I). 

Subeec. (b)(2). Pub. L . 9:Hi68, §2(a)(ll(E), (2)(E), aub
«tituted "education.al &g8IlCY or !nstltution which ha.l5 
a policy or practice of releasing, or providing access to, 
11.IlY personally idantiJlable 1ntorm&tion in education 
re~rds other tha.n direoto1-y intormatton, or e.s is per
nutted under PQ.l'Qgl'8,ph (1) of this subsecti.001 1 for 
••state or local educational agency, any instltutio.a. of 
higher oduca.tlon. 8JlY oommUUity colloge, ,wy llcilool, 
agenoy offering a. preaohool progrom, or a.uy other odu
ca.tioneJ lnstltutlon wbioh has a polioy or :practioe of 
rurn1shing, in e.ny form, any _personally ide.ntifia.ble 111-
!DI'ID&tion contained in personal sohool records, to e.ny 
pereows other than thooe I.lated 1n subseot.lon (b)(l) of 
this Hctl.on". 

Buboec. (bX3). Pub. L. 93--5611, U(a)(6)(D), substituted 
~•tnformation ta Rpeclfioally authorised by Federal lo.w, 
any data collected. by ouch ofiloia.18 shall be protected 
io e. tnanJlllr wllich will not perm.It the personal !dtmti
l!catlon of stuclenta awl tbeir parents by other tlu.D 
those offlcla.Ia, a.nd mch p6I'Bonally identJfla.ble data 
8h&l.l be destroyed when no longer needed f'or such 
audit, evalna.tlon, and en!orcement of Federal legal re
qu1renum:Qli11 for "data 15 specifically authorized by 
Fodera.I law, a.ny data colleet<id by sueh ofi1cla18 with 
reapeot to indivlclnal studente oh..U not Include in!or
ma.tion {inclu.ctiDg socl&l eecorlt.v nnmbers) which 
would permit the pers0ll8l ldentil!ootlon of such stu
dents or tbelr pa:rente after the data oo obtained has 
been collected". 

E!nboec. (b)(!). Pub. L. 93 568, U(a)(9), •nb•tituted pro
vl81011B that ea.ch educa.tlonal agency o.r Jrutt!tutlon 
maintain a record. k•pt with the educotlon reoords of 
6Mb. student, 1lldicattng 1nd!v1duals, aeeuoies, or orga~ 
nisa.ti.ons wbo obtained access to the student'& record 
and ths leg!tlmate interest In obta.!nl~ such !nfonn11-
tjon, tha.t Btlch record of aca!B8 Mall b& available only 
to pa.rent.a, BC.boo! officials, and their a.1:1sl1:1ta.nt.s ha.ving 
responsibility for the custody of 21uch records, and a.a a 
means of llUditJ.ng the operatioll of the system. !or pro-
visions th&t with l'OSl)eot to 81lbaeos. (o)(l), (o)(2), and 
(oX:J) of this section, all peroona, a.genc186, or organ:IM.
tions des1.rlng a.oc.ess to the reoords ot a student shall 
b<'I ra<1u1I·c,d tv lii5n fom:us tu be kept w!th t.ha, i·ecotdo of 
the a t udent, bnt only !or Inspection by the parents or 
the student. indicating opac1Jlcally the legitimate edu
cational or other interest of th• parson •••king sucb ln
fonne.tion, and that the form s.h.Q.Jl be available to JJ,9,l'
ente and ocb.ool offlclaJs bavlng re,,pon,;lb!lity for 
record malntona.nce a.s a. mean• of auditing tbe oper
ation of the s:vstem. 

Bubsoc. (e). Pub. L. -• ~2(a)(l)(F), substltuted "to 
any educational agency or institution Ullleas euoh 
agsnoy or Institution" ror .. unl088 the rec1:ptont or such 
flmdB". 

Bubaoc. (&'), Pub. L. 91Hi6B, fl!(a)('i'), (10)(1!), strnok out 
reference to seotiona 1282.c and l.282r of this title and fn
Mtttatl provlHlons that except :tor the condaut of h88JL 
i.nga, none of the Iunotione oI the Seoretary under thiS 
section ahaJl be carried out 1u aiiy or the regional o!
lioes or suoh Depa.rtmont. 

lllPFEOTrv1! DATE Oll' 2010 AMllNDllBIIT 
Amendment by Pub. L. 111-296 effective Oct. 1, 2010, 

except as otherwise speoiflca.1.ly lll"OV1ded, aee eeotton 
445 of Pub. L . 111-296, .eot out as ir. note under section 
1751 of Title 42. The Public Health and Welfare. 

Ell'P'llCTJ:VB DATB Oll' 2002 AldENDMRNT 

Amendment by Pub. L . 107-llO effective Jan. 8, 3002, 
except with re5Pect to certain noncom11etitive pro-
gr.a.ms and oompatitive J)J."OgI"arns, see Sflotion 5 of Pub. 
L. 107-UD, set oa.t as an Effective Ds.te note under sec
tion 6801 of tblB title. 

EffliCTIVll DATK OP 1998 AMENDMKNT 
Amendment by Pub. L. 105-ffl effective Oct. 1, 1998, 

e:rospt ea otherwias provided In Pub. L. 105-244, see aeo-
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tion S o! Pub. L. 106-244, set out as a note under section 
lOlll of this title. 

E:ii'l'JOOTlVE DATE OF 1900. AMXNDMl!IST 

section Ui65Cbl or Pub. L. 1=5 provided that: "The 
o.mendment made by this section [a.mending this sec
tion) sb&ll ta.ke effeot on the date of enactment of tlrla 
Aot (July :13, 1992]." 

EJ'FBDTIVli DATll 0>' 1979 AMJ:NllMWT 

Am81ldment by Pub, L. 00--46 eliectlvo Oat. 1, 1978, sea 
sect.Ion a or P11b. L. 96-48. set out as a note UDdar sec
tion 990 of this title. 

EFPJ!CTIVB DATB 01' 1974 AMINDMl:NT 

Section 2(b) of Pub. L. 93--568 provldod that: "The 
arnerullnanto made by subsaetlon (a) (amendlnir this 
seotion] shall be etreotive, a.nd .retroactive to. Novem~ 
bor 19, 1974." 

EFFl!IOTIVE DATIi 

S•ctlon 513(bXll of Pub. L. 93..,'lOO provided tbAt: "Tho 
provialone of this sootton [enacting thls section and 
provimons set oa.t as a. note under section 1Zll or th1t!. 
title] BhaJl become affi'.ctivo ninety days ..rter the dat.e 
of enactment [Ang. 21, 19'1(} or section G!8 [now 444] of 
the General Education Prov1s1ons Act [trua. seotion], ,, 

1128:&h. Protection of pupil rights 
(a) Inspection of insinictional materials by par

ents or guardians 
All iilstrnotiona.l materilLls, including tee.oh

er' s manna.ls, rums. te.pes, or other supple
mentary m.e.terie.l whioh W1ll be used in collllec
tion with any survey, e.ne.lysis, or evaluation as 
pa.rt o{ any a.pplioa.ble program shall be a.vail
able for ln8pect1on by the pa.renta or gwll'dia.ns 
of the children. 
(b) Limits on survey, analysis, or evaluations 

No student shall be required, as part of a.ny .a.p
pllcable program, to submit to a. survey. a.na.ly
sie, or evaluatlon tha.t reveals Wormation con
cerning-

(1) pollt!ca.l a.ffllia.tlons or beliofs of the stu
dent or the student's parent; 

(2) mental or psyahological problems of the 
student or the etudent's family; 

(3) se:r. behavior or a.ttltndes; 
(4) illegal, ant!-oooia.I, self-incriminating, or 

demea.Ding beba.vior; 
(5) critioa.l a.ppra.l&als of other individuals 

with whom reapondenu; have close family rela,
liionshipi; 

(6) lega.J1y recognized privilogod or 1Y111.logous 
relationships, such as those or laWYers, physi
c1&ns, and ministers; 

(7) religious practices, affiliations, or beliefu 
of the student or student's pa.rent: or 

(8) income (other than that required by law 
to determine eligibility for pa.rticlpatlon in a. 
program or for reoe!Ving financial assistance 
under such program), 

without the prior consent of the student (II the 
student is a.n adlllt or ema,ncipa.t.ed minor), or in 
the ca,ie of an nnema.noipated minor, without 
the prior written co11Sent of the parent. 
(c) Development of looal policies concerning stu

dent privacy-, parental access to information, 
and admiuistration of certain physical e,,:. 
aminatiODll to minors 

(1) Developmeni md adoption of local policies 
Except as provided ill subsections (a) and (b) 

of thls sectlon, a. Ioca.l educational agency 

that receives funds under a.ny a.pplioa.ble pro
gram aha.11 develop and adopt policies, in con
sultation with parents, rega,rding the follow
ing: 

(A)(i) The right of a parent of a student to 
inspect, upon the request of the parent, a, 
survey created by a third party before the 
survey 1s administered or distributed by a 
school to a student; and 

(ii) any applloa.ble procedura:, for granting 
a reqne$t by a pa.rent for reasonable aooes.a 
t,o such survey within a reasonable period of 
time after the request is received. 

(B) Arrangements to protect student pri
vacy that a.re provided by the agency ln the 
event of the administration or distribution 
of a. survey to a. student eonta.1n1ng one or 
more of the following items (inoluding the 
right of a parent or a student to inspect, 
upon the requsst of the parent, any sui:vey 
containing one or more of such it.ems): 

(1) Po!itioa.l affiliations or beliefll of the 
student or the student's parent. 

(11) Mental or psychologtcal problems of 
the student or the student's fa.mily. 

(Ui) Sex beha.V1or or a.ttitndes. 
(iv) Illega.I. a.nti-social, self-in.cr!mtna.t

ing, or demeaning beh&vior. 
(v) Critical appraisa.!s or other individ

uals with whom resJ)Ondents ha.ve close 
fam1Jy relationships. 

(vi) Legally reoognized privileg-ed or 
analogous rel&tionshiPB, such as those of 
lawyers. pbysioians, a.nd ministers. 

(vii) Rel.igioll5 praotioes, affiliations, or 
beliefs of the student or tho student's par
ent. 

(viii) Income (other tha.n that rsqu.irsd 
by lo.w to determine cllgibUity for po.rtici
p,,.tion In a program or for receiving Llna.n
o1a.l us1stanoe nnder suoh program). 
(C)(i) The right or a pa.rent of a student to 

inspect. upon the request of the parent, any 
Instructioru,J. ma.terial used as part of the 
education'" onrrioulnm for the student; a.nd 

(ii) any applicable procedures for gra.nt!ng 
a, request by a parent for reasonable access 
to instruot!onal material within a reason
al>le period of time after the request is re
ceived. 

(D) The a.dministr&tion of physical exami
nations or screenings that the school or 
agency may administer t,o a etuden t. 

(E) The collection, dlacloonre, or UBe of 
person&! information collected from stu
dents for the purpose of marketing or for 
selling that information (or otherwise pro
vidillg th&t information to others for. that 
purpose), 1nclnding arrangements to protect 
student privacy the.t are provided by the 
agency 1n the event of such collection. dis
olosure, or use. 

(F)(t) The right of a. parent of a. student to 
inspect, upon the request or the pa.rent, any 
Instrument used in the collection of personal 
lnforme.tion under subpa.rs.graph (E) before 
the instrument 1S a.dmin:lsterod or distrib
uted to a student; and 

(Ii) any applicable proosdnres for granting 
a. re(lt18Bt by a parent for reasonable access 
to such instrument within a reasonable pe
riod of time after the request 1s received. 



Appendix C 

MEMORANDUM OF UNDERSTANDING BETWEEN __ 
AND THE KENTON COUNTY BOARD OF EDUCATION 

TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE 
KENTON COUNTY BOARD OF EDUCATION FOR THE 

AUDIT/EVALUATION OF EDUCATION PROGRAMS AND 
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 

*** *** *** *** *** *** *** *** *** *** *** *** *** 

TIDS AGREEMENT is made and entered into by and between the Kenton County Board of 
Education ("KCBOE") and __________ (hereafter "Authorized Representative") and 
establishes the procedures relating to an exchange of information between the Parties. 

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and 
its duties include audit or evaluation functions of federal or state-supported education programs or 
enforcement or compliance with federal or state legal requirements that relate to those education programs 
(audit, evaluation or enforcement or compliance activity) in its role as the local education agency and in 
evaluation of education programs to identify or develop the best education practices to be used in public 
schools of Kenton County Kentucky; 

WHEREAS, the Authorized Representative is an entity performing audit or evaluation functions 
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor 
acting in the place of the KCBOE to perform the KCBOE's audit or evaluation functions of federal or state
supported education programs or to enforce or comply with federal legal requirements that relate to those 
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state 
education agency and in evaluation of education programs, as described below; 

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy 
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et 
seq.; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National 
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; the 
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.; 
and the Kentucky Open Records Act, KRS 61.820 et seq.; 

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as 
follows: 

Section 1. Designation of Authority. 

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified 
below as an "authorized representative" of the KCBOE, as defined in 34 C.F.R. 99.31 (aX3) 
and 99.35, with respect to the provision of audit or evaluation functions of federal or state
supported education programs or to enforce or comply with federal or state legal requirements 
that relate to those education programs (audit, evaluation or enforcement or compliance 
activity) in the KCBOE's role as the local education agency and in evaluation of education 
programs ("audit/evaluation services") and, specifically, with respect to the use of confidential 
data disclosed under this agreement. 



B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch 
eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for 
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify 
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the 
audit/evaluation services include a "need to know" this data as required by 7 C.F.R. 245.6 (f); and shall 
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing 
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement 
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOE' s 
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F.R. 
245.6 (f) and that the Authorized Representative has demonstrated a "need to know" shall be evidenced by 
the KCBOE's agreement to enter the USDA Prototype Agreement. 

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be 
Released to the Authorized Representative and Description of Use of Data by the Authorized 
Representative. 

A. The parties acknowledge that the KCBOE is releasing confidential data including student and non
student information to the Authorized Representative for the purposes outlined herein, and that the release 
of the KCBOE confidential data including student and non-student information to the Authorized 
Representative is necessary for the completion of the KCBOE's audit/evaluation services. The confidential 
data including student and non-student information to be disclosed is described in a document attached to 
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall 
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision 
of audit/evaluation services. The Authorized Representative will use personally identifiable information 
from education records and other records in order to perform the audit/evaluation services described in 
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the 
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure 
and an explanation as to the need for confidential data including student and non-student information to 
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the 
KCBOE shall provide written consent, if approved, of any changes to the list of disclosed data necessary 
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services 
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be 
reduced to writing and included in Exhibit A to this agreement. 

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data 
which is the student poverty indicator for most education programs) is to be released to the Authorized 
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written 
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and 
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is 
allowed by 7 C.F .R. 245 .6. A description of any data protected by 7 C.F .R 245 .6 which is to be disclosed 
under this agreement shall be included in Exhibit A, Section III. Any agreed upon changes to the data 
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section 
III to this agreement. · 

Section 3. The Authorized Representative and the Authorized Users' Obligations. 

A. The Authorized Representative shall not share these confidential data with anyone, except those 
employees of the Authorized Representative and the Authorized Representative's subcontractors, 
("Authorized Users") that are directly involved and have a legitimate interest under FERP A or a "need to 
know" (as defined in 7 C.F.R. 245.6 in the case of disclosure of free or reduced price lunch eligibility data 
which is the student poverty indicator for education programs) in the performance of the audit/evaluation 



services according to the terms ofthis agreement or any overarching agreement between the KCBOE and 
the Authorized Representative in which the Authorized Representative agrees to perform these 
audit/evaluation services on the KCBOE's behalf ("Master Agreement"). 

B. The Authorized Representative shall require all Authorized Users to comply with FERP A and 
other applicable state and federal student and non-student privacy laws. The Authorized Representative 
shall require and maintain confidentiality agreements or the KCBOE's Nondisclosure Statement(s) with 
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is 
used which is different from the KCBOE's Nondisclosure Statement(s), then the terms of the Authorized 
Representative's confidentiality agreements shall contain, at a minimum, the terms and conditions of this 
agreement and a copy of the current Authorized Representative's confidentiality agreement or the 
KCBOE's Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as Exhibit B. 

C. Authorized Representative that receive Personal Information as defined by and in accordance 
with Kentucky's Personal Information Security and Breach Investigation Procedures and Practices Act, 
KRS 61 .931, et seq., (the "Act"), shall secure, protect and maintain the confidentiality of the Personal 
Information by, without limitation, complying with all requirements applicable to "non-affiliated third 
parties" set forth in the Act. 

"Personal Information" is defined in accordance with KRS 61.931(6) as "an individual's first name or 
first initial and last name; personal mark; or unique biometric or genetic print or image, in combination 
with one (1) or more of the following data elements: 

a) An account, credit card number, or debit card number that, in combination with any required 
security code, access code or password, would permit access to an account; 

b) A Social Security number; 

c) A taxpayer identification number that incorporates a Social Security number; 

d) A driver's license number, state identification card number or other individual identification 
number issued by an agency; 

e) A passport number or other identification number issued by the United States government; or 

t) Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the Health 
Insurance Portability and Accountability Act), except for education records covered by the 
Family Education Rights and Privacy Act, as amended 20 U.S.C. sec 1232g." 

As provided in KRS 61.931(5), a "non-affiliated third party" means "any person or entity that 
has a contract or agreement with the Commonwealth and receives (accesses, collects or 
maintains) personal information from the Commonwealth pursuant to the contract or 
agreement." 

Contractor shall not redisclose, without written consent of the KCBOE, any "personal 
information," as defined in KRS 61-931, or any other personally identifiable information of a 
student or other persons, such as employees. 

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in 
complying with the response, mitigation, correction, investigation, and notification requirements of the 
Act. 



E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two 
(72) hours, the Kentucky Department of Education, the Commissioner of the Kentucky State Police, the 
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or 
knowledge of a breach, unless the exception set forth in KRS 6 l .932(2)(b )2 applies and the vendor abides 
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS 
61.93 l(l)(b), the vendor shall notify the Commissioner of the Department of Local Government in the 
same manner as above. If the agency is a public school district listed in KRS 61.931 ( 1 )( d), the vendor 
shall notify the Commissioner of the Department of Education in the same manner as above. If the 
agency is an educational entity listed under KRS 61.931 ( 1 )( e ), the vendor shall notify the Council on 
Postsecondary Education in the same manner as above. Notification shall be in writing on the form 
developed by the Commonwealth Office of Technology and incorporated by reference into Kentucky 
Regulation 200 KAR 1:015. 

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s) 
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements. 

G. The Authorized Representative hereby agrees to undertake a prompt and reasonable investigation 
of any breach as required by KRS 61.933. 

H. Upon conclusion of an investigation of a security breach of Personal Information as required by 
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the 
notification, investigation, and mitigation of the security breach. 

I. In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain, 
and update security and breach investigation procedures that are appropriate to the nature of the 
information disclosed, that are at least as stringent as the security and breach investigation procedures and 
practices established by the Commonwealth Office of Technology: 
http://technology.ky.gov/ciso/Pages/lnformationSecurityPolicies,StandardsandProcedures.aspx. 

J. If Authorized Representative is a cloud computing service provider (as defmed in KRS 
365.734(1)(b) as "any person or entity other than an educational institution that operates cloud computing 
services"), Authorized Representative does further agree that: 

• Authorized Representative shall not process student data for any purpose other than providing, 
improving, developing, or maintaining the integrity of its cloud computing services, unless the 
provider receives express permission from the student's parent. The Authorized Representative 
shall work with the student's school and district to determine the best method of collecting 
parental permission. KRS 365. 734 def mes "process" and "student data". 

• With a written agreement for educational research, Authorized Representative may assist an 
educational institution to conduct educational research as permitted by the Family Education 
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g. 

• Pursuant to KRS 365. 734, Authorized Representative shall not in any case process student data to 
advertise or facilitate advertising or to create or correct an individual or household profile for any 
advertisement purposes. 

• Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process 
student data for any commercial purpose. 



K. Pursuant to KRS 365.734, Authorized Representative shall certify in writing to the agency that it 
will comply with KRS 365.734(2). 

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a 

manner that does not permit personal identification of students and their parents, and non-students by 

anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store 

all confidential data on secure data servers using current industry best practices. The Authorized 

Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of 

any security breach to the server containing the confidential and otherwise personally identifiable data or 

of any disclosure of confidential and otherwise personally identifiable data to anyone other than the 

Authorized Representative's Authorized Users or the KCBOE officials authorized to receive confidential 

and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all 

reasonable means prescribed by the KCBOE to secure any breaches as soon as practicable. 

L. The Authorized Representative shall not redisclose the KCBOE's confidential and otherwise 
personally identifiable data to any other party without the prior consent of the parent or eligible student 
except as allowed by applicable federal and state law. 

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential 
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential 
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A 
copy of the Authorized Representative's data security policies and procedures is attached to this 
agreement as Exhibit C. 

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable 
data within forty-five (45) days after it is no longer needed to perform the audit/evaluation services 
described in this agreement, upon KCBOE's request or upon termination of this agreement, whichever 
occurs first unless agreed otherwise in writing. The Authorized Representative's description of the 
method(s) which will be used to destroy all confidential data shall be attached to this agreement as 
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the 
KCBOE within forty-five ( 4 5) days after the data is destroyed. 

0. The Authorized Representative shall permit the KCBOE, at the KCBOE's cost and upon written 
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative 
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized 
Representative has destroyed the data as verified. 

P. The Authorized Representative shall collect and use these confidential and otherwise personally 
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to 
the activities outlined in this agreement or in any Master Agreement. 

Q. The Authorized Representative shall obtain prior written approval from the KCBOE before 
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified 
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a 
Master Agreement shall be consistent with federal and state law requirements. Any confidential and 
otherwise personally identifiable data collected by the Authorized Representative under activities 
approved by the KCBOE under this section, which are not regularly collected within the scope of this 
agreement but are consistent with the activities described in this agreement, shall be subject to the terms 
and conditions of this agreement. 



R. If the Authorized Representative becomes legally compelled to disclose any confidential and 
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or 
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide 
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other 
appropriate remedy to prevent the disclosure or to ensure the KCBOE's compliance with the 
confidentiality requirements of federal or state law; provided, however, that the Authorized 
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise 
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by 
which any legally compelled disclosure is required, the Authorized Representative will only disclose that 
portion of confidential and otherwise personally identifiable data that the Authorized Representative is 
legally required to disclose. 

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. 
Department of Education, Family Policy Compliance Office's Guidance for Reasonable Methods and 
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy 
Act ("Guidance"). The Guidance is available by clicking the following hyperlink, 
http://www2.ed.gov/policy/gen/guid/fpco/pdf/reasonablemtd agreement.pdf and made a part of this 
agreement as if stated fully herein. 

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data 
protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty 
indicator for most education programs), abide by the restrictions of disclosure and confidentiality 
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE. 

Section 4. Permission to Use Data. 

The KCBOE acknowledges that by entering this agreement it is approving, in writing, of the Authorized 
Representative's use of these confidential data within the scope of purposes outlined in this agreement. 

Section 5. Transfer Protocol. 

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper 
medium and method for the transfer of confidential data between each other. The Authorized 
Representative shall confirm the transfer of confidential data and notify the KCBOE as soon as 
practicable of any discrepancies between the actual data transferred and the data described in this 
agreement. The same protocol shall apply to any transfer of confidential data from the Authorized 
Representative to the KCBOE. 

Section 6. Breach of Data Confidentiality and Remedies. 

The Authorized Representative acknowledges that the breach of this agreement or its part may result in 
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate 
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative, 
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may 
be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened 
breach. If the United States Department of Education's Family Policy Compliance Office determines that 
the Authorized Representative has violated paragraph 34 C.F.R. 99.3 l(a)(3), the KCBOE may not allow 
the Authorized Representative access to personally identifiable information from education records for at 
least five ( 5) years. If the Authorized Representative breaches the confidentiality requirements of 7 C.F .R. 
245.6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized 
Representative shall be responsible for any consequences or penalties which result from such breach. 



Section 7. Amendment and Assignability. 

The terms and conditions of this agreement may only be amended by mutual written consent of both the 
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its 
respective rights or obligations under this agreement without the KCBOE's prior written consent. The 
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding 
upon each party and any respective successors and assigns. 

Section 8. Choice of Law and Forum. 

All questions as to the execution, validity, interpretation, and performance of this agreement shall be 
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action 
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky. 

Section 9. Waiver. 

The failure by one party to require performance of any provision shall not affect that party's right to require 
performance at any time thereafter, nor shall a waiver of any breach or default of this agreement constitute a 
waiver of any subsequent breach or default or a waiver of the provision itself No modification, amendment, waiver 
or release of any provision of this agreement or of any right, obligation, claim or cause of action arising.from this 
agreement shall be valid or binding for any purpose unless in writing and duly executed by the party against whom 
they are asserted 

Section 10. Severahility. 

Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of law, 
shall not affect the validity or enforceability of any other provision of this agreement. 

Section 11. Authority to Enter the Agreement. 

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly 
appointed representatives, that they are legally entitled to enter into this agreement. 

Section 12. Data Custodians. 

The individuals who are the designated data custodians for the Authorized Representative with respect to 
this confidential data release and use agreement are listed in Exhibit E with their contact information. 

Section 13. Term and Termination. 

The term of this agreement shall be the same as the term of any Master Agreement between the KC BOE 
and the Authorized Representative I for (length of time or insert a date here) unless terminated earlier by 
either party upon thirty (30) days written notice. Either party may terminate this agreement with thirty 
(30) days written notice. 

Section 14. Effective Date of This Agreement. 

This agreement will become effective once the KCBOE and the Authorized Representative have both 
signed. 



APPROVED: 

Name Date 
Title 
Kenton County Board of Education 

Authorized Representative's Authorized Agent I Date 
Agent's Title __ 
Agent's Name (Typed) __ 
Authorized Representative Entity's Name 



Memorandum of Understanding (MOU) 

Description of Exhibits 

To authorize the release and use of confidential data under the FERP A Audit and Evaluation 
Exception 

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the 
final MOU. Exhibits include: 

• Exhibit A - Specifics of data being requested 
o Section I - the initial data request that describes the audit/evaluation and data being 

requested 
o Section II- describes the need for Personally Identifiable Information (PU) 
o Section III - required if requesting Free and Reduced Lunch information 

• Exhibit B - Authorized Representative Confidentiality Agreements ( one for each data 
custodian) 

• Exhibit C - Authorized Representative data security policy 

• Exhibit D - Data destruction plan at completion of audit/evaluation 

• Exhibit E - Identification of data custodians 

Please refer to The U.S. Department of Education, Family Policy Compliance Office's Guidance 
for Reasonable Methods and Written Agreements for additional information on requirements for 
data sharing under the Family Educational Rights and Privacy Act (FERPA). 

Memorandum of Understanding for Audit/Evaluation -Exhibits Page 1 



Exhibit A: 
Contact Information 
Research Entity Legal Name 

Primary Data Custodian Name _ _ ~ T=it=le~ -
Email 

Secondary Data Custodian Name - -~T=1=·t1=e~ - 
Email 

Section I- to be completed bv all reguestors: 

Phone 

Phone 

Purpose, Scope and Duration Use of data received under this MOU is limited to purpose and scope defined. 

Completely describe 
the purpose and 
scope of the 
audit/evaluation. 

Describe how the 
results will be used. 

Duration of 
Audit/Evaluation 

Data Being Requested 

Provide specific data 
elements needed to 
complete audit/ 
evaluation 

Click here to enter text. 

Click here to enter text. 

Start Date: 

Click here to enter text. 

Years included in Audit Evaluation: 
D2014-15 D 2013-14 D2012-13 0 2011-12 
D2008-09 D Other: _ __ _ 

End Date: 

02010-11 □2009-10 

Level of detail/aggregation: Ostudent/Individual 0School □District 0State 
If requesting Personally Identifiable Information (PII), check Student/Individual box. For aggregate 
level select School, District, or State. 
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Please complete Section II if requesting Pl/ detail. 

Section II- Complete if Personally Identifiable Information (PII) is being requested: 

Justify your request 

for 

student/individual 

level data 

Explain why 

audit/evaluation could not 

be completed by using 

aggregate-level data 

without Pl/ 

Click here to enter text. 

Special requirements for requests for Personally Identifiable Information (P II) 

• Student-Level/Individual detail.from education records can only be used to meet the purpose 
or purposes of the audit/evaluation as stated in this MOU for duration as defined. 

• Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal 
identification of parents, students, individuals by anyone other than designated data custodians. 

• Authorized Representative agrees to destroy all Pil.from education records and confidential 
data from other records. 

• .if Free & Reduced Lunch Status is needed on PII data, complete Section Ill 

Memorandum of Understanding for Audit/Evaluation -Exhibits Page 2 



ID- Complete if free or reduced -price lunch eligibilitv data is required for PIT records. 

Prototype Agreement: 
Disclosure of Free and Reduced Price Information 

A. Purpose and Scope 
Kenton County Board of Education, KCBOE, and __ acknowledge and agree that children's free and 
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell 
National School Lunch Act (42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 (42 USC 1771 
et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is 
intended to ensure that any information disclosed by the KCBOE to the __ about children eligible for 
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and 
that the KCBOE and __ recognize that there are penalties for unauthorized disclosures of this eligibility 
information. 

B. Authority 
Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free 
and reduced price meal or free milk eligibility information to specific programs or individuals, without 
prior parent/guardian consent. Except that, the parent/guardian must be provided the opportunity to decline 
to share eligibility information prior to the disclosure for identifying children eligible for benefits under or 
enrolling children in the State Medicaid Program and the State children's health insurance program. 
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of 
children's parents/guardians must be obtained prior to the disclosure. 

The requesting agency certifies that it is currently authorized to administer the following program(s) and 
that information requested will only be used by the program(s) indicated. 

Check all 
Program Information Authorized 

that Apply 

□ Medicaid or the State children 's health insurance All eligibility information unless 
program (SCHIP), administered by a State or local parents elect not to have 
agency authorized under titles XIX or XXI of the Social information disclosed. 
Security Act. 
Specify Program: 

□ State health program other than Medicaid/SCHIP, Eligibility status only; consent 
administered by a State agency or local education not required 
agency. 
Specify Program: 

□ Federal health program other than Medicaid/SCHIP No eligibility information unless 
Specify Program: parental consent is obtained. 

□ Local health program No eligibility information unless 
Specify Program: parental consent is obtained. 

□ Child Nutrition Program under the National School All eligibility information; 
Lunch Act or Child Nutrition Act consent not required. 
Soecifv Program: 

□ Federal education program Eligibility status only; consent 
Specify Program: not required. 

□ State education program administered by a State agency Eligibility status only; consent 
or local education agency not required. 
Specify Program: 
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, 
without parental consent. Parental consent must be obtained to disclose any additional eligibility 
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and 
given opportunity to elect not to have information disclosed. Social security numbers may only be 
disclosed if households are given notice of the disclosure and the uses to be made of their social security 
numbers as required by Sec. 7 of the Privacy Act. 

C. Responsibilities 

Kenton County Board of Education will: 

When required, secure parents/guardians consent prior to any disclosure not authorized by the National 
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving 
agency and made available to the determining agency; 

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity 
for parents/guardians to elect not to have information disclosed; 

Disclose eligibility information only to persons directly connected to the administration or enforcement of 
programs authorized access under the National School Lunch Act or regulations under the Act or to 
programs or services for which parents/guardians gave consent. 

__ will: 

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected 
with the administration or enforcement of the (program) and whose job responsibilities require use 
of the eligibility information will have access to children's eligibility information. 

Use children's free and reduced price eligibility information for the following specific purpose(s): 

Describe: 

Click here to enter text. 

Inform all persons that have access to children's free and reduced price meal eligibility information that the 
information is confidential, that children' s eligibility information must only be used for purposes specified 
above, and the penalties for unauthorized disclosures. 

Protect the confidentiality of children's free and reduced price meal or free milk eligibility information as 
follows: 
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Click here to enter text. 

Specifically describe how the information will be protected from unauthorized uses and further disclosures. 

Click here to enter text. 

D. Effective Dates 

This agreement shall be effective during the dates of duration for the audit/evaluation. 

E. Penalties 

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not 
authorized by Federal law (Section 9(b )( 6)( C) of the National School Lunch Act; 4 2 USC 17 5 8(b )( 6)( C)) 
or regulation, any information about a child's eligibility for free and reduced price meals or free milk shall 
be fined not more than a $1,000 or imprisonment of not more than 1 year or both. 
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F. Signatures 

The parties acknowledge that children's free and reduced price meal and free milk eligibility information 
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price 
meal and free milk information or further disclosure to other persons or programs is prohibited and a 
violation of Federal law which may result in civil and criminal .penalties. 

Requesting Agency /Program Administrator 

Typed or Printed Name: _______________ ____ _ 

Title: Phone: - -------- ---- ----' 

Signature: Date: - -------- - ---------- ----- -----

Determining Agency Administrator 

Printed Name: -------------------------
Title: ------- - - - ----~ Phone: _________ _ 

Signature: ____________________ Date: _ ____ ____ _ 

* Any attachments will become part of this agreement. 
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Exhibit B: KENTON COUNTY BOARD OF EDUCATION 
CONTRACTOR'S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT 

Contractor 

Contractor's employee or contractor name __ _,,_T1=·t1=e:.___ __ 

Address ~Ph=o=ne~ - -

I understand that the performance of my duties as an employee or contractor, of a contractor for the 
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential 
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or other 
federal or state law); and, that I am required to maintain the confidentiality of this information and 
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to 
the following: 

• I will not permit access to confidential information to persons not authorized by the KCBOE and 
its contractor. 

• I will maintain the confidentiality of the data or information. 
• I will not access data of persons related or known to me for personal reasons. 
• I will not reveal any individually identifiable information furnished, acquired, retrieved, or 

assembled by me or others for any purpose other than statistical purposes specified in the 
KCBOE survey, project, or proposed research. 

• I will report, immediately and within twenty-four (24) hours, any known reasonably believed 
instances of missing data, data that has been inappropriately shared, or data taken off site 

o to my immediate supervisor, Associate Commissioner, and 
o to the Division of Human Resources ifl am a KCBOE employee or 
o to the KCBOE Office for whom I perform work under the contract ifl am a KCBOE 

contractor or an employee of a KCBOE contractor 
• I understand that procedures must be in place for monitoring and protecting confidential 

information. 
• I understand and acknowledge that FERP A-protected information obtained under provisions of 

Family Educational Rights and Privacy Act of 1974 (FERPA) as a KCBOE contractor's 
employee or contractor ofKCBOE is confidential information. 

• I understand that FERP A protects information in students' education records that are maintained 
by an educational agency or institution or by a party acting for the agency or institution, and 
includes, but is not limited to the student's name, the name of the student's parent or other family 
members, the address of the student or student's family, a personal identifier, such as the student's 
social security number, student number, or biometric record, other indirect identifiers, such as the 
student's date of birth, place of birth, and mother's maiden name, and other information that, alone 
or in combination, is linked or linkable to a specific student that would allow a reasonable person 
in the school community, who does not have personal knowledge of the relevant circumstances, 
to identify the student with reasonable certainty. 

• I understand that any unauthorized disclosure of confidential information is illegal as provided in 
FERPA and in the implementing of federal regulations found in 34 CFR, Part 99. The penalty 
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or 
imprisonment for not more than five years (under 18 U.S.C. 3559), or both. 

• I understand and acknowledge that children's free and reduced price meal and free milk eligibility 
information or information from the family's application for eligibility, obtained under provisions 
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of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child 
Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these 
Acts, is confidential information. 

• I understand that any unauthorized disclosure of confidential free and reduced price lunch 
information or information from an application for this benefit is illegal as provided in the 
Richard B. Russell National School Lunch Act ( 42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition 
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, 
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than 
$1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year (under 7 C.F.R. 245.6), or 
both. 

• I understand that KRS 61.931 also defines "personal information" to include: 
o an individual's first name or first initial and last name; personal mark; or unique 

biometric or genetic print or image, in combination with one (1) or more of the following 
data elements: 

o An account number, credit card number, or debit card number that, in combination with 
any required security code, access code, or password, would permit access to an 
account;(b) A Social Security number; 

o A taxpayer identification number that incorporates a Social Security number; 
o A driver's license number, state identification card number, or other individual 

identification number issued by any agency; 
o A passport number or other identification number issued by the United States 

government; or 
o Individually identifiable health information as defmed in 45 C.F.R. sec. 160.103, except 

for education records covered by the Family Educational Rights and Privacy Act, as 
amended, 20 U.S.C. sec. 1232g. 

• I understand that other federal and state privacy laws protect confidential data not otherwise 
detailed above and I acknowledge my duty to maintain confidentiality of that data as well. 

• i understand that any personal characteristics that could make the person's identity traceable, 
including membership in a group such as ethnicity or program area, are protected. 

• In addition, I understand that any data sets or output reports that I may generate using confidential 
data are to be protected. I will not distribute to any unauthorized person any data sets or reports 
that I have access to or may generate using confidential data. I understand that I am responsible 
for any computer transactions performed as a result of access authorized by use of sign 
on/password(s). 

Contractor's employee or contractor signature 

Contractor's authorized agent signature 
Contractor's authorized agent name (typed) 

Date 

Date 
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Exhibit C: 

Please describe the measures you take to ensure the protection of PIT released to you. If you have a 

policy, please attach or copy/paste here as Exhibit C. 

Click here to enter text. 
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ExhibitD: 

Please use the space provided to describe the methods used to destroy all confidential data at the 
completion of your work. Please specify the date of destruction. If you have a policy that describes it can 
be attached as Exhibit D. 

Click here to enter text. 
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Exhibit E: In alphabetical order by last name, provide infonnation for those persons designated as data 
custodians. This should include anyone with access to confidential data. A designated primary and 
secondary data custodian are required and a minimum of four is requested. Attach if more space is 
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian. 

Primarv Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Secondary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

All Other Data Custodians 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 



Appendix D 

Sample Security Breach Notification Letter 

Date 

Dear Recipient Name: 

We are contacting you because we have learned of a serious data security incident that occurred 

on (specific or approximate date) OR between (date, year and date, year} that involved some of 

your personal information. 

The breach involved (provide a brief general description of the breach and include how many 

records or people it may have affected). The information breached contained (customer 

names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other 

information (bank account PIN, security codes, etc.) was not released. 

We are notifying you so you can take action along with our efforts to minimize 
or eliminate potential harm. Because this is a serious incident, we strongly 
encourage you to take preventive measures now to help prevent and detect any 
misuse of your information. We have advised the three major U.S. credit 
reporting agencies about this incident and have given those agencies a general 
report, alerting them to the fact that the incident occurred, however, we have 
not notified them about the presence of your specific information in the data 
breach.* 

( Optional paragraph if offering credit protection service.**} 

To protect you we have retained (name of identity theft company}, a specialist in identity theft 
protection, to provide you with_year(s) of (description of services) services, free of charge. 
You can enroll in the program by following the directions below. Please keep this letter; you 
will need the personal access code it contains in order to register for services. 

As a first preventive step, we recommend you closely monitor your financial 
ao&ounts and, if you see any unauthorized activity, promptly contact your 
financial institution. We also suggest you submit a complaint with the Federal 
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online 
at https://www.ftccomplaintassistant.gov/ 



As a second step, you also may want to contact the three U.S. credit reporting 
agencies (Equifax, Experian and TransUnion) to obtain a free credit report 
from each by calling 1-877-322-8228 or by logging onto 
www.annualcreditreport.com. 

Even if you do not find any suspicious activity on your initial credit reports, the 
FTC recommends that you check your credit reports periodically. A victim's 
personal information is sometimes held for use or shared among a group of 
thieves at different times. Checking your credit reports periodically can help you 
spot problems and address them quickly. 

You also may want to consider placing a security freeze on your credit files. A 
freeze prevents an authorized person from using your personal identifying 
information to open new accounts or borrow money in your name. 

You will need to contact the three U.S. credit reporting agencies to place the 
security freeze. The fee is $10 for each credit reporting agency. The agencies 
may waive the fee if you can prove that identity theft has occurred. Keep in 
mind that when you place the freeze, you will not be able to borrow money, 
obtain instant credit, or get a new credit card until you temporarily lift or 
permanently remove the freeze. 

To obtain a security freeze, contact the following 

agencies: Equifax: 1-888-298-0045; web: 

www.freeze.equifax.com 
TransUnion: 1-800-680-7289; web: www.transunion.com (search for 
security freeze) Experian: 1-888-EXPERIAN; 
www.experian.com/freeze.com 

For more information, see the website for the Oregon Department of 
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and 
click on "How to Obtain a Security Freeze." 

If you have further questions or concerns, you may contact us at this special 
telephone number: 000- 000-0000. You can also check our website at 
www.ourwebsite.org for updated information. 

Sincerely, 

* Reporting to credit agencies is required only for breaches affecting 1,000 or 
more persons. 
** Not required under ORS 646A.600-646A.628. 



Determined 

□ 
□ 
D 
D 

□ 
□ 

□ 

□ 

□ 

Agency Name: 

Agency Contact: 

Appendix E 

Determined Breach Notification Form 

Section 1 
Complete and submit within n hours of determination or notification. 

Finance Cabinet Secretary 
Auditor of Public Accounts (APA) 
Kentucky State Police (KSP) 
Attorney General (AG) 
Commissioner of Department of Library and Archives, if breach determined 
Chief Information Officer of Commonwealth Office ofTechnology 
If Department of Local Government under KRS 61.93l(l)(b) or (c) also contact: 

Commissioner of Department of Local Government 
If Public School District listed in KRS 61.931(1)(d) also contact: 

Commissioner of Kentucky Department of Education 
If Educational entity listed under KRS 61.93l(l)(e) also contact: 

President of Council on Postsecondary Education 

Agency Contact Email : 

Agency Contact Phone Number: 

Date of Notification to Agencies: Time of Notification: 

Date Breach Determined: 

Section 2 

FAC-001 
Effective Date: 01/01/2015 

Complete this portion after the conclusion of the investigation regarding whether the Security Breach has resulted in or 
is likely to result in the misuse of personal information. Provide notice to agencies within 48 hours of completing 
investi ation. 

Personal Information Breached: 0 Yes ONo 

If Yes, Explain: 

Total Number of Individuals Impacted: Date Individuals Notified: 

Type of Notices Sent Out (select all that apply and provide explanations): 

0 Web Posting: 0 Email: 

0 Local or Regional Media: 

0 letter: 

Did You Notify Consumer Credit Reporting Agencies? 

0 Telephone: 

D Other: 

Oves ONo If Yes, Date: 

Any Other Breach Compliance Requirements Apply such as Federal? 0 Yes ONo 

If Yes, Explain: 
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Third Party Breach: 0Yes 0No 

If Yes, Third Party Name: 

If Third Party Involved, When Did They Notify the Agency: 

FAC-001 
Effective Date: 01/01/2015 

If a delay then please attach the delay notification record along with supporting documentation. Was there a 
delay due to: 

□ Law enforcement investigation. Reference to KRS 61.933 (3)(a) 
□ An agency determines that measures necessary to restore the reasonable integrity of the data system 

cannot be implemented within the timeframe established and will delay the breach determination. 
Delay will need to be approved in writing from the Office of the Attorney General. Reference to KRS 
61.933 (3)(b) 

D 
Section 3 

Complete and submit at the conclusion of the investi ation and an notice and resolution process. 

Actions Taken to Resolve Breach: 

Actions Taken to Prevent Additional Security Breaches in Future, if any: 

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches: 

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach: 

Reference: 
KRS 61.931 to 61.934- http://www.lrc.ky.goy/Statutes/statute.aspx?id=43S75 
KRS 42.726- http://www.lrc.ky.gov/ Statutes/ statute.aspx?id=43580 
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Appendix F 

Delay Notification Record 

All documentation in reference to the delay should be attached to the notification record. 

Agency Name: 

3rd Party Name, if applicable: 

Agencies are to use this form to record information: 

FAC·F002 
Effective Date: 01/01/2015 

□ If a law enforcement investigation has delayed the notification process for a breach determination. 
Reference to KRS 61.933 (3)(a) 

Date Law Enforcement Notified Agency: 

Law Enforcement Agency: 

D If an agency determines that measures necessary to restore the reasonable integrity of the data 
system cannot be implemented within the tirneframe established and will delay the breach 
determination. Delay will need to be approved in writing from the Office of the Attorney General. 
Reference to KRS 61.933 (3)(b) 

Date Submitted to Office of Attorney General: 

Date Approved by the Office of Attorney General: _ _ _ ________ _ ___ _ _ _ __ _ 

The agency will submit form FAC-001 as required by KRS 61.933 if law enforcement has not contacted it 
within seventy-MO (72) hours of a determined breach. 

Pagelofl 




