FinalForms Agreement

This FinalForms Agreement (“Agreement”) is made and entered into on / //! /;‘ L{ , by and
between BC Technologies Company, d ing,_business as FinalForms ("FinalForms” or "Party"), an Ohio
corporation, and the /?WM o ("Customer" or “Client” or "Subscriber" or "Party"),
(collectively, “the Parties”). SC‘/WMK

The Support Services ("Services") contemplated by this Agreement shall be set forth in an Exhibit, which
shall be attached to and made a part of this Agreement.
The Parties hereto agree as follows:

1. Contract Period

This Agreement is effective when signed by Customer and FinalForms representatives ("Effective Date”).
The initial term of this Agreement begins on the Effective Date and ends one calendar year from the
Effective Date. The term will renew automatically for additional one (1) year terms at FinalForms'
then-current development, academic and athletic form fee rates, notice of which shall be provided to
Customer sixty (60) days prior to the end of the then-current term, unless terminated in writing by either
party at least thirty (30) days prior to the end of the then-current term, or upon termination under Section 4
of the Agreement.

2, Billing and Payment

Payment Dates. Payments for services rendered between March 16" and September 15" will be
invoiced on September 15" in each year of this Agreement. Payments for Services rendered between
September 16" and December 15" will be invoiced on December 15" in each year of this Agreement.
Payments for Services rendered between December 16" and March 15" will be invoiced on March 15® in
each year of this Agreement,

Payment Terms. Payment for the Services under this Agreement shall be set forth in an Exhibit, which
shall be attached to and made a part of this Agreement. Payment is due within thirty (30) days of
Customer's receipt of an invoice from FinalForms. Services will be suspended for up to seven (7) days if
payment is not received when due. Should Customer fail to pay FinalForms the complete agreed upon
consideration within the seven (7) day suspension period, FinalForms shall have the right to terminate the
Agreement, effective immediately.

3. Representations and Warranties

Compliance with the Laws. Each Party shall, at its own expense, comply with all laws, regulations and
other legal requirements that apply to it and this Agreement,

Acceptable Use. Customer is solely responsible for the content of any postings, data, or transmissions
using the Services, or any other use of the Services by Customer or by any person or entity Customer
permits to access the Services. Customer represents and warrants that it will not violate or tamper with
the security of any FinalForms computer equipment or program. If FinalForms has reasonable grounds to
believe that Customer is utilizing the Services for any illegal or disruptive purpose, FinalForms may
suspend the Services immediately with or without notice to Customer. FinalForms may terminate the
Agreement as contemplated in Section 4 if FinalForms determines that Customer failed to adhere to the
foregoing acceptable use standards.



DISCLAIMER. THE WARRANTIES SET FORTH IN THIS SECTION 3 AND IN SECTION 7 ARE THE
ONLY WARRANTIES MADE BY FINALFORMS. FINALFORMS MAKES NO OTHER WARRANTIES OF
ANY KIND, EXPRESS OR IMPLIED, WITH RESPECT TO THE SERVICES, ANY RELATED SERVICE,
OR SOFTWARE. FINALFORMS HEREBY EXPRESSLY DISCLAIMS ANY IMPLIED WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR IMPLIED WARRANTIES ARISING
FROM A COURSE OF DEALING OR COURSE OF PERFORMANCE. NO ORAL OR WRITTEN
INFORMATION GIVEN BY FINALFORMS, ITS EMPLOYEES OR LICENSORS WILL CREATE A
WARRANTY. FINALFORMS MAKES NO WARRANTY EXPRESSED OR IMPLIED, REGARDING THE
ACCURACY, ADEQUACY, COMPLETENESS, LEGALITY, RELIABILITY OR USEFULNESS OF ANY
FORM OR DATA THAT IT CONVERTS INTO ELECTRONIC FORMAT FOR CUSTOMER, OR THIRD
PARTIES SUCH AS PARENTS OR STUDENTS, AT CUSTOMER'S REQUEST, PURSUANT TO THIS
AGREEMENT

Foreign Language Translations. FinalForms may provide translations of data it receives from Customer
into languages other than English, through a third-party external translation service, which is intended
solely as a convenience to the non-English-reading public. Due to the inherent nuances of translating a
foreign language, FinalForms cannot guarantee the accuracy, reliability, or performance of the third-party
external translation service nor the limitations provided by this service, such as the inability to translate
specific files or data. Therefore, FinalForms expressly disclaims liability for any direct, indirect, incidental,
special, or consequential damages that may result from or relate to an inaccuracy in the translation of
Customer data into a language other than English.

4. Termination

Either Party may give notice of termination of the Agreement at least thirty (30) days prior to the expiration
of the original or renewed term, in which case the Agreement will terminate at the expiration of the term
during which such notice is given. If Customer terminates this Agreement, all amounts due for use of the
Software based on the number of students whose data has been converted into electronic format in
accordance with this Agreement, and the Support Services ("Services") actually rendered prior to the
termination of this Agreement-shall be immediately due and payable by Customer.

If a Party fails to perform or observe any material term or condition of this Agreement, and the failure
continues un-remediated for seven (7) days after receipt of written notice of noncompliance, the other
Party may terminate this Agreement, or, where the failure is a nonpayment by Customer of any charge
when due, FinalForms may, at its option, terminate or suspend Services in accordance with Section 2 of
this Agreement.

This Agreement may be terminated immediately upon written notice by FinalForms if it becomes insolvent
or involved in a liquidation or termination of business, files a bankruptcy petition, has an involuntary
bankruptcy petition filed against it (if not dismissed within thirty days of filing), becomes adjudicated
bankrupt, or becomes involved in an assignment for the benefit of its creditors.



5. Licenses

FinalForms hereby grants to Customer a personal, nonexclusive, nontransferable license during the term
of this Agreement to use, in object code form, all software and related documentation provided by
FinalForms (“Software"), which may be furnished to Customer under this Agreement. Customer agrees to
use commercially reasonable efforts to ensure that its employees and users of all Software hereunder
comply with this Agreement. Customer also agrees to refrain from taking any steps, such as reverse
assembly or reverse compilation, to derive a source code equivalent to the Software. All Software
furnished to Customer under this Agreement shall be used by Customer only for Customer's internal
business purposes, and shall not be reproduced or copied in whole or in part.

6. Customer Data

Customer is the custodian of all data that it supplies to FinalForms, which is to be strictly held as
confidential. FinalForms will not access, delete or alter Customer data within FinalForms or within any
other software or application employed by Customer without the express consent of Customer,

Customer hereby consents to the use by FinalForms of Customer's name, logo, and other identifying
information in marketing materials that contain a list of representative customers. FinalForms wil grant
Customer administrators access to the application and data for a minimum of seven (7) years after
contract termination. Customer has the option to receive a backup of data prior to deletion, per Section
10 of this Agreement.

All right, title, and interest in and to the Software, and all copyrights, patents, trademarks, service marks,
or other intellectual property or proprietary rights relating thereto, belong exclusively to FinalForms. Any
modification to the Software performed by Customer directly or indirectly extending the current
capabilities shall be the property of FinalForms, and all copyrights and other rights are hereby assigned to
FinalForms,

7. Limitation of Liability

As set forth below, under no circumstances will FinalForms, its executives, employees, or designees be
liable for any indirect, incidental, special, or consequential, damages that result from Customer’s use of or
Customer's inability to use the Services, including but not limited to: loss of revenue or lost profits, or
damages that result from mistakes, omissions, interruptions, deletion of files or email, errors, defects,
viruses, delays in operation or transmission, theft, destruction, or unauthorized access to FinalForms'
records, programs or services, even if such Party has been advised of the possibility of such damages. In
the event of any breach by FinalForms of this Agreement, FinalForms' liability to Customer will not exceed
the amount paid to FinalForms by Customer during the previous three (3) months.

No Infringement: FinalForms warrants the Software will not infringe any patents, trademarks, copyright,
or any proprietary rights of a third party or constitute a misuse or misappropriation of a trade secret.
Customer shall notify FinalForms promptly in writing of any known action brought against Customer
based on an allegation that Customer's use of any materials infringes any patent, trademark, copyright, or
infringes any right of a third party, or constitutes misuse or misappropriation of a trade secret
{“Infringement").



8. Customer Responsibility

For purposes of Section 8 of this Agreement, “communications” shall mean all electronic correspondence
generated or received by Customer and its employees and designees, excluding such correspondence
between Customer and FinalForms, through the use of any Service provided by FinalForms to Customer
under this Agreement.

Customer is solely responsible for the content of communications transmitted by Customer using the
Services. Customer is solely responsible for the content of all documents, data, and student records
FinalForms converts into electronic format and makes available to Customer online, at the request of
Customer, and shall defend, indemnify, and hold harmless FinalForms from and against any liability and
costs (including reasonable attorneys’ fees) arising from FinalForms conversion of such documents, data,
and student records into electronic format and making such documents, data, and student records
available online.

Customer is not permitted to resell the Services.

To the extent deemed necessary by Customer, Customer shall implement security procedures necessary
to limit access to the Services to Customer's authorized users and shall maintain a procedure external to
the Services for reconstruction of lost or altered files, data, or programs.

Customer is responsible for establishing designated points of contact to interface with FinalForms.
9. Confidential Information

Definition. For purposes of this Agreement, "Confidential Information” shall mean information including,
without limitation, all Customer data, computer programs, code, algorithms, names and expertise of
employees and consultants, know-how, formulas, processes, ideas, inventions (whether patentable or
not), schematics, and other technical, business, financial, and product development plans, forecasts,
strategies and information marked "Confidential,” or if disclosed orally, is identified as confidential at the
time of disclosure. In addition to the foregoing, Confidential Information shall include third party software,
if any, that may be provided to Customer under this Agreement, including any related source or object
codes, technical data, data output of such software, documentation, or correspondence owned by the
applicable licensor. Confidential Information excludes information that: (i) was or becomes publicly
known through no fault of the receiving party; (i) is independently developed by the receiving party
without the participation of individuals who have had access to the Confidential Information; (iii) is
approved by the disclosing party for disclosure without restriction in a written document which is signed by
a duly authorized representative or designee of such disclosing party; or (iv) the receiving party is legally
compelled to disclose, provided, however, that prior to any such compelled disclosure, the receiving party
will (a} assert the privileged and confidential nature of the Confidential Information against the third party
seeking disclosure, and (b) cooperate fully with the disclosing party in protecting against any such
disclosure and/or obtaining a protective order narrowing the scope of such disclosure and/for use of the
Confidential Information. In the event that such protection against disclosure is not obtained, the
receiving party will be entitled to disclose the Confidential Information, but only as and to the extent
necessary to legally comply with such compelled disclosure.



Each Party agrees to use the other Party’s Confidential Information solely for the purposes of carrying out
its obligations under this Agreement, and to refrain from disclosing that Confidential Information to any
third-party, unless and to the extent: (a) any disclosure is necessary or appropriate in connection with the
performance of its obligations or exercise of its rights under this Agreement; (b) any disclosure is required
by applicable law including public records law or open meetings law; provided that, if practicable, the
party required to make such disclosure uses reasonable efforts to give the party to whom the relevant
Confidential Information relates reasonable advance notice thereof (i.e., so as to afford that party an
opportunity to intervene and seek an order or other appropriate relief for the protection of its Confidential
Information from any unauthorized use or disclosure) and the Confidential Information is only disclosed to
the extent required by law; (c) any disclosure is made with the consent of the disclosing party; or (d) to
employees, consultants or agents to whom disclosure is necessary to realize the benefit of this
Agreement and who agree to be bound by the terms hereof.

FinalForms will disclose any breach of its security system affecting personal information, in accordance
with the requirements of applicable law.

Nondisclosure. During the term of this Agreement and for a period of two (2) years thereafter, each
Party agrees to maintain all Confidential Information in confidence to the same extent that it protects its
own similar Confidential Information, but in no event using less than reasonable care, and to use such
Confidential Information only as permitted under this Agreement. Each Party agrees to only disclose the
other Party's Confidential Information to its employees: (a) with a need to know to further permitted uses
of such information; and (b) who are informed of the nondisclosure/non-use obligations imposed by
Section 9 of this Agreement, Both Parties shall take steps each determines appropriate to implement and
enforce such non-disclosure/non-use obligations.

10. Back-up of Data

FinalForms will deliver a full back-up of Customer Data in .BAK format in a CD by US priority mail, if
Customer pays a charge of $100 per back-up copy in advance of receiving the CD(s).

11. General Provisions and Force Majeure

(a) This Agreement, including any amendments and attachments hereto that are incorporated herein,
constitute the entire agreement between the Parties and shall be binding on the Parties. No modification,
termination, or walver of any provisions of this Agreement shall be binding upon a Party unless evidenced
in writing signed by authorized representatives of the Parties. No provision of any purchase order or
other document issued by Customer, which purports to alter, vary, modify, or add to the provisions of this
Agreement, shall be binding upon FinalForms or effective for any purpose, unless expressly accepted by
FinalForms in a signed writing by an authorized representative.

It is further expressly understood and agreed that, there being no expectations to the contrary between
the Parties, no usage of trade or other regular practice or method of dealing, either within the computer
software industry, FinalForms' industry, or between the Parties shall be used to modify, interpret,
supplement, or alter in any manner the express terms of this Agreement or any part thereof,

(b) Nothing contained in this Agreement shall be construed as creating a joint venture, partnership, or
employment relationship between the Parties.



(c) The Software shall not be exported or re-exported in violation of any export provisions of the United
States or any other applicable jurisdiction.

(d) This Agreement may not be assigned, sublicensed, or transferred, in whole or in part, by Customer
without the prior written consent of FinalForms. Any attempted assignment, subletting or transfer shall be

void.

(e) If any provision or provisions of this Agreement shall be held to be invalid, illegal, or unenforceable by
a court of competent jurisdiction, the validity, legality, and enforceability of the remaining provisions shall
not in any way be affected or impaired thereby.

(f) No delay or failure of FinalForms or Customer in exercising any right herein, and no partial or single
exercise thereof shall be deemed of itself to constitute a waiver of such right or any other rights herein.
Any waiver by FinalForms or Customer of any breach of any provision of this Agreement shall not operate
or be construed as a waiver of any subsequent or other breach.

(9) In the event that either Party is unable to perform any of its obligations under this Agreement or to
enjoy any of its benefits because of natural disaster, terrorism, fire, explosion, power blackout,
earthquake, flood, the elements, strike, embargo, labor disputes, acts of civil or military authority, war,
acts of God, acts or omissions of carriers or suppliers, acts of regulatory or governmental agencies,
actions or decrees of governmental bodies or communication line failure not the fault of the affected Party,
or other causes beyond such Party's reasonable control (a "Force Majeure Event"), the Party who has
been so affected shall immediately give notice to the other Party and shall do everything possible to
resume performance. Upon receipt of such natice, all obligations under this Agreement shall be
immediately suspended. If the period of nonperformance exceeds seven (7) days from the receipt of
notice of the Force Majeure Event, the Party whose ability to perform has not been so affected may, by
giving written notice, immediately terminate this Agreement as provided in Section 11 of this Agreement.

(h) At FinalForms' request, no more frequently than annually, Customer shall furnish FinalForms with a
signed certification verifying that the Software is being used pursuant to the terms of this Agreement and
listing the locations where the Software is being used.

(i) This Agreement may be executed in two (2) or more counterparts, each of which shall be deemed an
original, and each of which together shall constitute a single instrument.



12. Signatures

Signature below by an authorized representative confirms a Party’s consent to the terms and conditions
of this Agreement.

CUSTOMER FINALFORMS
By: By:

Position: Pasition:

By:

Position:

Date: Date:




FinalForms Agreement - Exhibit A

This Exhibit shall be attached to and made a part of the FinalForms Agreement between FinalForms and
("Customer").

The following definition shall apply to the FinalForms Agreement:

Support Services (“Services”) - includes, but is not limited to: conversion of Customer-approved forms and data
into electronic format; web hosting for online forms; data storage; provision of access to stored Customer data;
access to electronic communication tools using online email system, manual notifications or automatic notifications:
access to features that allow filtering, sorting, printing and emailing data; onboarding and customer support; online
resources including training webinars, documentation and training videos.

PAYMENT OPTIONS AND PAYMENT PLANS

1. BUILD FEE
* Custorner will be billed at the rate noted on the quote.

The Setup Fee covers the development of the FinalForms system, including customization, for Academics and/or
Athletics and/or Staff. The total Setup Fee will be invoiced upon signing the Agreement and will be due within thirty
(30) days of signing the Agreement.

2. ANNUAL FEES (per student)
* Customer will be billed at the rate noted on the quote.

Invoices are automatically sent on September 15th, December 15th, and April 15th, and shall be due within thirty (30)
days of receipt of such invoice unless otherwise agreed upon, which is noted as:

Signatures
Signature below by an authorized representative confirms a Party's consent to the terms set forth above.

CUSTOMER FINALFORMS
By: By:

Position: Position:

By:

Position:

Date: Date:
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12/4/23, 2:04 PM Boone County Schools KY (Conner HS)

Products & Services

Annual Fee: Athlete Services 150 x $4.75/ year

NOTE: Fees are calculated based on the number of athletes on a roster (relative to the

season being billed) in FinalForms on each billing date. You will only pay this fee once
per athlete, per year.

Annual subtotal v $712.50

This quote expires on January 29, 2024

Purchase terms

https:/fwww.finalforms.com/K7BwSiSzQfRg 2/3



12/4/23, 2:04 PM Boone County Schools KY (Conner HS)
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12/4/23, 2:03 PM Boone County Schools KY (Conner HS) 24-25
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12/4/23, 2:03 PM Boone County Schools KY (Conner HS) 24-25

Products & Services

Annual Fee: Athlete Services 500 x $4.75/ year

NOTE: Fees are calculated based on the number of athletes on a roster (relative to the

season being billed) in FinalForms on each billing date. You will only pay this fee once
per athlete, per year.

Annual subtotal - - - SUBSSR——  ~5 5758 9.

TOtal s i s e s s B2 BTG OO

This quote expires on January 29, 2024

Purchase terms

https:/imvww.finalforms.com/ACcKcDzq9QVOPFid 213



12/4123, 2:03 PM Boone County Schools KY (Conner HS) 24-25
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ADDENDUM

This Addendum is agreed and entered into by and between the Boone County
School District (“District”) and _FinalForms (“Vendor”), and is intended to
amend, modify, and supplement the __FinalForms Agreement (hereinafter,
the “Agreement”).

WHEREAS, the Vendor is providing educational or digital services to the Boone
County Board of Education and, by extension, the District; and

WHEREAS, the Vendor and the District recognize the need to protect personally
identifiable student information, and other regulated data exchanged between them as
required by applicable laws and regulations, such as the Family Educational Rights and
Privacy Act (“FERPA™), 20 U.S.C. § 1232(g), 34 C.ER. Part 99; the Children’s Online Privacy
Protection Act (“COPPA”), 15 U.S.C. § 6501-6506, 16 C.ER. Part 312; the Protection of Pupil
Rights Amendment (“PPRA"), 20 US.C. § 1232h; 34 C.ER. Part 98; and applicable state
privacy laws and regulations; and

WHEREAS, the Vendor and District desire to enter into this Addendum for the
purpose of establishing their respective obligations and duties in order to comply with
applicable laws and regulations, and to amend, modify, and supplement the Agreement
previously entered into; and

NOW THEREFORE, in consideration of the of the terms, covenants, conditions and
promises set forth herein, as well as those set forth in the Parties’ Agreement, and for other
good and valuable consideration, the receipt and sufficiency of which are hereby
acknowledged, the Parties agree to amend, modify, and supplement the Agreement as
follows:

Section 1.  Definitions for Addendum. For the purpose of this Addendum, the
following definitions shall apply:

1.1 “Confidential Student Information” shall mean all information, whether PII or
directory information, included in the Education Records provided to or
accessed by Vendor pursuant to the terms of the Parties’ Agreement.

1.2 “District Data” shall mean any information or data owned by the District and
provided to Vendor pursuant to the Parties’ Agreement.

1.3 “Education Records” shall be defined consistent with the definition set forth in
20 US.C. § 1232g(a)(4)(A); 34 C.ER. § 99.3, and shall mean records that are: (1)
directly related to a student; and (2) maintained by an educational agency or
institution or by a party acting for the agency or institution.
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1.4 “Personally Identifiable Information” (“PII"”) shall be defined consistent with the
definition set forth in 20 U.S.C. § 1232g(a); 34 C.FR. § 99.3, and shall mean
identifiable information that is maintained in education records and includes
direct identifiers, such as a student’s name or identification number, indirect
identifiers, such as a student’s date of birth, or other information which can be
used to distinguish or trace an individual’s identity either directly or indirectly
through linkages with other information.

Section 2. Student Privacy Acknowledgements. The Parties acknowledge the

following: (a) the District is a public school district and is subject to the Family Educational
Rights and Privacy Act (“FERPA”), 20 U.S.C. § 1232g; 34 CFR Part 99, which protects the
privacy of student education records; (b) the District has outsourced certain services to
Vendor, as defined in the Agreement, in furtherance of a legitimate educational interest that
would otherwise be performed by the school district; (c) these services include the
collection and storage of certain District Data and Confidential Student Information, as set
forth in Section 1 of this Addendum; (d) the Vendor is under the direct control of the
District with respect to the use and maintenance of District Data and Confidential Student
Information provided to it pursuant to the Parties’ Agreement; and (e) Vendor is subject to
the requirements in FERPA that any PII obtained from Education Records may be used only
for the purposes for which the disclosure was made and consistent with the terms of the
Parties’ Agreement.

Section 3.  Vendor’s Obligations. Vendor acknowledges and agrees to the following: (a)
Vendor is acting as a contractor to the District in performing the function, either directly
under the terms of the Agreement and this Addendum, or indirectly through Vendor's
interfaces with another District contractor; (b) Vendor uses reasonable methods to ensure
that only individuals with a legitimate educational interest (as to a particular student, such
as the student, his or herself, the student’s guardian, and the District) shall have access to
the District Data in Vendor’s possession or control; and (c) Vendor uses reasonable
methods to ensure that no third parties shall have access to Confidential Student
Information or Education Records in its control unless written authorization to distribute
such information is provided by the student’s parent/guardian.

Section 4. Ownership of Data. As between District and Vendor, the District retains
ownership of all data provided to Vendor pursuant to the Parties’ Agreement, regardless of
whether such data is provided to Vendor by the District, its students, parents, guardians, or
any other authorized user.

Section 5. Data Transmission. The Vendor shall ensure the secure transmission of any
data exchanged during the course of this agreement. All data transmissions, whether
internal or external, shall be encrypted using encryption processes for data in motion
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which comply, as appropriate, with National Institute of Standards and Technology (“NIST")
Special Publications 800-52; NIST Special Publications 800-77; NIST Special Publications
800-113, or others which are Federal Information Processing Standards (“FIPS”) 140-2
validated, to protect the confidentiality and integrity of the transmitted data. In the event of
any security incidents or breaches affecting data while in transit, the Vendor agrees to
promptly notify BCS and take necessary remedial actions to mitigate the impact as set forth
in Section 8 of this Addendum.

Section 6.  Security of Data at Rest. Vendor acknowledges that it is responsible for
implementing robust measures to safeguard data at rest. This includes, but is not limited to,

encryption of stored data, physical/logical access controls, regular security audits, and the
prohibition of storing any data onto a personally owned device. All District Data must be
stored in a secure environment, with access limited to authorized personnel only. Vendor
shall adhere to valid encryption processes for data at rest that are consistent with NIST
Special Publication 800-111 and comply with relevant data protection regulations to
ensure the confidentiality and integrity of data at rest. If requested by the District, Vendor
shall provide a list of locations where student data is/may be stored, and whenever
possible, including where required by applicable law, data shall be stored within the United
States. In the event of any security incidents or breaches affecting data at rest, the Vendor
agrees to promptly notify the Client and take necessary remedial actions to mitigate the
impact.

Section 7.  Prohibition Against Use of Student or District Likeness. Vendor
acknowledges and agrees that it may not disseminate the District's name, logo, or likeness

for any reason, including marketing, internal training, or similar purposes, to any third
party without written authorization from the District. Vendor further acknowledges and
agrees that it may not disseminate any Confidential Student Information or District Data -
whether explicitly protected under FERPA, directory information (i.e., name, grade, etc.), or
student likeness — without written authorization from the student or, if the student is a
minor, the student’s parent/guardian. Vendor shall not in any case process student data to
advertise or facilitate advertising or to create or correct an individual or household profile
for any advertisement purpose, and shall not sell, disclose, or otherwise process student
data for any commercial purpose as defined by KRS 365.734.

Section 8.  Security Breach Remediation and Notice. Vendor agrees to maintain
procedures and practices to preemptively safeguard against security breaches as described
in KRS 61.932. However, in the event of a security breach as defined by KRS 61.931, Vendor
shall notify the District in the most expedient time possible and without unreasonable
delay, but within seventy-two (72) hours of determination of a security breach relating to
the personal information in the possession of Vendor. The notice to the District shall
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include all information the nonaffiliated third party has with regard to the security breach
at the time of notification. In the event of a security breach relating to the personal
information in the possession of Vendor, Vendor shall bear the full cost of the notification
and investigation requirements set forth in KRS 61.933. In the event of a suspected or
confirmed breach, Vendor agrees to retain an independent IT consulting firm, which is
mutually agreed-upon by the Parties, to provide requisite forensic/recovery/notification
services as provided for by the Commonwealth Office of Technology’s recommended data
breach response plan. Vendor agrees to comply with all provisions of KRS 61.931-.934
pertaining to the prevention of, investigation of, response to, and remediation of any and all
such security breaches.

Section 9.  Cloud Computing Service Providers. If Vendor is a cloud computing service
provider (as defined in KRS 365.734(1)(b) as “any person other than an educational
institution that operates a cloud computing service”), Vendor agrees that: (a) Vendor shall
not process Confidential Student Information or student data as defined by KRS 365.734 for
any purpose other than providing, improving, developing, or maintaining the integrity of its
cloud computing services, unless Vendor receives express permission from the student'’s
parent. Vendor shall work with the student’s school and the District to determine the best
method of collecting parental permission; (b) Vendor shall not in any case process student
data to advertise or facilitate advertising or to create or correct an individual or household
profile for any advertising purposes; (c) Vendor shall not sell, disclose, or otherwise process
Confidential Student Information for any commercial purpose; and (d) Vendor shall certify
in writing to the District that it will comply with KRS 365.734(2).

Section 10. Advertising Limitations. Vendor is prohibited from using, disclosing, or
selling Confidential Student Information or District Data to (a) inform, influence, or enable
targeted advertising; or (b) develop a profile of a student, family member/guardian or
group, for any purpose other than providing the services as set forth in the Parties’
Agreement. This section does not prohibit Vendor from using Confidential Student
Information or District Data (i) for adaptive learning or customized student learning
(including generating personalized learning recommendations); or (ii) to make product
recommendations to teachers or District employees; or (iii) to notify account holders about
new education product updates, features, or services or from otherwise using Confidential
Student Information or District Data for any purpose explicitly permitted by the Parties’
Agreement.

Section 11. Open Records. Vendor acknowledges that the District is subject to the
Kentucky Open Records Act, KRS 61.870 to KRS 61.884, and may be required to disclose
certain information obtained pursuant to the Parties’ relationship as set forth therein.
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Vendor agrees that it will not pursue any legal action against the District for any disclosure
of Vendor’s information or data made in response to an Open Records Request.

Section 12. Law_ Enforcement or Court-Mandated Disclosures. Should law
enforcement or other government entities (“Requesting Part(ies)”) contact Vendor with a
request for Confidential Student Information or Education Records held by the Vendor
pursuant to the Parties’ Agreement, the Vendor shall notify the District in advance of a
compelled disclosure to the Requesting Party, unless lawfully directed by the Requesting
Party not to inform the Board of the request. Similarly, if Vendor becomes legally compelled
to disclose any District Data, Confidential Student Information, or Education Records
(whether by judicial or administrative order, applicable law, rule, regulation, or otherwise),
Vendor shall use all reasonable efforts to provide the District with advance notice before
disclosure so that the District may seek a protective order or other appropriate remedy to
prevent the disclosure or to ensure the Board’s compliance with the confidentiality
requirement of federal or state law.

Section 13. Data Protection Upon Conclusion of Contract. Upon termination,
cancellation, expiration, or other conclusion of the Parties’ Agreement, Vendor shall return
all District Data in the possession of Vendor, its subcontractors, or agents to the District,
unless otherwise directed by the District in writing that such Client Data alternatively be
destroyed. Vendor shall complete such return or destruction within thirty (30) calendar
days of the termination of this Agreement and shall certify compliance with this Section, in
writing, to the District within ten (10) calendar days of such return or destruction.

Section 14. Insurance. Vendor shall maintain, during the term of the Agreement, a
cyber-insurance liability policy, in the amount of $3 million. Upon request, Vendor shall
furnish the certificate of insurance evidencing this coverage. The certificate of insurance
shall name the Boone County Board of Education as additional insured in the Description of
Operations section of the Certificate of Insurance.

Section 15. Equitable Relief. In any action or proceeding to enforce rights under the
Agreement, the prevailing party will be entitled to recover costs and attorneys' fees. Vendor
acknowledges that the District may seek and obtain injunctive relief for the unauthorized
use or dissemination of District Data or Confidential Information, or other violations of the
Parties’ Agreement, in addition to, and not in limitation of, other legal remedies provided
under state and federal law.

Section 16. Governance. The laws of the Commonwealth of Kentucky shall govern all
questions as to the execution, validity, interpretation, construction and performance of this
Agreement and Addendum, or any of their terms. Any suit, action or other proceeding
regarding the execution, validity, interpretation, construction or performance of this
agreement shall be filed in the Boone Circuit Court of the Commonwealth of Kentucky. In
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the event of litigation in a U.S. District Court, venue shall lie exclusively in the Eastern
District of Kentucky.

Section 17, Effect of Addendum. The Parties agree that the terms and conditions set
forth in this Addendum modify, amend, and supplement the Agreement as set forth above,
and agree to be bound to the terms herein. To the extent that the Addendum expressly
conflicts with the terms and conditions of the Agreement, the Addendum shall control.

IN WITNESS WHEREOF, the District and Vendor execute this Addendum to be effective
consistent with the effective date of the Parties’ Agreement.

BOONE COUNTY SCHOOL DISTRICT

By: Date:

Printed Name:

Title/Position:

[VENDOR NAME HERE]

By: Date: 01/16/2024

Courtney Evans

Printed Name:
Title/Position: Director of implementaion
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