Issue Paper

Kenton

DATE:
9/21/2023

AGENDA ITEM (ACTION ITEM):
Consider/Approve a sales contract with CommonLit for Caywood, Twenhofel, and Simon Kenton

for the 2023-24 school year.

APPLICABLE BOARD POLICY:
01.1-Legal Status of the Board

HISTORY/BACKGROUND:

CommonlLit is a standard based supplemental reading program. CommonLit has more than
2,000 passages and offers many passages in multiple languages. CommonLit can be used with
students in third through twelth grades and monitored by weekly assessments data in reading.

FISCAL/BUDGETARY IMPACT:
No financial impact to individual schools or KCSD (free resource)

RECOMMENDATION:
Approval a sales contract with CommonLit for Caywood, Twenhofel, and Simon Kenton for the

2023-24 school year

CONTACT PERSON:

Jena'Smiddy| ﬁ ’_

Prir@i;mI/A dn% District Administrator <~ intendent

Use this form to submit your request to the Superintendent for items to be added to the Board Meeting Agenda.
Principal —complete, print, sign and send to your Director. Director —if approved, sign and put in the Superintendent’s mailbox.




THE KENTON COUNTY BOARD OF EDUCATION
1655 EATON DRIVE, FORT WRIGHT, KENTUCKY 41017
TELEPHONE: (859) 344-8888 | FAX: (859) 344-1531

: WEBSITE: www.kenton.kyschools.us

Dr. Henry Webb, Superlntandent of Schools
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VENDOR ASSURANCES REGARDING PROTECTION OF
PERSONAL AND CONFIDENTIAL INFORMATION

Data Security and Breach Protocols
Vendors that receive Personal Information from Kenton County Board of Education (herein referred to as
“KCBOE”) as defined by and in accordance with Kentucky’s Personal Information Security and Breach
Investigation Procedures and Practices Act, KRS 61.931, et seq., (the “Act”), shall secute and protect the Personal
Information by, without limitation, complying with all requirements applicable to non-affiliated third parties set

forth in the Act,

“Personal Information™ is defined in accordance with KRS 61.93 1(6) as “an individual’s first name or first initial
and last name; personal mark; or unique bmmetnc or genetic print or image, in combination with one (1) or more

of the following data elements:

a) An account number, credit card numbet, or debit card number that, in combination with any required
security code, access code or password, would permit access to an account;

b) A Social Security nntober;
c) A taxpayer identification number that mcozporates a Social Security numbet;
d) A driver’s license number, state identification card number or other individual identification number

issued by any agency as defined under the Act;

€) A passport number or other identification number issued by the United States govemment or

f).  Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the Health Insurance
Portability and Accountability Act), except for education records covered by the Family Education Rights and

Privacy Act, as amended 20 U.S.C, sec 1232g.”

As provided in KRS 61.931(5), a “non-affiliated third party” includes any person or entity that has a contract or
agreement with the KCBOE and receives (accesses, collects or maintains) personal information from the KCBOE

pursuant to the contract or agreement.

The vendor hereby agrees to cooperate with the KCBOE in complying with the response, mitigation, correction,
investigation, and notification requirements of the Act.

The vendor shall notify as soon as possible, but not to exceed seventy-two (72) hours, KCBOE, the Commissioner
of the Kentucky State Police, the Kentucky Auditor of Public Accounts, the Commonwealth (Kentucky) Office
of Technology, and the Commissioner of the Kentucky Department of Education of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)(2) applies and the vendor abides by
the requirements set forth in that exception. Notification shall be in writing on a form developed by the

Commonwealth (Kentucky) Office of Technology.

The vendor hereby agrees to report to the KCBOE, immediately and within @m&% hours, any known
reasonably believed instances of missing data, data that has been inappropriately shared, ox data taken off site,

The vendor hereby agrees that the KCBOE may withhold payment(s) owed to the vendor for any violation of the
Act’s notification requirements.

The vendor hereby agrees to undertake a prompt and reasonable investigation of any security breach as-defined
under the Act in accordance with KRS 61,933,
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Upon conclusion of an investigation of a security breach as defined under the Act as required by KRS 61.933, the
vendor hereby agrees to an apportionment of the costs of the notification, investigation, and mitigation of the

security breach.
-

In accordance with KRS 61.932(2)(a), the vendor shall implement, maintain, and update security and breach
investigation procedures that are appropriate to the nature of the information disclosed, that are at least as stringent
as the security and breach investigation procedures and practices established by the Commonwealth (Kentucky)
Office of Technology and that are reasonably designed to protect the Personal Information from unauthorized
access, use, modification, disclosure, manipulation; or destruction.

Student Data Security

Pursuant to KRS 365.734, if the vendor is a cloud computing service provider (which is defined pursuant fo KRS
365.734(1)(b) as any person or entity other than an educational institution that operates cloud computing services)
or, through service to the KCBOE, becomes the equivalent of a cloud computing service provider, the vendor

further hereby agrees that:

. Thie vendor shall not process student data as defined pursuant to KRS 365,734 for any purpose other than
providing, improving, developing, or maintaining the integrity of its cloud computing services, unless the vendor
receives express permission from the student’s parent. The vendor shall work with the KCBOE to determine the
best method of collecting parental permission,

. With a written agreement for educational research, the vendor may assist the KCBOB to conduct
educational research as permitted by the Family Education Rights and Privacy Act of 1974, as amended, 20
U.S.C.sec.1232g.

. Pursuant to KRS 365.734, the vendor shall not in any case process student data to advertise or faclhtate
advertising or to create or correct an individual or household profile for any advertisement purposes,

. Pursvant to KRS 365.734, the vendor shall not sell, disclose, or otherwise process student data for any

commercial putpose.
. Pursuant to KRS 365, 734 the vendor shall certify in writing to the agency that it will comply with KRS

365.734(2).

Family Educational Rights and Privacy Act, National School Lunch Act
and Child Nutrition Act

if during the course of this agreement, the KCBOE discloses to the vendor any data protected by the Family Educational
Rights and Privacy Act of 1974 (FERPA), as amended (20 U.S.C. sec, 1232g, et seq.), and [ts reguiations, and data protected
by the Richard B. Russelt National School Lunch Act {NSLA) {42 U.S.C. sec. 1751 et seq,, and the Child Nutrition Act of 1966
(CNA) (42 U.5.C. sec. 1771 et seq.), the vendor agrees that it is bound by and will comply with the confidentiality, security
and redisclosure requlrements and restrictions stated in FERPA, NSLA and CNA. -

: ‘ fortyv-eight .
The vendor hereby agrees to report to the KCBOE, immediately and within MM hours, any known
reasonably believed instances of missing data, data that has been inappropriately shared, or data taken off site.

‘The vendor agrees that FERPA-protected information is confidential information, FERP A-protected information
includes, but is not limited to the student's name, the name of the student's parent or other family members, the
address of the student or student's family, a personal identifier, such as the student's social security number,
student numbet, or biometric record, other indirect identifiers, such as the student's date of birth, place of birth,
and mother's maiden name, and other information that, alone or in combination, is linked or linkable to a specific
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student that would allow a reasonable person in the school community, who does not have personal knowledge
of the relevant circumstances, to identify the student with reasonable certainty.

The vendor understands and acknowledges that any unauthorized disclosure of confidential information is illegal
as provided in FERPA and in the implementing federal regulations found in 34 CFR, Part 99. The penalty for
unlawful disclosure is a fine of not more than $250,000 (under 18 U.8,C, sec. 3571) or imprisonment for not more
than five years (under 18 U.S.C. sec. 3559), or both.

The vendor understands and acknowledges that children’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions of the NSLA
or the CNA is confidential information and that any unauthorized disclosure of confidential free and reduced price
Iunch information or information from an application for this benefit is illegal. The penalty for unlawful
disclosure is a fine of not more than $1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year (under

7 C.F.R. 245.6), or both.

In the event there is a conflict between this agreement and any other agreement between KCBOE and Vendor,
the terms of this agreement shall apply.

Commontit, Inc.
Vendor Name

660 Pennsylvani Ave. SE, Suite 302, Washington, DC 20003
Vendor Address

(510) 717-2911
Vendor Telephone

partnerships@commoniit.org tony.viviani@commonlit.org
Vendor Email Address

— 3 . .
Toney Vepeane
Sig@hiure by Vendor’s Authorized Representative

Tony Viviani
Print Name

July 14, 2022
Date
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Welcome to the CommonLit Site, www.commonlit.org (the "Site"). Please read
these Terms of Use carefully as they govern your use of the Site, including the
products and services provided through the Site (collectively, the "Service"). The
terms "CommondLit" "we" "us", and "our" refer to CommondLit, Inc.

YOUR ACCESS OR USE OF THIS SITE OR SERVICE IN ANY WAY SIGNIFIES THAT YOU HAVE READ,
UNDERSTOOD, AND AGREE TO BE BOUND BY THESE TERMS OF USE, By accessing or using this Site you also
represent that you have the legal authority to accept the Terms on behalf of yourself and any party you represent in
connection with your use of this Site. Please also confirm that you have read and understood our Privacy Policy. By
agreeing to these Terms of Use, you additionally agree to be bound by our Privacy Policy, If you do not agree to the
Terms, you are not authorized to use the Site or the Services.

From time to time, we may change, remove, add or otherwise modify the Terms of Use, and reserve the right to do so
at our discretion. In that case, we will post the updated Terms of Use and indicate the date of revision. Your continued
use of the Site after new and/or revised Terms are effective indicators that you have been read, understood and agree
to those Terms of Use. Accordingly, we encourage you to periodically review the Terms of Use.

The Site is maintained by CommonlLit, in support of our mission to develop informed and engaged citizens by
improving students’ reading, writing and speaking skills.

« Copyright and Other Protections. The texts, images, graphics, audio and video clips, information and other
content of the Site {collectively, the "Content"} are protected by copyright, trademark and other laws. We and
applicable third parties own the copyright and other rights of the Site and the Content, and reserve all rights in
both. You may use the Site and the Content only inthe manner and for the purposes specified in these Terms of
Use.

e Permitted Uses. For content owned by CommonL.it, we grant you the right for limited noncommercial use for
educational or scholarly purposes only. For content owned by third parties, the scope of permitted use varies
by the type of license and we ask you to follow the description provided in the respective material. Unless
otherwise specified on the Site, you may employ the normal functions of your browser to download and print
copies of individual Content files for such use, provided that you retain all copyright and other proprietary
notices associated with the Content. You must cite the author/artist and source of the Content as youwouid
content from any printed work, and the citation should include the URL www.commonlit.org.

e Registration. You may view Content on the Site without registering, but as a condition of using certain aspects
of the Service, you may be required to register with CommonLit and select a screen name and password. You
shall provide accurate, complete, and updated registration information. Failure to do so shall constitute a
breach of the Terms of Use, which may result in immediate termination of your account. You are solely
responsible for activity that occurs on your account and shall be responsible for maintaining the confidentiality
of your password. You shall not use another User account without the other User's express permission. You
will immediately notify us in writing of any unauthorized use of your account, or other known account-related
security breach. '

e Parental Consent. By creating a class code and student accounts, Teachers and Administrators using our
Services confirm that they have obtained all required parental consent, as outlined in this Privacy Palicy.

¢ Prohibited Uses. You are prohibited from copying, displaying, publishing, distributing, transmitting, modifying,
performing or otherwise using or exploiting any of the protected Content on the Site for any commercial or
non-educational purpose. You are also prohibited from including any of the protected Content in a database,
website or electronic resource, and from making any other use of the protected Content that is not expressly
permitted under Section 2.



¢ Permission Requests, To request permission to use Content owned or controlled by CommonL.it beyond the
stope of rights granted herein, please contact us at permissicns@commonlit.org:

s Copyright Notifications. We take copyright very seriously and respect the intellectual property rights of
others. It is our policy to address and respond timely to any concern that Content posted on the site may
infringe the copyright or intellectual property of any party. If you're a rights-holder and believe that your rights
have been violated in connection with Content that is made available on this Site, please send an email or
written notice to our designated agent for infringement claims with the following information:;

1. An electronic or physical signature of a person authorized to act on behalf of the rights-holder.

2, A description of the work that you claim has been infringed.

3. AURL indicating where the claimed infringing material is located on the Site.

4, Your address, telephone number and email address.

5. A staternent by you describing a good faith belief that the content use is not authorized by the rights-
holder or its agent, and is prohibited by law.

6, A statement by you, made under penalty of perjury, that the above information in your notice is accurate
and that you are the copyright owner or an agent authorized to act on the copyright owner's behalf.

Qur designated agent for notice for claims of infringement can be reached as follows:

By mail:

Commontlit, Inc,

660 Pennsylvania Ave. SE Ste, 302
Washington, D.C. 20003

By email: permissions@commonlit.org

e Trademarks, Patents, Etc.. Nothing in these Terms of Use or on the Site shall be construed as granting you any
right or license to use any trademarks, service marks or logos displayed on the Site, nor any right or license
under any patent. You agree not to use any name or emblem of CommonLit In any advertising or promotional
materials, or to falsely suggest any relationship between you and us, or in any manner that would infringe or
violate any of our rights.

¢ Disclaimer of Warranties. THE SITE AND THE CONTENT ARE PROVIDED "AS IS" AND "AS AVAILABLE". TO
THE FULLEST EXTENT PERMITTED BY LAW, WE AND ANY THIRD-PARTY CONTENT PROVIDERS OR
LICENSORS (COLLECTIVELY, "CONTENT PROVIDERS") DISCLAIM ALL WARRANTIES OF ANY KIND
{EXPRESS, IMPLIED OR OTHERWISE) REGARDING THE SITE OR THE CONTENT, INCLUDING BUT NOT
LIMITED TO ANY IMPLIED WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE
OR NEED, OWNERSHIP, AND NON-INFRINGEMENT. NEITHER WE NOR ANY CONTENT PROVIDER
MAKES ANY WARRANTY ABOUT THE ACCURACY, RELIABILITY, COMPLETENESS, TIMELINESS,
SUFFICIENCY OR QUALITY OF THE SITE OR THE CONTENT. WE DO NOT WARRANT THAT THE SITEWILL
OPERATE WITHOUT ERROR OR INTERRUPTION, OR THAT THE SITE ORITS SERVER ISFREE OF
COMPUTER VIRUSES OR OTHER HARMFUL MATERIALS, WE MAY DISCONTINUE OR CHANGE ANY SITE
CONTENT, SERVICE, FUNCTION OR FEATURE AT ANY TIME WITH OR WITHOUT NOTICE.

e Limitations of Liability and Remedies. YOUR USE OF THE SITE AND THE CONTENT IS AT YOUR OWN SOLE
RISK. IF YOUR ARE DISSATISFIED WITH THE SITE OR THE CONTENT, YOUR EXCLUSIVE REMEDY IS TO
STOP USING THE SITE AND THE CONTENT. IN NO EVENT SHALL WE OR ANY CONTENT PROVIDER BE
LIABLE TO YOU, IN CONTRACT, TORT OR OTHERWISE, FOR ANY DIRECT, INDIRECT, SPECIAL,
INCIDENTAL, CONSEQUENTIAL, PUNITIVE OR OTHER DAMAGES OF ANY KIND WHATSOEVER ARISING
OUT OF OR IN CONNECTION WITH THE SITE OR THE CONTENT, OR YOUR USE OF THE SITE OR THE
CONTENT, EVEN IF WE OR A CONTENT PROVIDER ARE NEGLIGENT OR OTHERWISE AT FAULT, AND
REGARDLESS OF WHETHER WE ARE ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

o [ndemnity. You agree to defend, indemnify, and hold harmless CommonlLit, and our officers, board members,

- employees, agents, and affiliates, from and against all claims, actions, suits, damages, liabilities and expenses



{including, without limitation, reasonable legal fees) that arise from or relate to your use or misuse of, or access
to, the Site or the Content or otherwise from your breach of any provision of these Terms of Use as permitted
by taw. '

o Teacher and Administrator Feedback. Except as specifically indicated otherwise, communications or materials.
teachers or administrators transmit to us {including any information, questions, comments, ideas or the like)
will be deemed to be non-confidential and non-proprietary. Teachers or administrators submitting such
materials agree that we will be free, without further obligation, to reproduce, modify, prepare works derived
from, perform, display, distribute, sell and otherwise make available, use and exploit, in any manner or medium
now known or later developed, anything transmitted or posted to us or the Site, and to permit others to do so.

o Links to Other Sites. Links in the Site to third-party websites are provided solely as a convenience to you. We
are not responsibie for, and do not endorse, the content of linked third-party sites. If you decide to access
linked third-party websites, you do so at your own risk.

¢ International, Accessing the Site is prohibited from territories where the Content is illegal. If you access the
Site from other locations, you do so at your own initiative and are responsible for compliance with focal laws,

o Governing Law and Jurisdiction. You agree that all matters arising from or relating to the use and operation of
the Site will be governed by the taws of the Commonwealth of Massachusetts, without regard to any conflicts
of laws principles. You agree that all claims you may have arising from or relating to the operation or use of the
Site will be heard and resolved exclusively in the state or federal courts located in Middlesex County,
Massachusetts. You hereby consent and submit to the pe%sopai Jurisdiction of such courts over you, and walve
and agree not to assert any objection to proceedings in such courts {including any défense or objection of lack
of prdperjurisdiction or venue or inconvenience of forum). If you choose to access our website from locations
other than Cambridge, Massachusetts, you will be responsible for compliance with all local laws of such other
locations. :

¢ Integration and Severability. If any provision of the Terms of Use is found to be invalid or unenforceable, that
provision will be limited or eliminated to the minimum extent necessary so that the Terms of Use will
otherwise remain in full force and effect and enforceable. Headings are for reference purposes only and inno
way define or limit the scope or extent of that section, Our failure to act with respect to a breach by you or
others does not waive our right to act with respect to subsequent or similar breaches. These Terms of Use set
forth the entire understanding and agreement, and supersede all prior or contemporaneous communications
and proposals (whether oral, written or electronic) between you and us with respect to the subject matter

hereof.
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