
DATE: 
05/22/2023 

AGENDA ITEM (ACTION ITEM}: 

Issue Paper 

Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with the District 
Technology and Confidential Information. 

APPLICABLE BOARD POLICY: 
01.61 Records Management 

HISTORY/BACKGROUND: 
District Staff have reviewed and selected two (2) online video courses that best meet the intentions of this 
annual training requirement. Both videos are assigned to ALL District Staff to review at the beginning of the 
fiscal year through the SafeSchools Training System (Vector Solutions). 

FISCAL/BUDGETARY IMPACT: 
None 

RECOMMENDATION: 
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with District 
Technology and Confidential Information. 

CONTACT PERSON: 
Matthew Winkler, Director of Technology 

~1Jii? 
Use this form to submit your request to the Superintendent for items to be added to the Board Meeting Agenda. 
Principal -complete, print, sign and send to your Director. Director -if approved, sign and put in the Superintendent's mailbox. 



Kenton County School District 
Data Security and Breach Notificatf on Guidebook 

As of October 7, 2016 

I Board Policy - Records Management 1.61 
The ICenton County School District Administration shall acknowledge to the Board of 

Education in a public meeting prior to August 31st of each year that the District has reviewed 
the Data Security and Breach Notification Best Practice Gulde and implemented best 
practices that meet the needs for reasonable security protection over personal Information. 

Personal Information Is defined as an indlviduars first and last name or first Initial and last 
name; personal mark; or unique biometric or genetic prlnt or image, along with any of the 
following data elements: 

• Account number, credit or debit card number, that, In combination with any required 
security code, access code, or password would p~rmit access to an account; 

• Social Security number; 
• Taxpayer Identification number that Incorporates a Social Security number; 

• Driver's license number, state Identification card number, or other Individual 
Identification number Issued by any agency; 

• Passport number or other identification number Issued by the United States 
government; or 

• JndlvJdually Identifiable health information as defined In 45 C.F.R. sec.160.103 
(Appendix Al except for education records cover~d by the Family Educational Rights 
and Privacy Act, as amended, 20 U.S.C. see. 1232g, {Appendix B) 

Security Breach is defined as an unauthorized acquisition, distribution, disclosure, 
destruction, manipulation, or release of unencrvpted or unredacted records or data that 
compromises or Is reasonably believed to compromise the security, confidentiality. or 
Integrity of personal information and results In the likelihood of harm to one or more 
ln~Mduals; or the release of encrypted records along with the l<ey or process necessary to 
unencrypt the records. 
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KRS 61.931- House Bill 5 
Procedures and practices to safeguard against security breaches must be implemented by any 
entity that maintains or possesses personal Information In accordance with appllcable KRS 

and federal laws. 

For anv contracts involvlng personal Information that are entered Into or amended after 
January 1, 2015, specific language requiring protection of the data must be Included. The 
following Memorandum of Understanding was developed by the Kenton County School 
District legal counsel and shall be utillzed with all software purchases: 

Memorandum of Undel}t1ndinR-See Appendix C 

The following guidelines were prepared around three major areas of consideration as 
Identified by the Kentucl,y Department of Education: 

• Protection and Prevention 
• Preparation for Notlflcatlon 
• Notification 

I 

I 
I ( 
1· 
I 

' 

I! I· 



-- - ·····- ··-•·---

Protection and Prevention 

All District employees are charged with protecting the confidentiality of personal Information 
whether it pertains to customers, employees, parents, or students. The basic premise Is to 
remain vigilant In the safekeeping of all paper records and all electronic records. Employees 
are encouraged to collect the minimum amount of personal Information necessary to 
accomplish the given tasl< and retain the Information for the minimum time required by law. 

The following ICenton County School District departments are Identified and charged with the 
use, maintenance, and safeguard of records which contain personal and confJdentlal 
Information: 

• Personnel 
• Student Support Services 
• Finance 
• Technology 
• Special Education 
• Preschool 
• Food Service 
• Transportation 
• Support Operations 
• School Level Office Staff 
• Nursing Services 

There are many departments and employees that come into contact with and use 
Information that can be conslderedp_ersonal and.c~nfldential, A.s~ycb, aJI di~trlct employees 
will be provided a brief overview and baste training In order to strengthen our coverage and 
safeguard the protection of restricted personal records from unauthorized personnel. 

Each department shall Inventory all records which contain very personal and restricted 
Information which must be considered for appropriate protection. These records shall be 
reviewed perlodlcally (annually at a minimum) In order to determine the rights and privileges 
of district staff that have primary responsiblllty to utlllze the restricted personal Information. 
More importantly, the district staff charged with maintaining the records shall adhere to 
strict guidelines which are designed to protect the restricted Information reflected In the 
documents. 
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The followlng guidelines are to be utilized by all district staff responsible for the safeguarding 
of personal and restricted Information: 

• Maintain an Inventory of all electronic and paper records that contain personal 
Information 

• Classify Information contained In all restricted records according to sensitivity and 
level of risk if that Information was accidentally or intentionally accessed by anyone 
without a need to know 

• Strictly adhere to the records retention requirements for aH sensitive records 

• Supervisors shall annually assess the access rights afforded to district staff as ft 
pertains to restricted files and data bases 

• Whenever practical, all high-risk Information shall use data encryption to protect the 
sensitive files in combination with host protection and access control 

• Remove rights and access privileges Immediately upon severance of employment for 
employees that have the responsibility to use and maintain sensitive flies; retrieve all 
keys and buHdlng access control devices; remove all staff from security alarm code 
systems 

• All ~mployees shall have an annual awareness training regardlng the Importance of 
protecting and safeguarding restricted personal Information contained In paper flies 
and alectronJc data bases; the annual training shall also Include a comprehensive 
review of Data Security and Breach Notification Best Practice Gulde. 

• All employees shall review the followlng awareness training videos located on the 
Safe Schools Training Site: 

Cybersecurlty Overview 
Protection Against Malware 
FERPA: Confidentiality of Records 

• Use strong passwords or pass phrases and change them frequently 
• Keep a password, PIN, or pass code on an devices Including laptops, tablets, and smart 

phones 
• Require all contract vendors that utilize personal Information on behalf of the school 

district to sign and adhere to the guideUnes established In the District Memorandum 
of Understanding; all MOU's must be maintained and renewed annually 

• Each district staff member that Is charged with the maintenance or access to personal 
restricted Information shall adhere to appropriate office maintenance requirements 
designed to protect access to confidential records throughout the course of the work 
day and after work hours 
• Only print flies or records that contain restricted personal Information If necessary 
- Never leave restricted flies on common space printers or copiers 
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Never leave restricted files on desk top computer screens or printed files laying on 
the desk surfaces when you are away from the work space 
FIie all confidential Information In securely fastened spaces when not In use 
Properly manage and control all confldentlal conversations 
Pay attention to confidential Information being displayed on u,onltors in an open 

setting 
• Establish language for solidtatlon of Request for Proposals that reflects the desired 

restrictfons and controls necessary to safeguard personal restricted information to be 
utilized as part of the third-party work 
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Preparation for Notfftcatlon of Afhctiecl lnchlduels 

In the event there Is a suspect data bread,, the ICa1ton County School District wlU Initiate the 

appropriate response plan. The Preparation for Notification of Affected lndMduals was 
prepared llllns elemanb from the Best Practice Gulde and partlnant data breach laghlatlon. 

The Director of Tec:lvlolos, shall be the lead apnt for the Dbtrtct and assume .-esponslb111tf 

for the coordination of all Internal lnvestwatfon and notlflc:atlon praceduras. The proceSt for 

lnvesttptfng a potential data breads fs outlfned fn the follawfQI prac:edures: 

1) The lead staff rnarnbtr charpd with manasfna the braach of data security proceu 

shall be-(Dlrectar of Technology). . 

Z) The lead staff member shall lmmedlataly notify the SUpll'1maldlnt of Sdlools 
regardf,w any data breach lnddent. 

3J The SUperlntendent of Schools shaft notify District lepl counsel regardng any data 
braadt Incidents. 

4) The lead staff member :shall enpp the Dlltrlct safety and Security Officer ta uslst 

with the lnvestlptlan. 

SJ The lead staff member shall woric wfth the departmental supervisor to ascertain the 
scope of the data breach as weJI as the scheduJe of affected Individuals for the 

7) Outside law errfon:emelll: apndes with expertise rn tm,ast1pt1111 aim• that Involve 
tectmolagy shall be contadled for .ctvlce and uslstance with any data breach 
lnddents. lderdy any md aDapndestlm: may be of mslltanm with M 

Investigation and semre cantac:t lnfannatlon In the cue of a data breach lnddant. 
8) Immediately assess and prepare stratlll• to contain, c:Cllitrol, and eornc:t anv data 
. NtUrly breach l.,ddants. Dammant any lssuas dlsmvared and rasponsa actions 

tuen. 
9) Perform a thorouch review of the actions and flaws with the District data security 

platform leadfns up to the data lnlch. Maka any necessary adjustments to tha 
structure In order to prevent future lnddents. 

10) Conslderthe use of a Cyber Reslllence R8'llew to evaluate the oparatlonal relfJlenca 
and cybar-seaaity practlc:e11. 
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Notification 

As of January 1, 2015, Kentucl1y requires notification of suspected or confirmed data 
breaches. KRS 61,931, ET SEQ. (HB SJ, ICentucky School Districts are required to notify both 
the Individual of a breach and uarious state officials. House Bill 5 addresses the safety and 
security for personal Information held by pu~llc agencies and requires publlc agencies and 
nonaffillated third parties to Implement, maintain, and update security procedures and 
practices, Including taking any appropriate corrective action to safeguard against security 
breaches. 

House Biil 232 requires consumer notification when a private party data breach reveals 
personally Identifiable Information. This bill also requires cloud computing service providers 
contracting with educational Institutions to maintain security of student data. The District 
Technology Coordinator shall assume responsibility for approving and finalizing all cloud 
based service provider agreements. 

The District Technology coordinator shall utilize the following forms developed by the 
Commonwealth Office of Technology for use In the event of a breach or a suspected breach of 
data. 

• Data Breach Notification Form FAC-001- See Appendix E 
• Delay of Notmcatlon Form FAC-002 -See Appendix F 

TheJ't~tlon re~ulrements ar~ designed to alert lndlvidual!_!>f ~uch d~t~ brea_ches and 
provide those affected lndMduals with an opportunity to take appropriate actions to 
mitigate the personal damage from potential Identity theft or other harm. The following 
guldellnes were established by the ICentucky Data Breach legislation: 

• Prepare a description of the categories of Information that were subject to the 
security breach, Including elements of personal Information that were believed to be 
acquired; 

• Contact information for the notifying agency, Including the address, telephone 
number; 

• A description of the general acts of the agency, excluding disclosure of defenses used 
for protection of information from the following sources about steps the Individual 
may take to avoid Identity theft, for: 
- The major consumer credit reporting agencies; 
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- The Federal Trade Commission; and 
- The Office of the ICentucky Attorney General 

The data breach leglslatlon that went Into effect In January 2015, each District has a total of 
35 days from the time of their formal notification of agency contacts to notify all Individuals 
Impacted by the security breach. If the Internal Investigation leads to a reasonable conclusion 
that an unauthorized person through criminal activity may be involved In the data breach 
then the local law enforcement should be notified. 

The appropriate State staff should be notified within 48 Hours if the Investigation finds that 
the misuse of personal information has occurred or Is lll<ely to .occur. The length of the 
Investigation Is not established by this bill and wfll vary with each Incident. 

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form 
FAC-0D1 to KOEData8reac;hNotlflcatlon@JEdw;,tJon.ky,eov and to the followlng agencies as 
required by KRS 61.933: 

• Attorney General's Office 
• Auditor of Public Accounts 
• Finance and Administration Cabinet 
• Kentucky State Police 
• Kentucky Department of Library and Archives 
• Commonwealth Office ofTechnologv 

The Department of Data Breach Notification at the ICentudty Department of Education wlll 
provide the most c1.1rrent cont_act Information for each State agency representative. If the 
Investigation involves law epf9rcement officials and prevents t~eJull disclosure of 
Information to the Department, then form FAC-0D2 shall be utlllzed as required by ICRS 
61,933, The Investigation shall be conducted In a reasonable and prompt manner in order to 
determine whether the security breach resulted In or is likely to result in the misuse of 
personal Information 
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Appendix A 

Department of Hecdlh and Human Servl0e1 1160,108 

tbla subohal)ter &J>P'IV to tbe follow!DG' i;avlew, qn.UW amn4nCII, patient safe• 
antlt1es: t7 Mttvlt.lu llahd at~ OF.R 8.20, bill· 

~

)AheaUhpllll, 11111', ballellt m111111116m&Dt, pmot!oe 
) A ha&ltll oare olea.rlDlhonu, mana,emftt, and reprlolnr; or 
) A health oara pro\111111' 'Who t.rans- (II) ProVIG•, otbar tllon 1n tbe oap&o• 

mue any hoaUh Information 111 elao• tty or & member of tile woreroroe Ol 
trolllo form ln oonnooMon with o. trans- 1uob oovaua en~. 1e11a1, aotu .. r1a1, 
aotlon oovard 1>31' tllll 1ubobapter, aooountlllll, 001111Ult1n11, <!o.tL q;n1a, 

(b) Where proylaad, tll8 •t•llda..aa, ra- t1011 (aa lldlllea In IIGf.601 or thtll • IJb• 
o.ulremente, awl 1mplement•t1on 1111ol• o~ter), manaplll8Dt, •amlnletl'&tlvo, 
floatlons a46plle4 under thll lllbob&phr . ,.._dltltlon, or flnanalal IOl'\lloeo to 
•11111.v to & bullned auoolato, · or (or •UOb ooverod ~ttty, or to or .far 

(o) Tu llhD eztont fl,rcdred 1111Ger '116 an Ol'l!&TIBIIII helll:11 oaro &n&u11ement 
Boolal Beourlt.11 .ii.at, '3 tJ.B,0, lllJO.,_ lo. w)dllb tba oavered ent\tq p&rlilol• 
10(&)(6), no&l!lnl! 111 tbta aubohapter .PLte•, where the J>rovllloa of 1ihe nrv
lhall bo oon•t.med to tllmln1'11 the an- loo snvolva tb• dlllllla1nre ofi;,rotealed 
bharlt.v of aw llllpeotar General, ID• bealth lntbrmatlo11 from 1uah oovored 
olu41Dr 1uoll author lb" u provl4ed ln enttty or arrannmenl, or .aom aaotbor 
tbe J118111Dlor --1 .Aat of 19'/8, U bullnell &110olato or IIIIOh OOYll'tl entl• 
amended (B 11.S.O. AJIPJ. tl/' ar art&ltlllmtllt, to the pemon. 
(16 m 01111, J),., e, 2100, u NDW!od a, 07 (ll) A oonNd entity ma,y bl a 111111• 
l1.R IIIIUI, A1111. 11, 001 H I'll HIT, Jau, 11,l, llell anoolate Of &llOtber DOVlll'd entt• 
WSJ ty, 
0160.1GB Dtfblltlon•, (8) B11tlntJH1tlOd~ta lnoludas: 

(I) A Jreallih Jillomlatioll Orpa\10,. 
El(clepb H olherwlllll Jl'0\1148d, tbe fol• tton, Jl,-l)Nlorlbill&' G&tewq, or utbor 

low111r dellll1Uolll1 AJJ111" to tb\1 aub- pe111on that provldell kt& trA!Wlllsll!on 
obe,pler, ' 11rvlcll1 with r>eB11BOt to Pl'Gteated 

Aot mun• tbe 11001&1 S1ourlty Aot. hoa.Ull inrormailon to a oonre4 enttt:v 
.tldflllllllltAIWI SIDUIU/fonloll SJTOtulon and th&t NQ.Ulr:e• t.DllOII on & routine 

111ean11 &DY reqUlll!mant or problbltlon billlll to euall proteotollb•&lth !n(orma.-
eat•blleh•d !Qr: tton. 

(1) ~ u.s.o. ll20d-181114--4, 1320d-1, (11) A poraon flmt ofCel'II & personal 
18i0Q..111 and 1H04-II: ~ 1~ _ _. t •-•••~• '"i l!leotlanl64 of Pub. L, lOt-191·, _..,1,1,,. l'Oa .. ,. o one or more ..., ... , .... 

'" uala on be'hLlf of a. covered enMt;v. 
(8 ·Seo\lone 1.H00-19424 of PUbUo Law (111) A •UbGiJntr&ator that Cffatea, re-

l~~B Rbdlia:oter, oolv••• matntA11111, or tr1111mlle pro-
,u, mean• -Adad!llatntlve l,t.w tooted helli,h iDlbl'maUon on bt'half of 

JUaie. the b1ll1nen u111otwt . 
.AN81 1tu11la ror the Amerloan Na,- (4) BtlllflN• atloalola doll not lnolude: 

ttona.l Btt.Nlml• Jnatlt.uta. (I) A lul&lth oare :provider, wttb. ra-
Bu11lu111 GUDolot.: (1) IDloept &JI pro- apooUo dllDlOI\IHI l:>Y II. 00Ylff4 ant.Ry 

vta.ad 111 »lnllHPh (4) or tbta dollnt- to Ce bee.1th can »rovlder oonaamllla
tl.oll, J:>ualnu• a111oalata mum, With re• tb.otreatmant ortha :IDilivlllut.1 
11110ot to a oovered enW.Y, a penan who: (U) A 111•11 11Pon•or, vl"1 reapeot to 

(I) 011 bellalf o( nah oovueil entity GleoJmlllIH by a lffllll healtb P111Jl (or 
Cll' of an ois&lllad lln.lth aw arr.ui11•• by a hnllll 2DIIU'8noe 181uer or BMO 
ment (al dllfllled In. thll HDblon) Jlt '111th NIJl(IOt to • &r011P healtb. plan) to 
wblch the oovared enbltN p111tlolpate11 th• Jlan IIPDll8or, to tha elltent that the 
but other than 1n the oapaolw of a Nqu!Nmen.'8 ot 118f,604(f) or tllla sob• 
momblll of Che warlt.t01'116 of nob oov• Ojll.pler apply and are met. 
ere4 ontlb' or NT&11-aot, area.hi, (110 A govarnmlllt a;an.o,r with ra
N08ITH, ma111ta.1D1, 011 WDllllllll J!l'O• epeo, to aehl:m1nlnr et1111blllw for, or 
taote4 hoaltb 1ntor!llAtlon tor a fllno• enrollment In, 1. rovernmaut health 
ldon or •otivlt:v r1111la.ted b.Y this •mb- »11.n tbl.t provl4111 1111hllo bsneata and 
obapter, lnolud~ 01a.1ma »rooa11lnr or 1B adm\ntstau<! by a.nother 11overmnent 
adm\nl1tratlon, di.ta. anat;y• I•, ...,... o;enpy1 or 1111lleatlni prokoted heLltb. 
1111n1 or aGmllllattat.lon, ut1lizat1.011 ln!ormatlon tor •11oh pur.110111, to lille 
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I UUJ, .V,,mlly duo1llonal Hd prlwqy rlshl• 
(o) llaudlUon, for •vallal>WIY of fu.lul1 t.o edu• 

••llano\ naual11 •• h1.1lllull01111 ln11;11001!on 
llllil .rovJGr, ol elluoQHon nuod•J IJIIDUID lu• 
for111a(1oa. to Ito 1i1•ao a.vaUabl•) pro01dlu'o 
JIJi •ooHt lo olhaa1Uo11 noorill1 l'OaloDllil•• 
1'tll of ti.,. to,.• luob llOOOH) Jtootln.•) fflil
ec,,. uplallalloOI l>,r 11arenll1 dlliDllloJ1.I 

(lltll) No 1wul• llllaU bl m•«e an£labll IIDdor 
"'1)' a»»lloalll• J>fOllVII to _,,, 14Ualt\ODal 
111111'101' or ln1tlliUMDD wldl>h hal • JIDlllQ' of d•· 
iwto.-, or w.hloh ~•"-vdll> 11rav1oll, the 11•ronla 
of alu4onll vh• ll.'6 or b•Vo bolD In AUIDbDGU 
&I. " 10b••I ar 1110h aseney or aO allllll .lllllltu• 
tlo~, .. tbl a111 m~ bt, '11a rlllltl to fODPOOt 
and ml,w 1h11 11111011\llm ~mrd• at \Tlolr ahll· 
4m,, U o.llf 211&1ttl1l ar dnollrDlftt In the 14U· 
01blo111'1oor4 or a atvd111t fnoladoa JDr»molilall 
... ,,,., .. t)lll,D. 0111 otadllll, lh• Jll..,,B of llllll or ••oli 1todtnla .i,,u h&v• lh• rlrhl lobQioat 1o114 
1'1vl•w oll1Y auob 11 .. 1 or noh m&ltrllll or Goon• 
m811t u J'eloh1 la 111till •taient or to 1NI fo
.lormo4 of Ibo QIDUlo lnrar.uwl•• clinllolnld la. 
ouah JltD ot aooh J11atm11l, Jl!loh duoatlooat 

;::::r:..11,J~'~~=~:~:i::::o~~'! 
onto to1• ..,.... to t.bo •a1101tlon nottda or tholr 
olllldrea. Wllihln • fllft01Ja'bl1 pal'I04 at l'itml, but 
1D. 110 °'"" mor• than J'Drb,-Or1 dl7• ~ !Iha r•ir~:~ .... =-~~- auy lll>~•ol>lo Jlnll(nffl 
llh&U bo m1d1 a.vallabl• to Ulf l!lb&lo oillloatlanol 
om&iCIJ' (Wllat.bir or 11ot at ••™!' 11 1111 du
caliloDll lltJIQI' .., wtltotlon andtl' 11111 .... 
Ua,u lhal lui• a pollOT or tllnlilir, or llflllotlvaly 
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.AppendixC 

MEMORANDUM OF UNDERSTANDING BETWEEN_ 
AND THE KENTON COUNTYBO.ARD OF EDUCATION 

TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE 
KENTON COUNTY BOARD OF EDUCATION FOR THE 

AUDIT/EVALUATION OF EDUCATION PROGRAMS AND 
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 

*** *** *** *** *"'* *** *** *** *** *** *** *** *** 
THIS AG.REEMENT is made and enrerc,d into by and between the Kenton County Board of 

Education ("KCBOE'~ and. ________ (hereafter "Authorized Representative") and 
establishes the procedures relating to an exchange of information between the Parties. 

· WHEREAS, the KCBOB is the publio local education agenoy organized undor Kentucky Law and 
its duties include audit or evaluation functions of federal or stato-supported education programs or 
enforoe:ment or compliance with federal or Btafe legal requirements thatrela11, to those eduoation programs 
(audit;. evaluation or enforcement or compliance activity) in its role as the local eduoa:tlon agency and in 
evaluation of education programs to identify or develop the best education pracfices to be used in public 
schools of Kent.on County Kentuclcy; 

WHEREAS, thi, Authorw.ed Representative is an entity.pe.rfonning audit or evaluation functions 
at the direction and under the oontrol of the KCBOE and the Authorir.ed. Representative is a contractor 
acfing in the place of tho KCBOE to parform tho KCBOE's audit or evaluation functions of federal or state
supported education programs or to enfot'Oe or comply with federal legal t'equirements that relate t.o those, 
education programs (audit. evaluation or enforcement or compliance activity) ln its role as the state 
education agency and in evaluation of education programs, as desctfbed below; 

WHEREAS. various elements of the data main.1amed by the agencies are proteoted by the Privacy 
Act, of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160,700 et 
seq.; the Family Educational Rights and Privacy ~ 20 U.S.C. 1232(g); thi, Richard B. Russell National 
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition.Act of 1966, 42 U.S.C. 1771 et seq,; the 
Personal Information Security and Breach Jnvestigation Procedures and Practices Act, KRS 61.931 et seq.; 
and the Kentucky Op6ll.Rooords Act, .KRS 61.820 et seq.; 

NOW THEREFORE, the KCBOE and the, Authorized Representative hereby mutually agree as 
follows: 

Section 1. Designation of Authority. 

A. The KCBOB hereby designates the Authoriud Represe.ntafive and its subcontractors idcmtified 
below as an "authorized.representative" of the KCBOB, as defined in 34 C.F..R. 99.31 (a)(3) 
and 99.35, with respeot to the provision of audit or evalllation :funotions of federal or state
supported education programs or to enforce or comply with federal or state legal requirements 
that relate to those education programs (audit, evaluation or enforcement or compliance 
activity) in the KGBOE's l'ole as the local education agency and in evaluation of education 
programs ("audit/evaluation services") and, specifically, with respect to the use of confidential 
data disclosed under this agreement. 
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B. The KCBOE and the Authorized Representative hereby agree that, if ftee 01· reduced prloe lunch 
eligibility data (i.e., :free or reduced price lunch eligt'bility data which is the student poverty indicator for 
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify 
the Anthomed Representative as a contractor acting in the place of the KCBOE; shall ensure that the 
audit/evaluation services include a ''need to know" this data as required by 7 C.F .R. 245.6 (£); and shall 
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing 
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement 
shell be attached in .Exhibit A and incorporated into this agn:ement as if set forth fully herein endKCBOE's 
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F.R. 
245.6 (f) and that the Authorized Riipresentative has demonstrated a ''need to know" shall be evidenced by 
the KCBOE's agreement to enter the USDA Prototypo Agreement. 

Section 2. Acknowledgment of Release of CollfidenflalData, ldenfification of Confidential Data to be 
Released to the Authorized Representative and Description of Use of Data by the Authorized 
Representative. 

A. The parties acknowledge that the KCBOB is releasing confidential data including student and non~ 
student infonnation to the Authorized Representative for the purposes outlined herein, and that the release 
of the KCBOB confidential data inoludfng student and non-student infonrurtion to the Anthotlzed 
Rtlpresentative is necessary fur the completion of the KCBOB's atidit/evaluation services. The confidential 
data including student and non~student information to be disclosed is described in a document attached to 
this agreemont as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOB shall 
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision 
of audit/evaluation servir.es. Toe Authorized Rilpresentative will use personally identifiable irµOlDllltion 
from education records and olher records in order to perform 1he audit/evaluation services described in 
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the 
purpose and scope of the audit/evaluation services, specific description of1he methodology of disclosure 
and an explanation as to the need for confidential data including student and non--student information to 
perfonn these audit/evaluation services. The Authorized Representative shall notify the KCBOR and the 
KCBOE shall provide written oODSent. if approved, of any changes to. the list of disclosed data necessary 
for the audit/evaluation services or any changes to 1hc scope or purpose of the audit/evaluation services 
themselves. Any agreed upon. changes to the data disclosed or to the audit/evaluation services shall be 
reduced to wrlting and inoluded in Exhibit A to this agreement. 

B. lfftee or reduced price lunch eligibility data (i.e., :free or reduced price lunoh eligibility data 
which is the student poverty indicator for most oducati011 programs) is to be released to the Authorized 
Representative, then the KCBOB shall disclose this data to the Authorized.Representative, upon written 
request utilizing the tr.S. Department of Agcioulture prototype request and confide.ntiality agreement, and 
upon the KCBO:B agreeing that the Aulhorized Representlltive has demonstrated that disclosure is 
allowed by 7 C.F .R. 245.6. A desoription of any data. proleoted by 7 C.F,R 245.6 which ill to be disclosed 
under this agreement shall be included in Exhibit A, Section m. Any agreed upon changes to the data 
disclosed or t.o the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section 
m to this agreement 

Section 3. The Authorized Representative and tbe Authorked Users' Obligations. 

A. The Authorized Representative shall not share these oonfidential data with anyone~ excepttho.se 
employees of the Authorized Representative and the Authorized Representative's subcontractors, 
(" Authorized Users") that are directly involved and have a legithna.te interest under FERPA or a 1'need to 
know" (as defined in 7 C.F.R. 245 .6 in the case of di.sclosure of free or reduced price lunch eligibility data 
which is the student povi,rty indicator for education programs) in 1he performance oftbe audit/evaluation 
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services according to the terms of this agreement or any overarching agreement bet.ween the KCBOE and 
the Authorized Representative in which the Authorized Representative agrees to perform these 
audit/evaluation services on the KCBOE's beha1f ("Master Agreement"). 

B. The Auihorized Representative shall require all Authorized Users to comply with FERP A and 
other applicable state and federal student and non--student privacy laws. The AuthorizedR.epresentatlv6 
sball require and maintain confidentiality agreements or the KCBOE's Nondisclosure Statement(s) with 
each Authorfaed User of confidential de.ta. If a confidentiality agreement with each Author.ir.ed Usc,r is 
used.which is different from the KCBOB's Nondisclosure Statement(s), th6n the terms oftbe Authorized 
Representative's confidentiality agreements shall contain, at a. :minimum, the terms and conditions of this 
agreement and a copy of the currentAuthorJzed Representative's confidentiality agreement or the 
KCBOB's Nondisclosure Statement(s), as·approprlate. shall be attached to this agreement as ExhibitB. 

C. Authorized Representative that recBi.ve Personal Information as defined by and in accordanc6 
with Kentucky's Personal Information Security and Breach Investigation Procedures and Practices Act, 
KRS 61.931, et seq., (the "Act"), shall secme, protect and 'maintain the con1identiality of1he Personal 
Infonnation by, without limitation, complying with all requirements applicable to "non-affiliated third 
parties'.' set forth in the Act, 

"Personal Information" is defined in accordance with KRS 61.931(6) as "an individulll's firstnama or 
:qrst-initial snd last name; personol mark; or unique biometric orgenetlc print or image, in combination 
with one (1) or :more of the following data. elements: 

a) An account, credit oard number, or debit card number that, in combination with any required 
se~urity code, access code or password, would permit access to an account; 

b) A Social Security number; 

c) A taxpayer identification number that incorporates a Social Security number; 

d) A driver's license numbi,r, state identification card number or other individual identification 
number issued by an agency; 

e) A passport number or other identification number issued by the Unit.ed States government; or 

f) Jndivldually IdentifiableJnfo.nnation as defined in 45 C.F.R. sec, 160.013 (of the H.llalth 
).'nsurance Portability and.Accountability Act), except for education records covered by the 
Family Education Rights and Privacy Act. as amended 20 U.S.C. sec 1232g:' 

As provided in KRS 61.931(5), a "nonwaffiliated third party" means "any person or entity that 
has a contract or agreement with the Commonwealth and receives (accesses, collects or 
tnaintabts) personal information from the Commonwealth pursuant to 1he contract or 
agreement" 

Contractor shall not redisclose, without writnm consent of the KCBOE, any "personal 
information/' as defined in KRS 61-931, or any other personally identifiable information of a 
student or other persons, such as employees. · 

D. The Authomed Representative hereby agrees to cooperate with the Commonwealth in 
complying with the response, mitigation, correction, investigation, and notification requirem1.mts of1he 
Aot. 



E. The Authol'ized Representative shall notify as soon as possible, but not to exceed seventy-two 
(72) hours, the Kentucky Department of Education, the Commissfonel' of the Kentucky State Police, the 
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or 
knowledge of a breach, unless the exception set forth in KRS 61.932{2)(b)2 applies and the vendor abides 
by the l'equlrements set forth in that exception. If the agency is a unit of government listed in KRS 
61.931(1 )(b ), the vendor shall notify the Commissioner of the Department of Local Government in the 
same manner as above. If the agency is a public school district listed in_ I<R.S 61.931(l)(d), the vendor 
.shall notify the Commissioner of the Department of Education in the same manner as above. If the 
agency is an educational entity Jistcd under KRS 61.93l{l)(e), the vendor shall notify the Council on 
Postsecondary Education in the same manner as above. Notification shall be in writing on the fOJD1 
developed by the Commonwealth Office of Technology and incorpm11ted by reference into Kentucky 
Regulation 200 KAR 1:015. 

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s) 
owed to the vendo1· for any violation of the Identity Theft Prevention Reporting Requirements. 

G. Tlie Authorized Representative hereby agrees to undertake a prompt and reasonable investigation 
of any breach es l'equired byKRS 61.933. 

H. Upon conclusion of an investigation of a secw·ity b1·each of Personal Information as required by 
IC.RS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of thu 
notification, investigation, end mitigation of the securJty breach. 

I. In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain, 
and update security and breach inVBStigation procedures that are approp1iate to the natw-e of the 
infonnation disclosed, 1hat are at least as stringent as the security and breach investigation pl'ooedores and 
practices catablisbed by the Commonwealth Office of Technology: 
httJl;/fm;hoolou,ky.mJcisv'P1mtJnfounatiopSecurityPo1iJ:ii.vitlndriFmlfmcedum,um. 

J, If Autho.rized Representative is a cloud computing service provider (as defined in KllS 
365.734(1 )(b) ils 0any ptll'llon or entif,y other than an educational institution that operates cloud computing 
services"), Authorized Representative does further agree that: 

_•_ A,uthorized.Reprosentative shall not process student data for any purpose other than providing, 
improv.ing, devcloping, -or mafutaining ff!e liitegrity of itsoloud computing services, unless the 
provider receives express permission from the student's parent. The Authorized Representative 
shall work with the student's school and districtto determine the best method of collecting 
parental pemrlssion. KRS 365.734 defines "process" and "student data". 

• With a written agreement for educational rescal'ch, Authorized Representative may assist an 
educational institution to conduct educational research as permitted by the Fami~ Education 
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g. 

• . Pw·suant to KRS 365. 734, Authorized Rep1-esentative shall not in any case process student data to 
advertise or fitcilitate advertising or to create or correct an individual or household profile for any 
advertisement purposes. 

• Pursuant to KRS 365. 734, Authorized Rep!'escntative shall not sell, disclose, or otherwise process 
student data for any commercial purpose. 
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K. Pursuantto KRS 365.734, Authorized Representative shall certify in writing to the agency that it 
will comply with KRS 365.734(2). 

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a 
manner 1hat does not permit personal identification of students and their parents, and non-students by 
anyone exoeptthose bound by this agreement and the KCBOE. The Authorized Representative shall store 
all confidential data on Becure data servers using current industry best practices. The Authorized 
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of 
any security breach to the server containing the confidential and otherwise personally identifiable data.or 
of any disclosure of confidential and otherwise personally identifiable data to anyone o1her 1han the 
Authorized Repreeentatl.ve's Authori7.ed Users or the KCBOB oftieials authorized to receive confidential 
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all 
reasonable means prescribed by the KCBOB to secure any breaches as soon as practicable. 

L. The Author.I.zed Representative shall not redisclose the KCBOE's confidential. and otbMvise 
personally identifiable data to any other party without the prior consent of tho parent or eligible student 
except as allowed by applicable federal and state law. 

M. The Authomed Representative certifies that it hall the capacity to restrict access to confidential 
and otherwise personally identifiable data solely to Authorized Users and to ensure 1ha.t the oonfidentlal 
and otherwise personally identifiable data is accesBed only for the purposes described in this agreement. A 
copy of the Authom.ed Ri,ptesontntive's data security policies and procedures is attached to this 
agreement as Exhibit C. 

N. The Authorized Representative shall destroy all confidential and otherwise personally identlfialile 
data within :furty-five (45) days after it is no longer needed to perfonn the audit/evaluation services 
desor.ibed in this agreement, upon KCBOE's request or upon termination of this agreement. whichever 
occurs first unless agreed otherwise in writing. The Authorized Represemative' s description of the 
method(s) which will be used to destroy all confidential data shall be atteohed to this agreement as 
Exhibit D. The Au1horized Representative shall provide writren verification of the data destruction to ff11, 
KCBOE within :furty-five ( 45) days after the data is destroyed. 

0. The Authorized Representative shall pennit the KCBOE, at the KCBOB's cost and upon written 
reasonable request, 1x> llUditthe Authorized Representative to confirm that the Authorized Representative 
is complying with the data seeurity policies and procedures in E:xhibit C and/or that1he Authori7.ed 
Representative bas des1royed the data as verified. 

P. The Authorized Representative shall collect and use these confidential and otherwise personally· 
identifiable data only for the purpose of helping the KCBOB perfonn audit/evaluation services related 1o 
the activities outlined in this agt,'611ment o;- in any Master Agreement 

Q. The AuthotjzedRepresentative shall obfam prior written approval from the KCBOB before 
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified 
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a 
Master Agreement shall be consistent with federal and state law requirements. Any confidential and 
otherwise personally identifiable data collected by the Authorized Representative under activities 
approved by the KCBOE under this section, which are not regularly collected within the scope of this 
agreement but are consistent with 'the activities deacribed in this agreement, shall be suqject to the 1mms 
and conditions oftbis agreement, 
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R. If the Authorized Representative becomes legally compelled to disclose any confidential and 
otherwise personally identifiable data (whether by judicial or administrative order, app1icable law, rule or 
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide 
the KCBOE with prlol' notice before disclosure so that the KCBOE may seek a protective order or other 
approprlate remedy to prevent the disclosure orto ensure the K.CBOE' s compliance with the 
confidentiality requirements of federal or state law; provided, however, that the Authorized 
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise 
personally identifiable data. If a protective ordel' or other remedy is not obtained prior to the deadline by 
which any legally compelled disclosure is required, the Authorized Representative will only disclose that 
portion of confidential and othe1wlse personallyidentifiable data that the Authorized Representative is 
legally required to disclose. 

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. 
Department ofEducatlon, Family Policy Compliance Office's Guidance for Reasonable Methods and 
WrjttenAgreements issued pursuant to the requirements of the Family Educational llights and Privacy 
Act ("Guidance''). The Guidance is available by clicking the following hyperlink, 
http://www2.cd.gpy/poljcy/gen/guid/fj>co/pdt7rwonablcmtd yr:eemcnt,pdf and made a part of this 
agreement as if stated fully herein, 

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data 
protected by 7 C.F.R. 245.6 (i.e., :free 01· reduced price lunch eligibility data which is the student poverty 
indicator- for most education programs), abide by the restrictions of disclosure and confidentiality 
requirements contained in 7 C.F.R.. 245.6 (f) applicable to the KCBOE. 

Section 4. PermJssion to Use Data, 

The KCBOE acknowledges that by entering this agreement it is approving, in writing;ofthe Authorized 
Representative's use of these confidential data within the scope ofputposes outlined in this agreement. 

Section 5. Tl'ansfer Protocol. 

The K.CBOE and the Authorized Repl'esentative shall work cooperatively to detennine the proper 
medium and method for the transfer of confidential data between each other. The Authol'ized 
Representative shall confnm the transfer of confidential data and notify the KCBOE as soon as 
practicable of any discrepancies between the actual data 1ransfemid and the data described in this 
agreement: 'Ilie same protocolsliiill apply to any transfer of confidential data from the Authorized 
Representative to the KCBOE. 

Section 6. Breach of Data Confidentiality and Remedies. 

The Authorized Representative aclmowledges that the breach of this agreement or its part may result in 
irreparable and continuing damage to the KCBOE for which money damages may not pro:vide adequate 
retie£ In the event of a breach or threatened breach of this agrelllllent by the Authorized Representative, 
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may 
be entitled to preliminary and permanent injunctions to eajoin and restrain the breach or threatened 
breach. If the United States Department ofBducation's Family Policy Compliance Office determines that 
the AuthorJzed Represent~tive has violated paragraph 34 C.F .R. 99.3 l(a)(3), the K.CBOE may not allow 
the Authodzed Representative access to personally identifiable information from education records for at 
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of 7 C.F.R. 
245 .6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized 
Representative shall be responsible for any consequences or penalties which l'esult from such breach. 
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Section 7. Amendment and Assfgnabmty, 

The renns and conditions of this agreement rosy only be amended by mutual written consent of both the 
KCBOE and tho Authorized Representative and the Authorized Representative shall not assign its 
respective rights or obligations under this agreement withoutthe KCBOE's prior written consent. The 
righ1s and obligations of each party under this agreement shall inure to tho benefit of and shall be binding 
upon each party and uny respeotive soocessors and assigns. 

Section 8. Choice of Law and Forum. 

All questions as to the execution. validity, interpretation, and perfonnance of this agreement shall be 
governed by the Jaws of the Commonwealth of Kentucky. The seJeoted forum to hear uny causes of action 
arising from this agreement, or any actions theie11I1der, is the Kenton Cirouit Court, Covln~n, Kentucky, 

Section 9. Waiver. 

The fm1ure by one party to require performance of any pMision shall not qffect that party's right to require 
performance. at any time thereqfter, nar shall a waiver of a,o, breach ur default of this agreementconatltute a 
waiver of tm)I ~equent breach or dsfault or a waiver of the p1•ovfslon ittlelf. No modlflcatlon, amendment, waiver 
or relel18e of any provfston of this agreB111ent or of any right, obligation, claim or cause of action arlslngft•om thfs 
agreement ihaTI be valid or binding/or any purpose unlets In wrltlng and duly ir,;scuted by the pariJI againstwh111t1 
they are aaaerted 

Section 10. SeverabmtJI, 

Any provision af this agreemf111t that is declared Invalid by a coll1't of compstentjwfsdictlon or by operation of law, 
shall not qffect the valtd/1)1 or eieforceability of l11I)' other provision of this agrsemBTlf. 

Section 11. Authority to Enter the .Agreement 

The Kc.BOE and fhe Authom.ed Representative represent and warrant, by the signatures of their duly 
appointed representatiws, that they are legally entitled to enter into this agreement 

Section 12, Da'hl Custodians. 

The individuals who 11te the designated data. custodians for the Authorized Representative with respect to 
this oonfidontial data relllase and 118e agreement are listed in Exhibit E with their contact information. 

Section 13. Term and Termination. 

The term of this agreement shall be the same os the term of any Master Agreement between the KCBOE 
and the Autlwrized Representative I for (length of time or Insert a date here) unless terminated earlier by 
either party upon thirty (30) days written notice. Either party may tenninate this agreement with thirty 
(30) days wr.itten notioe. 

Section 14, Effective Date of This Agreement. 

This agreement will become effective onoe the KCBOE and the Autho11zed Representative have both 
signed. 
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APPROVED: 

Name Date 
Title 
Kenton County Board of Education 

Authormd Representative's Authorized Agent/ Date 
Agent's Title __ 
Agent's Name (Typed) __ 
AuthorizedRcpres6Jltative Entity's Nwne 
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·------------

Memorandum of Understanding (MOU) 

Description of Exhibits 

To authorize the release and use of confidential data under the FERP A Audit and Evaluation 
Exception 

Exhibits referenced in the Memorandum of Understanding must be completed and incolporated into the 
final MOU. Exhibits include: 

• Exhibit A - Specifics of data being requested 
o Section I - the initial data request that describes the auclit/evaluatioii and data being 

l'equested 
o Section II- describes the need for Personally Identifiable Information (PII) 
o Section m -required if requesting Free and Reduced Lunch information 

• Exhibit B:.... Authorized Rep1-esentative Confidentiality Agreements (one for each data 
custodian) 

• Exhibit C -Authorized Representative data security policy 
• Exhibit D - Data destruction plan at completion of audit/evaluation 
• Exlnoit E - Identification of data custodians 

Please refer to The U.S. Department ofEducation, Family Policy Compliance Office's Guidance 
for Reasonable Methods and Written Agrp:ments for additional infonnation on requirements for 
data sharing under the Family Educational· Rights and Privacy Act (FERP A). 

Memorandum ofUnderstanding for Audit/Evaluation -Exhibits Pagel 
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Exhibit A: 
Contact Information 
Researoh Ent;ltvLem Name 

Primary Data Custodlan Name , Title 
Email __ 

Secondary Data. Custodian Nam.6 , Title 
Email __ 

Section I- to be completed by all requestors: 

Phone_._ 

Phone __ 

fnrpose, Scope and Duration U,e of daJa rewvml nn4er this MOU Is lfmltedto purpose and SOOJIB dtjlned. 

Completely describe 
the purpose and 
si:opeofthe 
audlt/evalua1fon, 

Describe how the 
results will be used. 

Duration of 
Auc1it/EvaluatioQ 

DataBetu Regue,ted 

Provide speclRc data 
elements needed to 
complete audit/ 
evaluation 

Click here to enter text. 

Click here to enter text. 

Start Date: __ 

Click here w enter text. 

Years Included in Audit Evaluation: 

BndDate: __ 

• 2014-15 02013-14 []2012--13 • 2011-12 02010-11 
02008-09 D Other:. ___ _ 

D2009-10 

Level of detail/aggregation: • Student/Individual • School []District • State 
qrequestlng Personally ldentlflahle lnfomudion (PII), check Student/Indlvldual /,ox. For aggregate 
level select School, District, or State. 

Memorandum ofUnderstandbtg for Audit/Evaluation -Exhibits Pagel 
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Please complete Section H if requesting lll detail, 

Section Il" Complete if Personally IdentiQabJe Information lPID is being reguested: 

Justify your request 
for 

student/Individual 
level data 

EXpla/11why 
audlifa11ttlu111Ton r;ould not 

bli eampbrted bv using 
'1Qgregate./sve/ data 

wlfhautP/1 

Click here to entel' text. 

Special requirements for requeatsfor Personally Identifiable I,efonnatlon (Pil) 

• Student-Level/Individual detail from education records can only be used to meet the purpose 
or purposes of the audit/evaluation as stated in this MOU for duration as defined. 

• &questur agrees to conduct the audit/evaluation in a manner that does not permit the personal 
identification of parents. students, individuals by anyone other than designated data. custodians. 

• Authorized Rspresenta#ve agrees to destroy all Pllfrom education records and corifidentlal 
data from other records. 

• If Free & Reduced Lunch Status is needed on Pll data, complete Section llI. 

Memorandum ofUnderstanding for Audit/Bvaluation -Exhibits Page2 
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m- Complete if free or l'@dnced -prJce lunch eligibfflty data Js required for Pil records. 

Prototype Agreement: 
Disclosure of.Free and Reduced Price Information 

A. Purpose and Scope 
Kenton County Board ofEducatl.on, KCBOE, end __ acknowledge and agree that children's :free and 
reduced prlce meal and free milk eligibility infonnation obtained under provisions of Richard B. Russell 
National Sohoo1Lun<mAct(42 USC 17Sl et. seq.) (NSLA) or ChlldNutritionActof1966 (42 USC 1771 
et seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is 
intended to ensure that any fnfonnation disclosed by the KCBOE to the __ about children eligx'"ble for 
free and reduced price meals or free milk wi11 be used only for purposes specified in this Agreement and 
that 1ho KCBOE and __recognize that there are penalties for unauthorized disclosures of this eligioility 
information. 

B, AuthorJty 
Section 9(b )(6XA) of the NSLA ( 42 USC 1758(b X6XA}) authorizes the limited disclosul'e of children's free 
and reduced price meal or :free milk eligibility infonnation to specific programs or individual~ without 
prior parent/guardian consent. Except that, the parent/guardian lllUBt be provided the opportunity to deoline 
to share eligibility infonnation prior to tho disclosure f01· identifying children eligible for benefits under or 
enrolling children in the Staie Medicaid Program and the State children's health insurance program. 
Additionally, the stature specmes that for my disolosures not authorized by the statute, the consent of 
children's parents/guardians must be obtained prior to the disclosure. 

The requesting agency certifies that it is currently authorized to administer the following program(s) and 
that information requested will only be used by the program(s) indicated. 

D 

D 

• 
D 

D 

• 

Program 

Medicaid or the Stat.e chfldren 's health Insurance 
program (SCHIP), administered by a. state or local 
agency authorized under titles XIX or XXI of the Social 
Security Act. 

o Pro 
State hearth program other than Medicaid/SCHIP, 
administered by a Stare agency or local education 
agency. 
S oi Pro 
Federal health program other than Medicaid/SCRIP 

eel Pro 
Local health pr<Jgram 
S ec Pro am: 
Child Nutrition Program under the National School 
Lunch Act or Child Nutrition Act 
S eo Pro 
Federal edwation program 
S c· Pro am: 
State education program admmistered by a State agency 
or local education agency 

eo' Pro 

Memorandum of Understanding for Audit/Evaluation •Exhibits 

Information Authorized 

All eligt"bility information unless 
parents elect not to have 
infonnation disclosed. 

Bligi"bility status only; consent 
not required 

No eUg{bllity information unless 
arental consent is obtained. 

No eligibility information unless 
arental consent is obtained. 

All eligibility information; 
consent not required. 

Bligt'bility status only; consent 
not ·red. 
Eligibility status only; consent 
not required, 
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, 
witb.out parental consent. Parental consent must be obtained to disclose any additional eligibility 
information. Section 9(b)( 6)(D)(ii) specifies that for State Medicaid or SCIDP, parents must be notified and 
given opportunity m elect not to have information disclosed. Social security numbers may only be 
disclosed if households are given notice of the disclosure and the uses to be made of their social security 
numbers as required by Seo. 7 of the Privacy Act. 

C. Responsibilities 

Kenton County Board of Education will: 

When required, secure, parents/guardians consentprlorto any disclosure not authorized by the National 
School Lunch Act or any regulations -under that Act, unless prior consent is sticured by the receiving 
agency and made available to the detennining agency; 

For State Medicaid and SCIIIP, notify paren1B/guardians of potential disclosures and provide opportunity 
for parents/guardians to eleQtnot 1o have information disclosed; 

Disclose eligibility information only 1o persons dJrectly connected to the adminislration or enforoement of 
programs authomed access under the National School Lunch Act or regulations under the Act ort.o 
programs or services for which parents/guardians gave consent. 

__ will: 

Ensure that only persons designated as data custodians and listed on Exhibit B who are directly connected 
with the administration or enforoement of the (program,) and whose job responsibilities require use 
of the eligibility information will have access to children•s eJigibility information. 

Use clu1dren 's free and reduced price elig,."bility :infinma.tion for the following specific purpose(s); 

Describe: 

Click here to enter text. 

Inform ell persons that have access to ohildrents free and reduced price meal eligibility infonnation that the 
information is confidential, 1hat children•s eligibility information must only be used fur purposes specified 
above, and the penalties fur unauthorized disclosures. 

Protect the confidentiality of children's frea and reduced price meal or free milk eligibility information as 
fullows: 

Memorandum ofUnderstanding for Audit/Evaluation ~Exhibits Page2 
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Click here to enter text. 

Specifically describe how the intbrmation will be protected from unauthorized uses and further disclosures. 

Click here to entel' text, 

D. Effective Dates 

This agreement shall be effective dul'ing the dates of duration for the audit/evaluation. 

E. Penalties 

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not 
authorized by Federal law (Section 9(bX6)(C) of1he National School Lunch Act; 42 USC 1758(b)(6)(C)) 
01" regulation, any infunnation about a child's eligibility forftee and reduced price meals or free milk shall 
be fined not more than a $1,000 or imprisonment of not more than I year 01· both. 
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F. Signatures 

The parties acknowledge that children's free lllld reduced price meal and free milk eligibilify :information 
may be used only for the specific purposes stated above; that unauthorized uso of free and reduced prloe 
meal and free milk in:fonnat:ion or further disclosure to other persons or programs is prohibited and a 
violation of Federal law which may result in civil and criminal penalties. 

Requesting Agency/.Program Admhlistrator 

Typed or Printed Name: _______________ _ 

Title: _____________ ..r hone: _______ _ 

Signature: _________________ Date: _ _______ _ 

Determiniug Agency Administrator 

Printed Name: ___________________ _ 

Title: _____________ _,. hone: ________ _ 

Signature:. _ ________________ Date: _______ _ 

*Any attac~ents will become part of this agreement. 
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ExbibitB: KENTON COUNTY BOARD OF EDUCATION 
CONTRACTOR'S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT 

Contractor __ 

Contractor's employee or contractor name __ .,,,Tf,,.,tl,..p; __ 

Address __ ,..Ph.,.on ... c:..-_ 

I understand that the perfonnance of my duties as an employee or contractor, of a contractor for the 
Kenton County Board ofEdu.caticm (KCBOB), may involve a need to access and review confidential 
infurme.tion (information designated as confidential by FBRPA, NSLA, CNA, KRS 61.931(6), or other 
federal or state law); and, thatl am required to maintain the confidentiality of this information and 
prevent any re-disclosul'e prohibited under the law as stated below. By signing this document I agree to 
1he following: 

• I will not permit access to confidential informat.ion to persons not authoriud by the KCBOE and 
its contractor. 

• ~ will maintain 1he confidentiality of tho data or Information. 
• I will not access data of persons related or known to me for personal reasons. 
• I will not reveal any individually identi:fiable infonnati.on furnished, acquired, retrhM,d, or 

aSl!embled by me or others for any purp~se other than statistical purposes specified in 1he 
KCBOE survey, project, orproposedresearch. 

• I will report, immediately and within twenty-four (24) hours, any known 1-easonably believed 
instances of missing data, data that has been inappropriately shared, or data taken off site 

o to my immediate supervisor, Associate Commissioner, and 
o to the Division of Human Resouroes if I am a KCBOE employee or 
o to the K.CBOB Office for whom I perform work under the contract if I am a KCBOE 

contractor or an employee of a KCBOB contraetor 
• I undemand that procedures must be in place for monitoring and protecting confidmttial 

information. 
• I understand and aclmowledge that FBRP A-protected in:furmation obtained. under provisions of 

Family Eduoatlanal Rights ancf Privaey Act of1974 (FERP A) as a KCBOE oontractor's 
employee or contractor ofKCBOB is confidential information. 

• I underatand that FERP A protects information in students' education records that are maintained 
by an educational agency or institution or by a party acting for the agency or jnstitutlon. and 
includes, but is not limited to the student's name, 1he nmne of the student's parent or o1ber family 
members, the address of1he student or studenfs family, a personal identifier, such as the student's 
social security number, student number, or biometric record, other indirect identifiers, such as 1he 
student's date ofbirtb, place of birth, and mother's maiden name, and other information that, alone 
or in combination. is Iinla:d or Iinkablo to a_speoific student that would allow a reasonable person 
in the school comm.uriicy, who does not have personal lmowledge of the relevant circ.umstances, 
to identify 'lhe student with reasonable certainty. 

• I understand thet any unauthorized disclosure of confidential information is illegal as provided in 
FBRP A and in the implementing of federal regulations fOWJ.d in 34 CFR, Part 99. The penalty 
for unlawful disclosure is afineofnotmorethan$250.000 (under 18 U.S.C. 3571) or 
imprisonment for not more 1han five yeat'S (under 18 U.S.C. 3559), or both. 

• I undersmnd and aolmowledge that clrlldren's free and reduced price meal and free mi1k eligibility 
infonnation or information from the family's application fur eligibility, obtained under provisions 

Memorandum ofUnderstanding for Audit/Evaluation- Exhibits PageS 

:, 

•: 

, . ;. 
:· 

j :: 

,. 
! 
i -' . ;_:. 

:::·-~. 



... ·. · . .. :; .... ·:.- . .-:.-, .. ~ . .>~.r . . :. .. , ... :.,: .. ·,,.· .. ·.-.: ,,.,., ..... .. -.... : ·.- ... _. , .. .... ;.·_ .. ·: .. . ::·.:.:,.~::::;;'O;•-~."" .. '. .~;·.·:· . .-,':•.·· · 

.... ~•·•n·,..,.,....,,. .... ,:, .. , ..... .,,-.... ,-,,... .... ~ .. -=-,-,.,,...,,,.--,--,,....,,..,,,,. .. ..,.. .. .,.,-...... = ... ,-, .. •""' ... ~ .... ,.,, ........ c-,: .. = ...... ~ .... ;,::, .. ~::::; .. .. .. .. ,'77 .... ""e, .... 2, .. ,?'.",, .... ...,., .. .,,., ..... -,, ...... = ........ = ...... = ..... .,.,-.. .. ,,,, ................ , ,=.-,= •• ~ ..... •= .. , .... = .......... =~~ 

of the RicbardB. Russell National Sohool Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child 
Nutrition Act of1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these 
Acts, is confidential infonnation. 

• I understand that any unauthorized disclosure of confid61ltial free and reduced price lunch 
information or information from an application for this benefit is illegal as provided in the 
Richard B. Russell National School Lunch Act ( 42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition 
Act of 1966 ( 42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, 
specifically 7 C.F.R 245.6. The penalty for unlawful disc]osure is a fine of not more than 
$1,000.00 (under 7 C.F.R. 245.6) or Imprisonment for up to one year (under 7 C.F.R. 245.6), or 
both. 

• I understand that KRS 61.931 also defines "personal infonnation'' to include: 
o an individual's first name or first initial and last name; porsonal mark; or unique 

biometric or genetic print or image, in combination wlth one (1) or more of the following 
data elements: 

o An account number, credit cat'd number, or debit card number that, in combination with 
any required seeurity codo, access code, or password, would permit access to an 
account;(b) A Social Security number; 

o A taxpayer identification number that incorporates a Social Security numbet·; 
o A driver's license number, state identification card number, or other indi\lidual 

identification number issued by any agency; 
o A passport number or other identification number issued by-t:lu, United States 

govBDU11ent; or 
o Individually identifiable health infonnation as defined in 45 C.F.R. sec. 160.l 03, except 

for education records covered by the Family Educational Rights and Privacy Act, as 
amended, 20 U.S,C. sec. 1232g. 

• I underst.and that other federal and smt.e privacy laws protect confidential data not otherwise 
detailed above and I acknowledge my duty to maintain contide.ntiality af1hat data as well. 

• I understand that en:y personal characreristios that could make the person's identity traceable, 
including membership in a group such as ethnicity or program area, ere prot.eoted: 

• In addition. I understand 1hat any data sets or output reports that I may generate using confidential 
data are to be protected. I will not distribute to any unauthorized person any data sets or reports 
that I have access to or ma.y generate using confidential data. I understand that I am responsible 
for any computer transactions performed as a result of access authorized by use of sign 
on/password(s). .. 

Contractor's employee or contractor signature 

Contractor•s authorimd agent signature 
Contractor's authori1.ed agent name (typed) 

Date 

Date 
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Jlixhibit C; 

Please describe the measures you take to ensure the protection of PII released to you. Jfyou have a 
policy, please attach or copy/paste here as Exhibit C. 

Click here to enter text, 

\ 
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Please use the space provided to describe the methods used to destroy all confidential data at tho 
completion of your worlc. Plpase specify the date of destruction. If you have a policy that describes it can 
be attached as Exhibit D, 

Click here to enter text. 

Memorandum ofUnderstanding for Audit/Evaluation- Exhibits Page9 

=· ,· 
' I 
/· 
.' ~-· 

-~ 

•~.:-· 

· .. 
'· 

,. 
I 

f: 

r· 

•,: 



?-;::.-:rt; .. -c.; ... ~u.¾-/i,.J¾:..:.·1 •~~01;.!:\'-~k.~."~~>t..-t~("=ff4i C:. !~.:.-~;.1-~-:~-':~,.•-~, ..... *";.;1-:~~~;~~~ '!(f,;!:~~-!•?V.i;w.-:i.}1-t.K~tf,~ .. S:tt •-~-r~-.-..... --.1,.::;~U:~;~y;z~::;-.c{..;.t;~~r.;:&l =t'~¥;,...-:a::-!!-:*:.b-~~2-tf..7~J;Xt '<'1~;;~;;;;-..:ci¥:-"1-:.~f ~~ 
.:,. l'l 

Exhibit ]jj: In alphabetical order by last name~ provide information for those persons designated es data 
custodians. This should include anyone with p0oess to confidential data. A designated primary and 
secondacy data. custodian are required and a minimum of four is request"ed. Attach if more spll.06 is 
needed. A signed nondisclosure agreement labeled as Bxhtoit B is required for each data custodian. 

rrtmm Dam custmtian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Secondary Data Cl18todian 
Last Nam~ First Name: 
Phone: 
Email: 
Employer: 

AD Other Data Custodians 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

LastName, Fust Name: 
Phone: 
Email: 
Employer: 
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. AppendlxD 

Sample Security Breach Notification Letter 

Date 

Dear Recipient Name: 

. We are contacting you because we have learned of a serious data security Incident that occurred 
on (specific or approx/mute date) OR between (date, year and date, year) that Involved some of 
your personal Information. · 

The breach Involved (provide a brief general description of the breach and Include how many 
·records or people It may have affected), The Information breached contained (customer 
names, malling addresses, credit card numbers, and/or Social Security numbers, etc.}. Other 
Information (bank account PIN, security codes, etc.} was not released. 

We are notifying you so you can take action along with our efforts to minimize 
or eliminate potentlal harm. Because this Is a serious Incident, we strongly 
encourage you to take preventive measures now to help prevent an~ detect any 
misuse of your information. We have advised the three major U.S. credit 
reporting agencies about ~his incident and have given those agencies a general 
report, alerting them to the fact that the Incident occurred, however, we have 
not notified them about the presence of your specific Information In the data 
breach.• 

(Optional paragraph If offering credit protection service.**) 

To protect you we have retained (name of Identity theft company), a specialist In Identity theft 
protection, to provide you wlth_year(s) of (description of services} services, free ofcharge. 
You can enroll In the program by following the directions below. Please keep this letter;you 
will need the personal access code It contains in order to register forservlces. 

As a first preventive step, we recommend you closely monitor your flnanclal 
accounts and, if you see any unauthorized activity, promptly contact your 
flnanclal Institution. We also suggest you submit a complaint with the Federal 
Trade Commission (FTC) by calling 1-877-fD~lllEFT (1..077-438-4338) or onllne 
at https:/lwww.ftccomplalnt~sslstant.gov/ 
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As a second step, you also may want to contact the three U.S. credit reporting 
agencies (Equifax, Experian and TransUnlon} to obtain a free credit repor.t 
from each by calling 1-877..322~8~28 or by logging onto 
www.annualcreditreport.com. 

Even If you do not find any suspicious activity on your Initial credit reports, the 
FTC recommends that you check your credit reports periodically. A victim's 
personal Information 19 sometimes held for use or shared among a group of 
thieves at different times. Checking your credit reports periodically can help you 
spot problems and address them quickly. 
You also may want to consider placing a security freeze on your credit flies. A 
freeze prevents an authorized person from using your personal identifying 
information to open new accounts or borrow money In your name. 

You wlll need to contact the three U.S. credit reportirag agencies to place the 
security fi:eeze. The fee Is $10 for each cre~ft reporting agency. The agencies 
may waive the fee If you can prove that identity theft has occurred. Keep in 
mind that when you place the freeze, you wlll not be able to borrow money, 
obtain Instant credit, or get a new credit ~ard until you temporarily 11ft or 
pennanently remove the freeze. 

To obtain a security freeze, contact the following 

agencies: Equifax! 1-888-298-0045; web: 

www.freeze.equlfax.com 
TransUnlon: 1-800-680-7289; web: www.transunlon.com (search for 
security freeze) Experian: 1-888-EXPERIAN; 
www.experian.com/freeze.com 

For more Information, see the website for the Oregon Department of 
Consumer and Business Services atwww.dfcs.oregon.gov/id_theft.html and 
click on "How to Obtain a Security Freeze." 

If you have further questions or concerns, you may contact us at this special 
telephone number: 000- 000-0000. You can also check our website at 
www.ourwebslte.org for updated Information. 

Sincerely, 

"' Reporting to credit agencies is required only for breaches affecting 1,000 or 
more persons. 
u Not required under ORS 646A.600-646A.62B. 
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Dete1mlned 
D 
• 
• 
D 
D 
• 
• 
• 
• 

AllenCV Name: 

Agency Contlct: 

AppendixE 

Determined Breaoh No1iffoetlon Form 

Sll4ltlon1 
Com ~and submit within 72 hours af determination or notlHcation, 

Finance cabinet secietary 
Audllor of Public Aca,unts (APA) 
Kcntucl!V State Police (KSP) 
Atmmey Gener<1I (AG) 
Commissioner of Department of Ubrary and Archives, If breach detennlned 
Chief lnt'Drmall1>n Ollksr af Commonwealth Offfc;e of Technology 
If Department of Local Govemmentunder l<RS 61.991(3.)(b) or (c) also c:onblcti 

CommlnlanarofDepartmentofJ.o~al Government 
It Pub lie School District listed In KRS 61.Baltl}(d) also contact: 

Commissioner of Kenlllcky Department of Education 
If l:ducatlonal entity list.ml underKRS 61.931(1)(e) also conlact: 

President of Council on Postsecondary Education 

Agency Contact Email: 

Agency Contact Phone Number: 

Dilte of Notification to Agencies: Time of Notification: 

Date Breach Determined: 

~ 

MC-11D1 
EffoclNo Dalo, IJI/Di/2.G:II 

Complete this portion after the conclusion of the lnvestlptlon regarding whether the Security Breach has resulted In or 
ts likely ID ,esultlnthe misuse 11f per.ional lnlbrmallon. Provide notice to agencies Within 48 hciure of completing 
lnves.tlntloJL 

Personallnformatlon Breached: 0Yes 0No 

lfVes,Explaln: ----------------------------
Total Numbaroflodhdduala lmpacted1 Date Individuals NoUtled: 

Type of Notices Sent Out /telect an lhahppf\rand pra0/14• mipllnlllon,): 

0 Web Posting: 0 Emall: 

D weal or Refllooal Medla1 0 Telephone, 

D ~er: D Other: 

Did Vou Nt,llfy Consumer Credit (le porting Agencies? 0Yes 0No lfYes, Date: 

Anv Olherllreach Compliance Requirements Applv such es Fedenil? D Yes DNo 

If Yes, Explain: ------ - ----- ----------- --- ---P1ge1ol2 
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Third Party BreBch: 0Ves 0No 

If Yes, Third Party Name: · 

FAC•ll01 
Eff•dlv• D1to:lll/Olfl0j.!S 

---------- - - ------------1 f Th Ir d Party Involved, When Did They Notify the Agency: - - ------ -------
1 r a delay then please attach the delay notiflcallon record along with supporting dccumenlatlon. Was there a 
delay due to: 

• Law enforce1T111nl Investigation. Reference to KRS 81,933 (3)(a) 
a An agency determines that measures necessary IO restore the reasonable Integrity of the data syatern 

cannot be Implemented Within the tlmeframe e&labllshecl and Viii! delay the breach determlnallon. 
Delay wlll need to be approved In writing from the Office cf the Attorney General. Reference lo KRS 
61.933 (3)(b) 

• 
S•ctron9 

Com lete and submltatthe conclusion of the Invest! tlon and an notice and resolution recess. 

Actions Taken to Resol\111 Breach: 

Actions Taken to PreventAddlllonal Security Breaches In future, lfeny: 

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data fromSecurlly Breaches: 

Anv QuantlHabht Flnanclal Impact to tha Agency Reporting the Sacurlty Breach: 

l\eference1 
ICRS 61,991 to 61.9B4- http;/lwww.ks,b:rfSWldMf111t!atUR11'1jd=4357S 
ICRS 42,726 • httai(/www.fts,ky,gpy/StfMp/mtu1MPilfH!510 
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AppendixF 

Delay NotlRoatlon Reoord 

All documentation In reference to Iha delay should ba altaohad to the notification record, 

Agency Name: 

fAC-IIIOJ 
Ef/odJ,,, Odo: 01/01/2015 

3•d Patty Name, If 11ppllcable: _________ _____________ _ 

Agenclss are lo UBD this form to record lnformalfon: 

a Ir a law enforcement lnvesl!gatlon ha11 delayed the nollrlcatlon process for a breach determination. 
Referenoe lo ICRS 81.933 (3)(11) 

Date Law Enf<Jrcement Notified Agency: ----------------=----
Law Enforcement Agency: 

• I( an agency determines that measure, necBSllary to restore the reasonable Integrity of the dale 
syelem cannot be Implemented Y\o11hln the tlmaframe establlshad and v.111 delay the breach 
determination. Delay ~II need to be approved In wrlllng from the Office of the Attorney General. 
Reference to KRS 81.933 (3)(b) 

Date Submllted to Office of Attorney General: 

Date Approved by the Office of Attorney General: _ _ ________ _____ _ 

The agency wlll aubmlt form FAC-0D1 as required by KRS 81,933 If raw enforcement haa not contacted II 
within &evenly-two (72) houra of a determined breach. 

Pa,celall 

: J 


