G E Issue Paper

| I¢’s about ALL Kids.

DATE:
05/22/2023

AGENDA ITEM (ACTION ITEM):
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with the District

Technology and Confidential Information.

APPLICABLE BOARD POLICY:
01.61 Records Management

HISTORY/BACKGROUND:

District Staff have reviewed and selected two (2) online video courses that best meet the intentions of this
annual training requirement. Both videos are assigned to ALL District Staff to review at the beginning of the
fiscal year through the SafeSchools Training System (Vector Solutions).

FISCAL/BUDGETARY IMPACT:
None

RECOMMENDATION:
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with District

Technology and Confidential Information.

CONTACT PERSON:
Matthew Winkler, Director of Technology

— 1,
» ‘ 1'/"'7:,\/1/{" >, b
Principal/Administrato District Administrator| )

Use this form to submit your request to the Superintendent for items to be added to the Board Meeting Agenda.
Principal —complete, print, sign and send to your Director. Director —if approved, sign and put in the Superintendent’s mailbox.




Kenton County School District
Data Security and Breach Notification Guideboolc
As of Octaber 7, 2016

Board Policy ~ Records Management 1.61

The Kenton County School District Administration shall acknowledge to the Board of
Educatlon in a public meeting prior to August 31 of each year that the District has reviewed
the Data Security and Breach Notification Best Practice Guide and implemented best
practices that meet the needs for vreasonable security protection over personal information.

Persanal Information is defined as an indjvidual’s first and last name or first initial and last
name; personal mark; or unigue blometric or genetic print or image, along with any of the
following data elements:
e Account number, credit or debit card number, that, in combination with any required
security code, access code, or password would permit access to an account;
o Social Security number;
» Taxpayer identification number that incorporates a Social Security number;
e Driver’s license number, state identification card number, or other individual
identification number issued by any agency;
o Passport number or other identification number issued by the United States

government; or
e | able health inform ed in 45 C.F.R. sec. 160.103

{Appendix A) except for education records covered by the Family Educational Rights

and Privacy Act, as amended, 20 U.S.C. sec, 1232g, (Appendix B)

Securlty Breach is defined as an unauthorized acquisition, distribution, disclosu;'e,
destruction, manipulation, or release of unencrypted or unredacted records or data that
compromises or is reasonably belleved to compromise the security, confidentlality, or
integtity of personal information and results in the likelihood of harm to one or more
individuals; or the release of encrypted records along with the key or process necessary to

unencrypt the records.




[ KRS 61.931 — House Bill 5 |
Procedures and practices to safeguard against security breaches must be implemented by any
entity that maintalns or possesses personal information in accordance with applicable KRS

and federal laws.

For any contracts involving personal information that are entered Into or amended after
lanuary 1, 2015, specific language requiring protection of the data must be induded. The
follawing Memorandum of Understanding was developed by the Kenton County School
District legal counsel and shall be utilized with all software purchases:

Memorandum ing—

The following guidelines were prepared around thrée major areas of consideration as
identified by the Kentucky Department of Education:

s Protection and Prevention
e Preparation for Notification
e Notiflcation




Protection and Prevention

All District employees are charged with protecting the confidentiality of personal information
whether it pertains to customers, employees, parents, or students. The basic premise is to
remain vigilant In the safekeepling of all paper records and all electronic records. Employees
are encouraged to collect the minimum amount of personal information necessary to
accomplish the given task and retain the information for the minimum time required by law.

The following itenton County School District departments are identified and charged with the
use, maintenance, and safeguard of records which contaln personal and confidential
Information:

¢ Personnel

e Student Support Services

e Finance

e Technology

N Special Education

¢ Preschool

e Food Service

e Transportation

s Support Operations

e School Level Office Staff

e Nursing Services

There are many departments and employees that come into contact with and use
Information that can be considered personal and confidential, As such, all district employees
will be provided a brief overview and basic training in order to strengthen our coverage and
safeguard the protection of restricted personal records from unauthorized personnel.

Each department shall inventory all records which contaln very personal and restricted
information which must be considered for appropriate protection. These records shall be
reviewed periodically {annually at a minimum) In order to determine the rights and privileges
of district staff that have primary responsibliity to utilize the restricted personal information.
More impostantly, the district staff charged with maintaining the records shall adhere to
strict guidelines which are designed to protect the restricted information reflected in the

documents.
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The followIng guidellnes are to be utllized by all district staff responslble for the safeguarding
of personal and restricted information: ’
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Maintain an inventory of all electronic and paper records that contain personal
information

Classify Information contained In all restricted records according to sansitivity and
level of risk if that Information was accidentally or intentionally accessed by anyone
without a need to know

Strictly adhere to the records retention requirements for all sensitive records
Supervisors shall annually assess the access rights afforded to district staff as it
pertains to restricted files and data bases

Whenever practical, all high-risk information shall use data encryption to protect the
sensitive files in combination with host protection and access control

Remove rights and access privileges immedlately upon severance of employment for
employees that have the responsibllity to use and maintain sensitlve files; retrieve all
keys and huilding access control devices; remove all staff from securlty alarm code
systems

All employees shall have an annual awareness training regarding the impottance of
protecting and safeguarding restticted personal Information contalned in paper files
and electronic data bases; the annual training shall also Include a comprehensive
review of Data Security and Breach Notification Best Practice Guide.

All employees shall review the following awareness training videos located on the
Safe Schools Training Site:

- Cybersecurity Overview

- Protection Against Malware

- FERPA: Confldentiality of Records

Use strong passwords or pass phrases and change them fregquently

Keep a pass\nford, PIN, or pass code on all devices including laptops, tablets, and smart
phones .

Require all contract vendors that utilize personal Information on hehalf of the school
district to sign and adhere to the guidelines established in the District Memorandum
of Understanding; all MOU’s must be maintained and renewed annually

Each district staff member that is charged with the malntenance or access to personal
restricted Information shall adhere to appropriate office maintenance requirements
designed to protect access o confidential records throughout the course of the work
day and after work hours

- Only print files or records that contain restricted personal Information If necessary
- Never leave restricted files on common space printers or coplers

i
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Never leave restricted files on desk top computer screens or printed files laying on

the desk surfaces when you are away from the work space )

File all confidential information in securely fastened spaces when not in use

- Properly manage and control all confidential conversations )

Pay attention to confidential information being displayed on monitors in an open

setting .

s Establish language for solicitation of Request for Proposals that reflects the desired
restrictions and controls necessary to safeguard personal restricted information to be

utilized as part of the third-party work
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[ Preparation for Notification of Affected individuals

In the event theve Is a suspect data breach, the Kanton County Schoo! District will initiate the
appropriate response plan. The Preparation for Notification of Affected Individuals was
preparad using elements from the Best Practice Gulde and pertinent data breach leglsiation.
The Director of Technology shali be the Lead agent for the District and assume responsibliity
for the coordination of all internal Investigation and notification procedures. The process for
investigating a potentlal data breach Is outlined In the following procedures:

1) The Jead staff mamber charged with mmglngﬂmbmdnofdatasowﬂtypmem
shatl be [ (0¥rector of Technology).

2) The lead staff member shall immediately notify the Superintendent of Schools
regarding any data breach incldent.

3) The Superintendent of Schools shall notify District legal counsel regarding any data
breadh incidents.

4) The lead stsff member shall engage the District Safety and Security Officer to assist
with the Investigation.

5) Thelead staff member shall work with the departmental supervisor to ascertain the
scope of the data breach as well as the schedule of affected Individuals for the

notification proum.

7) omﬁ:hwmmmwmmﬂminlwﬂﬂﬂmmmsﬁnﬂnm
technology shall ke contacted for advice and asslstance with any data breach
Inddents. identify any and all agendes that may be of assistance with an
Investigation and secure contact information in the case of a data breach Inddent.

8) Immediately assess and prepare strategies to contain, control, and correct any data

. security breach inddents. Document any lssues discovered and response actlons
taken.

9) Perform a thorough review of the actions and flaws with the District dita securlty
piatform leading up to the data breach. Make any necessary adjustments to the
structure in order to prevent future inddents,

10) Consider the use of a Cyber Reslilence Review to evaluate the operational resilience

and cyber-security practices.
e R ———



Notiflcation i

As of January 1, 2015, Kentucly requires notification of suspected or confirmed data
breaches. KRS 61.931, ET SEQ. (HB 5}, Kentucky School Districts are required to notify both
the individual of a breach and various state officials. House Bill 5 addresses the safety and
security for personal information held by public agencies and requires public agencies and
nonaffiliated third parties to Implement, maintain, and update security pracedures and
practices, including taking any approprlate corrective action to safeguard against security

breaches.

House Bill 232 requires consumer notification when a private party data breach reveals
personally identifiable information. This bill also reguires cloud computing service providers
contracting with educational institutions to maintain security of student data. The District
Technology Coordinator shall assume responsibility for approving and finalizing all cloud
based service provider agreements.

The District Technology coordinator shall utilize the following forms developed by the |
Commonuwvealth Office of Technology for use in the event of a breach or a suspected breach of

data.

» Data Breach Notification Form FAC-001 - See Appendix E

® lay of Notification FAC-D02 — endix

The notification requirements are designed to alert individuals of such data breaches and
provide those affected Individuals with an opportunity to take appropriate actions to
mitigate the personal damage from potentlal identity theft or other harm. The following
guidelines were established by the Kentucky Data Breach legislation:
s Prepare a description of the categories of information that were subject to the
security breach, Including elements of personal information that were believed to be

acgjuired;
¢ Contact information for the notifying agency, including the address, telephone

number;

o A description of the general acts of the agency, excluding disclosure of defenses used
for protection of information from the following sources about steps the Individual
may take to avoid identity theft, for:

- The major consumer credit reporting agencies;




- The Federal Trade Commission; and
- The Office of the Kentucky Attorney General

The data breach legislation that went Into effect In January 2015, each District has a total of
35 days from the time of thelr formal notification of agency contacts to notify all indlviduals
impacted by the security breach. If the internal investigation leads to a reasonable conclusion
that an unauthorized person through criminal activity may he involved in the data breach
then the local law enforcement should he notified.

The appropriate State staff should be notified within 48 Hours if the investigation finds that
the misuse of personal information has occurred or Is likely to occur. The length of the
investigation is not established by this bill and will vary with each incident,

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form
FAC-0D1 to 3 2 : : ov and to the following agencles as
required by KRS 61.933:

s Attorney General's Office

e Auditor of Public Accounts

® Finance and Administration Cabinet

e Kentucky State Police

e Kentucky Department of Library and Archives

o Commonwealth Office of Technology

The Department of Data Breach Notificatlon at the Kentucky Department of Education will
provide the most current contact information for each State agency representative. If the
Investigation involves law enforcement officials and prevents the full disclosure of
information to the Department, then form FAC-002 shall be utilized as required by KRS
61.933. The investigation shall be conducted in a reasonable and prompt manner in order to
determine whether the security breach resulted In or is likely to result in the misuse of

personal information
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Dopartment of Heallh and Humen Services

this pubchapter apply to the followlog
entities:

1) A healbh plen,

) A Lie21t]h cars alearinghouse,

8) A health care provider who trans-
mits any lerlth information in slso-
tronto form in conneation with e trans-
aotion aovered by this subchapter,

(b} Where provided, the standavds, xa-
quiraments, and implementation apaoi-

flontions adoptsd under this subohapber

apply to o business agsoolate,

(o) o the extent reguired under the
Boolal Seourity Act, 43 T.B.0. 1320~
To{a)(6), mothing in Ehis subohapler
shall %o constraed o diminish the au-
thorjty of any Inspeotor General, In-
cludiog such autherity &s provided in
the Inspeotor General Aot of 1978, as
emended (6 T.8.0. App.).

[65 FR 07780, Deo, 50, 2000, £ amanded at 07
TR 83188, Aug, 14, 4003; 78 FR BT, Jan, %5,

$160.108 Definitions,

Exosph as otherwies providsd, the fol-
lowing dofintions epply to thia sub-
ohapter: .

Aot mean the Soolal Beourity Aok,

Admmbivaiiva simpliffcation provision
means any regnirement or prohibitlon
establighed by:

(1) 4 U.B.0. 1920d-15208-4, 18%04-T,
13208-4, and 19300-9;

(2} #oobion £64 of Pub, L, 104-191;

& ‘Sections 18400-13494 of Publlo Law

111-5; ox
(4) Thie subohapter.
AL} meann _Administrative Law

Judge,

ANSJ stands for the Amerloan Na-
tional Btandarde Instituts,

Businers aswolads; (1) Bxoopt a8 pro-
vided in parsgrayh (4) of this dsfini-
tion, business ansaniats means, with xe-
spoot to a oovered entity, & person who:

(1) On behalf of suoh covered entity
or of an organiead health oare arvange-
ment (as dsfined in this aeobion) in
which the oovered enbity porticipates,
but other then im the oapeoity of &
member of the woxkforos of such cov-
erad cotity or errangoment, crestes,
reoeiver, maintains, or transmita pro-
teoted hoalth information for a funo-
Hon. or activity regulated by this sob-
chapter, 1noluding olaims proosssiog or
sdministration, Aate analymis, proo-
esging or administration, utilization

§160.103

review, gualibty assurance, patient safo-
1y aotivities listed at 42 OFR §.20, bill-
ing, hensfit menagement, practlice
mansgement, and repriolng; or

(i) Frovides, other then in the oapac-
ity of & momber of the workforas of
such covared entity, legal, actuariel,
acoounting, oonmulting, date s@grega~
tion (an defined in §164.601 of this sub-
ohapter), management, edmintstrativs,
socreditation, or financial servioss to
or for suoh oovered antity, or to or for
an organized heslth oare artangemsnt
in which the coversd entity parblol-
pates, where the provision of the gerv-
100 Involves the disclosurs of protactsd
health information from such covered
entity or arrangement, ox from another
‘business assooiste of such oovered enti-
1y or atrangeraent, to tite person.

{2) A oovered entily moy ba a busl-
ness amontate of another covered entl-

(8) Busingns avsociots inoludes;

() A Fealth Information Organise-
tion, E-prescribing Gateway, or other
person that provides data tranamission
servioes with respeot fo pratected
Doalth infoxmation to a soverad entity
and that requires sccess on a routine
:;m to sndh proteoted health informa-

on,

(11) A porson that offers a peraomel
hoalth wooord to ona or mare individ-
1ala on hehelf of & opvered entity.

(119 A suboontractor that cxoates, re-
oelves, maintains, or transmits pro-
teoted haalth dnformation on bebalk of
the buainess assoniata,

(4) Bualness aseooiota doss not includs:

(1) A heslth care provider, with re.
speob to dlsclosures by & aoverad entity
to the health oare provider conoerning
the treatment of the ndividual.

(if) A plan sponsor, with respsot to
@aolosares by a group health plan (or
ty & heslth inenrance lssuer or HMO
with respact to a group health plan) to
the ylan sponsox, to the extent that the
requirements of §164.5604(f) of this sub-
chapier spply and are met,

(if1) A government sgency, with re-
speat to determining eligihtlity for, or
enrollment in, & government health
plan that provides pudlic benefits snd
45 administered by another goverament
ogenpy, or abllenting proteoted health
information for such purpones, to the
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§160,108
exten&‘suoh nolivities are anthorzed

demoribed by pervagraph (D) of this
dofinttion Lo or on Wehalf af suoh oxge~
nfzed iealth care avrangement, or that
yrovides & sorvioe aa desoribed in yara-
mhaxm of s definftion ¥o or for

oh ergenized heslth care Arrange-

mm by vicths of sueh potivitien ox
sorvices,

Givll tmonay penolly or penatly mests
the smonnb uamm‘lnad under §160.404
of this part and fnaludes the ploral of

for Centore for Madioare
&mamﬂ Bomuar wib'hin the Depect-
ment of Haalth and Human Bervices,
Complonos datz means the date by
which & oovered enbity or bueinsds a3-
eociate mush comply with o standard,
implementation speolication, requirs-
%lﬁxt, or mmmmn adoyted wndsr

Uogeyad entity mesns:

{d plan,
%Amm oare olearinghouss,
A noalth asre provifier whoe brane-
mits l.w heomx information in olsy~
connsction with a brans-

tronto form in
aotion govered by tids subohapioer.
Disclosure mesns the 0, brans.
{av, proviston of acosas o, o di\m]aimr
in any mammer of information onteld
e anmtvhulﬂinz the Information.
EIV stenda for the amp!war 1denti-
floation yumbar asalgnsd 8 Inter-
nel Revenue Sorvice, T8,

Mme
of the Tmmr.v. The HIN i the tax-
payar idsnbitying namker of an indi-
vidual gr othar (whether oy nob

m emyployar) assimmed unfier one of the
mnowhm.

{1) 26 U.8.0. nuo» which 1s the por-
11on of the Internal ue Oofle dsel-
ing with mxmmns the vmum in
tex rotwran and tmm, ar oo
xasponding proviel pelon 16w,

(B) 36 08,0 am. wmh 13 the nomon
of the Internal Revenue Oode dealing
with identifying mumbers in 8% re-
tm. nmh exnts, and ofher requirsd

mmm media mozns:

1) Misotrando storsge material on
whidh &ate 18 ox may be racorded eleo-
tronioally, inoluding, for exampls, de-

46 CFR Suptille A (10-1-15 Edition)

vines In computers (hard drives) and
any rsmovable/bransportabls dwig,nl

mamory medlum, mich a8 magnsi
taps or dlsk, optical dlsk, or &iitel
momoery oaxd;

on modia used to ex-

information already in elecv
tronio stovage wmedin, Transmisston
le, £hs Tnber-

Phyel

poxtabls elactronio aboxage modta, Oare
tan transmissjony, inoluding of paper,
via facsimils, and of voiocs, via tele-
yhone, avs no$ considered to ba trans-~
miesions via electronio media if the !n-

formation being exchamgad dd n
exist fn eleokronio form {mmmba‘ly
befora the tranamission.

Eleotronto proteoted healih inforination
moans ation thet comss within
(:D(i) or (D) ef the isﬂni

ted health Infosmotion

epacitied in thin section.

Fmployer 15 dstined es {6 iz i 26
T.8.0, 3401@).

Family member manns, with xespeot to
ah individuals

ﬁ) A dnnudant. (a3 puoh term 18 do-

45 OF'R 144.108), of the indi-

m.un ur

(8) Any other person whois & nmt-dp-
mu. ssoond-degnes, thipd-degra

urth-lsgres rew-l\m of m hullvkl\u.l

the ndividusl

val
goee of the nuummy mmm by
Jogd than o1l consroguwinity (such as
haltsiblings, who ghero enly one par-
ent) are treatad thie sayne as relatives
hy Ml conmenguintty (sudh as siblings
‘who share both parent
Piret-fogree xahﬁven inatude pn\-

ents, nponzes, siblingd, and d

{i1) Besond-legrae relskives lnu}ndo
grandparents, grandohildren, annts,
moles, nnphawn. and nisoes,

(i) m—amu relatives inolnda

groat-geandparents, grat-grand-
ohildren, great mn‘x, great unnley, and
firet opusine,

(iv) ¥ourth-Aegree relatives nolude
great-grest graudparents, great-grent

1128
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Depariment of Health ond Human Services

gran@ohiidran, anl children of first
gousins,

engtio inforn
[3) B\XNMB to pwcmphn (2) sl (8)
I of this Go jon, wifth respentto axn in-
dlyldusl, hamnmnn abonby
(1) The individusl's genetio taste;
H) '.l.’lmﬂi sio:;ltio bam of fam{ly mem-

dm The mmmmm of & diseess o
disoxder #n family members of such in-
dtvigusl; ox

(v) Axiy request for, or mmyﬁ of, Ts-
netic eorvioes, or partifpation in ol
Joal xesearch which inoludem genotio
sorvioss, by ths indlvideal or any fam~
1ly member of ths individual,

(2) Any refersncs in tuis mfm»m

§150,108

pondents dfveotly or through insar
gue, reimbursement, or otherwise,

Han more partiolpants (as de-
!ﬁgﬁ)ﬂ in nanﬁon (1) Of ERIBA, 20 %'B.U.

) oF
() I aamintatpred by su entity other
ﬂh:’l;‘ az‘a employer thet entedlished and
i
HHS nh:nda for the mnmmmt of

aviftu;
nob ltm;‘t:ﬂ to, the tnllowjn ﬂo. .
ventive, dlagnos! 1
, rehahilitative, maintsuance, ox
ypalliative om. and coutigsling, servico,
oedure With mnaw

gonetlo info
mamam ar family member of en indl-
vidral shell inolude the genstin infor~
mation of
(D) A matns careted by the indtvidusl
fmﬂy momber Who 48 8 pragnant

amen; and
m) Any embryo legally held by an fn-
dividnal or family membpr wbi an
asslsted Xonroduaiive technology,

formabion about the sox or agoe of any
indfviaw

Genstlo 1arvicss menns;

(1) A penetio test;

(8) Geneblo aounseling (inoludiny oh~
tetuing, inberprobing, ar assessing ge~
nablo information) or

(8) Genetio eduoation.

Ganatio 63t meins an snalynis of
Tmman DNA, ENA, chromosomes, pro-
tolns, or nueabomw. if the snelysls
dsteots genobyper, mutations, or chro-
monomul dhlman. mtlb tost does

noti oy of proteius or
maks.bolital mﬁ 15 related to
. Manifsal n, o path-
olowlnul mmal

Groug healih plan (€180 ges doflnition

of Realth plom 1 this :eomn) MeAUS 81
ofth ae-~

employes wellare benefit plen

fined in seotion 3(1) of fhe Employee

Retirement Inooms and Ssonvity Aot

1874 (WRISA), 20 U.L.0. mnzm;. !nolud-

ing insmed and

m extond thab ¢he plan '5 mad-
91( oau (u aenmd in nauﬂon

2

Honlth &
Aot (PHE Ant-).ﬁ‘U.S.O mm&(&)(ﬂ))-
- inoluding Sbomn and eervices pajdl for ag
medioat oars, to emyployess or their de-

o1 Prooe!

o the physloal or mental oomumn.
atatus, of an individuel or
thes affeots the Ftzuotise or funation

of bhe body, and

Bals or disyensing of & drug, de~
aguipment, or obher item ip ao-
oa:dmcawlthu.nm
Heplth onrs ol 083 I0OATE B
pablie or pﬂvm entity, fudluding a

Tilling xapriolng onmpany,
onmmnnity ‘honﬁﬁs mauagemant infor-
mation gystom or o health
n system, end “vale-gided”

natworke and switonss, that don ol-
tihor of the following funationa

{1) Froosases or mmmm tha Jrea-
eeping ot heplth fnformation recstvad
from another entity in 2 nonstandexd
format or containing no daba
oontent into standerd datw slzments or
& gtandaxd transeodion

(3) Revsives s sbendard tramaobion
from snother entiby snd processes o
faollitates the processing of health in~
formation intn nonstenfard format or

noxstandard data tontent for the re-
oeiving entity.

MoRES & provider

Haqlih cate provider

n!momnu (a5 defined in sechian 1861(n)
of the Ach, 4 T.8.0. 1505x(n)), a pro-
vider of medioal ox heallh gaxvioes (as
defined in seotion 1861(s) of the Aat, 42
'U.B.O. 185Bx(r)), and any ofher person

1 o who furnighes, bille, ar
1»3 pald oy health care in the normal

ol tnformai nt
lon esns duy infor-
mution, fnclnding gonetio information,
whothoy oral or recoxdad in sny form
or mediwm, thet;
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(1) I oreated or received by a health
oape  provider,

- heolth anthority, emyloysr, Hfs in-
suver, gohool or nnivemlhv. or health
oare oleavinghouse; and

() Relaton %o the past, pressnt, or fit-
tmre yhysioal or mental herlth ox aon-
ation otm!nﬂmm\n.l the provision of
mﬂ\ oare to A mmdivum. or m

yresont, o 1Y
fvzl:; yprovision ‘of ealth onre ¢ an indl-

H’saim insuranca fssuey (As deﬂnud 1n
geotdon 2701¢b)() of the PHE Aat, 43
U.8.0. 3005g-03(b)(3) and used in Bu
nition of heaith plan in this asction)

insuranos insur-

oxganization
B aenned o
engage in the businoss of jngurancs in
» Stats and 18 subiact to Shate levr that
requistes fnsuvance. Such term doss
1ot inoludle & group health plan,

m mcum
(HMO) (ad in peotien
af the PEA Aﬂt, 4! 'U.B.U. % DRN!.(D](&)
anfl ngad in the dafinttion otheam:mm
in this seoilon) means o federally
qualified HMDO, au organiration racag-
Tized s¥ an FOMO nndar Btate Iaw, ora
similar arganization yegulated fox' gol-
venoy undey Hiabe logr in the manie
maunsy and to the sans extont as uch
an

R0,

Heath plon means sn individuel or
gronp plan that provides, ox yays the
casb of, wedinal oare {as dafinad, in sec-
tion 2‘191@@ of the PHB Aot, 2 U.8.0.

800ge-814)(2).
(1) Health glan inoludes the following,
#in Iy or in combination:

health plex, as defined in
this neo

oy Ahesm 1munne 1s8uer, 28 de~
fivied fn this geotio)
anunm udeumunmam

(lv)Pus A or Part B of the Modioars
program under title XVIIX of the Aat,
(v) The Medicald program v.mm‘ fitle
HIX of the Ant, 42 V.6.0. 1895, at s0g.
(v1) The Voluntary Prazoription Drug
Benetit undsr

Part D of titls
XVIO of the Act, €2 U.8.0, 1896101
Ehronph 1886w-162,
(vi1)_An 1esuer of & Medloars suppis-

mentel polioy (aa defined in section
{g)1) of the 4o, 43 V.B.O.

A CFR Sublile A (16-1~15 Edition)

(viit) An lwsuer of a long-term omre
polloy, exdlufing ¢ nursing home fixed

(Ux) An employee weltars Densflt plan
of vy other arrangement thab s ep-
dor

af omm: or providing health benotlts
:ﬂo employses of two or moxn em-~
OyBre.
s3] "The haalth oare Program for umd-
formed xeryitas unfler title 10 of the
‘Onited Btabea Oode,
health oave pro-

The vebersus
gram umder as U, E.U. ohapter 17,
mﬂ«h Bm'lna o—

oyses Health
B:naﬂh Program under B T80, 8503,
9

(xtv) An approved State child haalth

man under tu:lu RXI of the Adt, pro-

viding bensfita for dhild henlth assist-

aupe that mm the requirsments of
sention 8108 of the Aot 487T.6,0, 1897, ot

el

) The Meflcars Advantsge pro-
nﬁvx Ymfey Pavk O of Hitis XVIL of tha
:a?b, 43 .8.0, 1905w-B1 thraugh 1895w~

(xv1) A high rlek pool thed 45 & mech-
anfem esbablished undsp State law to
ywovide heslih jnemranca coverage or
oomlubln coveraga to eligible indi-

n Auy other individeal oy grow
vlgiv; 3» :grmbmﬂon v? imlivmml oi

group plans, that puo pays Loy
the oost of mediaal oau (a8 nannaa m
Baotion of the PHE Ash, 4
V.8,0. 8itgg-1Ca. n%nn
}{u'!th. ol en' %
au program to
tha eztent thab 1t ptovldu. ox peys for
ﬂu om ur, sxoepbed bonaflls that sra
ction 2781(0)(1) of the PHS
m.uv.n.u. 800gp-O1(0)(L); and. 8 s
0

() A governme, ded
(other thm one Hobed in pmanm
(A) Wh nﬁnu&n lmurngaa 18 ofh
088 B! othey
tlu.n pmvlﬂinn'. or 1 nylins the cost of,

8 prindipal aotivity fa:
Tho dimota nmvlnlon ofhanlth cave
0 PBYLODS; OF

(2) The meking of grenta to fund the
diveot provigion of health cave to per-
Bons.
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Pepaiment of Health and Human Sevices

Tiglomentation  epaclfication means
Bpavific roguirementa or instruoctions
for ﬁomonﬂnsa-mmu-&

Individuol o dp n who 18
ﬁ.\o‘ suhfeot ot protacted health infor-
mation.

Indsulguclly fdentifiable health ipfor-
wation ie informabion ¥hat 18 o subseb
of health informetion, inoluding demo-
ﬁpmn ont collsobed from an

vidugl, and:
{1) Is oreated op regsived by & health
vidsr, haalth plan, smployer,
op harlih care tleariughonse) and

(2) Belates to the pest, prevent, or fo~
tipe mwml or mantal hoslth or oone
dition of the of
mmx om S0 e.nm 6l o ?m

or

t]u; 'pm\rlnlon of haplth oare to an Indt-

vid
(0] '.Eh:c {dentifles the dividusl; ox
) With xespect $0 which there 18 &

reanonable hasls o belleva ths Infor-

mation dan b nusd to iGentisy ths indl-

Manifastotion or manifesied vaoans,
with xespeot to a @isease, dsordar, or
rah‘holosienl condition, that an indi-
videal Tias heen or could xeasonably ke
dispnosed with the disoass, disoxdar, or
patholoptoal conditton by g health sere
profeusional with a)
and expertiss in tha fio!
involvad. I‘oz' nnmom of i
thepter, o 0, disoxrder, or patho-
Togiorl conﬂ&mn is nob menifested if
the Afaguosis 18 basefl prineipally on

genetio on,
Modlfy or modiffogiop rofers to &

thxongh
implamentation speoification,
Organlosd  Nealéth. covs arrangemsht

means;
(1) A olinloally integrated onre mst-
1a whidh individaals kyploally e
oalve heelth oaxs from more then gne
‘heplth cave provider;
(3 An organized mystern of health
oure in which mare than ons poversd

partlsipating sovared entities:
) Eold themeplves cut to the pubils
an porbioipabing in & joint owrange-

5 AN

(ify Partioipate In Joiut ecbivities
gh&gn inofude ab loast one of the fol-
lowing:

§140.108
(A) Difizatlon xeview, fn

pattiolp
thivd parby on their boh
(B} Quality mmmenv md 1m
ment aptivitien, in whioh tre
vided by pertiolpating onvom! enti-
o8 {8 amgessed by other pertinipsting
oovared sntifles or by & thina pexty on

theix behalf or
{0) mmmt potivibiss, If the ﬂm-
olel riele for delivering health cove
sbared, in part or in whola. W pu‘fﬂub
pating oovereX entitles through tha
Joint axrangement and If protented
heelth information areatsd or wosived
by a ooversd enfity 18 reviewsd by
covered antitien or

sbing
bynh‘mlngtyonmlrbahm for tha
stering h

purpose of admin! & ghevdng of
finanafal rlak,

(8) A group health plan and a health
insurance {ssuer ox HMO with respsch
to sooh gromy hea¥h plam, hut only
with remnt to rrotectad health infor
mablon orested ox nnaived Yy Buch

haslth insuranes MO theb
xolates to matviduals vflm axe or ‘who
heyve hesu P! 9 or hanatiolaries
1n.(:;xoh group he! plan;

Mm

more other group health plans each of
Which are madntained 1y the same plan
an&maoérow ‘health plans dasoribed
ph (4 of this dex;?u%uon sad

that relates bo individluals who ave or
avs hosn partioipants or bemetiolaries
in any of such group hezlth plans.
Person maans & nedoral mon. fanst
or estabs,
yrofesslons] aasoosHon or nmomﬁ&on,
o other entity, yublo ox yrivate.
teatsd Hh megus in-

PE R

[}
i
AT

20
mﬂmny jdentifiable health informs~

{1) Bxospt as rmvﬁaa m pavegraph
(@) of this datinibion, tha

) Treumitted y olsohunh medis;
0.!) Mamtained in electronto madia;

(im Trapsmitted or maintained in
any other form or medivwnm,
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§1gd2g TITLE 20—-D2DUCATION Fags 8i0

$1288g, Family aducntionn] and privacy sights 80! 1ad and

ns maldng
. (1) such rocommendations ars uzed solely for
(0} CondiHone for aveilabllity of funds to adu ¥ puupoas fur which they wera apanttiolly in-
tonded, Much waivers ruay nob bo fuguired as o
oonditfon for admispion to, revp{pt of financial
add fram, or revelpt of any other servioss orbon-
#fits from such agency ox inshitution.

No funds shall bo mede avaliable under any

oable propam £o any eduoational ogenoy
av ingtitution unless the parents of studonts who
ara or hoys haan i sbbsndance at s sohool of
anch agency or al snuh institntion ave provided
an opporbinity for & hoaving by such agonoy or
institution, i accurdance with vegpuloblons of
¢the Suoretary, to challengs the oontent of Zuch
atufont's sducation records, in order to insure
that the 2woordy g1 0ot inacouvate, misleading,
ox othsryiss in violation of tha privacy rights of
ptadmts, abd to provids sn epporbundty for the
apizeotion or dslation of mny such iusccoreta,
mislezding ov otherwiee insppropriabs duis con~
tained theveln nud to {nwert into suoh renords &
Writtan tion of the parsnts respasking
tho puntont of snoh renards.

Toi the purposss of this ssation thy term
waduostionel agerioy or instibution” menna aoy
publfe o prlvabn agenuy or dnatitution which is
the xsofplont of funds nnder any applioshls pro-

(4){A) Dor the purposns of this seation, the
tarm “gAncation xenords' means, exospt as yay
e provided otherwiss In subpavagraph (B), thore
vecords, fley, doocumonis, and nther materials

o~

(1) contatn Informution dirsutly relatsd to &
stident; and

(1) ars mointatned by an aduoationsl sganoy
or jnetitution or by = peraon aoting for sudh
agenoy ar institation.

(B) Tha term "edaoation Tacorda" does not in-

oludr—

(1) rosords of & L aod |
adminiatrative peronnel and sduoationol poe-
sonns] anojiiayy thereto which aro in the Fole
yossernlon of tlis makey theraof and which ars
2ok nousseible or rayealsid to any other peraon

exoupb & aubatitnte;
“{lbn records inaintained by 2 low enforooment
t of the adnontionnl agenoy or inatitation
thabt were orextsd by tha$ law enforvsment
t for the purposs of Inw snforcoment;

in ths oake of perscns who asa amployod
by an ednoational agenoy or Inaditution bub
who ave nob in sbtondavos st anch agency or
dnstitution, ronords mede snd maintained in
tho norma) oourés of business whioh relate px-
oluslvely to auch parson in that parson's ca~
maoity aa an employas and aro nob avallable

for ugs for any other purxon: or
{ly) reoords on a student who iv aightesn
yoars of nga or oldey, or is adtonding nn instl-
tation of poatssoondary edwostion, Which xeo
mode or waintaiued by & physician, pydhia.
tylab, prychologlut, or othey racognized profes-
slonnl or pareprofussianal aoting in hie profes-
stopnl or paraprofesslona) axpacity, or asslot-
dug in that capacity, snd whioh era mads,
maintsined, ar ueed only in comnsution with
tha pravision of treatment to the stadant, and
are not avedlable to anyorne othey than porzons
providing suoh trantment, exospd that such

antionol ngancles ax fnaktutlonsy ingpoation
nnd rovlosy of education records) mpaoifio fne
formntlon to bo medo avaliobls} praceduxs
for acosas o eduoation xwcords; xonsonahia-
noae of ima for suoh acsavy hoorings) wrll-
fon axplanailons by parents; definitions
(1)(A) No funde shall be made avallahls under
any appliocble program to any aducatiopal
sganay or insbitutlon which has s poliny of de-
nying, or whioli P , the pa
of atudents who axs or have hosn in attendancy
&t o sthool of muoh agency op b such instifu-
tion, ss the onge may be, the 1lght to dnspoot
and reviow the cducation yavords of thelr ohil-
dron. If any mateiie) ar dnoumsnt in the sdu-
gablon tecord of & student includss Inforyonbian
on. moavs then one student, the parania of ons of
suah sbudenta ghall hays the xighs ko inspoct and
1aview only anch purd of wnoh material or deop-
ment es relatos to much stwdent or to be fu-
formed of the apsollio Informabion voniained in
such park of such materiel, Each sducabional
agi ar ivstilution akll catablish appropriste
progedures {or the granting of 4 roguest by por-
enty 101 acoosn £0 tho eduontion ragords of their
ohildren within a yersounble pariod of tims, but
in no csys mors than forby4ive days the
raguogh hias bioen made,

No funde wnder any spplicablo progrsm
ahall bs made avallable to auy State atuoztional
nganoy (whother or not that agenoy 18 an efu-
cational egsnoy o inatitution under this sec-
tion) thab hov & polioy of dsnying, or effectively
prevants, ths parants ofstudonts the right to in-
speat and rsviely tho efucation ysgards majn-
talned by tha 8tto sducational agency oxn thely
children who ace or have hesn in sttendonon at
any sohoo) of an educstional sgenny or institu-
tlon thab is sudbject to the provisiona of this sen-

on,

(0) The firsb wenbenae of subpaxayraph (A)
ehall not opeate to mals avalloble bo sbuflanta
in institutions of postsovondsry educabion the
following materlale;

( n:l;nnom sennrds of the parenta of the
atadent or eny information contained thevaln:
(i) confidential lottera and siataments of

revommendation, whinh wers placed 3n tha
sluostion ssoards prior to Jamuary 1, 1675, it
suohk latters or statpments ava nob wsed for
‘purpopas ofhier bhan those for whioh they ware
speoffioally intendad;

if the studsnt haw pigned a waiver of the
studenb's right almm noder this enbasation

danos

in W h (D), oon-
Ddential yenommondations—
seppacting sdmission to ony edu-
ontlons) sgenoy ordnstitntion,
(1) respecting an appliontion for omploy-
ment, and
(XID) respecting the ygosipt of an hionor or
hanorary saoognition,

(D) A atudant o¥ A person RpEying for admis.
plon may walve his oight of acoses to gontiden.
tial ntatomonta denoribed in olavss (lif) of sub.
paragvaph, (0), exoept that such waiver mhail
apply to rgozmmendations only 4¢ (1) Gho slindant

1n, uyon reqnest, notiiled of ths namoa of A1l per-
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Page 629

reaprds can be porasnoily reviewsd by amsl-
olan or other mpproprinta professions
amm's ohuiuu.

(5)¢{4) Tor the parpomer of thin zpption the
torm “direotory informetion” relating to & Bu-
dsnt Inolndes the following: the studat's nmmo,
aﬂama‘ telaplions Mabing, date axd plase of

‘Dirth, major flsld of study, partloipation tn offt-

ackivitiss and

LRl o BYOrYA, W

and helght of mmmn of athlstio fwews, dstas
of nwmdmun. fagrane Rud awanly sooeivod, and

thoe mopk reusnt yravioya sduoadionsl agensy or
!nnﬂ&n}:n a:hbmnea‘br the mam.

inatifubion
making mbﬂo Alvantory hm:m.ﬂon shall glve
ublfo uotioe of the uuhxwl of infursetion
which 10 has des gnch informubion
‘with respoots bo asd! mm -hﬁandh: the Ingt)-
tutdon or ageangy and shell sliow o rentonshle
periofl of time sftey sugh notlos has baem given
fcluuenﬂommmshn o5, o AgENCY

or all of the information Mﬁn&
ahon!l non relensad witkout the pavsat’s prioe

{6) ¥or $ho ynrpoecd of thin senbiog, the tepm
"nhmm" 1nolnden any person with vespsos to
whamt st sdncatfonal sgenoy or hmxﬁlm

gon who ha# nob been in attendauns Ihl%?;
ageney o dnskitn
{b) Relanzo of sdupaiion vessrdy; pavental cone

u tamhy
e i g Mg
and svaleation of yauppertod adu-

outlon propeame; resoxdiresying

Na fands shall bo made availahle wnder any

m wogram fo nw sllucational agenay
whivh hap o praciios of

wmmmg tho xalagsp ot oduostion reconds (or

pavopally identiiable information contained

:hmin oths than drsobory

miton)
of ﬂ\d!pn'mum w%&m HZADOY, OF DI

ganleation, other
m om sokool offiofals, mmnztmm-n
te efunations) Maditntian or looud
dnnuﬁmnlsnm mmemaemm

by much sgenoy s Ingitis
mate samumal hmm- includtog ths adu-
oatlonel n"zﬂdm

whopi gon=

enslor, xeoaive & of
of €ho record IF auma. ard heye an ng
mwtors!mmsm pllengs {he 13

ho rapoed)
(U)(l) euthorisell veprossutativas of () fho
g e et o
the L
thorittes, mder the aonditlons gat fordh. in

puthoyized repras
Ztm af the umgyp Gunare) for law enfoe-
ogos undel the pAme oo as

TITLE 20—EDUCATION

Infvrmation, a8 dg-,
Wm (u) of munﬂon (a.) of thia
81 0anEENt

— s
ol ofiioad. Hod

Sxaneg
(m)Sbah a0 1nugd afﬁo(&!.a or puthorlties ta
nmstion is Bllowad

hitch falo; spenifically
ko be remhn ox- dinploned, porpnnnl ko Stats
abatizbn adopbad.
‘before mmm!m' 18, 3074, &x gx: alowed
B0 e

snd such sysbun's ability
poxve tho aludent \vh.:u.- uumg: .
nfcnlunﬂ, ox
[ix] m mm a rapm ur dlaotoaxe
s Juvantle systom l-ud

ﬂdh tom's abiliby b mm
B s g 0 B speVi
Z? Wloaﬁon, ‘um stuflent whnne

untds ; BO
Q1) the nMnln‘la and autharties o whom
suph dnformution ir ddsdlossd oartify o
waiding to tho eénontions aganny or ingli-
‘L;Mnn Eh:: ﬂm mtormmnw :.m ha
EXY O P oxaspl B8 Pro-
vided nmnder ftale Yasr withonk the yrior
welttan oonsent of the parent of the stu-

) organleationn oonduoting puties oF
u:I:M od uﬂnmn:mnr#ﬁm—

m«mﬂmmmw muaam the DAY
t‘“‘(t'!r) nnc;:ﬁ‘i‘ﬁn m s dn, n::: 1
mm.gmmm >

da uf n dapandent mulaub ot BUOH,
LRz dnnnnlinmm tlo 98

(=3 exqone flosignatsad in
other subpom Sprmed for 8 Inw anroruam?:':z
purposs, 1a wiioh oase the court or ofhey dssu~
g sgancy may oxder, for good canss ahowm,

e cﬂmﬁmﬂx:im or Inatiintion fend sy
or

thnll\’g»:au. and
“"m’i’&%:a“"&’om e Tood aud Nutrs:
0
tlop Saxvies or sontractions agting on DEhAIL.ol

AR R R R

H
i
i
¢
1.
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§128gg ) TITLE 0—TDUOATION ‘Pogs 650

the Yood and Noinlidan Bovvive, for the pny-
nom of nanduoling progzam

ations, and performencs moasuraments o
B&m aud looal odnoations) axd other agsncles

TLamoh ot soq.) or
Nutcition Aud of 3058 88 (43 U.8.0, 1711 et nn.)tor
which the runlhwll!hn mm':h inan m‘:ﬁg;
pata fyem thab doss

w, onthe nonnlﬁmmth
() any m«. wnnnbeﬂ undar hl mbpsra~
:ﬂm shall bn gg 3l in o mamnsr thak
{dentifloation of
wtudenta nnatl\m parants by othar than the
awmmea vepronmbatives of the Beavabary;

(ﬂJ &y nmmm; 1dentitiakle Gatn shall
deatooyell the fats ara no longer
mmm pmnm montioring, evatuations,
and peeformance mesguramants.
Hothing in m:pmnm (E) of this prragreph
ghall tate Mom fcthor ¥mtbing the
munhsr o Wps ot Bms on J00RY omnlalu who

W exntimue £o ha
@) mmnalshmmmma nvdhbhmﬂeruny

1oyl
relsaalng, orﬁovﬁh 0a08sa to, ADY pervonslly
iaonbiiets $oformetion dn nﬂnmﬁlnn ruwm
other thsn dvactory information, or uf.’fm
mittad vudey pm‘mwh o of thla mhm oD,

ymlagg—

UL) thaee d¢ writhen conpant fram the sk
dent'a gavents epsplfiying renaxde to be ro-
Jenged, tho reasony foi mich ralears, and fo

and with 2 aopy of 4his xoo0sdn to be re-
lmmmﬁanmdmmwmmnmnmnm

camunlwﬁmr
o5 o A ta 8 in yasugragh (A
inrumwi h nished dn apmplisnce

e Py

) bang,

pavents asd the stolonta are notified of all

sUdli ordsxa oy subpoenss $n advance of the

wmpl!ma therewith by the educational in~
anlintion or agency,

(%) Nothing mmﬂmmammmmm
oludo authorizad m\mnwves (A) th
Qomptrollor General of the Untted ma. CB)
the Ssoretary, or (0) State edusablonal sutiort-
‘tiep from heving aonems £ lhdnnb o
yaoods whick may ¥s nevssgary in conneation
with the audih pod evaluation utrsdurmr-am
mud L in opnnsction
with enforeement; of the l'etm\nl lagal re-
quiseenés whidh relate 2 audh programs; Proe

b when otmonmy

information {8
1ed hy Fedaral law, any Bnﬁa. oallsatal by mmh

ehall bs protooted fo & Manner whish
wms»mmmmmmmm of

dhall
lno‘h aud.li, avaluation, and exforosment of Feld-

yaguirements,
(A ‘Each. ednoutitmal agroy or insiitation
mgintein & record, tepl with the sdwostion

xutords of asoh student, which whl indicats all

tndivmnm (other than thoss spenitiall n mm-
% (A} of dhis subsunbion), o5, OF Ok

adons which have reguoste obmnnﬂ

e ey el "““‘“?m‘"“m‘

gaoch. edus -

on, 23 wiloh i) Indloath squctflsatiy sho o

wmo ntoraat that oach auch pamn.h s

vbiom h thiz fnforme~

uon. fludh record of mecses Bhall ke ayallable

anly to , bo 1o rohoal offialal and his as-

18 Who Yo 28 spovatbls for the dustody of

suoh reords, aud twmmm or organisations st~

a,mna (l.g. :tml undec §hs conditions of, dgnaes

h (n a9 & means of andit-

m B0t tc nﬁﬁ ‘subgaotl sonl
matlon :i?un only he mnmmm&?:& thira
B s e ot T
nh the writtan consen - 6 of tha

{nforrastion
parents at the student, n & third pmv cnwldo
m ﬂnw)lmn

, ths sdnoationel epency

peohibited from permdés

ting scozpd {0 !nmrmnunn from educablon
mmal t:‘gm Ehird parky for & perlofl of not

t0 informstion én f m
mm). nr inils to dmwy Information in vioia-
pxagragh (1)
Mmﬂcn

which ey ha mmwcy 4n oommaoblon with the
ardld aud evalnation of any fadexally or Stats
| bl edutation program or in donnection

w the an%xfamnﬁ oF tho :lhﬂun Jlgnl Tae

walvemis relate to an;
mm-mmmm:mmmammm
3:?:'1'37“ > Jn this gsotfon #hall be com=
nizug mtﬁmﬁmdbﬂm to “uﬂu 2 vd
sduoaf an allegal vio-
o 5 thas Yom 18 4

tdm of soy of
finsd in nanthm:e of title m ora no::mmﬂ:ﬁ
nlxmao. the fal xoanlis oi nwmm

ossding
up!nﬁ it sllagad nmmnl:nr of moh arIme or
W]

d!scbl!n -m qonduotad by suod Lnnti-
fubion ’5" nt wWho 38 an allegad per-

pobratox 0 of V. 9 {as thah form
iudonmunm on 16 Of tible 15}, or & nonforo-

of sy
ste pex ofmso.if ho Sustibuiion deterusinas ﬁa:

uumml Jonbl
Hon's xm polisdes with raspect to such
(o)mmnmmoummwh. the fined
T it Eemme

i) m.n lado only the name ot the st
dent, Eho viojadion commibted, and amy sano.
Hlon impnmﬂ Iy the fugtitution on ihnt st
mw fndlude the xinme Of any othep atn~
@anb, auch es & viotim or witness, only with

the written consont of that other atufent,

(1)(4) Nolhing in thin seation be apn~
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Appendix C

MEMORANDUM OF UNDERSTANDING BETWEEN
AND THE KENTON COUNTY BOARD OF EDUCATION
TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE
KENTON COUNTY BOARD OF EDUCATION FOR THE
AUDIT/EVALUATION OF EDUCATION PROGRAMS AND
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA

Kk Rkd dededk skl devrdk ik ekl AR b deldb Yok drdist dnkd

THYS AGREEMENT is toade and entered into by and between the Kenton County Board of
Rducation ("KCBOE”) and (hereafter “Awthorized Representative™) and
establishes the procedures relating to an exchange of information between the Parties,

* WHEREAS, the KCBOR is the public local education agency organized under Kentucky Law and
its duties include audit or evaluation functions of federal ot state-supported education programs or
enforoement or compliance with federal or state legal requirements that relats to those education programs
(audit, evaluation or enforcement or compliance activity) in ifs role as the local educatlon agency and in
evaluation of education programs to identify or develop the best education. practices to be used in public

schools of Kenton County Kentucky;

'WHEREAS, the Authorized Representative is an entity performing audit or evalvation fimetions
at the direction and under the control of the KCBORE and the Authorized Representative is a contractor
acting in the place of the KCBOE to parform the KCBOE’s audit or evaluation functions of federal or state-
supported education programs or to enforce or comply with federal legal requirements fhat relate o those
education programs (audit, evaluation or enforcement or compliahce activity) in its role as the state
education agency and in evaluation of education programs, as described below;

WHEREAS, various elements of the data maintained by the agencies are proteoted by the Privacy
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Rducational Rights and Privacy Act, KRS 160.700 et
seq,; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National
School Lunch Act, 42 U.8.C, 1751 et seq,; the Child Nuitition Act of 1966, 42 U.S.C. 1771 et seq,; the
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 ef seq.;
and the Kentucky Open Records Act, KRS 61.820 et seq.;

NOW THEREFORE, the KCBOR and the Authorized Representative heteby mutuslly agree as
follows:

Section 1. Designation of Anthority.

A, ‘The KCBOE hereby designates the Authorized Representative and its subcontractors identified
below as an “authorized representative™ of the KCBOE, as defined in 34 CER. 99.31 ()(3)
and 99,35, with respect to the provision of audit or eveluation funotons of federal or state-
supported education programs or t6 enforce or comply with federal or state legal requirements
that relate fo those education programs (sudit, evaluation or enforcement or compllance
activity) in the KCBOE’s tole as the local education agency and in evaluation of education
programs (“endit/evaluation services”) and, specifically, wifh respect to the use of confidential
data disclosed under this agreement.
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B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch
eligibility date (i.e., free or reduced price lunch eligibility data which js the student poverty indicator for
most education programs) is fo bereleased to the Authorized Representative, then the KCBOE shali identify
the Authorized Representative as a contractor acting in the place of the KXCBOE; shall ensure that the
audit/evaluation services include a “need to know™ this data as required by 7 C.F.R. 245.6 (£); and shall
ensure that the deta will only be disclosed to the Authorized Representative upon written request utilizing
the U.8, Department of Agricultwre Protofype Agreement. The completed USDA. Prototype Agreement
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOE’s
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F.R.
245.6 (f) and that the Authorized Representative has demonstrated a “need to know™ shall be evidenced by
the KCBOEs agreement to enter the USDA Prototype Agroement,

Section 2. Acknowledgment of Release of Confidential Data, Xdentification of Confidential Data to be
Released to the Authorized Representative and Description of Use of Data by the Authoxized

Representative.

A. The parties acknowledge that the KCBOR is releasing confidential data including student and non-
student information to the Authorized Representative for the purposes ontlined herein, and that the release
of the KCBOE confidential data including student and non-stndent information fo the Authorized
Representative is necessary for the completion of the KCBOE’s audit/evaluation services. The confidential
data including stndent and non-~student information to be disclosed is described in 2 document attached o
this agreament as Exhibit A, The Authorized Representative shall notify the KXCBOE and the KCBOE shall
provide written consent, if approved, of any chauges to the list of disclosed data necessary for the provision,
of audit/evaluation services. The Authotized Representafive will use personally identifinble information
from education records and other records in arder to perform the audit/evaluation services described in
Exhibit A, The description of the audit/evaluation services, as included in Exhibit A, shall include the
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure
and an explanation as to the need for confidential data including student and nop-student information to
perform these audit/evaluafion services, The Authorized Representative shall notify the KCBOE and the
KCBOE shall provide written consent, if approved, of any chenges to the list of disclosed date necessaty
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be
reduced to writing and incladed in Exhibit A to this agreement.

B. If free or reduoed price lunch eligibility data (L., free or reduced price lunch eligibility data
which is the student poverty indicator for most education programs) is to be released to the Authorized
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written
request utilizing the .S, Department of Agriculture prototype request and confidentiality agreement, and
upon the KCBORB agreeing that the Authorized Representative has deronstrated that disclosure is
allowed by 7 CF.R. 245.6. A desotiption of any data protected by 7 C¥.R 245.6 which is to be disclosed
under this agreement shall be included in Bxhibit A, Section I Any agreed upon changes o the data
disclosed or to the audit/évaluation services shall be reduced to writing and included in Exhibit A, Section

X to this agreement.
Section 3. The Authorized Represeniative and the Authorized Users’ Obligations.

A, The Authorized Representative shall not share these confidential data with anyone, except those
employees of the Authorized Representative and the Authorized Reproesentative’s subcontractors,
(“Anthorized Users™) that are directly involved and have a legiiimate interest under FERPA or a “need to
know” (as defined in 7 C.RR. 245.6 in the case of disclosute of free or reduced price lunch eligibility data.
which is the student poverty indicator for education programs) in the performance of the audit/evaluation
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services according to the terns of this agreement or any overarching agreement between the RCBOR and
the Authorized Representative in which the Authorized Representative agrees to perform these
audit/evaluation services on the KCBOE’s behalf (“Master Agreement”).

B. The Authorized Represeniative shall require all Authorized Users to comply with FERPA, and
other applicable stats and federal studeat and non-student privacy laws. The Authorized Representative
shall require and maintain confidentielity egreements or the KCBOE’s Nondisclosure Statement(s) with
each Authorized User of confidential data, If a confidentiality agreement with each Authorized User is
used which is different from the KCBOE’s Nondisclosure Statement(s), then the terms of the Authorized
Representative’s confidentiality agreements shall contain, at o minimum, the terms and conditions of this
agresment and a copy of the current Authorized Representative’s confidentiality agreement or the
KCBOE’s Nondisclosure Statement(s), as-appropriate, shall be attached to this agreement as Exhibit B.

C. Anthorized Representative that receive Personal Information as defined by and in accordance
with Kentucky’s Personal Information Security and Breach Investigation Procedures and Practices Acf,
KRS 61.931, et seq., (the “Act”), shall secure, protect and maintain the confidentiality of the Personal
Information by, without Yimitation, complying with all requirements applicable to “non-affiliated third
parties” get forth in the Act,

“Personal Information” is defined in agcordance with KRS 61.931(6) as “an individual’s first nams or
first-initial and Jast name; personal mark; or unique biometric or genetic print or image, in combination
with one (1) or more of the following data elements:

a) An account, credit oard number, or debif card mumber that, in combination with any required
security code, access code or password, would permit access to an account;

b) A Social Security number;
¢) A taxpayer identification number that incorporates a Social Security number;

d} A driver's license number, state identification card number or other individual identification
number issued by an agency;

@) A passportnumber or other identification number issned by the United States government; or

f) Tndividnally Identifiable Information as defined in 45 C.F.R. sec, 160,013 (of the Health
Insurance Portability and Accountability Act), except for education records covered by the
Family Education Rights and Privacy Act, as amended 20 U.S.C, sec 12328

As provided in KRS 61.931(5), a “non-affiliated third party” means “any person or entity that
has & confract or agreement with the Commonwealth and receives (accesses, collecis or
maintains) personal information from the Commonwealth pursnant to the contract or

agreement.”
Contractor shall not redisclose, without written consent of the KCBOE, any “personal
information,” as defined in KRS 61-931, or any other personally identifiable information of 2
student or other persons, such ag employees. )
D. The Authorized Representative hereby agrees to cooperate with the Comtonwealth in
complying with the response, mitigation, correction, investigation, and notification requivements of the
Aot,
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E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two
(72) hours, the Xentucky Department of Education, the Commissioner of the Kentucky State Police, the
Auditor of Public Accounts, and the Cormmonwealth Office of Technology of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)2 applies and the vendor abides
by the requirements set forth in that exception. Ifthe agency is a unit of governxaent listed in KRS
61,931(1)(b), the vendor shall notify the Commissioner of the Department of Local Government in the
same manner as above, If the agency is a public school district listed in KRS 61.931(1)(d), the vendor
.shall notify the Commissioner of the Department of Education in the same manner as above. If the
agenoy is an educationa] entity listed under KRS 61.931(1)(e), the vendor shall notify the Council on
Postsecondary Education in the same manner as above, Notification shall be in writing on the form
developed by the Commonwealth Office of Technology and incorporated by reference intp Kentucky

Regulation 200 KAR 1:015.

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s)
owed to the veador for any violation of the Identity Theft Prevention Reporting Requirsments.

G. The Authorized Representative hexeby agrees to undertake a prompt and reasonable investigation
of any breach as required by KRS 61.933.

H. Upon conclusion of an investigation of a security breach of Personal Information as required by
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the
notification, investigation, and mitigation of the security breach.

L In accordance with KRS 61.932(2)(a) the Authorized Representative shall implerent, maintain,
and update security and breach investigation procedures that are appropriate to the nature of the
information disclosed, that are at least as stringent as the security and breach investigation procedures and
practlces estabhshed by the Commonwealth Ofﬁce of chhnology

L If Authorized Representative is a clond computing service provider (as definsd in KRS
365.734(1)(b) as “any person or entity other than an educational institution that operates cloud computing

services”), Authorized Representative does further agree that:

__»_ Authorized Representative shall not process student date for any purpose other than providing,
improving, developing, or maintaining the infegrity of ifs cloud computing services, unless the
provider receives express permission from the student’s parent. The Authorized Representative
shall work with the student’s school and district to determine the best method of collecting
parental permission. KRS 365.734 defines “process” and “student data™.

o  With awritten agreement for educational research, Authorized Representative may assist an
educational institution to conduct educational research as permitted by the Family Education
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g,

s _ Pursuant to KRS 365,734, Authorized Representative shall not in any case process student data to
advertise or facilitate advertising or to create or correct an individual or household profile fot any

advertisement purposes,
¢ Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process

student data for any commercial purpose.

|
|
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K. Pursuant to KRS 365.734, Autborized Representatwe shall certify in writing to the agency that it
will comply with KRS 365.734(2).

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a
manner that does pof permit personal identification of students and their pavents, and non-sfudents by
anyone except those bound by this agreement and the KCBOE. The Anthorized Representative shall store
all confidential data on sectre data servers using current industry best practices. The Authotized
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of
any security breach to the server containing the confidential and otherwise personally identifiable data ot
of any disclosure of confidential and otherwise personally identifiable data to anyone ofher than the
Authorized Representative’s Authorized Usexs or the KCBOE officials authorized to receive confidential 2
and otherwise personally identifiable data, The Authorized Representative shall cooperate and take all bl
reasonable means presoribed by the KCBOE to sécure any breaches as soon as practicable. -

L, The Authorized Representative shall not redisclose the KCBOE’s confidential and otherwise
personally identifiable data to any other party withont the prior consent of the parent or eligible student
except as allowed by applicable federal and state law.

M.  The Authorized Representative certifies that it has the capacity to restrict access to confidential

and otherwise personally identifiable data solely to Authotized Users and to ensure that the confidential i
and otherwise personally identlfiable data is accessed only for the putposes described in this agreement, A : ;
copy of the Authorized Representative’s data security policies and procedures is attached to this 2 )

agreement as Exhibit C.

N. The Authorlzed Representative shall destroy al} confidential and otherwise personally identifisble
data within forty-five (45) days after it is no longer needed to petform the audit/evaluation services
degoribed in this agreement, upon KCBOE’s request ot upon termination of this agresment, whichever
ocours first unless agreed otherwise in writing, The Aunthorized Representative’s description of the
method(s) which will be used to desiroy all confidential data shall be attached to this agreement as
Exhibit D. The Authorized Representative shall provide writien verification of the data destraction to the
KCBOE within forty-five (45) deya after the data is destroyed.

0. The Anthorized Representative shall permit the KCBOE, at the XCBORB’s cost and upon written . :
reasonable request, to audit the Authorized Representative to confirm that the Anthorized Representative T
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized -
Representative has destroyed the data as verified. .

P. The Awuthorized Representative shall collect and use these confidential and otherwise personally”
identifiable data only for the purpose of helpmg the KCBOR perform audit/evaluation services related to
the acfivities outlined in fhis agteement or in any Master Agreement.

Q. The Authorized Representative shall obfain prior written approval from the KCBOR before
accessing confidential and otherwise personally identifiable data for activitles beyond the soope specified
in this agresment or in a Master Agreement; and, any access beyond the scope of this agreement or 2
Master Agreement shall be consistent with federal and state law requirements, Any confidential and
otherwise personally identifiable data collected by the Authorized Representative under activities
approved by the KCBOE under this section, which are not regularly collected within the scope of this
agreement but are consistent with the activities described in this agresment, shall be sutject to the terms

and conditions of this agreement,




R. If the Authorized Reprosentative becomes legally compelled to disclose any confidential and
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide
the KCBOE with prior notice before disclosurs so that the KCBOE may seek & protective order or other
appropriate remedy to prevent the disclosure or to ensure the KCBOE’s compliance with the
confidentiality requirements of federal or state law; provided, however, that the Authorized
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by
which any legally compelled disclosure is required, the Authorized Representative will only disclose that
portion of confidential and atherwise personally identifiable data that the Authorized Representative is

legally required to disclose.

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S,
Department of Bducation, Family Policy Compliance Office’s Guidance for Reasonable Methods and
Written Agreements jssued pursuent to the requirements of the Family Bducational Rights and Privacy

Act (“Guldance”) The Gmdance is available by chckmg the followmg hyperlink,
guid/fpco/pdfireasonat pdf and made a part of this

agreement as xf stated fully herem.

T The Authorized Representative shall also, if the data shared by the KCBOE includes data
protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty
indicator for most education programs), abide by the restrictions of disclosure and confidentiality

requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE.

Section 4. Permission to Use Data,

The XCBOE acknowledges that by entering this agreement it is approving, in weiting, of the Authorized
Representative’s use of these confidential data within the scops of purposes outlined in this agreement,

Section 5. Transfer Protocol.

The KCBOR and the Aunthorized Representative shall work cooperatively to determine the proper
medium and method for the transfer of confidential data between sach other, The Authorized
Representative shall confirm the trausfer of confidential data and notify the KCBOE as soon as
_practicable of any discrepancies between the actual data transferted and the data described in this
“agreement. The sanie protogol skiall apply to any transfer of confidential data from the Authorized

Representative to the KCBOE.
Section 6. Breach of Data Confidentlality and Remedies.

The Authorized Representative aclmowledges that the breach of this agreement or its part may result in
irreparable and continving damage to the KCBOE for which money damages may not provide adequate
relief. In the event of n breach or thueatened breach of this agreement by the Anthorized Representative,
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may
be eantitled o preliminary and permanent injunctions to enjoin and restrain the breach or threatened
breach, If the United States Department of Bducation’s Family Policy Compliance Office determines that
the Authorized Representative has violated paragraph 34 C.F.R. 99.31(a)(3), the KCBOE may not allow
the Authorized Representative access to personally identifiable information from education records for at
least five (5) years, If the Authorized Representative breaches the confidentiality requirernents of 7 C.F.R.
245.6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized
Representative shall be responsible for any consequences or penalties which result from such breach,




gt sy e T - rms AR NE S e s
e L R L e T o e T Mo

Section 7. Amendment and Assignability.

The terms atid conditions of this agresment may only be amended by mutual written consent of both the
KCBOE and the Authotized Representative and the Authorized Representative shall not assign its
respective rights or obligations under this agreement without the KCBOE’s prior writfen consent, The
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding

upon each party and any respective successors and assigns.

Secfion 8. Choice of Law and Forum.

All guestions as to the execution, validity, interpretation, and performance of this agreement shall be
governed by the laws of the Commonweslth of Kentucky. The selected forum to hear any causes of action
arising from this agreement, or any actions therennder, is the Kenton Cironit Court, Covhngn, Kentucky.

Section 2. Waiver.

The failure by one party to require performance of any provision shall not qffect that pariy's vight to require
performance at any time thereafler, nor shall awaiver of any breach or defalt of this agreement constitute a
waiver of any subsequent breach or default or a waiver of the provision itself. No modification, amendment, walver
or release gf any provision of this agresment or of any vight, obligation, claim or cause of action arising jFom this
dagreement shall be valid or binding for any purpose unless in writing and duly executed By the parly against whom

they are asserted.
Section 10, Saverabilify, % :
Any provision of this ogreement that is declared invalid by a court of competent furisdiction or by operation of law, 5 : :
shall not gffect the validity or enforceability af any other provision of thiz agreemend. '
Section 11. Authority to Enter the Agreement,

The KCBOR and the Anthorized Representative reprosent and warrant, by the signatures of their duly
appointed representatives, that they are legally entitled to enter into this agreement,

Section 12, Data Custodians.
The individuals who ate the designated data custodians for the Authorized Representative with respect to
this confidential data reloase and use agteement are listed in Exhibit B with their contact information.

' Seetion 13, Term and Termiation.

The term of this agreement shall be the same as the term of any Master Agreement between the KCBOE
and the duthorized Representative / for (length of time or insert a date here) unless terminated earlier by
either party upon thirty (30) days written notice. Bither party may terminate this agreement with thirty
{30) days written notice. :

Section 14, Effective Date of This Agreement,

This agreement will become effective once the KCBOE and the Authorized Representative have both
signed.
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APPROVED:

Name
Title
Kenton Connty Boatd of Education

Date

Authorized Representative’s Anthorized Agent / Date
Agent’s Title

Agent*s Name (Typed)

Authorized Representative Entlty’s Name
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Memorandum of Understanding (MOU)

Description of Exhibits !

To anthorize the release and use of confidential data nnder the FERPA Audit and Lvaluation
Excepfion

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the
final MOU. Exhibits include:

e Exhibit A. - Specifics of data being requested
o Section I - the initial data request that describes the audit/evaluation and data being ; i

requested

o Section II- describes the need for Personally Identifiable Information (PII)

o Section III - required if requesting Free and Reduced Lunch information
o Exhibit B — Authorized Representative Confidentiality Agreements (one for each data

custodian) ' ,

e Exhibit C — Authorized Representative data security policy I
o Exhibit D - Data destruction plan at completion of audit/evaluation
e Exhibit E - Identification of data custodians

Please refer to The U.S. Department of Education, Family Policy Compliance Office’s Guidance

for Reasonable Methods and Written Agreements for additional information on requirements for b

data sharing under the Family Educational Rights and Privacy Act (FERPA). : :

Memorandum of Understandmg for Audit/Evaluatlon -Exhihlts ) ] N Page



Exhibit A:

Contact Information

Research Entity LogalName

Primaty Data Custodian Name Title Phone .
Email

Secondary Data Custodian Name . Title Phone

Ematl

Section J- to be completed by all requestors:

Parpose, Scope and Duration Use of data recelved under this MOU Is limited fo puspose and scope defingd.

Click here to enter text,
Completely describe
the purpose and
scope of the
audit/evaluation,

Click here to enter text,

Describe how the
rasults will be used.

Duration of Start Date: Bnd Date:
udi luatio

Data Being Requested

Provide specificdata | | Click here fo enter text.

elements needed to
complate audit/
evaluation

Years included in Audit Evaluation:
[o14-15  [J2013-14 [2012-13  [J2011-12 [Jeo10-11  [12009-10

[12008-09  []Other;

Level of detail/aggregation: []Smdent/mdividual [ISchool [ IDistiict  [State

If requesting Personally Keniifiable Information (P, check Student/Individual box. For aggregate

Tevel select School, District, or State,

Memorandum of Understanding for Audit/Bvaluation -Exhibits
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Please conplele Section IX if requesting PIX detail,

ection IT- Complete if Personally Iiden le ation is bein: fed:
Justify your request Click here to enter text.
far - :
student/individual £
level data & ‘|
& o
Explain why '7.-‘
audit/evekiation could not e
be complated by using g
oggregate-fevel data 5
without Plf

Special requirements for requests for Personally Identifiable Information (PI})

o Student-Level/Tndividual detail from education records can only be used to meet the purpose
or purposes of the audit/evaluation as stated in this MOU for duration as defined.

o Requestor agrees to condyct the audit/evaluation in a manner that does not petmit the personal
identification of parents, students, individualz by anyone other than designated data custodians.

» _Authorized Representative agrees to destroy all PII from education records and confidential 5
data from other records. &

s If Free & Reduced Lunch Status is needed on PII data, complete Section 1L %z

- ]
Memorandum of Understanding for Audit/Bvaluation -Exhibits Page 2



il is requived for PIE recoxds.

III- Complete if free or rednced -price lnnch el

Prototype Agreement:
Disclosure of Free and Redunced Price Information

A. Purpose and Scope
Kenton County Board of Education, KCBOE, and acknowledge and agree that children’s free and

reduced price meal and free mill eligibility information obtained under provisions of Richard B. Russell
National School Lunoh Act (42 USC 1751 et, seq.) (NSLA) or Child Nutrition Act of 1966 (42 USC 1771
et. 5eq.) (CNA) and the regulations implementing thess Acts is confidential information. Thir Agreement is
intanded to ensure that any information disclosed by the KCBOE to the about children eligible for
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and
that the KCBOE and recognize that there ave penalties for wnauthorized disclosures of this eligibility

infotmation.

B. Authority
Section S(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) anthorizes the limited disclosute of children's free

and reduced price meal or free milk eligibility information to specific programs or individuals, without
prior parent/guardian consent. Bxcept that, the parent/guardien must be provided the opporfunity to decline
to share eligibility information ptior to the disclosure for identifying children eligible for benefits under or

enrolling children in the State Medicaid Program and the State ohildren’s health insurance program.

Additionally, the statufe specifies that for any disclosures not authorized by the statute, the consent of
children's parents/guardians must be obtained prior to the disclosure.
The requesting agenoy certifies that it is currently anthorized to administer the following program(s) and
that information requested will only be used by the program(s) indicated,

thcftezlgzgr Program Informat{on Authorized

| Medicaid or the State children’s health insurcnce Al eligibility informstion unless
program (SCHIP), administered by a State or Jocal patents elect not to have
agency authorized under titles XTX or XXY of the Social | information disclosed.
Security Act.
Speoify Program:

] State health program other than Medicaid/SCHIP, Eligibility status only; consent
admiinistered by a State agency or local sducation not required
agency.
Specify Program: .
Federal health program ofher than Medicaid/SCHIP No eligibitity tnformation unless
Specify Program: parental consent is obtained.
Lacal health program No eligibility information unless
Specify Program: parental consent is obtained.
Child Nutrition Program wnder the National School All eligibility information;
Lunch Act or Child Nutrition Act congent not required.
Specify Program:

0 Federal education program Eligibility status only; consent
Specify Program: not required.

O State edycation program sdministered by a State agency | Bligibility status only; consent
or looal education agency not required,
Specify Progmm:

Memorandum of Understanding for Audit/Bvaluation -Exhibits

Page 1
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Note: Section 9(b(6)(A) specifies that certain programs mey receive children's eligibility status only,
without parental congent. Parental consent must be obtained to disclose any additional eligibility
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and
given opportunity to elect not to have information disclosed. Social security numbers may only be
disclosed if houssholds are given notice of the disclosure and the usss to be made of their social security
numbers as required by Sec. 7 of the Privacy Act.
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C. Responsibilities

N

R

toh Co! oard of Edu ill:

When required, secute parents/guardians consent prlor to any disclosure not aythorized by the National
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving
agency and made available to the determining agency;

For State Medicaid and SCHIP, notify parents/guardians of pofential disclosures and provide opportunity

TP I e

for parents/guardians to elect not to have information disclosed; ,
Disclose eligibility information only to persons directly connecied to the administration or enforcetnent of i
i

programs authorized access under the National School Lunch Act or regnlations under the Act or to
programs or services for which parents/gnardians gave consent.

will:

Ensure that only petsons designated as data custodians and listed on Exhibit E who are directly connected
with the administration or enforcement of the (program) and whose job responsibilities require use
of the eligibility information will have access io children’s eligibility information,

Use children’s free and reduced price eligibility information for the following specific purpose(s):

Describe:
Click here fo enter text.

Tnform all persons that have access to children’s free and reduced price meal eligibility information that the K
information is confidentiel, that children’s eligibility information st only be used for purposes specified
above, and the penalties for unauthorized disclosures. r

Protect the confidentiality of children’s free and reduced price meal ar free milk eligibility information as
follows: ]
i

e S
Memorandum of Understanding for Audit/Bvaluation -Exhibits Page 2
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Click here to enter text.

AN

Specifically describe how the information will be protected from unauthorized uses and forther disclosures.

Cliok here to enter text,

D.  Effective Dates N
This agreement shall be effoctive during the dates of duration for the andit/evaluation.

E. Penalties

Any person who publishes, divalges, discloses, or makes known in any manner, or o any extent not i
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C)) o
or regnlation, any information about a child’s eligibility for free and reduced price meals or free mifk shall i
be fined not more than a $1,000 or imprisonment of not more than 1 year or both. 1:2
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F Signatures

The parties acknowledge that children's free and reduced price mea! and free milk eligibility information
may be used only for the specific purposes stated above; that unauthotized use of free and reduced price
meal and free milk information os further disclosure to other persons or progtams is prohibited and a
violation of Federal law which may result in civil and criminal penalties,

Requesting Agency/Program Administrator

Typed or Printed Name:

Title: Phone:

Signatove:

Deteymining Agency Administrator
Printed Name:
Title: : __Phone:

Signature: Date:
L 4ny attachments will become part of this agreement,

e —
. Page 4
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Exhibit B: KENTON COUNTY BOARD OF EDUCATION
CONTRACTOR’S EMPLOYEE OR CONTRACTOR NONDISCL.OSURE STATEMENT

R
PSS

Confractor
Coniractor’s employee or contractor name Title:
Address Phone '

Tunderstand that the petformance of my duties as an employes or coniractor, of a contractor for tie
Kenton County Board of Educatian (XCBORE), may involve a need to access and review confidential
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), ar other
faderal or state law); and, that 1 am required to maintain the confidentiality of this information and
provent any re-disclosure prohibited under the law as stated below. By signing this document I agree to

the following:

o T will not permit access to confidential iuformation to persons not authorized by the KCBOE and
its contractor,
I'will mainiain the confidentiality of the dafa or information,
I will not access data of persons related or known to me fot personal reasons.
1-will not reveal any individually identifiable information furnished, acquired, refrieved, ar
assembled by me or others for any purpose other than statistical purposes specified in the
KCBOE survey, project, or proposed research.
o I'will report, immediately and within twenty-four (24) hours, any known reasonsbly believed
instances of missing data, data that has been inappropriately shayed, or data taken off site
o toy immediate supervisor, Associate Commissioner, and
o tothe Division of Human Resources if Y am a KCBOE employee or .
o tothe KCBOE Office for whom I perform work under the condract if T am a KCBOE
contractor or an employee of a KCBOE contractor
¢ Iunderstand that procedures must be in place for monitoring and protecting confidential :
information,

&

sl
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« Iundorstand and ackuowledge that FRRPA-protected information obtained under provisions of b
Family Bducatianal Rights and Privacy Act of 1974 (FERPA) as s KCBOE odnfractor’s .

employee or comiractor of KCBOR is confidential information.

o Tunderstand that FERPA profects information in students® education records that are maintained
by an educational agency or institution or by a party acting for the agency or institution, and
includes, but is not limited to the student's name, the name of the student's parent or other family w3
members, the address of fhe student or student's family, & personal identifier, such as the student's ?
sacial security number, student number, or bjometric record, other indirect identifiers, such as the
student's date of birth, place of birth, and mother's maiden name, and other information that, alone
or in combination, is linked or linkable to a specifio student that would allow a reasonable person
in the school comrannity, who does not have personal knowledge of the relevant circumstances,
to identify the student with reasonable certainty.

» Yunderstand that any unaunthorized disclosure of confidential information is illegal as provided in
FERPA. and in the implementing of federal regulations found in 34 CFR, Part99. The penalty
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or
imprisonment for not more than five years (under 18 U.S.C. 3559), or both.

¢ Yunderstand and acknowledge that children’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions

. |
Memorandum of Understanding for Audit/Rvaluation- Exhibits Page 5



of the Richard B, Russe]l National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child la
Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these
Acts, is confidential information.,

e Yunderstand that any unanthorized disclosure of confidential free and reduced price hmoh :
information or information from an application for this benefit is illegal as provided in the i
Richard B. Russefl National School Lunch Act (42 U.8.C. 1751 et seq)(NSLA) or Child Nutrition . i
Act of 1966 (42 U.S.C. 1771 &t seq.)(CNA) and the regulations jmplementing these Acts,
specifically 7 C.ER 245.6. The penalty for unlawful disclosure is 2 fine of not more than 5
$1,000.00 (under 7 C.F.R. 245.6) or Imprisonment for up to one year (under 7 C.F.R, 245.6), or i
both. :

» Tunderstand that KRS 61.931 also defines “personal information® to include: !

o anindividval's first name or first initial and last name; personal mark; or unique :
blometrio or genetic print or image, in combination with one (1) or more of the following ‘
data elements: )

o Anaccount number, credit card number, or debit card number that, in combination with !
any required security code, access code, or password, would permit access to an '
account;(b) A Social Security sumber;

o A taxpayer identification number that incorporates a Sovial Securlty number;

o A drivet's license number, state identification card number, or ofher individual
identification number issued by any agency; ©

o A passportnumber or other identification nutnber issued by the United States :
gOVEInment; or ' _

o Individually identifiable health information as defined in 45 C.F.R. sec. 160,103, except !
‘ for education records covered by the Family Educational Riglits and Privacy Act, as
amended, 20 U.S.C. seo, 1232¢.
s ] understand that other federal and state privacy laws protect confidential data not otherwise
detailed above and I acknowledge my duty to maintain confidentiality of that data as well.
» Iunderstand that any personal characteristics that could make the person’s identity traceable, ;
including membership in a group such as sthnicity or program atea, are protected. B
o In addition, Y understand fhat any data gets or output reports that I may generate using confidential
data are to be protected. Iwill mot disiribute to any wnauthorized person any data sets or reports
fhat I have access to or may generate using confidential date, Iunderstand that Y am responsible
for any computer transactions performed as a resnlt of access authorized by use of sign

on/password(s).
Contractor’s exmployee or contractor signature Date
Contractor’s authorized agent signature Date

Contractor’s authorized agent name (typed)

e — e ——
Memorandum of Understanding for Audit/Evaluation- Exhibits Page 6
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Exhibit C:
Please describe the measures you take to ensure the protection of PII released to you. Ifyou have a
policy, please attach or copy/paste here as Exhibit C.

Click here to enter text.
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Exhibjt D:

Please use the space provided to describe the methods used to destroy all confidential data at the
completion of your work. Please specify the date of destruction. If you have a policy that describes it can

be attached as Exhibit D,

Click here fo enter text,
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Exhibit E: In alphabetical order by last name, provide information for those persons designated as data
custodians. ‘This should include anyone with aocess to confidential data. A. designated primary and
secondary data oustodian are requited and a minimum of four is requested. Attach if mare spacs is
needed. A signed nondisclosure agreement labeled as Exhibit B is equited for each data costodian,

Primary Data Custodian

Last Name, First Name:
Phone:

Email

Euployet:

Secondary Data Custodian

Last Name, First Name:
Phone:

Email:

Employer:

ther Data Custod
Last Name, First Name:

Phone:
o Email:
i Employer:

an

[

Last Name, First Name:
Phone:
Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email;

Employer:

S e are e s b 5. o9
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Last Name, Fixst Name:
Phone:

Email:

Employer:
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Appendix D

Sample Security Breach Notification Letter

Date

Dear Recipient Name:

”

We are contacting you because we have learned of a serfous data securlty incident that occurred
on (specific or approsimate date) OR between (date, year and date, year) that involved some of
your personal information, - 8

The breach Involved (provide a brief general description of the breach and include how many
records or people It may have affected), The Information breached cantained (customer
names, mudiling addresses, credt card numbers, and/for Social Security numbers, etc.). Other
information (bank account PIN, security codes, etc.) was not released.

We are notifying you so you can take action along with our efforts to minimize
or eliminate potential harm. Because this Is a serious incident, we strongly
encourage you to take preventive measures now to help prevent and detect any
misuse of your information. We have advised the three major U.S. credit :
reporting agencies about this incident and have given those agencies a general I
report, alerting them to the fact that the Incident occurred, however, we have
not notified them about the presence of your specific information in the data

breach.*

- (Optional paragraph If offering credit protection service.**¥)

To protect you we have retained (name of identity theft company), a specialist in identity theft
protection, to provide you with____year(s) of (description of services} services, free ofcharge.
You can enroll In the program by following the directions below. Please keep this letter; you
will need the personal access code it contains in order to register forservices.

As a first prevenfive step, we recommend you closely monitor your financlal

accounts and, if you see any unauthorized activity, promptly contact your .
financial institution, We also suggest you submit a complaint with the Federal

Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online '

at https:Ilwww.ftccomplaintgssistant.govl



As a second step, you also may want to contact the three U.S. credit reporting
agencies (Equifax, Experian and TransUnlion) to obtain a free credit report
from each by calling 1-877-322-8228 or by logging onto
www.annualcredifreport.com.

Even if you do not find any suspicious activify on your initial credit reports, the
FTC recommends that you check your credit reports periodically. A victim’s
personal information is sometimes held for use or shared among a group of
thieves at different times. Checking your credif reports periodically can help you
spot problems and address them quickly.

You also may want to consider placing a security freeze on your credit files. A a1
freeze prevents an authorized person from using your personal identifying o !
information to open new accounts or borrow money in your name. L0 ;

You will need to contact the three U.S. credit reporting agencies to place the

security freeze. The fee is $10 for each credit reporting agency. The agencies 3 ;
may waive the fee if you can prove that identity theft has occurred. Keep in R
mind that when you place the freeze, you will not be able to borrow money, e
obtain instant credit, or get a new eredit card until you temporarily lift or : T
permanently remove the freeze. o

To obtain a security freeze, contact the following

agencles: Equifax: 1-888-208-0045; web:

www.fresze.equifax.com
TransUnion: 1-800-680-7289; web: www.fransunlon.com (search for

security freeze) Experian: 1-888-EXPERIAN;
www.experian.com/freeze.com

For more information, see the website for the Oregon Department of .
Consumer and Business Services at www.dfcs. oregon.govl’ d_theft.htmi and 9

click on “How to Obtain a Security Freeze.”

If you have further questions or concerns, you may contact us at this special
telephone number: 000- 000-0000. You can also check our website at
www.ourwebsite.org for updated information.

Sincerely,

* Reporting to credit agencies is required only for breaches affecting 1,000 or

more persons.
** Not required under ORS 646A.600-646A.628.
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Appendix E

BACADL
Edfactiva Dato: D1/01/2645

Determined Breach Notifieation Form

Sectionl
Complete and submit within 72 hours of determination or notification,

Determined

Finance Cabinet Secratary

Autifor of Publlc Accounts (APA)

Kentucky State Police (KSF)

Attarney Genersl (AG)

Commissioner of Dapartment of Library and Archives, If breach detenmined

Chiefinformation Officer of Commonwealth Office of Technology

If Department of Loral Govemment under KRS 61.931(1}{b) or {c} also contact:
Commissioner of Department of Local Government

if Publle School Distric llsted In KRS 61.531(1)(d) also contact:
Commlssioner of Kentucky Departmentof Education

If Educational entity listed under KRS 61.931{1){e) also contact:
President of Councli on Postsecondary Education

O B 0O puoooD

Agency Name;

Agency Confact:

Agency Contact Emall:

Agency Contact Phone Number!

Date of Naotification to Agencles: Time of Notification:

Date Breach Determined;

Sectiond
Complete this partion after the conclusion of the investigation regarding whether the Security Breach has resulted Inor
Is likaly to vesult i the misuse of personal Information, Provide potice to agencles within 48 hours of completing

Sy i’ Wk

Investigation,
Personal Information Breached: [JYes [No
IfYes, Bxplain:
Total Number of individuals Impacteds Date {ndividuals Notified:
Type of Notlces Sent Out {select all that apply and pravide expttanations)s
[[] web Posting; 1 Emall:
[ Local or Reglonal Medla: [] Tetephone:
O tetter: [[] other:
DId You Notify Consumer Credit Reporting Agenctes? [ JYes [INo If Yes, Date:
Any Other Breach Compllance Requirements Apply suchas Federal? [ Jves [INo

lf‘{es;. Explain:

PageLot2
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FAC-001 i
Effactiva Data: 01/01 2018 i

Third Party Breach: [ JYes [No
1f Yes, Third Party Name: - :
If Third Party Involved, When DId They Natify the Agency: :

If a delay then please attach the delay notiflcation record along with supporting documentation, Was there a
delay due to:

0 Law enforcement Invesfigation. Reference to KRS 61,933 (8)(a) i

0 Anagency determines that meastres nacessaty to restore the reasonable Integrity of the data system :
cannot be implemented within the timeframe established and will delay the breach determination, i
Dalay will need to be approved In writing from the Office of the Attorney General, Reference to KRS

61,933 (3)(b) o
4 |
i i ! | I
Sectlon3 H

Complete and submitat the conclusian of the investigatlan and any notlce and resolution process, ; ; [

Actlons Taken to Resolve Breach:

Actlons Taken to Prevent Additional Securlty Breaches in Future, IFany:

A General Descriptlon of what Actlons are Taken as a Matter of Course fo Protect Personal Data from Securlty Breaches:

Any Ouantlfishle Financial Impact to the Agency Reporting the Sacurity Breach;

Reference:
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Appendix F

FAC-FO02
Effactiva Dato: 04/01/2015
Delay Notifioation Record

All documentation In referance to the delay should be atiached to the notification record.

Agesncy Name:

" Party Name, If applicable:

Agencles are to use this farm to record Information:

3 Ifa law enforcement Investigation has delayed the nofificatlon process for a breach determination,
Refarance to KRS 61.933 (3)(e)

Date Law Enforcement Notifled Agency:

Law Enforcement Agency:

O if an agency determines that measures nacsssary fo restore the reasanable Integrity of the data
aystem cannot be Implemented within the timeframe establlshed and will delay the breach
determingtion. Dalay will need to be approved In willing from the Office of tha Attomey General.
Reference to KRS 61.933 (3)(b)

Date Submitted to Offlca of Attomey Genaral:

Date Approved by the Ofice of Attorney General:

Tie agenhcy will subtnit farm FAC-0D1 as required by KRS 61,833 If faw enforcement has not contacted it
within seventy-two (72) hours of a dstermined breach.
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