EXPLANATION: THE FEDERAL BUREAU OF INVESTIGATION (FBI) REQUIRES THAT THE KENTUCKY
STATE POLICE (KSP) AUDIT SCHOOL DISTRICTS FOR COMPLIANCE WITH CRIMINAL HISTORY
RECORD INFORMATION (CHRI). IN COLLABORATION WITH KSP, THIS PROCEDURE WILL ASSIST
DISTRICTS WITH COMPLIANCE.

FINANCIAL IMPLICATIONS: COSTS OF TRAINING/MAINTAINING/DESTROYING RECORDS

PERSONNEL 03.11 AP.2521
Criminal History Record Information

PURPOSE

The NKCES may use Criminal History Record Information (CHRI) obtained from the Kentucky
State Police (KSP) to check qualification for employment or service as provided in KRS 160.380
and related policies and for authorizing personnel who will make fitness determinations. CHRI
may not be used for any other purpose.

AUTHORITY

The NKCES has the authorization to submit fingerprints to KSP for a fee-based state and federal
background check pursuant to KRS 160.380.

NONCRIMINAL JUSTICE AGENCY CONTACT (NAC) & LocAL AGENCY SECURITY OFFICER
(LASO)

The Superintendent will designate employee(s) to serve as the NAC and LASO points of contact
with KSP through which communication regarding audits, NKCES personnel changes, training,
and security are conducted. The NAC and LASO will receive and disseminate communication
from KSP to all authorized NKCES personnel. Additionally, the LASO shall where applicable:

1. Identify who is using the Criminal Justice Information Services (CJIS) Systems
Agency (CSA) approved hardware, software, and firmware and ensure no unauthorized
individuals or processes have access to the same.

2. Identify and document how the equipment is connected to the state system.

3. Ensure that personnel security screening procedures are being followed as stated.

4. Ensure approved and appropriate security measures are in place and working as
expected.

5. Support policy compliance and ensure the CSA Information Security Officer is

promptly informed of security incidents.
AUTHORIZED PERSONNEL

Authorized personnel will be given access to view and handle CHRI after completing the required
Security Awareness Training and any additional training required by KSP. Only authorized
personnel may access, discuss, use, possess, disseminate, or destroy CHRI.

The NKCES will keep an updated list of authorized personnel that will be available to the KSP
Auditor during the audit process.

TRAINING OF AUTHORIZED PERSONNEL

The NKCES will ensure all persons authorized to have CHRI access will complete Security

Awareness Training via CJIS Online immediately upon hire or appointment to access CHRI. The
NAC will keep on file the Security Awareness Training certificate on all authorized personnel.

The NKCES will ensure authorized users complete recertification of Security Awareness Training
every twenty-four (24) months.

Authorized personnel will review the KSP website Noncriminal Justice Agency (NCJA) section
for policies, procedures, and forms necessary for CHRI handling and fitness determination.




PERSONNEL 03.11 AP.2521
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Criminal History Record Information

FINGERPRINT CARD PROCESSING

The NKCES requires that all covered persons for whom fingerprint check is required must provide
a valid, unexpired form of government-issued photo identification prior to fingerprinting to verify
their identity.

A copy of the FBI Privacy Rights Notification will be provided to the covered persons prior to
fingerprinting. Covered persons will also be advised of the process regarding a challenge of the
criminal history record.

Covered persons that have disclosed a conviction must still be fingerprinted. Proper reason for
fingerprinting must be documented in the “Reason for Fingerprinting” box.

Proper chain of custody procedures protecting the integrity of the covered person’s fingerprints
prior to submission will include maintaining fingerprints in a secure environment, in a sealed
envelope.

COMMUNICATION

Authorized personnel may discuss the CHRI results with covered persons in a secure, private area.
Extreme care will be taken to prevent overhearing, eavesdropping, or interception of
communication.

The NKCES will not allow a covered person to have a copy of their record or take a picture of it
with an electronic device.

The NKCES will provide the covered person with required forms and options to obtain their record
if a record is to be challenged.

PHYSICAL SECURITY

The NKCES will ensure that information system hardware, software, and media are physically
protected through access control measures by ensuring the perimeter of a physically secured
location shall be prominently posted and separated from non-secure locations by physical controls.
The NKCES will control all access points (except for those areas within the facility officially
designated as publicly accessible) and will verify individual access authorizations before granting
access. The NKCES will control physical access to information system distribution and
transmission lines within the physically secure location. The NKCES will control physical access
to information system devices that display Criminal Justice Information (CJI) and will position
information system devices in such a way as to prevent unauthorized individuals from accessing
and viewing CJI. The NKCES will monitor physical access to the information system to detect
and respond to physical security incidents. The NKCES will control physical access by
authenticating visitors before authorizing escorted access to the physically secure location (except
for those areas designated as publicly accessible) and will escort visitors in a secured location.
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Criminal History Record Information

STORAGE AND RETENTION OF CHRI

The fingerprint results from KSP should only be handled by authorized personnel.

During the fitness determination:

CHRI will be stored in a locked drawer/container at the Central Office and only accessible

to authorized personnel.

CHRI will be stored in a separate file that cannot be released for any public records request

and will not be archived in a publicly accessible location.

CHRI results will be stored electronically the agency using proper security and encryption

methods.

If stored electronically, the NKCES will ensure compliance of CJIS Security Policy for

the Network Infrastructure to include the following:

1. Network Configuration

2. Personally Owned Information Systems
3. Publicly Accessible Computers
5

4. System Use Notification
Identification/User ID
. Authentication

6
7. Session Lock

8. Event Logging

9. Advance Authentication
10. Encryption

11. Dial-up Access
12. Mobile Devices

13. Personal Firewalls

14. Bluetooth Access

15. Wireless (802.11x) Access

16. Boundary Protection

17. Intrusion Detection Tools and Technigues
18. Malicious Code Protection

19. Spam and Spyware Protection

20. Security Alerts and Advisories

21. Patch Management

22. Voice over Internet Protocol (VoIP)
23. Partitioning and Virtualization

24. Cloud Computing

Per KRS 61.878, CHRI is not subject to disclosure under the Kentucky Open Records Act

and will not be archived in a publicly accessible location.
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Criminal History Record Information

MEDIA TRANSPORT

The NKCES will protect and control digital and physical media during transport outside of
controlled areas and will restrict the activities associated with transport of such media to authorized

personnel.
DisPosAL oF MEDIA CHRI

The NKCES will properly sanitize or destroy physical or electronic CHRI per the Kentucky
Department of Libraries and Archives (KDLA) Public School NKCES Records Retention
Schedule. If a third party performs the destruction, an authorized person shall accompany the
CHRI through the destruction process. For electronic media, the NKCES shall overwrite three (3)
times or degauss digital media prior to disposal or release, inoperable digital media shall be
destroyed; cut up, shredded, etc. The NKCES shall ensure the sanitation or destruction is
witnessed or carried out by authorized personnel.

Misuse oF CHRI

In the event of deliberate or unintentional misuse of CHRI, the NKCES will subject the employee
to disciplinary action per Board policy and procedures, up to and including termination, or request
for criminal investigation/charges.




EXPLANATION: THE FEDERAL BUREAU OF INVESTIGATION (FBI) REQUIRES THAT THE KENTUCKY STATE POLICE (KSP) AUDIT SCHOOL DISTRICTS FOR
COMPLIANCE WITH CRIMINAL HISTORY RECORD INFORMATION (CHRI). EMPLOYEES AUTHORIZED TO USE CHRI WILL COMPLETE SECURITY
AWARENESS TRAINING VIA CRIMINAL JUSTICE INFORMATION SERVICES (CJIS).
FINANCIAL IMPLICATIONS: COSTS OF TRAINING/MAINTAINING/DESTROYING RECORDS
EXPLANATION: TITLE IX SEXUAL HARASSMENT REGULATIONS (34 C.F.R. § 106.45) EFFECTIVE AUGUST 14, 2020, REQUIRE TRAINING OF INDIVIDUALS ON
TITLE IX SEXUAL HARASSMENT/DISCRIMINATION.
FINANCIAL IMPLICATIONS: COST OF PROVIDING NOTICE AND TRAINING TO ALL PERSONNEL
EXPLANATION: SB 9 AMENDS KRS 158.305 TO CHANGE TERMINOLOGY FROM RESPONSE TO INTERVENTION TO A MULTI TIERED SYSTEM OF SUPPORTS
FOR ACADEMICS.
FINANCIAL IMPLICATIONS: NONE ANTICIPATED

DRAFT 6/1/22



PERSONNEL

03.19 AP.23

NKCES Regional School Program Training Requirements
See Regional School Program (RSP) and/or District of Record Policies and Procedures.
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EXPLANATION: THE FEDERAL BUREAU OF INVESTIGATION (FBI) REQUIRES THAT THE KENTUCKY
STATE POLICE (KSP) AUDIT SCHOOL DISTRICTS FOR COMPLIANCE WITH CRIMINAL HISTORY
RECORD INFORMATION (CHRI). IN COLLABORATION WITH KSP, THIS PROCEDURE WILL ASSIST
DISTRICTS WITH COMPLIANCE.

FINANCIAL IMPLICATIONS: COSTS OF TRAINING/MAINTAINING/DESTROYING RECORDS

PERSONNEL 03.21 AP.2521
Criminal History Record Information

See existing Procedure 03.11 AP.2521 for Criminal History Record Information.

RELATED PROCEDURE:
03.11 AP.2521




EXPLANATION: SB 42 AMENDS KRS 45A.380 BY CHANGING THE DESCRIPTION OF PERISHABLE FOOD
ITEMS.
FINANCIAL IMPLICATIONS: POTENTIAL SAVINGS IN PURCHASING PERISHABLE FOODS

FISCAL MANAGEMENT 04.32 AP.1
Procurement

A. Conditions, including emergencies, and procedures under which purchases may be made by means
other than competitive sealed bids.

Purchasing officers are authorized to acquire goods, services, or construction through noncompetitive
negotiation under the following circumstances, providing a written determination is made that
competitive bidding is not feasible. If available, quotes from three (3) suppliers shall be secured if for
purchases exceeding $2,500. At least one (1) of the following conditions shall be met:

1. Anemergency has been determined.

An emergency condition is a situation that creates a threat to public health, welfare, or safety such
as may arise by reason of floods, epidemics, riots, and equipment failures. The existence of such a
condition creates an immediate and serious need to supplies, services, or construction that cannot
be met through normal procurement procedures and the lack of which would seriously threaten (a)
the functioning of the NKCES; (b) the preservative or protection of property; (c) the health or safety
of any person. When such conditions exist, the Executive Director and designated purchasing
agents are authorized to purchase through noncompetitive negotiation. The determination of an
emergency and the details of the procurement shall be stated in writing and reported to the Board
at its next regular meeting.

2. The product or service to be procured is available from a single source.

3. A necessity is temporarily unavailable from the contracted supplier.
When a particular necessity is temporarily unavailable from the contract supplier and the
purchasing officer makes a written determination to that effect, the purchasing officer has the
authority to treat such items as a single source of services or products and has authority to proceed
to procure the same by noncompetitive negotiation.

4. Contracts for services.

The NKCES may contract for the services of licensed professionals such as attorney, physician,
psychiatrist, psychologist, certified public accountant, registered nurse, or educational specialist:
technicians such as plumber, electrician, carpenter, or mechanic; or an artist such as a sculptor,
aesthetic painter, or musician; printers for special projects. This provision shall not apply to
architects or engineers providing construction management services rather than professional
architect or engineer services.

Noncompetitive negotiations for services of licensed professionals shall occur only when
specialized training is required of the contractor, when a specific program or service can be
delivered by only one or a few individuals, or when travel costs and time dictate constraints on the
bidding process.

5. The contract is for the purchase of perishable items, as indicated in applicable federal and state

law, purchased with funds other than school nutrition service funds on a weekly or more frequent




FISCAL MANAGEMENT 04.32 AP.1
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Procurement

Purchase of such items with school nutrition service funds shall be done consistent with
methods authorized by federal regulation (7 C.F.R. §3016.36).

6. The contract or purchase is for replacement parts where the need cannot be reasonably
anticipated and stockpiling is not feasible.

7. The contract is for proprietary items for resale.

8. Items for resale include printed documents; stocks and inventories for school bookstores;
candies; soft drinks, and, all other items that are sold to students and to the general public.
Supplies that must be processed prior to resale such as food purchases for the lunchroom
are not included as items for resale.

9. The contract or purchase relates to an enterprise in which the buying or selling by students
is a part of the educational experience.

10. The contract or purchase is for expenditures made on authorized trips outside the
boundaries of the service area of the agency.

11. The contract or purchase is for purchase of supplies that are sold at public auction or by
receiving sealed bids.

12. The contract is for group life insurance, group health and accident insurance, group
professional liability insurance, worker’s compensation insurance, or unemployment
insurance.

13. The contract or purchase is for a sale of supplies at reduced prices that will afford a
purchase at savings to the school NKCES.

14. The contract or purchase is from a state, U.S. Government, or other public agency.

15. The contract or purchase is from a state, U.S. Government, or other public agency price
contract.

16. Specifications cannot be made sufficiently specific to permit an award on the basis of either
the lowest bid price or the lowest evaluated bid price.

17. Sealed bidding is inappropriate because the available sources of supply are limited.
18. The bid prices received through sealed bidding are unresponsive or unreasonable.
B. Reverse Auction

Competitive bidding or competitive negotiation for goods and leases may include use of a
reverse auction, which is to be conducted as provided in KRS 45A.365 (competitive sealed
bidding) or KRS 45A.370 (competitive negotiation).

C. Rejection of bids, consideration of alternate bids, and waiver of informalities in offers.

The conditions for bidding shall be applicable to and incorporated in all invitations for bids.
Failure to comply with such conditions shall be cause for rejection of the bid. The Board or its
designee retains the right to waive any informalities in offer.

D. Confidentiality of technical data and trade secrets information submitted by actual and
prospective bidders or offerors.

Technical data and trade secrets information submitted by actual and prospective bidders are
exceptions to the open records requirements and shall be rated confidentially.
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Procurement

E. Partial, progressive and multiple awards.
The NKCES purchasing officer is authorized, when feasible, to advertise for bids as a discount
from a price list or catalog. The conditions shall state that multiple awards may be made. When
such multiple awards are made, purchases at the contract discount may be made from such
price lists or catalogs without further negotiation. However, any changes in the price list
exceeding ten percent (10%) during the period of the contract shall disqualify such items from
purchase.

F. Supervision of store rooms and inventories, including determination of appropriate stock
levels, and the management, transfer, sale or other disposal of government-owned property
shall be the responsibility of the purchasing officer of the NKCES.

G. Definitions and classes of contractual services and procedures for acquiring them.
The NKCES may obtain the services of various classes of professionals, technicians, and artists
by noncompetitive negotiation when specialized training is required of the contractor, when a
specific program or service can be delivered by only one or a few individuals, or when travel
costs and time dictate constraints on the bidding process.

H. Procedures for the verification and auditing of local public agency procurement records.

The Executive Director shall maintain sufficient records for the Board to verify all purchasing
agreements and purchases made through such agreements. Financial records of all transactions
related to the purchase of goods and services for the NKCES or individual schools are subject
to an annual financial audit.

I. Annual reports from those vested with purchasing authority as may be deemed advisable in

order to insure that the requirements of this policy are complied with.

1. Each staff member authorized to approve purchase orders shall:
a. Keep a copy of all purchase orders issued.
b. Maintain a log to include the name of the vendor from which products or services
were obtained.
¢. Record the purpose of the product or service.
d. Record how the decision was made to purchase from the vendor (bid, negotiation,
single source, state price contract, etc.)
e. List other vendors contacted and their cost for the product or service.
2. All Board policies and NKCES procedures pertaining to procurement, whether
promulgated under KRS 45A.345 to 45A.460 or otherwise, shall be maintained in
the NKCES Office and shall be available to the public upon request at a cost not to
exceed the cost of reproduction.

J. Except as permitted by law, every invitation for bid or request for proposals shall provide that
an item equal to that named or described in the specifications may be furnished.
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Travel Request Form
Name B-Board- Member——E-Employee—E-Other-asspecified
School/Work Site ——————— Conference/Workshop
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Expenses-paid-by:—EHndividual —E-NKCES 3 Special Education—E}—Other,—as—specified

Substitute Needed2— F1-No—E1-Yes— NumberofDays———
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PERSONNEL 03.125 AP.21

N K NORTHERN KENTUCKY COOPERATIVE FOR EDUCATIONAL SERVICES
5516 East Alexandria Pike, Cold Spring, KY 41076
Phone (859) 442-8600 Fax (859) 442-7038

Overnight Travel Request

CONNECT

SERVE

Employee Name: Date(s) of Meeting/Conference:

Name of Meeting/Conference:

Program Name & #: Locationof Meeting/Conference:
Departure Date & Time: Return Date & Time:
ESTIMATED EXPENSES (PO Request Required) ADMIN USE
Registration $ PO:
Fee:
Lodging: $ PO:
Rental Car: $ PO:
Airfare: $ PO:

REIMBURSEMENT AFTER TRAVEL

Meals (___ days x (seenote)): $
Mileage ( miles (see note)): $
Taxi/Uber $
Parking $
Luggage 3

Daily Meal Reimbursement Maximums: In-State $366/day Out of State $4436/day
Mileage reimbursed at current state mileage rate at time of travel
Itemized receipts required for all expenditures

Signature of Applicant/Date

Signature of Program Director/Date
RELATED PROCEDURE:
04.31 AP.2 (Credit Card)



