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Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with the District 
Technology and Confidential Information. 

APPLICABLE BOARD POLICY: 
01.61 Records Management 

HISTORY/BACKGROUND: 
District Staff have reviewed and selected two (2) online video courses that best meet the intentions of this 
annual training requirement. Both videos are assigned to ALL District Staff to review at the beginning of the 
fiscal year through the SafeSchools Training System (Vector Solutions). Additionally, the Technology 
Department has prepared a training class to be included with the annual PF A Program on a yearly basis. This 
course provides Best Practice Guidelines for use with District Technology and Confidential Information. 

FISCAL/BUDGETARY IMPACT: 
None 

RECOMMENDATION: 
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with District 
Technology and Confidential Information. 

CONTACT PERSON: 
Matthew Winkler, Director of Technology n 
/k&lk flJ ~ 
Principal/ Administrator District Administratr 

Use this form to submit your request to the Superintendent for items to be added to the Board Meeting Agenda. 
Principal -complete, print, sign and send to your Director. Director -if approved, sign and put in the Superintendent's mailbox. 
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Kenton County School District 
Data Security and Breach Notification Guidebook 

As of October 7, 2016 

I Board Policy - Records Management 1.61 
The ICenton County School District Administration shall acknowledge to the Board of 
Education in a public meeting prior to August 31st of each year that the District has reviewed 
the Data Security and Breach Notification Best Practice Guide and implemented best 
practices that meet the needs for reasonable security protection over personal information. 

Personal Information is defined as an individual's first and last name or first initial and last 
name; personal mark; or unique biometric or genetic print or image, along with any of the 
following data elements: 

• Account number, credit or debit card number, that, in combination with any required 
security code, access code, or password would p~rmit access to an account; 

• Social Security number; 
• Taxpayer identification number that Incorporates a Social Security number; 

• Driver's license number, state identification card number, or other individual 
Identification number issued by any agency; 

• Passport number or other identification number issued by the United States 
government; or 

• Individually identifiable health information as defined in 45 C.F.R. sec. 160.103 
(Appendix Al except for education records coverE!d by the Family Educational Rights 
and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix B) 

Security Breach is defined as an unauthorized acquisition, distribution, disclosure, 
destruction, manipulation, or release of unencrypted or unredacted records or data that 
compromises or is reasonably believed to compromise the security, confidentiality, or 
integrity of personal information and results in the likelihood of harm to one or more 
in~ividuals; or the release of encrypted records along with the key or process necessary to 
unencrypt the records. 

--- - - - --------------
1 



- - - - - -------

KRS 61.931- House Bill 5 
Procedures and practices to safeguard against security breaches must be implemented by any 
entity that maintains or possesses personal Information in accordance with applicable KRS 

and federal laws. 

For any contracts involving personal information that are entered into or amended after 
January 1, 2015, specific language requiring protection of the data must be Included. The 
following Memorandum of Understanding was developed by the ICenton County School 
District legal counsel and shall be utilized with all software purchases: 

Memorandum of Understanding-See Appendi,c C 

The following guidelines were prepared around three major areas of consideration as 
identified by the Kentucky Department of Education: 

• Protection and Prevention 
• Preparation for Notification 

• Notification 
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Protection and Prevention 

All District employees are charged with protecting the confidentiality of personal information 
whether it pertains to customers, employees, parents, or students. The basic premise is to 
remain vigilant In the safekeeping of all paper records and all electronic records. Employees 
are encouraged to collect the minimum amount of personal Information necessary to 
accomplish the given task and retain the information for the minimum time required by law, 

The following ltenton County School District departments are Identified and charged with the 
use, maintenance, and safeguard of records which contain personal and confidential 
Information: 

• Personnel 
o Student Support Services 

11 Finance 

• Technology 
• Special Education 
• Preschool 
• Food Service 
• Transportation 
• Support Operations 
• School Level Office Staff 
• Nursing Services 

There are many departments and employees that come into contact with and use 
-- -Information that can be considered_p..ersonal and confidential. As such, all district employees 

will be provided a brief overview and basic training in order to strengthen our coverage and 
safeguard the protection of restricted personal records from unauthorized personnel. 

Each department shall inventory all records which contain very personal and restricted 
information which must be considered for appropriate protection. These records shall be 
reviewed periodically (annually at a minimum) in order to determine the rights and privileges 
of district staff that have primary responsibility to utlllze the restricted personal information. 
More importantly, the district staff charged with maintaining the records shall adhere to 
strict guidelines which are designed to protect the restricted Information reflected in the 
documents. 
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The following guidelines are to be utilized by all district staff responsible for the safeguarding 
of personal and restricted Information: 

• Maintain an inventory of all electronic and paper records that contain personal 

Information 
• Classify Information contained in all restricted records according to sensitivity and 

level of risk if that Information was accidentally or intentionally accessed by anyone 
without a need to know 

• Strictly adhere to the records retention requirements for all sensitive records 
• Supervisors shall annually assess the access rights afforded to district staff as it 

pertains to restricted flies and data bases 
• Whenever practical, all high-risk information shall use data encryption to protect the 

sensitive files in combination with host protection and access control 

• Remove rights and access privileges immediately upon severance of employment for 
employees that have the responsibility to use and maintain sensitive files; retrieve all 
keys and building access control devices; remove all staff from security alarm c:ode 

systems 
• All ~mployees shall have an annual awareness training regarding the importance of 

protecting and safeguarding restricted personal information contained In paper files 
and electronic data bases; the annual training shall also Include a comprehensive 
review of Data Security and Breach Notification Best Practice Guide. 

• All employees shall review the following awareness training videos located on the 
Safe Schools Training Site: 

Cybersecurlty Overview 
Protection Against Malware 
FERPA: Confidentiality of Records 

• Use strong passwords or pass phrases and change them frequently 

• Keep a password, PIN, or pass code on all devices including laptops, tablets, and smart 
phones 

• Require all contract vendors that utilize personal information on behalf of the school 
district to sign and adhere to the guidelines established In the District Memorandum 
of Understanding; all M0U's must be maintained and renewed annually 

• Each district staff member that is charged with the maintenance or access to personal 
restricted information shall adhere to appropriate office maintenance requirements 
designed to protect access to confidential records throughout the course of the work 
day and after work hours 
- Only print files or records that contain restricted personal information if necessary 
- Never leave restricted files on common space printers or copiers 
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Never leave restricted files on desk top computer screens or printed files laying on 
the desk surfaces when you are away from the work space 
File all confidential information in securely fastened spaces when not In use 
Properly manage and control all confidential conversations 
Pay attention to confidential information being displayed on monitors in an open 

setting ., 
• Establish language for solicitation of Request for Proposals that reflects the desired 

restrictions and controls necessary to safeguard personal restricted information to be 

utilized as part of the third-party work 

L 

•• l 



- - - --

Preparation for Notification of Affected Individuals 

In the event there Is a suspect data breach, the ICenton County School District will initiate the 
appropriate response plan. The Preparation for Notification of Affected Individuals was 
prepared using elements from the Best Practice Gulde and pertinent data breach legislation. 
The Director of Technology shall be the Lead agent for the District and assume responsibility 
for the coordination of all Internal investigation and notification procedures. The process for 
investigating a potential data breach is outlined in the following procedures: 

1) 

2) 

3) 

4) 

5) 

6) 

7) 

The lead staff member charged with managing the breach of data security process 
shall be Chris Setters (Director ofTechnology). 
The lead staff member shall immediately notify the Superintendent of Schools 
regarding any data breach incident. 
The Superintendent of Schools shall notify District legal counsel regarding any data 
breach incidents. 
The lead staff member shall engage the District Safety and Security Officer to assist 
with the Investigation. 
The lead staff member shall work with the departmental supervisor to ascertain the 
scope of the data breach as well as the schedule of affected individuals for the 
notification process. 
Notification tQ affected Individuals whose unencrmted l!ersonal Information bave 
been, or are reasonably believed to have been, acquired by an unauthorized person 
shall be greeared and disseminated within ~5 sli!~ In accordance with House Bill 5. A 

dr!!ft notiflciti~D letter to individuals is f12uad iD AeReadhs D. 
Outside law enforcement agencies with expertise in investigating crimes that involve 
tecJmology shall be contacted for advice and assistance with any data breach 
Incidents. Identify any and all agencies that may be of assistance with an 
investigation and secure contact information in the case of a data breach incident. 

8) Immediately assess and prepare strategies to contain, control, and correct any data 
security breach incidents. Document any issues discovered and response actions 
taken. 

9) Perform a thorough review of the actions and flaws with the District data security 
platform leading up to the data breach. Mal<e any necessary adjustments to the 
structure in order to prevent future incidents. 

10) Consider the use of a Cyber Reslllence Review to evaluate the operational resilience 
and cyber-security practices. 
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Notification 

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data 
breaches. KRS 61.931, ET SEQ. (HB S), l(entucky School Districts are required to notify both 
the individual of a breach and various state officials. House Bill 5 addresses the safety and 
security for personal information held by pu~lic agencies and requires public agencies and 
nonaffiliated third parties to implement, maintain, and update security procedures and 
practices, including taking any appropriate corrective action to safeguard against security 
breaches. 

House B111232 requires consumer notification when a private party data breach reveals 
personally identifiable Information. This bill also requires cloud computing service providers 
contracting with educational Institutions to maintain security of student data. The District 
Technology Coordinator shall assume responsibility for approving and finalizing all cloud 
based service provider agreements. 

The District Technology coordinator shall utlllze the following forms developed by the 
Commonwealth Office of Technology for use in the event of a breach or a suspected breach of 
data. 

• Data Breach Notification Form FAC-001- See Appendix E 

• Delay of Notification Form FAC-002 - See Appendix F 

___ The notification rg_quirements are designed to alert individuals ~f such data ~eaches and 
provide those affected Individuals with an opportunity to take appropriate actions to 
mitigate the personal damage from potential Identity theft or other harm. The following 
guidelines were established by the ICentucky Data Breach legislation: 

o Prepare a description of the categories of Information that were subject to the 
security breach, including elements of personal Information that were believed to be 
acquired; 

o Contact information for the notifying agency, including the address, telephone 
number; 

o A description of the general acts of the agency, excluding disclosure of defenses used 
for protection of information from the following sources about steps the Individual 
may tal<e to avoid identity theft, for: 
- The major consumer credit reporting agencies; 
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- The Federal Trade Commission; and 
- The Office of the ICentucky Attorney General 

The data breach legislation that went Into effect In January 2015, each District has a total of 
35 days from the time of their formal notification of agency contacts to notify all individuals 
impacted by the security breach. If the internal investigation leads to a reasonable conclusion 
that an unauthorized person through criminal activity may be involved in the data breach 
then the local law enforcement should be notified. 

The appropriate State staff should be notified within 48 Hours if the investigation finds that 
the misuse of personal information has occurred or Is likely to .occur. The length of the 
investigation is not established by this bill and will vary with each incident. 

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form 
FAC-001 to KDEDataBreachNotiflcation@Educatlon.ky.gov and to the following agencies as 
required by KRS 61.933: 

• Attorney General's Office 
• Auditor of Public Accounts 
• Finance and Administration Cabinet 

• Kentucky State Police 
• Kentucky Department of Library and Archives 

• Commonwealth Office of Technology 

The Department of Data Breach Notification at the ICentucl<y Department of Education will 
provide the most current contact information for each State agency representative. If the 
investigation involves law enforcement officials and prevents the full disclosure of 
information to the Department, then form FAC-0D2 shall be utilized as required by l<RS 
61.933. The Investigation shall be conducted In a reasonable and prompt manner in order to 
determine whether the security breach resulted In or is likely to result in the misuse of 
personal information 
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Appendix A 

Department ot Heallh and Human Services §160,103 

tbla suboh&pter apply to the follow111g rovlew, quallty aasurance, patient ea!e• 
entitles: ty aotlvltlea Ueted at 42 OFR U0, bill· 

(1) A heo.ltb plan. ma, benefit mana11ement, praot1oe 
(2) A hee.ltll care oleartnghouse, manngement, and reprloln11; or 
(8) A health oare provider wb.o trans- (ii) ProV!dea, other tban in the oapo.o• 

mtts •uY health 1nforme.tlon 1D eleo- tty or a member of the workCoroe or 
tronto rorm In oonneotlon withe. trans- suob oovered entity, legal, 11otu11rla.l, 
o.otlon oovored by thla aubohapter, .o.ooount1lla, 00nBUlt1n11, d11te. 118'111'8110.· 

(b) Whore provided, the ate.nd&1'da, re- tlon (as defined In 1184.601 or thle eub• 
Q.Ulrements, and 1mplemente.tlon speol• ohapter), management, administrative, 
ttoo.tlons adopted under this subollapter . aooredltat1on, or flna.nolo.1 eervloes to 
apply to a. buelncss aesoola.ts, · or for 1uoh oovered entity, or to or for 

(o) To tbe extent u11ulred under the 11,n Ofllan1zed health oare &rr&ngement 
Soolal Seow,lty Aot, 42 u.s.a. 1320Br Jn wbloh tho covered entity 11artlol• 
70(&)(6), nothing In this aUbohapter »&tee, whera the 11rovlalon of the serv
sball bo oonatrued to dlmtntsh the a.u- loo 1nvolve1 the dlaoloaore of proteoted 
thorlty of any Inapeotor Genera.1, In• health lnforma.tlon from such oovered 
oludtog suob authority as provided In entity or arranirement, or from another 
the Inepeotor Gen oral Aot of 1978, aa bll8\ne•a a11oola.te of ouo'b. oovered entl• 
a.mended (6 ll'.S,O, App.), ty or arr1.nge1nent, to tbe person, 
(OD P.R 011'180, Doo, 20, 2000, 111 amonded At a, (2) A oovered entity mav be a bual• 
Ill!. 83283, Aug, 14, 2002; 78 m B8117, Jan. I!,!, nese a1100l~te of another oovered entl• 
2013] ty. 
neo.108 Detl.nltlona, (S) Butlnm 01Boc/ota lnoludea: 

(I) A Realth Information Orira.nlza.• 
Exoepb ae otherwise provided, the fol• tlon, »,preacrlblD&' Ga.tam>¥, or otbe1• 

lowing dellnltlons appJy to thle sub- person that provides data transmission 
obapter: services with reepeot to protected 

Aot muns the Soolal Security Aot. hea.lth Information to a ooverod entity 
Adms11r1trallvs s1mpl(ftcat1on prom/on and that requires aooeee on a routine 

means any requirement or prohibition baste to auob proteoted health lnforme,,, 
established by: tton, 

(1) 42 U,S,O. 1820d-l320d-4, 1320d-l, (U) A poraon tha.t orcem a. personal 
1320d-D, e.nd 1820d-9; health rooord to one or more tndlvld· 

(2) l!eotlon 264 of Pub. L. l0A-191: us.le on behalf of a. oovered entity. 
(8) ·Seotlons 13400-19424 of PUbllo La.w (Ill) A auboontraotor tlla.t area.tea, re-

111-6: or (4) Thie eubohapter, oolves, mo.tnto.tne, or tranemite pro-
.dLJ mealll Adm1nletta.tlve Law tooted health information on behalf or 

Judge, the bustnus usoola.te . 
.ANSI ate.nas for the American Ne,, (4) Bul/111,u ouoolat.e does not \nolude: 

tloHl Standa1'da Institute, (I) A health oare provider, wtt'h re. 
Bu1lllsu e1.11oofofa: (1) Eloept as pro- apeot to dleolosUl'ee bY a oovered entity 

vlded In paragraph (<I) of th1o detlnl- to the health oa.re provider oonoerntnl! 
tton, buslnu• J.11000l11.te meane, With re• the treatment of the mdlvldoal. 
BPOOt to a. oovered entity, a. pexvon who: (II) A plan sponeor, with reapeot to 

(I) On ~eha.lf of suoh oovered entity dleoloaurea by a group llealtb pla.n (or 
or of an orsantzed baa.1th oara arrange- bY a health IDBIU'&Doe issuer or HMO 
ment (as defined In this eeotlon) ln wltb reapeot to a. 11roup hea.lt'b. plo.n) to 
wbloh the oovered entity partlolpatea, the plansponaor, to the extent tlte.t tha 
but other than 1n the o&paolty of a re11,ulremente of §164.60t(f) of tble sub• 
member of the workCOl'OO of BDDh oov• Ollapter apply and are met. 
ered entity or anangoment, oreatss, (Ill) A government agenoy, wltb re• 
reoelVH, ma.tnte.lJI•, or transmits pro- apeot to determ\nmg eligibility for, or 
teated ho11lth Information for a funo- enrollment In, s. government health 
tton or aotlvlty re11nla.ted by this sub- plan thll.t provides publlo banetlta and 
obapter, 1nolndlng ola.1me prooesslng or lJI administered by a.nother government 
e.dm\nlatratlon, da.ta. anal1111la, proo• 1111enoy1 or oolleotlnr protected health 
eaatng or admmlotL•atlon, utilization lnforma.tlon for euoh purpoaes, to the 
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§ 160.103 

extent · l!Uoh aot1v1t!&B are authorized 
byla.W, 

(lv) A oovered ent1ty pa.rtlolpat!ng 1n 
all ol'(tll!llzed health oaxe auansoment 
tbat ])&rfoJ.'IllS a :fUnotlon or a.otivlwr M 
deaorlbed by PILT/llll'/l.J:lh (1)(i) of th1B 
det!nmon tor or on behalf ofew,h Ol'll'Br 
Dlzed l1ealth oa.re urangement, or that 
provides a. uorvioo ILR deuoi:lbed ln parar 
graph (1)(11) o!thls definition to or for 
euoh orga.u12ed health oara arrange
ment by vlrtue or suoh aotlvttles or 
aervioos. 

Oil!U monau psn~l11/ or pB11altl/ manna 
tbe a.mount deterllllned undet §lOD.404 
of tbje pa,tt; a,na lnaludes the pl11.<al of 
thelleterlllll, 

oMiJ stands for Centom ror Medloare 
& Modioald Services within the Depa.rlr 
ment ofRealbhandEum!l.ll Services, 

Oompllnnca dare means the da.t• by 
wbloh a. oovered e)ltl.ty or business as
aoola.te mUJlt oolllp)y with a atandard, 
lm»Iementatlon speolfioat!on, require
ment, or 111ocl!fllla.t1on adopted t111der 
tlrls aubohapter. 

Oou/1'/ell. lll!fll!/mee.tl9: 
(1) A health plan, 
(ll) A health oare ole~Jngll.ouse, 
(3) A hoe.1th oa,re provider who tre.ne

mltll ltllY health lnforme.tton ln oleo• 
troll1o form In oonneotlon with a. tre.ns
aotlon oovered bythls subohapter. 

Dl&dollUre mea.l!ll the release, trans• 
far, provlston of aooess to, or divnlQ'lnir 
1n any manner of lntorma.tlon outside 
the entltyholiling the tnformu.tlon, 

'/i!fN sta.nas for tbe employer ldentt
tioatlon n11mbor Ms!lrnea by th• In1;e1<-
1U1,l llevenuo Servloe, 'U.S. De:pu-tlllent 
of the 'rl:easnw. Tho llllN ie the t11,x
P8$8l: ldentlfl'ing nmnber of an lndi• 
vlduel or oth&r enbl.ty (Whetiber or not 
a.n ellll)loyer) aaslgned undor one of the 
tollowln11: 

(1) 26 u.11.0. 6011(b), wh!oh 1• the por
tion of the lnternal Revenue Cods dsu.1-
'lnli wlth 1dentl~ng tlle tl!,lQl,WOI' 1n 
tax retnrnJI 11.lld statements, or ooi,. 
iesponillnnrovlelo!lll Ofprl(ll.'111.W, 

(2) 2U 11.11.0. 8109, whloh ls tlle l)onlon 
o! the Internal Bave».1.10 Clod• illla11ntr 
with identl(Vlng nwnbem tn tax t'8• 
turns, statements, and other req\lll'ed 
doownonta, 

Ersatronto medto. moane: 
(1) El•otronio storage me.torl"1 on 

w'btoll elate. la o• may be teooraoa elea
tron\oelly, lnoludlnir, for example, do-

------- -·~--- --- --·--------

4& CFRSu,btllle A (10-HS Edfflon) 

v!oee In OOllllltlWIS (ba.,:d drlv••> a,nd 
IIDY relllovable/tra.mll)ortable d1gih,1 
melllory medium, lnloh as magnetlo 
t~e or dlak, optlaal disk, or dlgite.l 
lll&moryolt\'ll; 

(2) 'rtA11Bm1ealon media lilied to ox• 
ollqe 1nformatlon already In sleo• 
trollio storage modla., 'l'l'a.namlsslon 
merua Jnolude, tor example, tho fntel.'
not, extranet or intranet, loaeed lines, 
illal-\lp 11nee, l)rlVll.te tl9tWOrl!Jl, JLUd the 
pb:,,nloal movement of xemove.b18/t®.ns• 
portable eleotronio stOX'4lJ& media. Coi,. 
ta.In tra.nem1llelons, inolndtng of paper, 
via. raostmUe, and Of votoo, vii> wle
»)lone, ue not oonslllarod to bo tra.ne
m1BB1ons v1a eleotronlo media trths In• 
forme.tion be1ntl' e,robanr•d dld not 
exist In oleotronlo form fuunodle.tely 
beCor• the tmusmleeion. 

Eteatronfo vroteowtl lleo.lth Information 
mea.ns lnforma.tlon the.t oomes within 
paragraphs (1)(1) or (1)(11) or the defllll.
tlon of 111otectetl health, tnformatf,Jn as 
Bl)llo!flad In thla section, 

E1/lp101JIIT 1s defined as It :Ill 1n ~6 
U,s.o. S401(d). 

Fallllltl msmbllT mellllB, with res}l<lob to 
a.n lndlvldnal: 

(1) A dependent (as suob term le de
ilnoa. In !IS OFR 144.108), of the 1nd1· 
Vldual; or 

(2) ADY other parson VI.ho ts e. fll.'9t-de• 
grea, seoond•degree, thil'd-dolll'•a. Ol' 
fonrth-dolll'8e rela.tlve of the lndMdu11,l 
or of a de,Pendent of flba '!ndl.vldual, 
Bala.tlves by affln1ty (suoh as bY mar
riage or adoption) e.rs treated the aa.me 
as role.tlw• by OODllll.lll!Utnlty (tbat 18, 
rela.tlven who slum, a. oo!lllllon b1olog1-
oa.l anoostor). In detel'lllinlnr the de• 
eree of the xelatlonah1P, re1e.tlves by 
JDes tWIII fuU oonsa.ngulnity (such e.s 
halt•silillnga, who eha.ro only one Plll'
ent) are trea.tsd the ea.me as relo.t1vSB 
by rull 00ltll8.Ulfllln1ty (smih a• slbltngs 
who share botll parents), 

(1) ))'!mt-degree >:elll.tlvee lnolude p!ll'
ente, el)ollllea, alblinl!1!, andohlldran, 

(11) Seoond-degree relatives lnolnde 
gra.ndpll.l'Onla, gre.ndoblldren, &1lllts, 
unolee, nepbows, and nieoes, 

(111) 'l'h!ro.•de11ree relatives inoludll 
great-gr1111dpa.rents, great.grand
oblldren, graat 4'-«ntu, great unoles, 11.nd 
flrot oouelns. 

(iv) ll'ourth~egree relatives inolude 
Q'reat.gtea.t grandpa.ten.ti,, =~t;rre11.t 

1128 



Oepaitment of Health and Human servle,es §160,103 

l!l'&ndolllldren, and ohlldren of fll'Gt 
oous11111. 

(hl,w!/o 111/ormotltm me.,,s: 
(1) $11bjeot to Jlllrll.Srll:PhB (2) •nd (8) 

, of tblB del'lnition, With respaot to a,n 1n
d1vldUal, 1nfol'Jllatlon 11,bont: 

(1} The 1ndivldual'e genetlo toot.; 
(Ii) The genetlo toots of famOy mem

bam of the 1ndlvldw,,1; 
(ill) Tlte manlibstatlon of 11, dllleese or 

41Border 1n &mUymembere or suoh in• 
4Md1111,1:or 

(iv) Acy llequostror, or reosll}t or, l/'B
natfo servloes, or poo,tlolpat1on !II. olln
ioa.1 :resa&roh whioh :bloludea genetto 
eerviooe, bY the lndlvidual or s:oy &m
W member of the tn41Vldua.1, 

(JI} .Any l.'<li'Orenoe 1n tblB suboha»tl>r 
to genetio information oonoerninB e.n 
lndlvidual or !alnllY member of ,m indl
vldual •h•U lnolude tho geneMo lnfo,:
m&tlon ofl 

(f} A mtus oarr!ed by the lnfilvld1111,l 
or family menlber Who 1B a Drsgn11,nt 
wom.an:a.nd 

(11) .Any embryo leg11,1l11lteld bY'llll 1n
dlvldUa1 or fe.lllllY' member irl>IUmng e.n 
ass bl ten l.'<l)lrod"ottve teohnology. 

(a) Genotlo 1nfol'Jll11,tion excludes tn
:lbrms.tion about tho oox or e.go of s.ny 
lndlvidual, 

Genetlo BBfVIC88 me one: 
(1) A genetlo teat; 
(2) Genatlo oounaallng (lnolulllnll' ob

tdnlnll', Interpreting, or &BBBl!B!ng ge• 
nel;lo 'lnformatlon); or 

(S) Genetlo education. 
Genalfa wt meallS an anal;yal.B of 

human DNA, RNA, ollromosomes, pro
t<>lna, or met&bol!too, If tbe, an&]31uls 
deteote genotY.l)BB, mut0,tions, or ohro• 
mosomiil Ob&lll!OB, G6llet1o test does 
not inolude an anacya!B of ;proteins or 
metabolites tha.t Ill filreot]N" related w 
a, manltllsted dill ease, alsorder, or pe.th
ologloa.t oondltton. 

G'rinlfl healt1t 111an (i.lao ••• dofbdtton 
or 11ea1t1t 1>T0111 In this aeot!on) moa'llll a.u 
4111\l)loyee wel!lU'e benefit plan (as de
ftnod 1n section 3(1) of the l!lml}loyee 
ll&tlrament Income and lleour!t!" Aot of 
1971 (lillllSA}, 29 U,S,O. 1M2(1)), tnolud
lnt 1nllllr8d and selt-:lnsured pla'11B, to 
the exwAt tihl>.t the Plllll provldeu med
ioal · oai-e (es defined in sootlon 
Z!91(A)(2) or tho Publlo Ile&lth Berviae 
Aot (PJIS Act), 42 u.s.o. soogg~1(e.)(2)), 

· lncl\ldl.nfl !toms and servloea 11ald for 1111 
medlo8l oara, to elllJ)loyeee or their de• 

pendents d!reotly or tllrough Sn•""" 
a;noe, relmburaemont, or otherwlJle, 
tha.t: 

(!) !ISJI 50 or more perllol.l>ante (as de• 
l'!ned in seot!on 3('1) onmrsA, 29 u.s.o. 
1002(1)): or 

(2) l• a4mlnlebred by an entity other 
th&n the employer th!l.t eete.bll11Md and 
malnte.\\18 tha p~n. 

HHS eta;n/ls for the Department of 
Bl)a.lth and Jium.an Servtoos. 

H•llllll oors means oare, eemoee, or 
BUDP11es related to the health ot 11,11 in• 
dlv:ldll&L Healt11, OClll'B lnoludes, but ls 
not llm1f:ed to, the following; 

(!) l:'raventlvn, dlagnost1o, there,. 
]ll)Utlo, rebe.bllltat1ve, main.tenanoe, or 
)le.lllat!v• oare, e.nn OOUllB&ltng, servtoo, 
asee»ament, or prooedure with resx,eot 
to tbe pbys!oal or mental oondltloA, 07' 
f\lnottona.1 status, of an individual or 
tb11.t affects the structure or f\lnotton 
ol the bodY; @d 

(2) Bale or dieponslng of a. drug, de-
vtoe, equipment, or other Item 1n e.o
oorde.noe with a. preiorlpt1011. 

Hellll11 oe1rs deart11-,11ouBB meaM s. 
}1llbllo or private entity, 1nolud1nir a. 
b11l!ng servtoe, re,Pl'lolnir oom,pany, 
oommuntt;v hea,lth management tntor• 
me.tton &Yllt&m 07' 00)n!II.UnlliV' hea.lth 
1nforl1Wi!On ayat•m, 11,nd "vaJ.Ue-e.dded" 
networks and ewttohes, tha.t lioea ei
ther ottho t'Ollowln1r £unotlo1111: 

(1) Prooeaaes or raollltatee the ]>l'oo
eeetnir of hoe.1th tnrormation reooivod 
from a.nother entity in 11, Aonstandard 
format or oonte.inll!ll Aol18tendm:d da.te. 
oon.tent Jnto stande.rd data, elOlllont& or 
e. ~ tre.nsaotlon, 

(ll) Reoetven 11, shll!la.rd tr&ID1aot1on 
t\'om another enttt:v a.nd prooosses or 
:ll!Qfilta.tes th& :processing of healt:ll 1n
formatlon Into nonat•nl!A?d forma.t or 
no1111ta.n!lard data. content for the re• 
oeivlnr enttt,y. 

Himlt1r. oore 1mwklor means a. )lrov1der 
or semoes (e.ti defiAOd 1n seotlon 1861(u) 
or the Aot, !Ill ll'.S.0. !396x(u)), a. pro
vider of mefiloal or health services (llll 
defined in sEioblon 1861(8) of the Aot, 42 
ll',ll,O, 139!ix(8)), a.nd an,y oth•r ))BlllOA 
or oraa.ni•a.t!on Vlbo furnishes, bllle, or 
bl pdd ror health oa,re tn tbs AOrma.l 
oourae of bualneea. 

Hsoftlt 111/0ll!l<ltion means any infol'
m•tlon, inoludlnQ' genetlo ln!ormat!on, 
whotho» ora.l or rooordod in any form 
or medluI11, tlle.t: 
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§160,103 A5 .CFR Subtffle A (10-1-16 EdHlon) 

(1) rs orea.ted or received by a. baa.1th (Vl1l) An issuer of 11, long-term oe.re 
care proV1«er, hea.lth plan, l)llbllo pollo:y, exolu/llng a, nnralng home fbced 

· health authority; em.111oyar, Jlf6 1n- 1ndemnlt:v :pollo,y. 
surer, sohool or nnivemltw, or hea.ltb (lx) .An employee welfare benellt plan 
care 01ea.rllll!hons•: e.na ot any ol/her arrangement ~t 1s es-

(2) Rola.toe to the ])Mt, ])resent, or tu- te.bllehed or ma.lnta.ined tor the ,Purpose 
tnre )}byelaa.1 or mental health or oon- of off~ll' or vrovldlnir health benefits 
oltlon of a,n lnd1V1dua.1; the prov1elon of to the emplo;veos of two or more em
)!eaJ.th oa.te to a.n 1ndlV1dno.1; or the plo;val.'11. 
])a.st, l)l!eaant, or future Pa:YJMnt for (X) 'l'he Jw.\tlt oare ])rogra.m tor uni
the pt0vJslon of health oatc to an lnd1- formed iorvloea under title 10 of the 
v.ldnal. 'IJ'llited Eltates Code, 

llsalU,. msu1anoo lsmur (ae def!lled 1n (xi) Tim veter&llll health oate pro-
ireot!on 2Wl(b)OO of tho P.11'.S Aot, 42 gram under SD u.s.a. obapt&r17, 
u,s.o. SD0gg..91(b)(2) a,nd llBOd In tho (;,di) The Ind!An lfealth Service pro
definition ot health :Pion In t:hla aeatlon) gram under tbe lndl&n lfe&lth o= lm• 
nu,ans an !nBura.noe ooml)(lnY, 11lBur- proveinent Aot, 26 u.s.O.1001, et seg. 
AM• servloe, or ll1Blll'<IUoe or14nlzi>tton (xlil) 'l'he Federa.1 l!lmp1oyeea :S:e9.lth 
(lnollldlllg a.n BMO) tha.t :Is Uo8ll11f!d to Benefit• P,:ogram under 5 TJ,B,0, 8902, 
engage In the bllBlllOBS Of irumrance 1n et eeg. 
a Stat& and In eubjeot to Sta.ta Jaw tbe.t (xiV) An approved State oh1!il hes.1th 
:regulatoe lnsura.noo. Snoh term doea IJ1an under title XXI of the Aot, PJ:'O• 
not lnolnde a group healtltpl&n, vld!ng benefits for o'hlld hHlth asl!lflt-

He«Ttli 1m1t11teno'IIC8 oruo~fM•ffor,. anoe thllt ineet the requirements of 
(IJMO) (a.a jlaflned 1n seotion 2791(b)(8) esotlon 3108 orthe A<lt, !ll!U.S.O.1897, st 
of the PBS Aot, !Ill U,S,O. 3001!11'-lJ1{b)(ll) t6(1. 
and used ln the <laflnlt1on of 1,ealth. :Pl11r,. (XV') ~e Med1ce.re Advantage ])rO• 
1n thls seotlon) mea!IS a. tedera.lly cra.m under Part O of title xv:m of the 
qua.llfied lIMO, s.n orga,niru,.tlon reoog• Aot, 42 U.B.O, 1S95w-21 throu!lll 1~1l5w
nl•ed av an 1!1110 under state Jaw, or a. 28. 
sllllila.r orgamza.tlon rellUla.ted for sol- (xv!) A hlgh risk pool tbat lee, meolt
veno:v- under Sta.te la.w 1n the ea.me an1sm established un«sr State law to 
manner and to the BMM extent as suoh · Pl!ov1de baa.1th bunn.'4noe coverage or 
an :w.ro. oomvar!l.bls oovera.ll'e to ellglble lnili• 

HeriUJ, pf,i11, ineanB an individual or vldllll,ls. 
ll'rGU:P plan that IJrovidoe, or v~s the (xvl1) Any other 1ndlv1daa.l or grOU).) 
oost of, medla,t oa.re (as deflnell. in sea- p]a.u, or oombirultlon of lndlvldual or 
Mon 279!(e.)(2) of tlte PBS Aot, 42 U,S,O, (!l:OU.P plans, that proVldes or pa.vs toi, 
800gg-Gl(a.)(2)). the oollt of medtoal oiu:e (as de11ned In 

(1) Healtlt, :Plan tnolades the following-, ssot!on 2791(&)(2) of the l'IfS Aot, 4.11 
slnirl:r or ln oombtna.tion: u.,s,o. S00ilir-91(a,)(2)). 

(!) .A. grou;p he a.1th Pla.n, as defined In (2) HsaTtl• plan exoludes: 
tble seot1on. (1) AnY )}olloy, plan, or program to 

(11) A health 1nsura.nce lesuer, ru, de- tha extent liha.t tt provides, or ])IL;l'B for 
.fined In thluect1on. the oost of, n:oepted benefits that a.w 

(lit) An HMO, 1111 defined in thla seo- llllted 1n seotlon W/91(0)(1) of The l?B'S 
t1on. Aot, 42 U,S,O, 300gg~l(0)(1): And 

(lv) Part A or Pe.rt B of the Medtoo.t& (11) A government•i\lnded l)rogra.m 
progra.m undertitle:X:VUI of the Aot, (other than one listed 1n pa.ragmph 

(v) The Medioal.d »rogra,m under title (1)(1}-(xvi) of this definition): 
XIlt: OftiltB Aot,42U.S.0.1896, etse,z. (A) Whoee prlulllpal :PtltPOBO 1B otber 

(vi)TheVolwita.r.vFresor!).)tlonDruir than l\l'OVldlnlf, or ll!IN1Dll tlte cost of, 
Benefit Program under F.wt; D of title heo.lth oa.,,e; or 
xvm of the Aot, 4.11 'tJ.s.o. 1896w-101 (B) Whoso ])r1nlll»al Mb1vit:v ls: 
through 1l!95w-152, (l) The dlreot prov:lolon ofheo.lth oare 

('111) An 111euer of a. Medloare snp).lle· to persons; or 
mental polio.v (as defined 1n seotlon (:I) Th• me.king of 11rauts to fund the 
11)D2(g)(l) of the Aot, 4.11 U.B,O, dlreot proV1slon ot be&lth oare ta pm,. 
lll95ss(g)(IJ). BODS. 
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Pep11rtmenl of Health and Human SeIVlces § 160.103 

!mplsmSlltatlon speo/fUJo.iJOn means CA) UtllJl!atlon review, 1n Whioh 
speoiflo :reqlllJ:ements or :lna\;J.'\Ultlons he&m1. 011,re daOilllona b:V p&l'filolp&t;!ng 
for lmplementlnll""' ste.uda.rd. covered enblt1es a.re reviewed b:v other 

Individual me= the po:reon V/llO 1s p~l!tlolpa.tlng oovered entitles or b:ir I> 
the su11!eob of protected health lnror- thWd pa.rt:, on llbelt> b&halt, 
mo.tton. (B) QU&,llt;y a.nsesement and 1Jnprove-

Jnc1Mduol/V tdenUJlabTs 1i<a1th to/or- roont a.otlvmes, ln whloh tret1,troent 
11W,t/Qn ts :lnfotm0,tlon tha.t ls a. .subset provtdod by pal'tlol1>a.t1n1r covered anti
of health 1nfom11,tlon, inoludlng demo- ties la 1111eossed l>.v other pa.rttot11a.t1ng 
graphlo 1nforme.tlou oollooted from e.n oovored entitles or l>.v "' thll.'d pa.-rt;v on 
lnd1'11dlll\1, e.na: their behalt) or 

(1) ls oreMed or reoetved by a. health (OJ Pamneut ootlvittea, If tb& flne.n-
0&re provider, health plan, employer, ole.1 rlsk for de1!verlng hoe.1th oe.ro ls 
or Mn.1th. care olearlnghouse: and sbarad, :In. 1,1art or tn whole, b:, pn.tt!ot-

(~l Bela.tea to tho pa.at, preuent, or f11• patlng ooverell entitles thtongh the 
tuT& phyelcal or mental hall.1th or 0011.• lolnt ,urang&Jnent and lf proteoted 
clit!on of M1. ln!11vidW!l; tb4l provision of hes.1th lntorroa.tlon oreated or reoei.ved 
health oM» to e.n :ln.d1V1d111>ll or tlle by o. oo-vered eutlty ls reviewed by 
11a.&t, 111'•••nt, or future payJnent for other parttolpat1ng eovered 8Jl.tltlee or 
the p,oviaion ot healih oare to a.n lnill- bl/ a third pa.rt:, on their behalf !or the 
vlduo.ll and purpoao ofadmln1eterlng the aht.l'illB' of 

(i) 'l'bat Identifies the Jnd!vldual; or f!llanola.l risk, 
(ti) With :respeot to Whloh there le "' (8) A group health ple.n and"' hes,lth 

r,iaeonable ballle to belleva the infor- :lneuanoe leeuei;- or lIMO with reepeot 
ms.tlon Qe,n be UB&d to ldenttW the tnrll- to snob. eronp hea.lth plan, but on1Y" 
vldual, Wlth reB}leot to }1l!Oteoted hea,lth lnfor-

Man(fottotlon or manlfsstea roeaJW, ine.tlon oteated or reooived b:, suoh 
with resl)<!ot to a. illeease, d1so1'der, or hes.1th 1nlluranoo iBsU&r <ff l[MO th11.t 
pe.bhologlcal oondition, tho.t 1lll. 1nd1· rela.tes to lndlvtduals who are or who 
vlduaJ. has been or oould reasono.b1:, be he.ve been pll't!oll)ll,nts or beneflola.rles 
dla11nosed wlbh the disease, disorder, or In snoh group health plan; 
pa.tholosio&l condition by- a health oe,re (4) A gr0Ul) health pla,n an4 one or 
proteBllion11.l with approprls.te trdnintr mo:re oth&r group hes.1th plans ea.ch. of 
and ell]lertlso 1n bhe field of ina.dlolne Wllioh are me.l.ntalned h:r the same pla,n 
:involved. For )lll.rposes of this sub- sponsor) or 
obe.pter, e. d1s811,Be, disorder, or patho- (S) :rho group h•llltb. ple.nB dB.Borlbod 
logical 0011dltlon la not m&niteated if 1n 111iragraph (4) ot tbla deflnttlon 8Jld 
the dlagnos1B la 1>11.11ed ).U'lnol»a.ll;v on hee,lth ineure.noa 16suers or lIMOs with 
genetto lnfornu.tlon, relll!eot to euoh IITQUP health Plans, but; 

Mo41/Y or modlfioatton rerexe to e. only- wlth 1'8BP80t to protected hes.1th 
oha.nge adopted b;v the aeoreta,ey, int01'DU1.tlon orea,ted or raoe1ved w 
through regnle.tlon, to e. standal.'il or e.n. an<ih hea.1\fh insura.noe "IS suers or BMOS 
lmp1omenta.ttou speoif!oatton. that relates bo lnd1v!due.te Who e.-oo or 

Or.oanfHGll 1,earth. cers arrangomsBt h1tve been. pa.rtlolps,nts or beneflol~les 
meallll: 1n ,my ofsnohgroup he&lth plans. 

(1) A ollnioe,lty lntegrated oare set- Person mee.ns a ne.t'lll'Al p&rson, truut 
ting 1n Whioh m<l1vldoalll t1,1Ploe.lly re- or estate, llo.rt!lel'llhlp, oorpors,tton, 
oetva health care from )110re tha.n one profeesionel assool11tlon or oorpora.tlon, 
health oare provider; or other entity, publio or l)rtvate. 

(2) An orge.nl.zed s;i>Etem of health ProteoM health fnfornmtlon mei.ns in• 
oare ln whloh more tban one covered dlvldw,,ll;v !dentlfls.bla health lnforma,, 
entil;y' partdoips.teo and ln 1V1llob the tlon: 
)19.ttiGlp&tlng oovered entitles: Cl) :Jlmoept as ptovlded :In. paragraph 

(1) Hold themeelve• out to tllB J1Ub1lo (ll) cf tbls detlnltlon, tba.t Is: 
as parblolpa.tlng ln o. loin.t IIJ1tAll8G- (I} Tramnnttted h.v eleotron!o medta; 
ment: e.nd (11) MMnta!ned 1n eleotronto mQ(ll&; 

Ui) l?artiolpate In Joint aot1v1tles or . 
tha.t lnoludo a.1l least one of the fol• (111) TrallllmlttM or malntatned ln 
lowln11: any other form. or medium, 

1181 

1 •• : ·,: 

" ;_-; 
··. 

... 
:·.: 

·-:•. 

i· , · 

.;.. · ... 

i 



AppendixB 

-~---·" ....... ....................... ,. ...... ··-~------------------······ ... .............. _,_ . 

TITLE20-EDUIIATION Pn110 BIO 

JHB2g, Fomlly oduonl\onPI ond prlv,u,.y rlghla 
Col Ooudlllonu for nvaJJabWly of funda to edu• 

oolloool •J1W>•l10 or ln.otilullona) lnapootlon 
uil Nvlow of eiluo11Hon roi1oru, apaolfto tu
formot1on to ho m•do a.valloble; prooedutO 
n,• ao:oeu to eduo11tlo11 reoord11 l'OD.11011.abla
naaa of time l ol.' 1uah noca1111; Jun1rln11J wrU,, 
t<in llllplllnotloOJ by parent.; dofinltlom 

ll)(A) No 1wia• uball be mado ovf.ltabl• undo,• 
ClllY oppUoa.blo 11rorrun tn aDY oduoatlonal 
114111Uoy or lnatltutlon whlolL bu a pollny ot da· 
nylog, or whloll el.Cootlvoll> p.-.vaoll, tlle DOrent,, 
o! atudont1 "19ho IU'O 01· b~vo boon In o.ttondcmou 
e.t " oohool oC "uoh a1enoy or ot auoh lnetltu• 
tlon, u tbe oau ma.v bo, tho l'frht to inopoot 
0114 review the oduuotlon ~•om-da ot their ohll· 
dron, Il l>llY 211AtorJ•l or dnownent In the edU· 
011tlon 1•1ooid or a 1tudant inoludu .lnCorma.tlcm 
on tn.01•a tbllA one atudent, tbe Jl&rD.Dlie of on¥ of 
ooah atndenl:II 1h1U hive the :Jrha to fll•11oot o.nd 
ravtaw only ouoh porb ar wnoh :rooterlol or 40011• 
ment ui relotoa to euoh 1tuftent 01• to be In• 
formed of tbo 1p10Wo lnrorll\l,Uon uonlained In 
suoh PA?t at anoh material, lllaoh eduoatlooal 
oranoy or wotllutlon 1111&11 eata~llah 1,pproprlak 
proo•duro, fol' th• l!l'f.Dt\Dlf of " l'Qqao,t by 1'•1'
antll to1· ncoon to tho aduoatlon rooorda or their 
ohlldron within• raaROnabla period or !lime, but 
!ll no <WIO mura than Jbrty.fiv• d171 after the 
re11.u01t hllll boon made, 

(B) No lllllda nnaar any appllonblo l'nlll"'m 
ahall bo mad• 11,vlll&bla to aay Silo.ta aftuoatlonal 
01:0110:, Cwhothor or not that arenoy la 11n edu• 
catl.onal •Bt•DY or inatltntlon nndll' this ,. •• 
!,loll) tllot lul• a ~•lloy or donyl.na, or art.ottvoly 
Pl'OV'anta, tho pa.nnt1 ot • tudoutl the 1'J1ht to !11-
opeot and ravlolV lbo a4uootton noarda main• 
t&IJled by th• Si.to duoattonal arenoy on tho~ 
ublldran who are or have been Ill attarulonoo at 
any 0011001 or an educt.tlona\ areno.9 or lnatltu• 
tton thl>t lo 1ubJeot to the provlolona of thla HD• 
tlon, 

(OJ The nnt 11ntonoo or aub!W'•111'~h (A) 
ehall not op11•ata to malto ILVollllbla to Htwlentn 
In tnotltuttona ar poatoooondor.r edno1t1011 tile 

foll(QIJ1~~~
1
~!~nrda or tlto parents or th• 

•tndent or any!n!ormatlon oont,,.Jnad therein: 
CUI oollCldentlal lotter• and otote111enta or 

rooommondatlon, wh!Qb. ware plaood in tha 
eduoatlon rooor4• ]ll'lor to Jonnlll'!' 1. lD'/6, 1f 
I Q.Oh letters or • tatamenbl ara not used far 
purpoaH other than tboae tor whloh thoy wom 

&PM/f1ftai!r. '::;.~:6', alaned IL wgtvor or tho 
atudent'• rlaht or 100,u undor thle oubaeotlon 
In aooordanoe with BUbpuagl'Qh (D), oon
lldenttal reoo11UD0ndlltlono-

(I) :upootlnr a4mlaalon lo lllll' edU• 
oatlonol erenoi, orinatltntl.on, 

(II) ieap,otlnr an e,pplloatlon tor omplo:,• 
mentl,an4 

(Ill) r11paol1Dg the 1•eoalpt or r.n honor Ol' 
h0no1·ary roooQnltlon, 

C,D) A atndnnt 01• A l)Braon applJlni tor adml•• 
alon Dla.Y watvo hla right of 00011a to oont!den• 
tl&l atatomont• duorl~•d 111 ol•o•• (ill) or oub• 
paroar6l\h. (OJ, exo111t that 111011 waiver Phl.11 
npply to reoommonaattons only U (I) tbs abnaant 
I•, u11on requeat, notUled or tlll namoe or all p1r-

aono m,w!ng ooDfldontlJJ reoommenfatlou and 
(II) auah rooommonbtlona are u&od solely tor 
tho pn1poae for whloh thoi, woro opuomuoll:,, In· 
tendeO. suoh walv1.r1 m&y not ba .ruqulrad as o. 
oondltlon for ollmloolon to, rooolJ>t or nnonol•I 
old~om, or reoolJ,t or11n.vother aarvJooe orbon• 
ems ~om ouoh 1renoy or lnebltutlon, 

(i ) No 1\mda eba.11 b• mad• o.vallablo undnr any 
uppUo•bla prori••m to any edooattonal OBUIIOY 
01• lnobltutlon unlesa the »•rents or atudo11ts Who 
r.re or hove bean to athndanoo at II sohool or 
IUoll AtJODOJ or ab auuh inltltutlon a.ro provided 
an OPPDL'tunlt:, Cor • hoo.1'111tr l>.v ouQb. •ronoy or 
lnatltutlon, Jn ncoru,danon with rogu!J,blono or 
tho l!ooratary, to cbo.Uengo tho oontent or snoh 
•tuaont.'M aduga.t lon l'eooril111, in order to 1D.1aro 
tb.ntl tba rMao1dH ara ;uot iD"1011\'ate, m1aleadlDB', 
o, othorwtoo In violation of the prlv&oy rlshlll or 
otudontt, an4 t o provide 1.11. op11orblllllty for the 
001TeotJon or deletion al any au.oh 1Dll00arato, 
mM•&41Jlir or othorwloe lna:pproprlato dale. oon· 
tolnad therein ll!ld to lneert llLto auoh raoords o. 
wtlttan oxplaoa\lon cif bh• pa•entn ro11P••t.1Di 
tho ountunt of •aoh r111oord:u. 

(8) ll'or the purpaaea or tllla s10tlon IJhQ term 
"ed11oat1on1l a111no:, or fnltltutlon" moans "ny 
pubUo or p1'lv•ll<l •~•rw:v nr iontltutlon 1vbloh la 
tho 1·1ol11tont oU\lndo Qndor ODY ap:pUooblo pro• 

i:rt:Ci.l For I.he purpo~ea ot thla eooDlon, tho 
liarm 0 1:ulu.clltion :reoo1.·l1a11 mea.na, exoe_pt 111 may 
ba :provided othlll'WlH In allbpualf1'1<11h (B), thooe 
l'ODOl'llll, Jllot, dooumonL'I, 111\4 otltor mct..tnlato 
whloh-

lll oontaln Information dlrautly ralotad to 11 
otuaont; and 

(ll) an tnA1n~ tned by &n eduoa.tlon&l PltUDOY 
or Jnatltutlon or by e. peraon aotln,: l'or anoh 
aironoy or Jnotltotlon. 
(.II) Tho term "eduoatlon roool'ila" doeo not In• 

olud&-
(1) reoordl or lmtrootlonal, oupar.1laory, and 

aclmlDlotrattva 111nonnel e.nd eduoatlonol pni,, 
ao11nel 1noll101•y lhoroto whloh aro In tho solo 
poamalon or bl11 rnaktr thereof 11nd whtoh ore 
:nob nouenibla or :rav•alftd to any other person 
noo,Pb a 1ub1tltnto1 

(IQ recorda molnlt.lno4 by a.lo.w enforoomonb 
unit or the oduootl.0,1111,\ arenoy or lnatttotlon 
that wore ore•tod by that la.w ellfOroomont 
DJ1lt for tho purpoao of Jo.w untamoment; 

(Ill) In th• 0111 or p111•1on1 Vlho a.ra amptoyod 
by an td1101tlonal qanoy or ln1ttt11Uon bub 
who are not In attondanuo at ••oh aronoy or 
luatltutton, rooorll.ll made o.n4 maintained In 
tho norm.i uourn o!bll.81Desa wblob relate a,o. 
0Ju1lvo1Y to sob 11or1011 ln t11au porson'a ca,. 
p&olty as 11n amployao and arc not avallabl• 
10f1~•,~~~~ ~!1':' ~~~~:: ~1o ls alirlltaen 
yo.,• ot or• or olde1•, or la attundlng an Insti
tution or poatn oondUW' eduo~Dlon, Whloh aro 
mo4e or mlllntAlned bi, IL ph371lolllD, pa.yob.la• 
trlob, p11oh0101J1t, or other ••••Jmll&d proras
alonol or pllL'&profu1slonal aotln11 In lite proCQs. 
alono\ or Jllr'IPl'OfoHIDDal 01,paolty, or ualot
tnr In thlt oapaolty, and whloh aro made, 
malntatnaa, or uao4 oJl]y !ll 0011.Doutlon wltli 
tho provlaloa or trutmant to lille stndant, all4 
are not avoJlable to an:vona other than 11o~aons 
provldln11 auoh tre~tment, exoept that ouob 
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reoordB oan be po):'llonnUy fovle1ved bY a pltysl-
0111,n or other approJ1rl1>to Jl):o!elllllono1 of tbo 
etnaant's oboloo. 
(o)(A) Ji'o• llha plll'l)oeou at tb1B eooWon tile 

tonn "dlrsotory mrormatlon" re)atb>il' to a atu.
aent Inolu/lss: tllo following: tlta stmlllllt's M'Ifto, 
addrona, telepllono llol;!nir, d•t• 11.11d p1••• <>f 
hlrbb, JJIJ!,lor f!ald or stll<%', partfolpstton In 0£11-
.11lally ~••OIJlWltld aol;lv.lt.1e• and s,11ortll, wolgbt 
lllld Ju>JJl)lt ot members of athletlo tea.me, cbl,to• 
or l\tt&nd•noa, aeg,rs•• and &Wl!illil.11 rooolvod, a.nd 
tho moot rooent prav.loua oBnoattonnt /3€BnDY or 
inotltutlon atte!Ulea 11!' the student, 

(l!) .t.J,y eiluoabloxu,I al{OJ10Y or illlltltutl.Oll 
maklnr lJllhllo db:oot0l7 :l:ni'onnation aha,ll glva 
_publlo 110!;100 ot lilla oawgorloa or llifor,na,fdon 
wblob. it h11,u deiilgnewd "" 11110h info)mlll.tlon 
With NB1Joot to oaoh utnd@t atteni!lllr th~ lnetl• 
tuf;!on or ageno!' and oh0,ll allow- " r•llllOl>Bble 
pel'l.od or tlnul niter s110b notice bnll boon 11lvoJ1 
£or 11, pa.rent to 1nrorm tbs !IIBtltllt1011 or aB11n0Y 
lillllt any or all or the UIOOI'lllatlon 4oa!Brul,tod 
should not bo roleaeod wltbn11t tho p11tent's Pl'lO~ 
oo.noent, 

(6) Jl'or the )llll'POBOS ot thin senhlon, llba tel!llt 
"student'' :lnoludes &n:Y parson With Nipeot to 
wbOl!I. l!.tl. eduoattonlll flll'&noy or inl!tltntlon 
n,alnb&lna ed110e.tlan NOOJ!OB or personalls' Iden• 
tlflable fn:tormatlon, but «••• not lnolade ";;,er
son. who hos nob boen in a.ttendenos at noh 
agOAOll or $nof;ltut.lon, 
(b) 11o1 ..... of ~a .... 11ou rocotdlJ parenlol 0011• 

••11~ requl.m,lont; """"lllioxu!J 0011\pU........ 
wllh Jadlolol orders awl aul,poollUJ ;11udl~ 
an.t evaluation of tederall)'-BJ\llPro:ted eilu· 
uatlonpro.iirams; reoordkeeplng 

(1) No l.\lnds elwl be m.«o a.v11,Uable 1md!ll' a.ny 
v.p.l)J.loabln lll<l>l!f&n to aey ed11.oetloiu>l llll'eDGY 
or irultitut!on wbloh l>an " poUo.v or pxaotloe or 
p,rmlttlng tho rolo11So or odnoatlan reGO.l'dll (or 
poxtonall:v 1aent111ablo lltrormatlon oonte.1.n•d 
1ih1m>ltt. otlle~ 1illan 41rootorv 1nl'Ol'Xl)Jl.tlon, Sll au-. 
.l!lled. In p~ (O) or sllllaeotlon {&) at bbl• 
neotlon) otstttdont~ wlihout 1IIUJ Mitton oonsont 
ot th&ll! pa.ronta to ~ !ndl.Vldllnl, agano;v. or oi,., 
gllllh!•tlon, other th1111 bo tho ro:nown,ir 

(A) ath~ oo!lool ofilol.alll, 1no11WJR11' to""1>.Bra 
witblll. the 6dU.Oafl1ona,t hllll!ltutlon or loolll 
aauo~tlone.1 &i!'OTIC.V, who h11.Ve Ileen determined. 
by Jl11llh esenoy or hlshitutlon to h!Lv& letdt1• 
mate eduo•tlonal inMaslal, lnlllndlllg tbs eau
oatlonal :lnteiutl! or tho ohlld :rm, whom oon• 
aentwollld otherw:l88 b• ••11.U!rBdJ 

(B) offlOlalS ot otl!er sohool• or aohool IJ!/fl
tenul in -wb:loh the ubude11.L soo!IA or lnmuts to 
enroll, upon ooni!itlon that llbo atttdent•a pa,;. 
ennna nof;lfied ott:lie trMIBfer, :reoeive a oopy 
or tlle tooord :If de~lred, and ]!a,vo 1111 oppor
tunity tor 11, hea.rln!l' to oha.ll.<111go the oontent 
oftl\8 UQQt'dJ 

(0)(1) aut11011sed fe»1•eoentat1vea at 00 bho 
Oomphrolle1• General or tlle Unlt<id St~t~n, Cll) 
the SBOI'ota.r,v, or (ID) State eduoatloro1\ im
thor!Wes, Ullder th8 conditions sot forth. 1n. 
p•ra,raph (3), or (ll) au.tho11,,ed .represenfla
tlvea or tbe AttomoyGenore.l tor law ent=•· 
menti PllrPOBBB und81.1 tlhe Be.mu llOildibfODS as 
l\P»b' to the Beoret&cy- uudor pa.rag~aph (S): 

(Ill) Bhat• 11,!ll\ looa.l o!ilolaJs or authorltl&ll to 
who Ill dUob. fllfor.Motl.on ls opeollloally allowed 
to be ro:vorted or dlllolouod. pur1mn11b to Bt•t• 
atotute l\doptod-

(1) b.tora Novombor 19, l9'1f, i!tM 111\owad. 
reportins" or 4!slilllO!lll'e oonaorns: the juvmdl• 
jltll~loe aystom and auoll BY»tem'• ablllt.Y to 
orrootl.voly norvo tbo sL11dent l'/ll.oea reoards 
.... ....,1.""a, •• 

(II) o.!ter Noven,Jier 19, 10'/f, Jt... 
(0 !i!J.11 11llow.a xe)ll)xblnir or dleoloauro 

oonoerns the juvenile jWlfilcle s:vstom ""1d 
saoh systllm's abllll;y to sU.ot!vel:y servo, 
prlor to nilju4mtion, tbe student whose 
xooords are ralonsod; and 

(IQ tho ort!n!&la &lld e.uthorliiea to wl!om 
auoll iatormntton 111 dlllliloead oeL'tlf.v ln 
wrtt!nr t.o mto edoon,tional llllMDY ot !n&l.1.· 
tnblon tlul.t tM !ntormatlnn Will l10t ba 
41solo»•ll to any oth&r iiarbr GJ:o&pt M pro
vided nndlll' l!lllllle ls.w without tho prior 
Wtltten .»nsont ol th• »amit or the atu• 
den~.• 

(F) orl'll>l•a.tlollJI oonduoli!Dg lltlld1es .ror or 
on 1/elu\tt or, odw,attone.l ngenolos or IDsWlu
blonoior tho lll!tllO&e or devoloPlnB', nllda.tlnlr, 
or admlnlat•.,_.,.. Jll'&t\lotlve tosb•, adm!Jlll!t•l"
ln,r atudo>1t dd prolll'UIIJI, a.11Jl Jmprov!:nS' :In· 
•~•ti.on, 11' alloh stlldl<>• ei:e oondu.otsd 111 
enoh a mannm, 1111 Wlll !l1Gb »""211lb the peraona.1 
lllontltlo11,tlon 0£ studanta "'1d ffllslr poo,ei,tu bl,1 
pa1'B11DB otb.or bbon xopreeontaliivoa ot a11ob. OJ>
ennu,afilons II.lid snoh ln!ormn.tloll. Villi be de• 
otroyad when no lDDQ'er 11aade!l !or the purpose 
tor which 1t in oondno!:ed; 

(G) IIOONdltlnr Olll!anhl~- In l>l!dlll' to 
Q11,rcy out ffllslr .e.ooredltlng 11motl01U1I 

(ll) paranln ut 11, dsponde11.b at!lllsnb of auoh 
~a<onts,,.. defluall. lnsootlott 169 or t!tdo all; 

(Q e!lb3aot t.o regnlatlons ortM Seovotal'Y, in 
oonneotlon. with au eme,:genoy, awroprlnta 
J!ll'SOllll U: the kllowleage of ouoh ln!lll'Jn8Mon 
ie uon•••l117 to lll!UbGo~ lllle ho&lllb. or all.[ety or 
t'l!e a!.Udsnt or otll!ll' porsDDB: 

(,'J)(I) tho entity ov P8180llB del!lgnatsd in & 
l!'<l«orlll grand juw B\ll>J,oena, In whioh CllSB 
fill• ooni,h Bhan order, :ror good oaUJl• Bbown, 
the ed.uo11ot!Onel n!falll>Y •• iWlt.!tlltl.on (o.n.d rr;ny 
offioer, dlreot<ll', om.plo;vee, agent, or attorney 
l\lr auoh ageno;v •~ inotitufdon) on wbluh tho 
B\lb].)oena lo J!Sl'Vlld, to not cllBoloso to any pot
son the eme&nae or oontantB o!tlle oub»oenQ 
or !UlY :lllfol!lll>.tJ!oil i'IU'll.lehed to the ID/II.II« joey 
Ill respQDS• to the anbpoena: snil. 

(11) tl1e entll;v or pmmonu dasfgnat<ld in an,v 
othff Ju'bpoeM issaed 1or a l•w 6ll!broomont 
PIil'»•••• in whloh OM• tb.e oourb or othol7 usn
lDJl' a1,enoy 111a.y ord6r, fol.' 1100d OMU!e nbown, 
tho eduoatlonal agen.oy or hlat.ltutdon (and lt,'IJ.l7 
of!ioo~, dlrootor, emplDyes, Bl!Bllt. or attorney 
for auob. llB'&noy or i>lotltut!O)I) on wllio'b. tlUI 
enbvoaDll ls aerved, to not <llaolose to llllY plll)
••n th$ oxletenoo or oontento or tbs Pllb.POOl1JI, 
or IWll blt'Qi,m•tlon !ln'llilihed In rl!l!)l•JIB• to 
tbe au1>11oenai and 

(K) the llooretery ot .Agrloultnte, or a.u!iboi,. 
hud l'Ol\l."1!811tattvo ft'olll tlle lJ'ood AUii Nutrl
tlo~ Sotvioe ot aon~aotoxa e.otlng on b&Mlr.or 

(D) In oonneolllon with II otudent'B 11ppltce,-
tlon~r, or rei;ieUlb ot J'h1anotal. dd; ~.~•1fflollprob1,1>l,y-Jbtm1112110.allJllton1.on. 
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Ull8Zg Tl'.l'Llil ~0-mDUOA.TION 

th& ll'OOd ll,Ud NnOl!ltlun So1'Yiue, £or tho P= 
})once ot conduolllllurogra,n monttorlnu, oval
ue.tlollll, !Uld pertornumae moe.enraroonts or 
Ste.tu and looal eduoMdonnJ and other auonoles 
1\114 :lnatltntlons raoolvll'l!r run&1111" or provid-
1Dg benefits 0£ 1 or 1no1'<> proJll'IUllll ottthDrkod 
undor tho Rlohard ll, Rllll!eU Nat!Ollol Sohool 
Ltmoh Aob (4ll U,B,O, 1161 ot Se~,} or IM OhUft 
Nutrition Aot of 1966 (4a u,s,o, 1'171 et seq,) ror 
which tba results wlll be roportea :In a.n a,irora
l!llte ll>rm tbnh doOll nob ldenl;t!g any lndlvld
uel, on the oonllltlollll the.t-

(1) any &it.. ooUeoteA i\ndlll! fib!JI lllll!Plll!a• 
grg.ph eh4ll bo :P\'DIXIO!Od :In .. manner tlut.t 
wlll not .Pormlt t® ~mio11a1 !ilentlllmlon or 
atudonta ant\ thlllr paronto ~Y otllet' t)Ul.11 the 
~utltorluod reprooonlat.lveo o! tho Belll!ata.t,q; 
and 

(il) 11o11:v JJorsonll)J;v ldentll'lablo dam sba.ll. 
bo dea~oyed whoa tho d&m e,re no longer 
neaaed for ~ol!l'wn :mont~orlnlr, evaluations, 
and parlol'll!tmoo me11.11uro:mants, 

N•llblnll' in snbpa,,agrl,'jlh {lll) or this )l~ttlirapb. 
shall Jlr&V&nt a. lilt•te ll'Otn 1\lrthor llmlbllllf blte 
.numbar or f\Vpe or State or 1oo~l o.tlloJal• who 
will oontlnuo to lulwnooeus tb.Br&llllalll', 

(II) No .lllDdS sball ba m•«• nvl/Jla.bla under uey 
e.1111llaablo p\'o{ll1Btn to any ellnoattorun qono11 
or ii:lsldtutlon wllioh hllD a, JJolloy or praotloa ot 
relel\lllng-, or providing tlOOOllB to, any per110~ 
ldent1lla'ble lntol'lll•tlon ln eduoe.tlon rooorae 
otbor tlllm dh'ootocy- Jnrom,atlon, or !Ill ls po,~ 
mlttlld under !)lll'al!l'£Pb en or this suhseotton, 
llul9Sll-

(A) tboro l~ wrtt1um consent kom tbo Bin• 
dent•• .PIIJ?elltS SPDo!Mn&" .\1!001'118 to be r&
lBllllBd, tb.11 roMOJIJl 11>1• Jl)].Ob. rateuo, s.ru1 to 
whom, and Wlbh 11, copy or tM 10001'1ls to be ,,.,. 
leJWad to tba atndent's 11•~•nts 1>nd ttta atn«ent 
U' desired b;r the JJN:ente, or 

CB) oxoept. 8ll _provldad Jn lllll!Allt"llh (lJ(J), 
auab :b,ll,nno,tion l• :!urnlsbed in oomplie.noa 
with judlolaJ or<ler, Ol' l)nrouont to 11119" i..w
.1\lll;v llsned sllllpoena, UJ.!Oll oonlllt.ton tb&t 
patantl! II.lid nha stndcmta a.re notified of ,,.u 
BUOll ONllrB 01' SU11J,OBUJUI in adVMOB or the 
oom11llu:na0 theroWlth lJ!I 1Ale eduo&tlone.l. in• 
qtltn.t!on or a1reno:,. 
(e) NotlllDK oonta,lned in tb1e aeotlon abell ~a

olude autborllod reJ1raaent11-tlvea o! (A) th• 
Ooll\lltroll&r Gilnerlll ot th& '0>1tted States, (B) 
;the Seoratnr,v, or (Cl) Stilte eduot>.tlon•1 0111lhort• 
f;lea 1rom h&Vlni: oooeaa to student or other 
,:ao01'118 wl>l01t nucy be .noueseacy- ln oonnaotlon 
With tho audlb md evalu .. tton or Ji'eder~y...,up. 
;poried ednoq,tton programs, or :In oonneotton 
with tlV> entoroemenb ot tho Federal !ege.l re
(luli'amenta whto1t relato tD naoh ~grams: Pro• 
~ldatl, Tlll\U o,wepb Wh8ll ooll~ot!on ot PerBOllill:v 
idenlMJ&llle in!<J.l'Dll>tlon le epeol!loe.lly aut,ho1~ 
wed by Federol law, w111 ila.ta. oolleote/1 by •IUlh 
ofilol&ls elteJJ. be »rotooted ln " lll!llmer wlltoll 
will not pe)'Jllic 1'lle ])f)l'llolllll tdentll'loa.tlon or 
etndentll anft tb&!JI parents by otlll!r tlla.!!. t'hoso 
ofllole.1P, and nu.oh paraon~ Jdentlliable da.w. 
elwJl h• deatrey•d when no longer neei!.ed ror 
u1101t au&t, evaluation, Qnu enforcement 0£ Fod
ol'll-1 toga.I reqwrmnent,. 

(4)(A) :Saoh eanoe.tlonal agonoy or luetltutlon 
llhJl.U ma.lntain a. rooord, kepb wl!Jh tlte oduoo.tlon 

ro®rdll ut eaoh etudent, wltloh will l.nd!o•te "ll 
lnlllv14llllla (ot.b6r than thoae speo!flaa in ll"""'" 
graph (1l(A) ut bhla subaucblon), agenolas, or or
ira.»lntloDB whlob. hB.ve requeeted or obte.l.ned 
aaoeos to e. •tudent'• eduo~tlon ,...oorda ma,ln-

on. Baah r•oord ot AOC&BB Bh8,ll b• av lJl.ble 
only to pa.tonm, to hhe eohOol oHlulaland hlB Bli
alstant.l who r,re roaponlllbla tor tho ~lllltO<ls' or 
suob.reooras, and to poxsona or org-e.nloe.blona &It• 
t;Jtol'Jzad In, e.nd nna~ tlul oondlttona or, Clauses 

1.nf'orm11tlon oltalt on13' be 
party on the oonclltlon tbab snob. pnrty will .not 
)lormlt &n:y ollhel, Pll.l'tY to hB.va ..ooees to snoh 
lntormablon withoub the wl'.l.tton 00J1Benb of the 
pe.iento or the stud!lllb. IC a. thl:rd po,,ty onl!Jlau 
llh• adua,.tloll~l as-ono:v or Institution purmtba 
a.ao••• to ln!ormat1on In violation of paragmph 
OOIA), or ;ll!.118 to doatro:v in!ormablon :In v!o~ 
!:ton or p.,,agra.pb. (:l)(F), thB odna~t!olllll qono:v 
Dl' :1Mt1to.t!on ab2.1l b• pl!Oblbltoll. fl:om parn,it,. 
ting- oooaes to lnibrID!lblon /rom eduC11at!on 
reooraa to 1'llat tib1l'.4 'Pa.rtQ rm, a. 11erloil of not 
leU• blta.nSiVBY•UII. 

(Ii) Noth1n.r 111 tblJI soolll.on ebAll lie oonutrnad 
to prohibit Bt•tQ Md lOOA1 Gdnoatton•l oJllO!o,la 

~=\:s::T;tr,:t:;.~;o~:~:·:: 
a11d1u Mil ovo.lnat!on o! ll,IIlf teaerll!IY or 1ilt1>.ta 
e11pporhuil aduonldcm progra.m or In oonneot;ion 
With the lllll'o~oomont o! llli.o Jl'lldru,aJ. legal ~ ... 
qllll'ementu v/lltoh ~elato to 411!1 auob. l'r<i1!?31l1, 
11\lbJeot to tho QOt1dlt[Ollll B}JOOl.08d 1n thll l)rOVlSO 
lnpa.\'BJ!l'4:p)i (8), 

(B)(A) Not11lrla' In th!& seotlon sh!ul be oon
sb:aed to 11i:oldb!b an lnatiliro.t!on of poataeoond-
8.Jl!I odnoat!OD. :lliom dlllolo,IDg, to an alleged v1<1-
tlm o[m:,y urlm• ohiolenoo (1111 ths.ttorm:ls de
fined In B8otlon lO or Utle 18), OJ! a nollfol'Olblu 
"""' of(snno, the fi.nal xasoltu of s.ny dleolpllnll,17 
proceeding oonduotod b!' l!lloh lnstltl1tlon 
agalnet tho allagod ;pllX'l)etrator or snoh orlme or 
amines Wl{jh roapuot bo such oriJ11e or ofteneo, 

(B) ll"otihlll&' :Iii lihltl neotlon pbs.U be conetnled 
to prohill1b e.n inllt.lt'Qtlon of poataaoondai,y ed11• 
01\tlOU l'tllm dltOlOllnll" tbe flnl\l J:ffl111ltll ot l>lll{ 
uliloll)Uu~~9' :procev~his' oona11oted b3' nuob. inl!tl,, 
hu~ou Dl!'llmib a ptail$t1t who !a ~ alleged pel)
]jOtra~or ot llllY oiln\e of vlolo:noo {u tiu,.t tel'ln 
1• dofiuod ln oeoblon.18 oftl.tlo 19), qu nonl'ot<1-
lbte Bel< of!enff~. j£ fille htatlbution det&rmin&• tl!l 
"~•sun or tbe.t d!Hol.Plinlll'Y ;prooendllJB filw.t tlllu 
student oanunttteil a vloll\tlon ot tbo inullltu. 
tlon'a lUl&ll or pollolee with reapoot to ,nu,h 
Ol'lllle or omtJIS9, 

(0) ll'or the 11ur»on ot thla P""Blltl!.Jlb, the .tlnll.l. 
?BBlilt./1 ot llJlN d!Jtolpllnn.cy proosedln1r-

(I) llh4U ln•l.ntltl only l!lle =~ ot the atn
de.nt, tho Vlol~tlon. OOJDIIlittea, e.nd aey se.no
tl.on Jmpoeed by late lllnt!tutlon on that atn
dcnt: a.nd 

(II) me.:v lnolude the n~m• or an:v oflhm, et11-
de11t, ouch ~o e, v!otlm or wltne1111, only with 
the w.rltten oonuent o£tl>At other atudent, 
(!)(A) Noliblllg in thtB soo!!Wn m~y be oon,. 

&trued to J)rohlb1t 1111 Bd\lCl\tlOJll',l Institution 
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l'a«o DSL 'l'l'l'IiB IIO-l!lDUOA'l'lON 

1rom dloolonllllr lnl'orm$tion »rmdod to tho ln
stltntlon under ssoh\on 140'/lA oCtlfflo ~ .. noe,.n
lnlf rol!IBtor•a sox ofi'911Qom who are mulred to 
rosl!tor unlhlr moh section, 

(B) Tho Soo,.tary aball tlllm lll)proprlato obopa 
to notify sdnoztlonsl !nuldtulilolls tbab dlllalo-
011118 ot loforlllatlon deeorlbed ln s!lbpnrau,a_pb. 
(A) Is permitted, 
(o) S""'•Y• or ilota•eutlu>rinll •otlvlf.1••1 ~•gula• 

tioXUJ 
Noh l&bor Ulw1 240 d,cys altor Oollobsr 20, 11194, 

bho s,orohacy slu.U ado,l>O llllPl'Dprlafio roiUlBr 
!>lone •~ prooed11r••• or identli'Y axlutlllg regul~ 
idOllll or 11rooodllti)B, Whlalt ~otoob the rlgh!;s of 
_prl'lll<lY or stm1011\ils S,J!d their 1,'al'.Qutes ill oonneo
t;!on wit:h any DIU'VSYB or oatll•ge.therllli' e.otlvi
t;!ea oonauotaa, IU!Jlls~ea, or RlltltOl'!zed by the 
SoorotlltY or l>lt iwmlnl•br•tl.Ve lleM of 1.11. edu
o•ldon s.floney. l!.uglll8,ld0l18 oeta.bllsillld und61! 
this snb,eot!Ol>. SMll lnolnde _provls!ons oonlirol
lln!I t'be 'It .. , llleaamln•!rum, and ;vrot,,otlon of 
snoh Ila.ti., No suwey or de.ta-gatb.eclng 11.0tl.vi
tleA she.11 lie oond"oted l>Y the SecrotiiJ:.v, or an 
ailmJnlst\,a.tlvo Ile@ of an ed11o~on agano.v 
under "1l l\JIP11••b'le protl'Am, 1111101.1 anah aotlvi
~Jos ue authorhlea. b:{ 14w, 
(d) Sluihmta' ,at.her ibon pw,enlB' pormlaBlon or 

.itmBont 
For the pur»oooe or this •••t!Olt, whenever " 

awdent hae attained &lglltson 11ee.te or Olll>, or lll 
attending an lruitltutlon of poetsnoondary edu,. 
Cll,tlOI!, the pol'll11sslon or consent roQUlrBd or 
1111d bbe .rlghll! eoootded to lilte Jlnl'ODlla of llho 
el;adent shall thera&fter only ba requlrod of nnd. 
aooorded to tbs at;ndon~. 
(e) Jnformlng1111<•lltll 01 sf;udeni,i of:dghlo under 

this eaolion 
No i\Ulllll tmnJI bo made avalla'bls nndai• ~ 

Bl,IPllOAble »rOJ!l'Mll. to ,my odua .. 1;1onal ._geno,v 
or lllal;itntton llllloaB enoh agon.oy or lnlllltntlon 
e!leotl'lllb' !ntorms hlu> ll""OJlh of atttdante, o~ 
tha atudenm, it theya,:a elgh.llesn yol!A'.l! of age-or 
older, or are atwnOl/lll' an :lnlltlbu.Mon ot popt;. 
eeoonlla.ry e411Catton, of tho rlghl4 aouorded 
them b,v lilds aool;!.oll, 
(f) Jlnfo-OJ>I/ termlna.t!on ufasolalanoo 

Wh6 8eoret,u,y shllll t"'ko "'1>.l)COpr!s.t• noldon• 
to enfOl'-08 tlllR section and to deal wil>lt vlol11-
tl(l.ns or this seotlon, 1n 11,0oord!uwe -witlh this 
ol!llptor, 9xoe:pt that 11,0l;ion to termlnllte BBBlet,. 
11110& ms.y be taken onJy lr 1illa Saori>W !!will 
there IUIII been A rnuw1e to oompJVv,lth th!II sec• 
tion, and he Julp aatormined bhot oomplll\1100 
oa.unotbo eeo~•ed bs-Vollllltawmaana. 
lg) Ol'ltce and l'Ovlow bow<cll eu1onl.!o~J fJ,l\ol!oM 
~e Sooratu;cy phaU eatabll!Ol or aouturu,tu s.n 

otlloe and rev.low board wlth!IL tile Dopo.rtm.ent 
for ffllo J)\ll'J!o•• o:I' inveatlge.tlllg, »rooesell\lr, re-

:~~.i !~=~0t:=t~:i!:.!;!: 
lng allogod violntlollll a.t filllB eoatlon. E>:oopt for 
tllo oondnot otlloatlngs, rum• ct tho 1\llloMona 0£ 
tho s,arettwY 11Dder th!JI sootlon llheJl )la °""tied 
out 11) llllY or tho regJoru,,l ofiioeo otauoh lle,1111lt'b
ment, 

(h) Xlluol.1111n.-.y n'"'1'dli/ ~010,...., 
Nol,hlog in thlB ueot;lon 14u\U _prahlblb e.n uan

liAtlona1 agenor or Jnsbltulllon ll!om-
C.1) Jnolt1dlllir "-llll"OPrl•tv ln!'ormatlon ln tho 

eduootlon reuord of ll.llY Htttilonb cono&.l'l>ll!H 
dlsolpll,,~ Mt!Oll -tQlrM age.inBb suohstlldllllt 
for oonduot thot posed e, slgnll'ioo.nt .rlsll: to the 
niu"ob;r or woll-Jlemir of tw,,t student, othor Btu• 
denb, or other momlnllll ot IJba sob.ool .. .nunu
nlty: or 

00 d!Joloa(ng suoll. lllfomatlon to toMheni 
Oilld •ohaol offlole.la, inolwl!ni; toooharB and 
sohooL oU!olals In o~11Jll! sohools, who lte,vo le-
gltlme.ha ei!U.o•tlonal lntnrealnl ln th& beha.vlor 
of tho stndenU, 

(I) Dw.11 and. a\oo'bol 'Vlolatlon .U.cl<>SlU'eo 
(1) ln genom'I 

Nothing lD thlB Aot or tbs IDl!b&r llld1U1Rtlo11 
Aot ox :!.8116 [90 V.8,0, 1001 et aaq,, 42 u.11,0. B70l 
et peg,,) uball bo oonubruea to J]rohl,blt e.n lll.atl
tntlon of l1!11'her sdno•tlon lrom cllnoloolnr, to 
a. Pt.i:ont or !OJ&1 1i'U11,T4l•ll oC • slill«\lllt, fuCOl'
matlon rep.,:lllnJ; any vlolaf;lon of wi:v ll'od• 
lll!lll, State, or looal ls.w, or or llllY .rlllu or 11•1· 
ioy of tho m1tltutlon, govro,.ullllf l,lte \I.ti~ or 
ponol!JIIOJI at eloohol or e. oonttoll•d aub
ate.noe, rar~ou otwhehher tih"'t ln[orme.tlon 
.Ill 0011t1W>ad 1n tba ~tudent'o eduo~tlon 
reoorda,il'--

(A) the student ts nndar !;ho age oc :at: 1111d 
(B) tba lnlltl.lilltlon dllt1u'mlnea llhe.1; th• 

e.tu4mt )In.II uommlttod a dlsoipllne.ry vloler 
t!on 'With re&peot to l!1lllll llBe or poll!leaBlon, 

(2) Slate Jaw re.«arilmg dlsalo1111tt1 
Notl>llla 111 p~Te.t!MPll (1) ahe.U b• oonatoued 

;~;:r::e: ~bli~ir.~o~ %::;• .t";;.,= 
:from. maldnr tho dhlolon\ll'a deacrlbod ln oul>
seotlon (&) oftllls so6tlon. 

(J) rnv ... UJ(&tlOll and J>•••oonllon of ter,or!nm 
(1) Jn11onor"1 

Notwlthllta.ndlng- "nbi•oldn»o (e.) lihroug'II (I) 
at thl• seutlon or llll3' prov!Alo.n of State !11,w, 
tlle Attorney Gonore.1 (or lltlY ll'e6or•1 o!lloer 
or emplo;ree, In e. pol>itlon )!Ot lowar tlum a.n 
.At1111.Bh11.11t Attol'Jl•Y Gene.ml, t9.e&l$'.llllted 'by tlte 
Attorne;r aanare.1) nui¥ aubm!.t e. wrlttoXL "11-
llllo"'tlon tp "'com·t ot oom:1>etent ;/tu'ladtotloJJ 
for an ex pnm ardor requil.!l.ng on eiluoaOlolULl 
111:oooy. or lnsM~ldon to psrmlt tho AttOl'JIO:V 
aenerel (or .blB d8,\lll!Jls&) tq-

(~ aolleot eduo1tlon reoords ln the posses• 
DIOILO!th• eiluoatlo1111i! ll!!BILOY or .lrulhlh11Llon 
tillAb ar& t'Oleva.nt to an auth01•1ml!l lnVBBtlga,. 
b!QIJ. or :proseoution or a.n -Oil'ollSo listed In 
seotlon 2!1~2b(g)(6)(B) or tltlo lB, or Ill\ aot or 
dOlllel!tlo or llltlll'll•tlOJIBl hrror!Bm a11 do· 
.fined ill P&OMOll ll831 otthat title; and 

(B) fl>r olllolal Pllr,ll•e•• ulAt,il to tho In• 
vestlgatlon or l>l'OBeotttloA ot an at!oneu de
Pllt'lbod Ill }lat'~lll'"'WI- (l)(A), rollc<ln, a!Daollll• 
nm, end udo (.lnalndl:ng •• lvldanoe ab ttlal 
or lD othw: odmlnh!Orat1v-o or lnalo!e.l ))tO• 

~=~:~ ::or.f:to~:~t!:!i~ ~~~ 
uo1111ul.Oot-ton willll thB BooretllJ.II', lihl\ll iaauo 
to prot••t COlllldel\lllalJ.t;v, 

(ll) Al,pllo•llon IUld upproval 
(A) lll UllNIII\AL.-.An appllon.blon untlw, }lllffl-

11'11.l>h (1) ebllll oerlMY tlt•t bb.01'0 ll.l'U spool11o 

:): 
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J/lUD11 l'kOVJJl!ONO 
J,.pr.!oroentlon «1-1 o!l'nl>, X..II0-!117w•• olJ>.u,lllod. to 

•••Mon mBo or t'hlo tlllo prior to ro~o.i Jr:r l'ub. I<. 
1.D<H!lll, 

--· 2tll0-S11baoo, (b)(l100, l'Ub, Ii, lll,-2111, 'Which dlrooted 
All\Qlldadb addh>!I mm Ill'. (IQ "AHl>A 

SUbpllr. 

l'lll>, r. 10'/..i10, uo~t3lCAl, x .. 
lllfRl1edm"1lllla. 

Bnb.,,, (11l(l), l.'Ub, L, 'IM-m, !106'1(8)(0), eubetltatad 
"sab11iu'QR"t•P'h (}'))11 tot ''o11:1oao 01)" .in aonoltt.d!Pit _pro-
vl»loJ!s. 

Sub••·· (b)(l)(,l), llub, L, lO'I..UO, lllll'l(S){ll), 1...Ugn,a 

"fut~.~. (b)(?), l'1lb. r .. lll'l-ll0, IIUM(O)(D), tM!lgned 

ntdt\ltadinunla ontw111rntna.ntenCL JIU~,... (ll)(ll(A), Pal>, L. lllHBg, 111!9(2)(A)U), ln• 
f!Arted l'lotoiio aomtuolon 11, inolndfnt tho Qllu1mttonal 
1n1,e,...i., at ttUI c'blld ro, whom oontent would •~,,. . 
wta11 b11?GQ.U.tre1111• 

Sn1"1uo, (b)Cl)(OJ. l'ub. '/J. lOHlll, 12illlbllll)(A), 0111>
ntltutad "or (Ill)" tor "llll) on nilllllnt.h••tlvo lleAd ot 
on edulltot!on mnoy ( .. a,anud In Hatlon l~l~(o) or 
tblo tltfle)1 or(iv)0 • 

Suba,o, (b)(;l)(1Jl), l'Ub, I,, 103-IIIB, §ll!B(ll)CA)(ll), 
IUllODa.! ••11»•1, (lll) SOJW'ally, P,lor to AlllOndmonl; 
eub»•~. (II) ,~aa adollowa: "Sta to 8.lld. loaol of11olalll or 
outMtltla to whDlll euoh lnfll1n>~tlon lo apolJ!lli>6ll9 
••~ulrod ta b• l'Ol)o.rtod or dl.oolo,ed P111'4\IOJl~ 1• l!t11to 
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l'ago BBB !l'n'):,lil 20-l!lDUOA'l'ION 

v.lolAtlon ot Poi'0/:1'1\l>ll (!)(Fl, tho uduo•!lolllll.0&0.W Gt 
r.,Mtu"on llh,11 b p,oldbllad from p"""'1Dblll!I "'"'"" 
to infoi:maltoR kom 11dau11tloA 44WOlds tfJ ttllr. tblrll 
pa~:for•padad urw,tleu11 thwl fJ.vo }'SJWl,11 

Bttb ... , (o}. l/ub, r,.1~82, 1249(1)), P~blllt<llod "Hob 
l•t•t ~h,nlljl) d~• .no,, Oaloblr JD, 1991, tbo Boorol<U'Y 
ol!•U •do»~ •.iw,<>.Pl'll.i.. llBBoll\llonu 00 R1"'"'111t<111 m, 
J«on.tlty oxiatln,~Ba.latlon1 Qifpl.'008dmdS1 wldoh0 .far 
~o Beortitiu:v 1ltall Jldoiit I\P.(lt'o»r11lte raJU)ntlona 

Sttbooo. (d), l'Ub, 1,, JOS,'1111, lilll(h)(ll), 1 ... ,tod a 
comma. Aft«' 11cau.,;iaUon"• 

1140(.d), bloe,:ttd "offilcs-

llllb»lll', (OJ, aubstltUtJd f&IOl<>n•• to .. , .. tton 4114(0)" tor 
l'Otnl'onae 1.u •111eotfon 409 or 'bh!a Mff' 19'.bJDh 1'0'l' JU1X'" 
pDIM ot 
U2lo-,1(o) 

£o1m•tlon, aaa jjb,,t t1io farm •hllll 11• ayl\llllble to 11.,,_ 

:::.a-:,t.=.:~::..oi:i-.m::.m:i ~:l~M:;;;.,~c:.: 
atii~il;1'toJ":J~j,, 98-lilD, U{a)(1)(f),811bllltllted. "l;o 
MT •l1all•t10llol 6BDDIIY or l"""IMttoD UllloH iaoll 

""" tba rool1lont ot ••ol\ 
oah 

!Wn<mtlll l>A~a 0~ 21>!0 lokrulllMllfl1' 
.Amoniltnenl by l'llll, I,, lll,m llllilulba Out. 1, ll!J!0, 

exoo»t aa olberwln O)ltlolilollllY »rovlde4, ••• sootJon 
411 DI l'Ub, It. ll1~B. -~ ·~~ .. • llot\l -~ SOOtlOJ\ 
U!l or'!.'ltta 41, Tba Pnbllolr••lt• abd w,tra1:t1 • 

.l!JtJ.icr.trlll VATB OJ ~Ol>3 AMBNDMBff1' 
.AmollAment by l!ab, r,. 10l-l10 oUootlvo J.,,_, o, :ioos, 

:::: n~i~o~~:fJv!°~:=, :::=~~ti~ 
L.101-ill.D, aet out; lil.s an.lSmiottvn Datn1oto undB.1' ae~ 
fllon 8B01 ott111B tit.ta. 

1Dfll1<lll'Ml Dm,a or 1198 AMEHD""l!l' 
Amenllment by l'ab, r.. lQH!i olll!ollvo Oot, l, lODD, 

eme»t U oth&ndlle »rGVilled Jn Pub, L, 10s-a44i 110,0 aoa~ 
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tlon.8 otPub. I,, 106--BH., set out AtS Ano to unthlr n1uitlon 
lDOl oUhlo tlble, 

El!nO'l'lVPJ llNrD OP insa AMmmNmlT 
Qcotlon lf;5Slb) of l'llb, .C., ffl-8M Riovldll4 tlu>t: '".I'll• 

am•nlln!ant modo bl' tblo •notion !<mlnUlll!~ tbl• .... 
tton] lllt&U talle orte.ot on th& aa.tB or BUMtm.on.t o.t ti'bJB 
Ao.fl: (.J\l)y !13., 189'JJ.'1 

llll'Rllll'tMI llATll ov 10'/D A~RMDmlB' 
AJnoudmonl ll,V J.'Ub, L, SIH& effaotlve Ool, I, aie, ••• 

1u1Dtlon b or Pab. L. oo-48, not oub ae ,., nott under ,mo• 
tlon !ISO or t'hlJl tibia, 

li¥PROfflll ll,\2B OJ lll'14 AWllllDMIU\!r 
s,otlon A(bl ot l'ub. t,, g~,noa ,vrovtil<a b~•lil "Tho 

omw11l111&Jtta lllMIB b1 8\lbJaOIJOU (o) [oln&Jtdl1111 tblJl 
,oo!;loll] Jlboll bo ,m,11v,, ind ,,.ir,,oot1vo cu, Novem• 
ber J0, 19'14," 

DfPDOIWI l>A1H 
aeotlon 6l3Chl(l) ot P•b, L, os.,,oa provllla4 !ibat: "!l!h• 
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AppendixC 

MEMORANDUM OF UNDERSTANDING BETWEEN_ 
AND THE KENTON COUNTY BOARD OF EDUCATION 

TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE 
KENTON COUNTY BOARD OF EDUCATION FOR THE 

AUDIT/EVALUATION OF EDUCATION PROGRAMS AND 
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 

*** *** *** *** *** *** *** *** *** *** *** *** *** 
TfilS AGREEMENT is made and entered into by and between the Kenton County Board of 

Education ("KCBOE") and--~--~---- (hereafter ''Authorized Representative') and 
establishes the procedures relating to an exchange of information between the Parties. 

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and 
its duties include audit or evaluation functions of federal or state-supported education programs or 
enforcement or compliance with federal or state legal requirements that relate to those education programs 
(audit. evaluation or enforcement or compliance activity) in its role as the local education agency and in 
evaluation of education programs to identify or develop the best education practices to be used in public 
schools of Kenton County Kentucky; 

WHEREAS, the Authorized Representative is an entity perfonning audit or evalua1ion functions 
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor 
acting in the place of the KCBOE to perform the KCBOE's audit or evaluation functions of federal or state
supported education programs or to enfot'Ce or comply with federal legal requirements that relate to those 
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state 
education agency and in evaluation of education programs, as descl'ibed below; 

VVBEREAS, various elements of the data maintained by the agencies are protected by the Privacy 
Act of 1974, 5 U.S.C, 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et 
seq.; the Family Educational Rights and Pdvacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National 
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; the 
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.; 
and the Kentucky Open Records Act, KRS 61.820 et seq.; 

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as 
follows: 

Section 1. Designation of Authority. 

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified 
below as an "authorized representative" of the KCBOE, as defined in 34 C.F.R. 99.31 (a)(3) 
and 99.35, with respect to the provision of audit or evaluation functions of federal or state
supported education programs or to enforce or comply with federal or state legal requirements 
that relate to those education programs (audit., evaluation or enforcement or compliance 
activity) in the KCBOE's role as the local education agency and in evaluation of education 
programs ("audit'evaluation services") and, specifically, with respect to the use of confidential 
data disclosed under this agreement. 
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B. The KCBOE and the Authorized Representative hereby agree that, if free 01· reduced prlce lunch 
eligibility data (i.e., free or reduced price lunch eligi'bility data which is the student povercy indicator for 
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify 
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the 
audit/evaluation services include a "need to lmow" this data as required by 7 C.F.R. 245.6 (f); and shall 
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing 
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement 
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein andKCBOE's 
agreement that the Authorized Representa'tive meets the requirements for disclosure set forth in 7 C.F.R. 
245.6 (f) and that the Authorized Representative has demonstrated a ''need to kn.ow" shall be evidenced by 
the KCBOE•s agreement to enter the USDA Prototype Agreement. 

Section 2. Aclmowledgment ofRelelllle of Co:n:fidenfial Data, Identification of Confidential Data to be 
Released to the Authorized Representative and Description of Use of Data by the Authorized 
Representative. 

A. The parties aclmowledge that the KCBOE is releasing confidential data including student and nonw 
student infonnation to the Authorized Representative for the purposes outlined herein, and that the release 
of the KCBOE confidential data including student and non-student information to the Authorized 
Representative is necessary for the completion of the KCBOE•s audit/evaluation services, The confidential 
data including student and non-student infonnation to be disclosed is described in a document attached to 
this agreement as Exhibit A. The Authorized Represent:ative shall notify the KCBOE and the KCBOE shall 
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision 
of audit/evaluation services. The Authorized Representative will use personally identifiable i~fonnation 
from education records and other records in order to perform the audit/evaluation services described in 
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the 
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure 
and an explanation as to the need for confidential data including student and nonwstudent information to 
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE an.cl the 
KCBOE shall provide written consent, if approved, of any changes to. the list of disclosed data necessary 
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services 
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be 
reduced to writing and included in Exln'bit A to this agreement. 

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data 
which is the student poverty indicator for most education programs) is to be released to the Authorized 
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written 
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and 
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is 
allowed by 7 C.F .R. 24S.6. A description of any data protected by 7 C.F.R 245 .6 which is to be disclosed 
under this agreement shall be included in Exhibit A, Section III. Any agreed upon changes to the data 
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section 
ill to this agreement. 

Section 3. The Authorized Representative and the Authorized Users' Obligations. 

A. The Authorized Representative shall not share these confidential data with anyone, except those 
employees of the Authorized Representative and the Authorized Representative's subcontractors, 
("Authorized Users") that are directly involved and have a legitimate interest under FERP A or a "need to 
know" (as def med in 7 C.F.R. 245 .6 in the case of disclosure of free or reduced price lunch eligibility data 
which is the student poverty indicator for education programs) in the performance of the audit/evaluation 

; 

t. 
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services according to the terms of this agreement or any overarching agreement between the KCBOE and 
the Authorized Representative in which the Authorized Representative agrees to perfo1m these 
audit/evaluation services on the KCBOB's behalf (''Master Agreement"). 

B. The Authorized Representative shall require all Authorized Users to comply with FBRP A and 
other applicable stato and federal student and non-student privacy laws. The Authorized Representative 
shall require and maintain confidentiality agreements or the KCBOE's Nondisclosure Statement{s) with 
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is 
used which is different from the KCBOE' s Nondisclosure Statement{s), then the tenns of the Authorized 
Representative's confidentiality agreements shall contain, at a minimum, the terms and conditions of this 
agreement and a copy of the current Authorized Representative's confidentiality agreement or the 
KCBOE's Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as ExhibitB. 

C. Authorized Representative that receive Personal Information as defined by and in accordance 
with Kentucky's Personal Information Security and Breach Investigation Procedures and Practices Act, 
KRS 61.931, et seq., (the ''Act"), shall secure, protect and maintain the confidentiality of the Personal 
Infonnation by, without limitation, complying with all requirements applicable to "non-affiliated third 
parties" set forth in the Act. 

"Personal Information" is defined in accordance with KRS 61.931 ( 6) as "an individual's first name or 
first initial and last name; personal mark; or unique biometric or ·genetic print or image, in combination 
with one (1) or mo1·e of the following data elements: 

a) An account, credit card number, or debit card number that, in combination with any required 
security code, access code or password, would permit access to an account; 

b) A Social Security number; 

c) A taxpayer identification number that incorporates a Social Security number; 

d) A driver's license number, state identification card number or other individual identification 
number issued by an agency; 

e) A passport number or other identification number issued by the United States government; or 

f) Individually Identifiable Information as defined in 45 C.F.R. sec, 160,013 (of the Health 
Insurance Portability and Accountability Act), except for education records covered by the 
Family Education Rights and Privacy Act, as amended 20 U.S.C, sec 1232g." 

As provided in KRS 61.931(5), a "non-affiliated third party" means "any person or entity that 
has a contract or agreement with the Commonwealth and receives (accesses, collects or 
maintains) personal information :from the Commonwealth pursuant to the contract or 
agreement." 

Contractor shall notredisclose, without written consent of the KCBOE, any "personal 
information,'' as defined in KRS 61-931, or any other personally identifiable information of a 
student or other persons, such as employees. 

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in 
complying with the response, mitigation, correction, investigation, and notification requiremi,nts of the 
Act. 
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E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two 
(72) hours, the Kentucky Department ofEducation, the Commissioner of the Kentucky State Police, the 
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or 
knowledge of a breach, unless the exception set forth in KRS 61.932{2)(b)2 applies and the vendor abides 
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS 
61.93l{l)(b), the vendor shall notify the Commissioner of the Department of Local Government in the 
same manner as above. If the agency is a public school district listed inKRS 61.93l(l)(d), the vendor 
.shaJl notify the Commissioner of the Department ofEducation in the same manner as above. If the 
agency is an educational entity listed under KRS 61.931(1)(e), the vendor shall notify the Council on 
Postsecondary Education in the same manner as above. Notification shall be in writing on the fonn 
developed by the Commonwealth Office of Technology and incorporated by reference into Kentucky 
Regulation 200 KAR 1:015. 

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s) 
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements. 

G. The Authorized Representative hereby agrees to unde1take a prompt and reasonable investigation 
of any breach as required by KRS 61.933. 

H. Upon conclusion of an investigation of a security breach of Personal Information as required by 
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the 
notification, investigation, and mitigation of the security breach. 

I. In accordance with KRS 61.932{2)(a) the Authorized Representative shall implement, maintain, 
and update security and breach investigation procedures that are appropliate to the natW'e of the 
infonnation disclosed, that are at least as stringent as the secutity and breach investigation procedures and 
practices established by the Commonwealth Office of Technology: 
htti,://tec.hnoloc ,kY,"1YLciso/Psies/InfunnationSecurityPolicjes.StandardsandProcedurcs.amx. 

J. If Authol'ized Representative is a cloud computing service provider (as defined in KRS 
3 65, 734(1 )(b) as "any person or entity other than an educational institution that operates cloud computing 
services"), Authorized Representative does further agree that: 

_ •_ Authorized Representative shall not process student data for any purpose other than providing, 
improving, developing, -or maintaining ~e integrity of its cloud computing services, unless the 
provider receives express permission from the student's parent. The Authorized Representative 
shall work with the student's school and district to determine the best method of collecting 
parental pemrission. KRS 365.734 defines "process" and "student data''. 

• With a written agreement for educational research, Authorized Representative may assist an 
educational institution to conduct educational research as permitted by the Family, Education 
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g. 

• _ Pursuant to KRS 365. 734, Authorized Representative shall not in any case process student data to 
advertise or facilitate advertising or to create or correct an individual or household profile for any 
advertisement pwposes. 

• Pursuantto KRS 365.734, Authorized Representative shall not sell, disclose, or othe1wise process 
student data for w1y commercial purpose. 
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K. Pursuant to KRS 365.734, Authorized Representative shall certify in writing to the agency that it 
will comply with .KRS 365.734(2). 

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a 
manner that does not permit personal identification of students and their pal'ents, and non--students by 
anyone except those bound by this agreement and the K.CBOE. The Authorized Representative shall store 
all confidential data on secure data servers using current industry best practices. The Authorized 
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of 
any security breach to the server containing the confidential and otherwise personally identifiable data or 
of any disclosure of confidential and otherwise personally identifiable data to anyone other than the 
Authorized Representative's Authorized Users or the KCBOE officials authorized to receive confidential 
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all 
reasonable means prescribed by the KCBOE to secure any breaches as soon as practicable. 

L. The Authorized Representative shall not redisclose the KCBOE' s confidential and otherwise 
personally identifiable data to any other party without the prior consent of the parent or eligible student 
except as allowed by applicable federal and state law. 

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential 
and otherwise personally identifiable data solely to Authorized Users and to ensure 1hat the confidential 
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A 
copy of-the Authorized Representative's data security policies and procedures is attached to this 
agreement as Exhibit C. 

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable 
data within furty~five (45) days after it is no longer needed to perform the audit/evaluation services 
described in 1his agreement, upon KCBOE' s request or upon termination of this agreement, whichever 
occurs first unless agreed otherwise in writing. The Authorized Represen'lative' s descr.iption of the 
method(s) which will be used to destroy all confidential data shall be attached to 1his agreement as 
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the 
KCBOE within forty-five ( 45) days after the data is destroyed. 

0. The Authorized Representative shall pennitthe KCBOE, attheKCBOE's cost and upon written 
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative 
is complying with the data security policies and procedures in Exhibit C and/or tllat the Authorized 
Representative has destroyed the data as verified. 

P. The Authorized Representative shall collect and use these confidential and otherwise pel'sonally· 
identifiable data only fortlle purpose of helping the KCBOE perform audit/evaluation services related to 
the activities outlined in thls agr.eement or in any Master Agreement. 

Q. The Authorized Representative shall obtain prior written approval :from the K.CBOE before 
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified 
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a 
Master Agreement shall be consistent with federal and state law requirements. Any confidential and 
otherwise personally identifiable data collected by the Authorized Representative under activities 
approved by the KCBOE under this section, which are not regularly collected within the scope of this 
agreement but are consistent with 'the activities described in this agreement, shall be subject to the terms 
and conditions of this agreement. 
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R. If the Authorized Representative becomes legally compelled to disclose any confidential and 
otherwise personally identifiable data (whethet by judicial or administrative order, applicable law, rule or 
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide 
the K.CBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other 
appropriate remedy to prevent the disclosure or to ensure the KCBOE' s compliance with the 
confidentiality requirements of federal or state law; provided, however, that the Authorized 
Representative will use all reasonable efforts to maintain the confidentiality of confidential and othe1wise 
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by 
which any legally compelled disclosure is required, the Authorized Representative will only disclose that 
portion of confidential and othe1wise personallyidentifiable data that the Authorized Representative is 
legally requh-ed to disclose. 

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. 
Department ofEducation, Family Policy Compliance Office's Guidance for Reasonable Methods and 
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy 
Act ("Guidance"). The Guidance is available by clicking the following hyperlink, 
htg,://www2.ed.goy/poljcy/gcn/guid/fpco/pdf/reasonablemtd agreement.pd! and made a part of this 
agreement as if stated fully hereirl. 

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data 
protected by 7 C.F.R. 245 .6 (i.e., fi·ee or reduced price lunch eligibility data which is the student poverty 
indicator- for most education programs), abide by the restrictions of disclosure and confidentiality 
requirements contained ir1 7 C.F .R. 245.6 (f) applicable to the KCBOE. 

Section 4. Permission to Use Data. 

The K.CBOE acknowledges that by entering this agreement it is approving, in writing;ofthe Authorized 
Representative's use of these confidential data within the scope of purposes outlined in this agreement. 

Section 5. T.-ansfer Protocol. 

The KCBOB and the Authorized Representative shall work cooperatively to detennine the proper 
medium and method for the transfer of confidential data between each other. The Authorized 
Representative shall confnm the transfer of confidential data and notify the KCBOE as soon as 
practicable of any discrepancies between the actual data transfen-ed and the data described in this 
agreement: Tiie same protocolsnall appl:y"to any transfer of confidential data from the Authorized 
Representative to the KCBOE. 

Section 6. B.-each of Data Confidentiality and Remedies. 

The Authorized Representative aclmowledges that the breach of this agreement or its part may result in 
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate 
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative, 
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or In equity, may 
be entitled to preliminary and pennanent iajunctions to eajoin and restrain the breach or threatened 
b.-each. If the United States Department ofEducation's Family Policy Compliance Office determines that 
the Authorized Representative has violated paragraph 34 C.F.R. 99.3 l(a)(3), the KCBOE may not allow 
the Authorized Representative access to personally identifiable information from education records for at 
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of7 C.F.R. 
245.6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized 
Representative shall be responsible for any consequences or penalties which result from such breach. 
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Section 7. Amendment and Assignability, 

The tenns and conditions of this agreement may only be amended by mutual written consent of both the 
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its 
respective rights or obligations under this agreement without the KCBOE's prior written consent. The 
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding 
upon each party and any respective successors and assigns. 

Section 8. Choice of Law and Forum. 

All questions as to the execution, validity, interpretation, and perfonnance of this agreement shall be 
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action 
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky. 

Section 9. Waiver. 

The failure by one party to require performance of any provision shall not qf/ect that party's right to require 
performance at any time thereafter, nor shall a waiver of aJO' breach or default of this agreement constitute a 
waiver of any subsequent breach or default or a waiver of the provision itself. No modification, amendment, waiver 
or release of any provision of this agreement or of any right, obligation, claim or cause of action arlsingji'om this 
agreement shall be valid or binding for any purpose unless In writing and duly executed by the party against whom 
they are asserted 

Section 10. Severability. 

Any provision of this agreement that is declared invalid by a court of competentjurfsdiction or by operation of law, 
shall not affect the validity or enforceability of OJO' other pravislon of this agreement. 

Section 11. Authol'ity to Enter the Agreement. 

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly 
appointed representatives, that they are legally entitled to enter into this agreement. 

Section 12. Da1a custodians. 

The individuals who are the designated data custodians for the Authorized Representative with respect to 
this confidential data release and use agreement are listed in Exhibit E with their contact information. 

Section 13. Term and Termination. 

The term of this agreement shall be the same as the term of any Master Agreement between the KCBOE 
and the Autho1·ized Representative I for (l,ength of time or insert a date here) unless terminated earlier by 
either party upon thirty (30) days written notice. Either party may terminate this agreement with thirty 
(30) days written notice. 

Section 14. Effective Date of This Agreement. 

This agreement will become effective once the KCBOE and the Authorized Representative have both 
signed. 
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.APPROVED: 

Name Date 
Title 
Kenton County Board ofEducation 

Authorized Representative's Authorized Agent/ Date 
Agent's Title __ 
Agent's Name (Typed) __ 
Authorized Representative Entity's Name 
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Memorandum of Understanding (MOU) 

Descl'ipnon of Exhibits 

To autho1·ize the release and use of confidential data under the FERP A Audit and Evaluation 
Exception 

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the 
final MOU. Exhibits include: 

• Exhibit A - Specifics of data being requested 
o Section I - the initial data request that describes the audit/evaluation and data being 

requested 
o Section II- describes the need for Personally Identifiable Information (PII) 
o Section III - required if requesting Free and Reduced Lunch information 

• Exhibit B -Authorized Representative Confidentiality Agreements ( one for each data 
custodian) 

• Exhibit C - Authorized Representative data security policy 
• Exhibit D - Data destruction plan at completion of audit/evaluation 
• Exhibit E - Identification of data custodians 

Please refer to The U.S. Department of Education, Family Policy Compliance Office's Guidance 
for Reasonable Methods and Written Agreements for additional infonnation on requirements for 
data sharing under the Family Educational Rights and Privacy Act (FERP A). 
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Exhibit A: 
Contact Information 
Research Entity Legal Name 

Primary Data Custodian Name , Title 
Email __ 

Secondary Data Custodian Name Title 
Email __ 

Section I- to be completed by all reguestors: 

Phone 

Phone __ 

:purpose. Scope and Duration Use of data received u11der this MOU is limited to purpose and sco11e deji11ed. 

Completely describe 
the purpose and 
scope of the 
audit/evaluation. 

Describe how the 
results will be used. 

Click here to enter text. 

Click here to enter text. 

Duration of Start Date: 
Audit/Evaluation 

Data Being Requested 

Provide specific data 
elements needed to 
complete audit/ 
evaluation 

Click here to enter text 

Years included in Audit Evaluation: 

EndDate: 

02014-15 0 2013-14 02012-13 0 2011-12 02010-11 
02008-09 0 Other: ___ _ 

02009-10 

Level of detail/aggregation: • Student/Individual • School • District 0State 
qrequesting Personally Identifiable lnfonnation (PII), check Student/Individual /Jox. For aggregate 
level select School, District, or State. 
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Please complete Section ll if requesting Pll detail, 

Section Il" ComJ!lete if Personally Identifiable Information (PlI) is being requested: 

Justify your request 
for 

student/individual 

level data 

Explain why 
audlt/e11a/ui1tlon could not 

be compll!ted by 1ulng 
aggregate-level data 

without Pl/ 

Click here to enter text. 

Special requirements for requests/or Personally Identifiable Information (P11) 

• Student-Level/Individual detail from education records can only be used to meet the purpose 
or purposes of the audit/evaluation as stated in this MOU for duration as defined. 

• Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal 
identification of parents, students, individuals by anyone other than designated data custodians. 

• Authorized Representative agrees to destroy all PII from education records and confidential 
data from other records. 

• ff Free & Reduced Lunch Status is needed on Pll. data, complete Section Ill 
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m- Complete if free or reduced -price lunch eligibility data is required fo1· Pil records. 

;prototype Agreement: 
Disclosure of Free and Reduced Price Infonnation 

A. Purpose and Scope 
Kenton County Board ofEducation, KCBOE, and __ acknowledge and agree that children's :free and 
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell 
National School Lunch Act ( 42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 ( 42 USC 1771 
et. seq.) (CNA) and the regulations implementing these Acts is confidential infonnation. This Agreement is 
intended to ensure that any infonnation disclosed by the KCBOE to the __ about children eligible for 
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and 
that the KCBOE and _Jecognize that there are penalties for unauthorized disclosures of this eligibility 
information. 

B. Authority 
Section 9(b )(6)(A) of the NSLA ( 42 USC 1758(b )(6)(A)) authorizes the limited disclosm·e of children's free 
and reduced price meal or :free milk eligibility information to specific programs or individuals, without 
prior paren11guardian consent. Except that, the parent'guardian must be provided the opportunity to decline 
to share eligibility infonnation prior to the disclosure for identifying children eligible for benefits under or 
enrolling children in lhe State Medicaid Progt'am and the State children's health insurance program. 
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of 
children's parents/guardians must be obtained prior to the disclosure. 

The requesting agency certifies that it is currently authorized to administer the following program(s) and 
that information requested will only be used by the program(s) indicated. 

Check all Program Information Authorized thatAnnly 

• Medicaid or the State children's health insurance All eligibility information unless 
program (SCHIP}, administered by a. State or local parents elect not to have 
agency authorized under titles XIX or XXI of the Social information disclosed. 
Security Act. 
Suecifv Proirram: 

• State health program other than Medicaid/SCHIP, Eligibility status only; consent 
administered by a State agency or local education not required 
agency. 
Snecifv Program: 

• Federal health program other than Medicaid/SCRIP No eligibility information unless 
Specify Program: oarental consent is obtained. 

• Local health pr(!gram No eligibility information unless 
Specifv Program: parental consent is obtained. 

• Child Nutrition Program under the National School All eligibility information; 
Lunch Act or Child Nutrition Act consent not required. 
Specify Program: 

• Federal edueation program Eligibility status only; consent 
Specifv Program: not required. 

• State education program administered by a State agency Eligibility status only; consent 
or local education agency not required. 
Suecifv Prolmltl1: 
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, 
without parental consent. Parental consent must be obtained to disclose ariy additional eligibility 
information. Section 9(b )( 6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and 
given opportunity to elect not to have information disclosed. Social security numbers may only be 
disclosed if households are given notice of the disclosure and the uses to be made of their social security 
numbers as required by Seo. 7 of the Privacy Act. 

C. Responsibilities 

Kenton Counfy Board ofEduoation will: 

When required, secure parents/guardians consent prior to any disclosure not authorized by the National 
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving 
agency and made available to the detennining agency; 

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity 
for parents/guardians to ele<.t not to have information disclosed; 

Disclose eligibility information only to persons directly connected to the administration or enforcement of 
programs authorized access under the National School Lunch Act or regulations under the Act orto 
programs or services for which parents/guardians gave consent. 

__ will: 

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected 
with the administration or enforcement of the (program.) and whose job responsibilities require use 
of the eligibility information will have access to children's eligibility information. 

Use children's free and reduced price eligibility information for the following specific purpose(s): 

Describe: 

Click here to enter text. 

Inform all persons that have access to children's free and reduced price meal eligibility" information that the 
information is confidential, that children's eligibility information must only be used for purposes specified 
above, and the penalties :fur unauthorized disclosures. 

Protect the confidentiality of children's free and reduced price meal or free :milk eligibility information as 
follows: 
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Click here to enter text. 

Specifically describe how the information will be protected from unauthorized uses and further disclosures. 

Click here to entel' text, 

D. Effecfure Dates 

This agreement shall be effective during the dates of duration for the audit/evaluation. 

E. Penalties 

Any person who publishes, divulges, discloses. or makes known in any manner, or to any extent not 
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C)) 
orregulation, any information about a child's eligibility for ftee and reduced price meals or free milk shall 
be fined not more than a $1,000 or imprisonment of not more than 1 year 01· both. 
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F. Signatures 

The parties acknowledge that children's free and reduced price meal and free milk eligibility information 
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price 
meal and free milk information or further disclosure to other persons or programs is prohibited and a 
violation of Federal law which may result in civil and criminal penalties. 

Requesting Agency/Program Administrator 

Typed or Printed Name: ________________ _ 

Title: _________________ Phone: _______ _ 

Signature:. __________________ Date: ________ _ 

Determining Agency Administrator 

PrintedName:~-~--~-~-----~------

Title: _____________ _,Phone:-------~-

Signature: __________________ Date: ________ _ 

*Any attachments will become part of this agreement. 
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Exhibit B: KENTON COUNTY BOARD OF :EDUCATION 
CONTRACTOR'S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT 

Contractor __ 

Contractor's employee or contractor name __ =Tl=tl=e: __ 

Address Phone 

I understand that the performance of my duties as an employee or contractor, of a contractor for the 
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential 
infol'mation (infonnation designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or othel' 
federal or state law); and, thatl am required to maintain the confidentiality of this information and 
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to 
the following: 

• I will not pennit access to confidential information to persons not authorized by the KCBOE and 
its contractor. 

• ~ wHl maintain the confidentiality of the data or information. 
• I will not access data of persons related or lmown to me for personal reasons. 
• I will not reveal any individually identifiable information furnished, acquired, retrieved, or 

assembled by me or others for any purp~se other than statistical purposes specified in the 
KCBOE survey, project, or proposed research. 

• I will report, immediately and within twenty-four (24) hours, any lmown reasonably believed 
instances of missing dat.a, data that has been inappropriately shared, or data taken off site 

o to my immediate supervisor, Associate Commissioner, and 
o to the Division of Human Resources if! am aKCBOE employee or 
o to the KCBOE Office for whom I perform work under the contract ifI am a KCBOE 

contractor or an employee of a KCBOE contractor 
• I understand that procedures must be in place for monitoring and protecting confidential 

information. 
• I understand and aclmowledge that FERP A-protected infonnation obtained under provisions of 

Family Educational Rights and Privacy Act of 1974 (FERP A) as a KCBOE contractor's 
employee or contractor ofKCBOE is confidential information. 

• I mderstand that FERP A protects information in students• education records 1hat are maintained 
by an educational agency or institution or by a. party acting for the agency or institution, and 
includes, but is not limited to the student1s name, the name of the student1s parent or other family 
members, the address of the student or student's family, a personal identifier, such as the student's 
social security number, student number, or biometric record, other indirect identifiers, such as the 
student's date ofbirth, place of birth, and mother1s maiden name, and other infonnation that, alone 
or in combination, is linked or linkable to a _specific student that would allow a reasonable person 
in the school community, who does not have personal lmowledge of the relevant circumstances, 
to identify the student with reasonable certainty. 

• I understand that any unauthorized disclosure of confidential information is illegal as provided in 
FERP A and in the implementing of federal regulations found in 34 CFR, Part 99. The penalty 
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or 
imprisonment for not more than five years (under 18 U.S.C. 3559), or both. 

• I understand and aclmowledge that children's free and reduced price meal and free milk eligibility 
information or information from the family's application for eligibility, obtained under provisions 
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of the RichardB. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child 
Nu1rition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these 
Acts, is confidential infonnation. 

• I understand that any unauthorized disclosure of confidential free and reduced price lunch 
information or information from an application for this benefit is illegal as provided in the 
Richard B. Russell National School Lunch Act ( 42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition 
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, 
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than 
$1,000.00 (under 7 C.F.R. 245 .6) or imprisonment for up to one year (under 7 C.F.R. 245.6), or 
both. 

• I understand that ICRS 61.931 also defines "personal information'' to include: 
o an individual's first name or first initial and last name; personal mark; or unique 

biometric or genetic print or image, in combination with one (1) or more of the following 
data elements: 

o An account number, credit card number, or debit card number that, in combination with 
any required security code, access code, or password, would permit access to an 
account;(b) A Social Security number; 

o A taxpayer identification number that incorporates a Social Security numbel'; 
o A driver's license number, state identification card number, 01· other individual 

identification number issued by any agency; 
o A passport number or other identification number issued by the United States 

government; or 
o Individually identifiable health information as defmed in 45 C.F .R. sec. 160.103, except 

for education records covered by the Family Educational Rights and Privacy Act, as 
amended, 20 U.S.C. sec, 1232g. 

• I understand that other federal and state privacy laws protect confidential data not otherwise 
detailed above and I acknowledge my duty to maintain confidentiality of that data as well. 

• I understand that any personal characteristics that could make the person's identity traceable, 
including membership in a group such as ethnicity or program area, are protected: 

• In addition, I understand that any data sets or output reports that I may generate using confidential 
data are to be protected. I will not distribute to any unauthorized person any data sets or reports 
that I have access to or may generate using confidential data. I understand 1hat I am responsible 
for any computer 1ransactions performed as a result of access authorized by use of sign 
on/password(s). · 

Contractor's employee or contractor signature 

Contractor•s authorized agent signature 
Contractor's authorized agent name (typed) 

Date 

Date 
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ExhibitC; 

Please describe the measures you take to ensure the protection of Pll released to you. If you have a 
policy, please attach or copy/paste here as Exhibit C. 

Click here to enter text, 
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;ExhibitD: 

Please use the space provided to describe the methods used to destroy all confidential data at the 
completion of your work. Plpase specify the date of destruction. If you have a policy that describes it can 
be attached as Exhibit D. 

Click here to enter text. 
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E:xhibit E: In alphabetical order by last name, provide information for those persons designated as data 
custodians. This should include anyone with access to confidential data. A designated primary and 
secondary data custodian are required and a minimum of four is requested. Attach if more space is 
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian. 

Primary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Secondary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

All Other Data Custodians 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 
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. AppendlxD 

Sample Security Breach Notification Letter 

Date 

Dear Recipient Name: 

. We are contacting you because we have learned of a serious data security incident that occurred 
on (specific or approximate date) OR between (date, year and date, year) that Involved some of 
your personal Information. · 

The breach involved (provide a brief general description of the breach and include how many 
records or people it may have affected). The information breached contained (customer 
names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other 
Information (bank account PIN, security codes, etc.) was not released. 

We are notifying you so you can take action along with our efforts to minimize 
or eliminate potential harm. Because this Is a serious incident, we strongly 
encourage you to take preventive measures now to help prevent an~ detect any 
misuse of your information. We have advised the three major U.S. credit 
reporting agencies about this incident and have given those agencies a general 
report, alerting them to the fact that the incident occurred, however, we have 
not notified them about the presence of your specific information in the data 
breach.* 

( Optional paragraph if offering credit protection service.**) 

To protect you we have retained (name of identity theft company), a specialist In identity theft 
protection, to provide you with_year(s) of (description of services) services, free ofcharge. 
You can enroll in the program by following the directions below. Please keep this letter; you 
will need the personal access code it contains in order to register forservices. 

As a first preventive step, we recommend you closely monitor your financial 
accounts and, if you see any unauthorized activity, promptly contact your 
financial institution. We also suggest you submit a complaint with the Federal 
Trade Commission (FTC) by calling 1-877,.JD-THEFT (1-877-438-4338) or online 
at https:l/www.ftccomplaint~ssistant.gov/ 

-------------
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As a second step, you also may want to contact the three U.S. credit.reporting 
agencies (Equifax, Experian and TransUnlon) to obtain a free credit repor.t 
from each by calling 1•877-322-8228 or by logging onto 
www.annualcreditreport.com. · 

Even if you do not find any suspicious activity on your initial credit reports, the 
FTC recommends that you check your credit reports periodically. A victim's 
personal information is sometimes held for use or shared among a group of 
thieves at different times. Checking your credit reports periodically can help you 
spot problems and address them quickly. 
You also may want to consider placing a security freeze on your credit flies. A 
freeze prevents an authorized person from using your personal identifying 
information to open new accounts or borrow money in your name. 

You will need to contact the three U.S. credit reporti_ng agencies to place the 
security freeze. The fee is $10 for each credit reporting agency. The agencies 
may waive the fee if you can prove that identity theft has occurred. Keep in 
mind that when you place the freeze, you will not be able to borrow money, 
obtain instant credit, or get a new credit ~ard until you temporarily lift or 
permanently remove the freeze. 

To obtain a security freeze, contact the following 

agencies: Equifax: 1-888-298-0045; web: 

www.freeze.equifax.com 
TransUnion; 1-800-680-7289; web: www.transunion.com (search for 
security freeze) Experian: 1-888-EXPERIAN; 
www.experian.com/freeze.com 

For more information, see the website for the Oregon Department of 
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and 
click on -''How to Obtain a Security Freeze." 

If you have further questions or concerns, you may contact us at this special 
telephone number: 000- 000-0000. You can also check our website at 
www.omwebsite.org for updated information. 

Sincerely, 

* Reporting to credit agencies is required only for breaches affecting 1,000 or 
more persons. 
** Not required under ORS 646A.600-646A.628. 
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Detennlned 

• 
• 
• 
• 
D 
• 
D 

D 

• 

Agency Name: 

Agency Contact: 

AppendixE 

Determined Breach Notifloation Form 

Section1 
Com lete and submit within 72 hours of determination ornotlficatian, 

Ffnance Cabinet secretary 
Auditor of Public Acoounts (APA) 
Kentucky State Police (KSP) 
Attnmey General (AG) 
Commissioner of Department of Library and Archives, If breach detemtfned 
Chief Information Officer of Commonwealth Office of Technology 
lf Department of Local Government under l<RS 61.931(1J(b) or (c) also conlllct: 

Commissioner of Department of Local Government 
If Public School District listed In l<RS 61.931(l)(d) also contact: 

Commissioner of Kentucky 0epartmentofEducation 
If Educational entity listed under ((RS 61.931(1l(e) also conblct: 

President of Council on Postsecondary Education 

Agency Contact Emall: 

Agency Contact Phone Number: 

Date of Notification to Agencies: Time of Notification: 

Date Breach Determined: 

Sectlon2 

FACODl 
EffaclNa Datot01/01/20l5 

Complete this portion after the conclusion of the Investigation regarding whether the Security Breach has resulted In or 
is likely to result in the misuse of personal Information, Provide notice to agencies Within 48 hours of completing 
Investigation. 

Personal Information Breached: OYes ONo 

If Yes, fl<pialn: -------------------------------To ta I Number of Individuals Impacted: Pate Individuals Notified: -------
Type of Notices Sent Out (select all that apply and provide m!Jll=natlons): 

0 Web Posting: 0 Email: 

0 Local or Regional Media: D Telephone: 

0 Letter: D Other: 

Did You Notify Consumer Credit ijeporting Agencies? OYes ONo lfYes, Date: 

Any Other llreach Compliance Requirements Apply such as Federal? D Yes ONo 

lfYes, fl<plaln: ------------------------------Pago1of2 
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Third Party Breach: 0Yes 0No 

If Yes, Third Party Name: · 

FAC·D01 
El(od~a Doi•! 01/01/1015 

- --------------------------1 fT h Ir d Party Involved, When Did They Notify the Agency: 
-----------------

If a delay then please attach the delay notification record along with supporting documenlalion. Was there a 
delay due lo: 

• Law enforcement Investigation. Reference lo KRS 61,933 (3)(a) 
• An agency determines that measures necessary to restore the reasonable Integrity of the data system 

cannot be implemented within the tlmeframe established and Viii! delay Iha breach determination. 
Delay will need lo be approved In writing from Iha Office of the Attorney General. Reference to KRS 
61.933 (3)(b) 

• 
Sectlon3 

Com lete and submit at the conclusion of the lnvesti atlon and an notice and resolution rocess, 

Actions Taken to Resolve Breach: 

Actions Taken to Prevent Additional Security Breaches In Future, If any: 

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches: 

Any Q.uantiflable Financial Impact to the Agency Reporting the Security Breach: 

Reference; 
I<RS 61,931 to 61.934- http;/JwwwJrc,ky,p,y/Statutcs/statw,aspx71d=43575 
!(RS 42,726 • http:/Jwww,lrc.ky.goy/S111tutes/satutu s11111id----43580 

P•1•2.•f2 

------
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AppendixF 

FAC·f11D2 
Efferllvo Delo: Dl/01/2015 

Delay Notification Record 

All documentation In reference to the delay should be attached to the notification record. 

Agency Name: 

3rd Party Name, If applicable: _______________________ _ 

Agencies are to use this form to record Information: 

D If a law enforcement Investigation has delayed the notlrlcallon process for a breach determination, 
Reference to l<RS 61.933 (3)(a) 

Date Law Enforcement Notified Agency: ____________________ _ 

Law Enforcement Agency: 

• If an agency determines that measures necessary to restore the reasonable Integrity of the data 
system cannot be Implemented within the llmeframe establlshed and wll delay the breach 
determination. Delay wll need to be approved In writing from the Office or the Attorney General. 
Reference to KRS 61.933 (3)(b) 

Date Submitted to Office or Attorney General: 

Date Approved by the Office of Attorney General: _________________ _ 

The agency will submit form FAC-001 as required by KRS 61.933 lf law enforcement has not contacted It 
within seventy-two (72) hours or a determined breach. 

Pacolrrfl 


