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| 1t’s about ALL Rids.

DATE:
06/25/2022

AGENDA ITEM (ACTION ITEM):
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with the District
Technology and Confidential Information.

APPLICABLE BOARD POLICY:
01.61 Records Management

HISTORY/BACKGROUND:

District Staff have reviewed and selected two (2) online video courses that best meet the intentions of this
annual training requirement. Both videos are assigned to ALL District Staff to review at the beginning of the
fiscal year through the SafeSchools Training System (Vector Solutions). Additionally, the Technology
Department has prepared a training class to be included with the annual PFA Program on a yearly basis. This
course provides Best Practice Guidelines for use with District Technology and Confidential Information.

FISCAL/BUDGETARY IMPACT:
None

RECOMMENDATION:
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for use with District
Technology and Confidential Information.

CONTACT PERSON:
Matthew Winkler, Director of Technology

Principal/Administrator Dlstrlct Admlmstrat r Mendent

Use this form to submit your request to the Superintendent for items to be added to the Board Meeting Agenda.
Principal —complete, print, sign and send to your Director. Director —if approved, sign and put in the Superintendent’s mailbox.



Kenton County School District
Data Security and Breach Notification Guideboolc
As of October 7, 2016

Board Policy ~ Records Management: 1.61

The Kenton County School Districk Administration shall acknowledge to the Board of
Education in a public meeting prior to August 31% of each year that the District has reviewed ‘ |
the Data Security and Breach Notification Best Practice Guide and implemented best

practices that meet the needs for reasonable security protection over personal information.

Personal Information is defined as an individual’s first and last name or first initial and last
name; personal mark; or unigue biometric or genetic print or image, along with any of the
following data elements:
e Account number, credit or debit card number, that, in combination with any required
security code, access code, or password would permit access to an account;
o Social Security number;
e Taxpayer identification number that incorporates a Social Security number;
e Driver’s license number, state identification card number, or other individual
identification number issued by any agency;
o Passport number or other identification number issued by the United States
government; or
e Individually identifiable health information as defined in 45 C.F.R. sec. 160.103
{Appendix A) except for education records covered by the Family Educational Rights

and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix B)

Security Breach is defined as an unauthorized acquisition, distribution, disclosm.'e,
destruction, manipulation, or release of unencrypted or unredacted records or data that
compromises or is reasonably believed to compromise the security, confidentiality, or
integrity of personal information and results in the likelihood of harm to one or more
individuals; or the release of encrypted records along with the key or process necessary to
unencrypt the records.



| KRS 61.931 — House Bill 5

Procedures and practices to safeguard against securlty breaches must be implemented by any
entity that maintains or possesses personal information in accordance with applicable KRS

and federal laws.

For any contracts involving personal information that are entered into or amended after
lanuary 1, 2015, specific language requiring protection of the data must be included. The
following Memorandum of Understanding was developed by the Kenton County School
District legal counsel and shall be utilized with all software purchases:

Memorandum of Understanding — See Appendix C

The following guidelines were prepared around thrée major areas of consideration as
identifled by the Kentucky Department of Education:

e Protection and Prevention
e Preparation for Notification
e Notification



Protection and Prevention

All District employees are charged with protecting the confidentiality of personal information
whether it pertains to customers, employees, parents, or students. The basic premise is to
remain vigilant in the safekeeping of all paper records and all electronic records. Employees
are encouraged to collect the minimum amount of personal information necessary o
accomplish the given task and retain the information for the minimum time required by law.

The following Kenton County School District departments are identified and charged with the
use, maintenance, and safeguard of records which contain personal and confidential
information:

e Personnel

o Student Support Services

e Finance

o Technology

o Special Education

e Preschool

e Food Service

e Transportation

o Support Operations

e School Level Office Staff

e Nursing Services

There are many departments and employees that come into contact with and use
information that can be considered personal and confidential. As such, all district employees
will be provided a brief overview and basic training in order to strengthen our coverage and
safeguard the protection of restricted personal records from unauthorized personnel.

Each department shall inventory all records which contain very personal and restricted
information which must be considered for appropriate protection. These records shall be
reviewed periodically (annually at a minimum) in order to determine the rights and privileges
of district staff that have primary responsibility to utilize the restricted personal information.
More importantly, the district staff charged with maintaining the records shall adhere to
strict guidelines which are designed to protect the restricted information reflected in the

documents.



The following guidelines are to be utilized by all district staff responsible for the safeguarding
of personal and restricted information: '

e Maintain an inventory of all electronic and paper records that contain personal
information

e Classify information contained in all restricted records according to sensitivity and
level of risk if that information was accidentally or intentionally accessed by anyone
without a need to know

»  Strictly adhere to the records retention requirements for all sensitive records

¢ Supervisors shall annually assess the access rights afforded to district staff as it
pertains to restricted files and data bases

® Whenever practical, all high-risk information shall use data encryption to protect the
sensitive files in combination with host protection and access control

» Remove rights and access privileges immediately upon severance of employment for
employees that have the responsibility to use and maintain sensitive files; retrieve all
keys and building access control devices; remove all staff from security alarm code
systems

«  All employees shall have an annual awareness training regarding the importance of
protecting and safeguarding restricted personal information contained in paper files
and electronic data bases; the annual training shall also include a comprehensive
review of Data Security and Breach Notification Best Practice Guide.

s Al employees shall review the following awareness training videos located on the
Safe Schools Training Site:
- Cybersecurity Overview
- Protection Against Malware
- FERPA: Confidentiality of Records

» Use strong passwords or pass phrases and change them frequently

s Keepa password, PIN, or pass cote on all devices including laptops, tablets, and smart

phones
¢ Require all contract vendors that utilize personal information on behalf of the school

district to sign and adhere to the guidelines established in the District Memorandum
of Understanding; all MOU’s must be maintained and renewed annually

=  Each district staff member that is charged with the maintenance or access to personal
restricted information shall adhere to appropriate office maintenance reguirements
designed to protect access to confidential records throughout the course of the work
day and after work hours
- Only print files or records that contain restticted personal information if necessary
- Never leave restricted files on common space printers or coplers




- Never leave restricted files on desk top computer screens or printed files laying on
the desk surfaces when you are away from the work space
- File all confidentia! information in securely fastened spaces when not in use
- Properly manage and control all confidential conversations ‘
'~ Pay attention to confidential information belng displayed on monitors in an open
setting T
Establish language for solicitation of Request for Proposais that reflects the desired
restrictions and controls necessary to safeguard personal restricted information to be

utilized as part of the third-party work



Preparation for Netification of Affected Individuals

In the event there is a suspect data breach, the Kenton County School District will initlate the
appropriate response plan. The Preparation for Notification of Affected Individuals was
prepared using elements from the Best Practice Gulde and pertinent data breach legislation.
The Director of Technology shall be the Lead agent for the District and assume responsibility
for the coordination of all internal investigation and notification procedures. The process for
investigating a potential data breach is outlined in the following procedures:

1) The Jead staff member charged with managing the breach of data security process
shall be Chris Setters (Director of Technology). .

2) The lead staff member shall immediately notify the Superintendent of Schools
regarding any data breach incident.

3) The Superintendent of Schools shall notify District legal counsel regarding any data
breach incidents.

4) The lead staff member shall engage the District Safety and Security Officer to assist
with the investigation.

5) The lead staff member shall work with the departmental supervisor to ascertain the
scope of the data breach as well as the schedule of affected individuals for the
notification process.

6) Notification to affected individuals whose unencrypted personal information have
been, or are reasonably believed to have been, acquired by an unauthorized person
shall be prepared and disseminated within in accordance with House Bill 5. A

_ draft notification letter to individuals is found in Appendix D,

7) Outside law enforcement agencies with expertise in investigating crimes that involve
technology shall be contacted for advice and assistance with any data breach
incidents. Identify any and all agencies that may be of assistance with an
investigation and secure contact information in the case of a data breach incident.

8) Immediately assess and prepare strategies to contain, control, and correct any data
security breach incidents. Document any issues discovered and response actions
talken. :

9) Perform a thorough review of the actions and flaws with the District data security
platform leading up to the data breach. Male any necessary adjustments to the
structure in order to prevent future incidents.

10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience
and cyber-security practices.




Notification

As of January 1, 2015, Kentucly requires notification of suspected or confirmed data
breaches. KRS 61.931, ET SEQ, (HB 5), Kentucky School Districts are required to notify both
the individual of a breach and various state officials. House Bill 5 addresses the safety and
security for personal information held by puhlic agencies and requires public agencies and
nonaffiliated third parties to implement, maintain, and update security procedures and
practices, including taking any appropriate corrective action to safeguard against security

breaches.

House Bill 232 requires consumer notification when a private party data breach reveals
personally identifiable information. This bill also requires cloud computing service providers
contracting with educational institutions to maintain security of student data. The District
Technology Coordinator shall assume responsibility for approving and finalizing all cloud
based service provider agreements.

The District Technology coordinator shall utilize the following forms developed by the
Commonwealth Office of Technology for use in the event of a breach or a suspected breach of

data.

e Data Breach Notification Form FAC-001 — See Appendix E
e Delay of Notification Form FAC-002 — See Appendix F

The notification requirements are designed to alert individuals of such data breaches and
provide those affected Individuals with an opportunity to take appropriate actions to
mitigate the personal damage from poteniial identity theft or other harm. The following
guidelines were established by the Kentucky Data Breach legislation:

e Prepare a description of the categories of information that were subject to the
security breach, including elements of personal information that were believed to be
acquired;

o Contact information for the notifying agency, including the address, telephone
number; '

o A description of the general acts of the agency, excluding disclosure of defenses used
for protection of information from the following sources about steps the Individual
may talke to avoid identity theft, for:

- The major consumer credit reporting agencies;



- The Federal Trade Commission; and
- The Office of the Kentucky Attorney General

The data breach legislation that went Into effect in January 2015, each District has a total of
35 days from the time of their formal notification of agency contacts to notify all individuals
impacted by the security breach. If the internal investigation leads to a reasonable conclusion
that an unauthorized person through criminal activity may be involved in the data breach
then the local law enforcement should be notified.

The appropriate State staff should be notified within 48 Hours if the investigation finds that
the misuse of personal information has occurred or is likely to occur. The length of the
investigation is not established by this bill and will vary with each incident.

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form
FAC-001 to KDEDataB Notification@Education.ky.gov and to the following agencies as
required by KRS 61.933:

e Attorney General’s Office

e Auditor of Public Accounts

e Finance and Administration Cabinet -

e Kentucky State Police

e Kentucky Department of Library and Archives

e Commonwealth Office of Technology

The Department of Data Breach Notification at the Kentucky Department of Education will
provide the most current contact information for each State agency representative. If the
investigation involves law enforcement officials and prevents the full disclosure of
information to the Department, then form FAC-002 shall be utilized as required by KRS
61.933. The investigation shall be conducted in a reasonable and prompt manner in order to
determine whether the security breach resulted in or is likely to result in the misuse of
personal information



Appendix A

Depariment of Heallh and Human Services §160.108

this pubchapter apply to the following
entities:

{1) A health plan,

2) A health oare clearinghouse,

(8) A health care provider who trans-
mits any henlth information in eleo-
tronio form in conneotion with a trans-
aotlon aovered by this subohapter,

(b) Whore provided, the standards, re-
quirements, aud implementation speoi-

flontions adopted under this subchapter

apply to o business assoolate,

(0) To the extent required under the
Boolal Seourity Act, 42 U.B.0, 1320a~
To(a)(6), nothing in this subchapter
shall bo construed to diminish the au-
thority of any Inspeotor General, in-
oluding puch authority as provided in
the Inspeotor General Act of 1078, as
emended (6 T.8.0, App.).

(06 FR. 02780, Deo, 20, 2000, ns amonded at 07
ﬁ!’]“m' Aug, 14, 2003; 78 TR 5607, Jan, 25,

#160.108 Dofinitions,

Exoepti as obherwise provided, the fol-
lowing definitions apply to this sub-
ohapter: 2

Act means the Soolal Beourity Aot.

Adminfstrotive simplification provision
means any reguirement or prohibition
established by:

(1) 42 U.B,0, 19204-1320a-4, 18204-7,
19204-8, and 18204-9;

(2) Beotion 264 of Pub. L. 104-191;

(3) Sections 13400-13424 of Public Law

111-5; ox

(4) This subohepter.

AL] means Administrative Law
Judge,

ANSI stends for the Amerloan Na-
tional Standerds Instituts,

Business associate; (1) Exoept ap pro-
vided in paragraph (4) of this defini-
tlon, business assoolate means, with re-
spoot to a oovered entity, & pexrson who:

(1) On behalf of suoh covered entity
or of an organizad health onre arrange-
ment (a8 defined in this seotion) in
which the oovered entity partiolpates,
but other than in the capaoity of &
member of the workforce of such cov~
erad entity or arrangoment, creates,
reoelves, meinteins, or transmits pro-
tooted honlth informetlon for a func-
tion or activity regulated by this sub-
chapter, inoluding oleima processing or
pdministration, dats analysls, proo-
epsing or administrationm, ubilization

review, quality assurance, patient sefe-
ty aobtivities listed at 42 OFR 8.20, bill-
ing, henefit menagement, practice
manpgement, end reprloing; or

(i1) Provides, other then in the oapno-
1ty of & member of the workforas of
such oovered entity, legal, actuariel,
nooounting, consulting, dete aggrega-
tion (as defined in §184.601 of this sub-
ohapter), menagement, administrative,
gooreditation, or financlal services to
or for such covered entity, or to or for
an organized health care arrangement
in which the ooverad entity partiol-
pates, where the provision of the sexv-
100 dnvolves the dlsclosure of proteoted
heplth information from such covered
antity or arrangement, ox from another
‘business assoojate of such oovered enti-
ty or arrangement, to the pemson.

(2) A aovered entity moy be a busi-
ness agsociate of another covered entl-

by.
(8) Busk tntainolud

(1) A Heelth Information Organize-
tion, E-prescribing Gateway, or other
person that provides date transmission
services with respeot to proteoted
herlth information to a oovered entity
ond that requires aococess on a routine
:;alu to such proteoted health informa-

on,

(1) A porson that offera a personal
henlth reoord to one or more individ-
uals on hehalf of & covered entity.

(111) A puboontractor that oreates, re-
ceives, maintoins, or tranemits pro-
teoted health information on behalf of
the business assoolate,

(4) Business agsociaia does not include:

(1) A heelth oare provider, with re-
speot to dlsolosures by & goyerad entity
to the herlth oare provider conoerning
the treatment of the individual,

(1) A plan sponeor, with respeot to
disclosures by a group health plan (or
ty & health insurance issuer or HMO
with respact to 2 group health plen) to
the plan sponsox, to the extent that the
requirements of §164.604(f) of this sub-
chapter apply and ave met.

(111) A government agenoy, with xe-
speot to determining eligibility for, or
enrollment in, & government health
plan that provides public benefits and
{s administered by another government
ngenoy, or oolleoting proteoted health
information for much purpomes, to the
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§160.103
oxtent such aotivities are anthorized

lays,

vy A oovered entity partlofpating
an organized health oaxe aryangement
that porforms a funotioh op pobivity a8
denoribed by pavagraph (1){f) of this
definttion for or on behalf of suoh orge~
nized health care arrengsment, or thet
yrovidesn & sorvice as desortbed in yave-
graph. (1)(H) of this definttion bo or for
puoch organized health oare arrange-
mont by virtue of muoch pobivitten ox
sexvices,

iyl money poncliy or penally manns
the emonnt determined under §160.404
of this parb and includes the plural of
thege tarms,

OM8 stunds for Centors for Medicars
& Medlonidt Hervioss within the Depart-
ment of Health and Human Servicss.

Compliancs date means the date by
which & oovered extity ox businsse ag-
soolate xaust comyly with a standard,
implementation speolfication, require-
ment, o modification sdopted wnder
$his subobapber.

Ooyared entity mesns:

(1) A health plan,

(3) A henlth care olearinghouse,

(8) A health orve provider who brans-
mits any health information in elec~
tronte foxm in gonnection with a. trans-
aotlon covered by this subohepter.

Disclosure mesnn vhe yolease, trens.
for, provision of acoess to, or divulging
in any of informaty
the entity holiding the Information,

EIV stends for the employer identt-
fioblon xwmbar ageigned by the Inber-

45 CFR suptilfe A (10-1-15 Ediflon)

vices In ocoxagmbers (haxd drives) and
any removable/transportable digliwl
memory medinm, such a8 magnatio
tupe or disk, optinsl disk, or digitel
momory eard;

(2 Transmiseion medin uselt to ox-
ghange information already in elec~
tronio ebovage modin. Transmisston
modte, include, for examyle, the Inter-
niet, extranet or intwanet, lessed lines,
dlel-up Mnes, private notworks, and the
physloel movement of yoxmovable/brans-
yoxtabla alactronio sboxage modia, Cax-
tatn transmisslons, Inoluding of paysr,
via facsimile, and of volos, vin tele-
ghone, are not oonsiderad to ba frans-
missions via eleotronic madia if the fn-
formati ing h d did not
exist in eleotvonio foxrm fmmediately
befors the transmission.

Eleatronip prolectad heelth information
moans Information that comes within
paragraphs (O or (1) of the dsfint-

teoted hadith Inf a5

tlon of
spooified in this seotion,

Emploger 18 defined as {& i3 i 26
T,8.0, 8401(),

Family member maans, with xespaot to
an Indiviqual:

(1) A dependent (a8 such term s @s-
fined in 45 OFR 144.108), of the indl-
viduely ox

(2) Any other pexson who is g fivat-de-
gras, sscond-Gegree, thind-degres, or
fourth-degres relative of the individual
or of s dependent of tha indlvidusl.
Relatives by affinity (such as by mer-
rlage or aioption) are traated the same
as rolat k> winlty (that 18,

pel Revenue Borvics, U.E, Day

of the Treasnry. The HIN is the tax-
payar identifying number of an indi-
viduel or other entity (whether ox nob
an employer) assigned under one of the
following:

1) 26 U,8.0. 6011(b), which s the por«
tion of the Intexrnal Revenue Code desl-
ing with identifying the taxpayer in
tex roturng and statements, ar oor
rasponding provisions of prior law,

(2) 26 U,8,0. 810D, which s the portion
of the Internal Revenue Jode dealing
with fdentifying nurahem in tax re-
turns, statements, and other required
doonnents.

Elactronlo medie means;

(1) Mlsotronio storage materisl on
which date 18 or may he recorded elea-
tronionlly, including, fox exawmyls, de-

xelatives who shere o common biologl-
ogl mnoestor), In determiniog the &e-
grae of the relationsbip, xelatives by
Jogs than full consenguinlby (such as
half-siblings, who sharo only one par-
ent) are treatsd the pame as relabives
by full oonzenguinity (such as siblings
who shere both parents).

(1) Wirst-dogree relabtives inolude par-
ents, pponses, aiblings, and childven,

(1) Becond-degrae relatives Include
grandparents, granfohildren, aunts,
unoles, nephews, and nieoes,

(1) Third-degree relatives include
groani~grandparents, grent-grapd-
onildran, groat aunts, great unoley, and
flxst oonelon,

(iv) Pourth-desree relatives Inolude
groat-great grandpavents, great-grount
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Dopadment of Health and Human Services §160,103

grandohildren, and childven of frst
sousing.

Hangtlo information moesnss

{t) Bubjeot to pavagraphs (3) und (8)

I of this Qeflnition, with respact to ax in-
dlvidual, information abonks

(1) The individual’s genetfo taste;

(11) The gonetio bosts of family mem-
vexs of the individual;

(D The ‘menifestation of & diseese o
disoxder 1n family members of such. In~
lnviaua\‘ oY

Gv) Any yaguost for, or reosipt of, ge-~
netic gexvices, or partiofpation in clin~
joal resesrch which includes genstio
gervioes, by the individual or any fem-

pondents alreotly or {hrowgh insur-
g}x}m\g, reimbursemend, or otherwise,
it

(1} Has 50 or more partiolpants (as de-
fined in seotion 3(1) 6f ERIBA, 20 U.8.0.
1003(7)); ox

(3) 1 administiered by an entity other
than the smployer that esteblighed and
maintains the plan,

HHS otends for the Department of
Hoalth and Humean Hervices,

Haplih, cote means care, Bervines, or
supplies related to the health of an in-
dvidusl. Health cora inoludes, hut S8
not Hmited bo, the following:

) FProventive, dlagnostio, there~
woutic, rehabilitative, maintenance, o

iy moember of the 1ndividnal.
(2) Any reforencs in thie muhohapter
to genstio fuformaiion ing an

individual or family member of an indi~
vidual shall include the genstio infoxr-
metion of

f) A fatus carrled by the indfvidusl
or fa.mﬂ,v momber Who 18 a pragnant
woman; end

(1) Any embryo legally held by an in-
dtvidusl or family member iwhilicing an.
ausisted reproduotive technology.

{8) Gonotla information exeludes In-
formation aboub tho nox or age of any
Individual,

Genetlo services means:

(1) A genetlo tesl;

(2) Geretio nonnseling (inoluding ob-
teining, interprebing, or susesaing ge~
netio tnformation); or

{9) Genetio education.

Gonatic #03t meuns sn snalymis of

pallintive oare, and eo\lmie‘unng‘i gervios,

oy
to the physloal or mental oondition, or
funobional stabus, of an inélvidual or
that affeols the structure or fanobion
of bhe body; and

(2) Bale or dispensing of a drug, de-
vice, pgmipment, or obher item 1in ao-
cordancs with e presoription,

Heolih, oere cleayinghouss means o
publie or privatie entity, including &
piiing service, rapriclng onmpauy,
oommunity hea)th mausgement infor-
mation pystom or community hemlth
information system, and “valae-added”
networks and switches, that does oi-
ther of the following funotions;

(1) Procenses or faoilitates the proo-
espfog of heelth information recetved
from another entity in a nonstendexd
format or containing nonstandard dabn
into standard date elements or

human DNA, RNA, ohy DEO-
telny, or me(:a.bomes. if the ane.)ysis
deteots genobypes, mutations, or chro-
moeomal chapges, Ganstic test does
not: include an anelysss of protsins or
mefisbolites that is divectly xelated {o
& Manifosted (izease, dloxder, or path-
oclogloal condition.

Group health plan (Glsc ses dofimitlon
of Reaith plan 1n this section) means s
employes welfae tenefit plax (an de-
fined in seotion 9(f) of the Bmployee
Retirement Incoms and Saourity Act of
1974 (BRISA), 29 U.6.0, 1002(1)), fnclud-
ing insured and self-dnsured plaus, to
the extent that the plan provides med-
fosl oare (as defined in moctfom
z'lsx(axz) of the Public Henlth Service

ot (FHE Aot), 42 U.8.0. S0028-91(a)(2))
mclm’ﬂng {homs and Bervices paid for a8
moediosl cara, to emyloyess or thelr de~

& gtandaad transeotion,

(3) Reooivey & standaxd tramesocbion
from another en¥ity and processes or
faoilitates the processing of héalth in~
formnation intu nonsbandard format or
nonsbandexd data content for the re-
ooiving enbity.

Hoolih care provider moans o provider

of sorvioes (a8 dofined m soobion 1661(w)

of the Act, 43 T.8.0, 1396x(u)), a pro-

vider of medical or health gervices (as

detined in seoblon 1861(s) of the Aat, 42

U.B.O. 190Bx()), and 2y other person

who ‘hes, ville, or

ha pald for health oo.re in the normal
courge of business,

Haelih information means any infor-
matlon, inolnding genetio information,
whother oxal or reoorded in any form -
or medium, thet;
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§160.103

{1) Is oreated or recelved by a health

caxe provider, nealth plam, ypublo

- henlth amthority, employer, life fu-
surer, gohool or university, or heslth
oaxe olearinghouse; and

(2) Relatos to the peat, present, or fu-
tare physicel or montal health or con-
dition of an individual; the provision of
health ocars to an indfvidual; or the
pash, yresont, or fature payment for
t!lxg ml:ovislon of health oare to an indl-
vigusl. -

Heolth fnsuranca fssuer (a8 defined o
seotion 2701(b)(2) of the PHE Adb, 43
U,8,0. 800gg-91(b)(3) and used in the
dofinition of Riealth plaz in this section)
mepns an jmsurance comysny, insur-
anoe sexvios, oy fusurance organization
{including an HMO) that s Hoensed fo
engage in the busingss of insurance in
a State and 18 subjaot to State law that
regulates insuramce. Such term does
not inolude & group health plan.

Heghth,
(HMO) (sn dofived in gestion 2791(b)(@)
of the PER Aot, 41 T7,8,0, 300gx-81(h)®)
and nsed in the dsfinition of health plon
4n thip seobion) means o faderally
qualified BMO, an oigenizafion reosg-
Tized 88 an HMO nnder State Jaw, or 2
simflar organizetion reguiated for sol-
venoy under State law in the samse
manneyr and. o the spme extont as Buch

a1 HMO,

Healfh plan means sn individuel or
group plan thab provides, ox pays the
cost of, medloal oaxe (pe defined in seo-
tion 2708(a)(2) of the PHS Aot, 42 U.5,0,
200g8-91(a)(2)).

(1) Heglth. plan inoludes the following,
singly or in combination:

{1y A group health plan, as fefined in
this seobion,

(1) A health fnsurancs isguer, as ds-
fined in this gection,
ﬂ(ﬂi) An HNMO, s dofined in this seo-

on,

(1v) Part A or Part B of the Medicare
program under title XV of the Act,

(v) The Medicald program under titls
XIX of the Aok, 42 U.8,0, 1805, at seq.

(v1) The Voluntary Presoription Drug
Bonefit Propram under Part D of title
XVII of the Act, 42 U.8.0, 1995w-10L
Shrongh 1996w-152,

(vi}) An fssuer of & Medicare puppie-
menbal polioy (ae defined in section
1002{)0t) of the Aob, 43 V.80
1395881,

A5 CFR Subiifle A (10-1~15 Edltion)

(viit) An issuer of a lonp-ferm oaxe
polioy, excluding & nursing home €ixod
indemnity polloy,

(ix) An. employse walfare boneflb plan
o auy other arrengemont that 1s es-
tablished or maintained for the purpose
of offering or providing heelth beneflts
to the employess of two or mora em-~
Ployaxs.

(x) The haalth osxe DProgram for um-
formed poxvices wnder title 10 of the
United States Oode,

{x1) The veterans health care pro-
gram under 88 U.8,0, chaptor 17,

(xi1) The Indien Weslth Bervics pro-
gram undsr the Indlan Hesith Oave Im-~
provement Aot, 26 U.B.0. 1601, et 52,

{xiil) The Federal Employses Health
Bonefits Program under 5 TU.8.0, 8502,

op geq,

{xiv) An approved State ohild health
plan under title XXI of the Aet, pro-
viding bonefits for child health agelst-
enoe that meot the reguivements of
apotion 2103 of the Act, 487T.8.0, 1397, e

el

(xv) The Medlcare Advaniage yro-
grara andey Part O of title XVII of the
Aqt, 42 U.B.0, 1885w-21 through 19RSw-

28.
(xvl) A high risk poal that s & meoh~
anism estehlished undsp 8tate law to
' provide heslth insurance coverage or
comparable coverage fo eligible indl-
viduals.

{xvll) Any other Individual or group
plan, or oombingtion of individual or
group plaus, that provides oxr pays for
¥he cost of medionl cays (4n dafined in
geobion 2191e)(2) of the PHA Aoh, 48
T.8,0. 800gg-91(a)(2))-

(2) Health glon excludes:

() Any polloy, plen, ox program to
the extent thab { provides, ox pays for
the oosb of, exvspted bonoflts that sre
Tsted in section 21B1(0)({) of the PES
Aot;, 42 U,8.0. 300gp-91(0)(1); And

{) A eovernment-inded program
(othor than one IHsted In peragraph
(L3U)-(zvl) of this definition):

{A) Whoso principel purposs 48 other
than providing, or paylug the cost of,
Teplth caxe; ox

(B) Wiosge prindlpal aobivity is;

(1) The diraot: provision of heaith oare
to parsons; or

(2) The meking of granta to fund the
dixeab provision of health care to par-
BONS,
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105
for implemenﬁng & stamlaxﬂ.

Indivldual means the person who 18
tho sahfect of protacted health infor-
mabion,

Indulguclly tdentifiabls heelth infor-
mation Is informebion that 18 a subset
of health information, inoluding demo-
graphio information collected from an

- individuel, end:

(1) Is orented or reveived by a heslth
care provider, health plan, employer,
or heslth caxe clearinghonss; and

(%) Relates to the past, prevent, or fo-
ture physloal or mentsl health or oon.
ditdon of on indtividund; the nrovision of
Tealth onro to an mdivi&u&l' op the
nast, wresent, ox fature payment for
the provision of health care to an Indt-
vidual, and

(i) That identifies the individual; or

ity With xespeot $o whioh there is &
yeanonable hasis to helleve the Infor-
mation oan beuesd to dentlfy the indl-
viduel.

Monifostation or manifested mesns,
with respect to 2 disopse, disorder, or
pethologica) condition, that an Indl-
vidual has been ox could reagonably be
dsgnosed with the disease, disoxder, or
patholopioal condition by & health cave
professional with appropriate training
and experbise in the fleld of madioine
involved, For purpeses of this sub-
chapber, & disease, disordeyr, or patho-
Jogical condition is not manifested 1€
the diagnosis i8 based prinolipally on
gonetio nformation,

Mollfy ox modification refers to &

(A) TUtilization reylow, 1n whioh
haealth oare deoisions by partlolpating
ooverad enbities ate reviewed hy other
partiolpating coversd entibles or by &
thivd party on their behalf;

(B) Quality asgosement and improve-
ment eotlvitien, in which trestment
provided by participating covered anbi-
tles 15 amseeped by other partisipeting
aovored entities or by a third pexty on
their hebalf, or

{©) Payment activibics, if the finen-
olel risk for delivoring heelth onve f8
shaxad, in part or in whole, hy partios-
pating ooversd enﬁties through the
Joint and 42 p
‘health information oreatad or recoived
by a oovered entity is reviewad by
other pamolps.tdnu- covered snbities or

by & third parby on their behalf for the

nurpone of admintetering the shaving of
finanofal rigk.

{0} A group health plan and a health
1nsurance ssuex ox HMO with respsct
to Buoh group healih Dplan, but only
with vespsot to protected haplth hnfor-
mation orested or received hy Buch
health insurance ssuer or HMO thab
Yolates $o inaividuals who are or wheo
heve heexn partioipants or benaficlaries
{n such group heaith plan;

@ A group health plen and ove or
more other group health plens each of
whiok are meintained by the same plan
SPOXISOY; OF

{6) The group health plans deseribed
1in paxagraph (4 of this definttion sxd

health insurexos issuers or HMOs with
rospaot o suoh group hoalth vlans, hub
only wm:. zeppeot 4o protootad health
or xagelved Dy

Yo 0 o B d or an.
implementebion spacitication,

Ompoanized  Tuealth  cove arrangement
means;

{1) A olinfeally integrated oare met-
ting 1n which individuals typleally ve-
ceiye heelth oave from more thexu one
Tealbh oare provider;

(2) An organized systexa of health
oare in which move than ons coversd
ontity pljﬁilﬂp&tas and in which the

"ty Eold themsplyes aub to the pubite

changa adoptiod b{ the & ry,

ansh health insuranoe fesuers or HMOs
that relates bo indt\dduu]s who a1e or
havae been daxies
in any of sugh group hemlch plans,

Porson menns & natural person, brust
or estate. pulammhip, uorporefdon,
or other enmy. public ox pﬂvn.te.

Proieoted health {nforination mesns in-
gvid\mlly jdentifizble health infoyma~

ons

(1) Broept as provided in paregraph
(2) of t‘.h‘(s detmtlon. ﬁla:h 183

o yedia;

an porbfoipating in & joint
ment; and

Uty Paerttoipate in Joint acbivities
that include ab Jeast one of fhe fol.
Towing:

(u) m*lnmned in elootronto roadia;

(ﬁi) Transmitted or mainteined in
any other form or mediuwm.

1181




Appendix B

P e Streeey

§1202g TITLE 20—-DDUCATION

#1282y, Family eduontionnl aund privacy xlghta
(0) Tonditlono for avallabllity of funds to adu-
ontlonal ngancles or natitutions; inapcotion
and roylosy of eduontion records) spaolfio in-
formatlon {o bo mado availoble; praceduxs
for acoess to eduoatd d bl
noas of tma for audh nacaus; honringe; wrlt-
ton avplanations by parents; definitions
(1)(A) No funds shall be made aveilahle under
any applonblo program to sny educational
agenoy or insbitution which has a nu‘{‘nw of de-
It 8

Page 820

gons mald S elad Jationsani
(4) such rocommondations are used solely for
the purpoas for which they were spuoiffunlly in-
tonded, Broh waivera mey nel bo yequired as o
oondition for admisplon to, xeceipt of finanolal
ald from, or reoelpt of any other services orbon-
ofits from such agenoy or insbitution,

(2) No funds shall bo made available undor any
applioabla %o any eduoational agency
ov inetitution unless the b5 of stud who
nre or hove haon in attendence et 8 sohool of
Auch agenoy or al snvh institution ave provided

nyiog, or whioli efl P , the
of studonts who axo ox have hoen in attendoncy
ot o suhaol of puoh agenoy or ab snch insbilu-
tlon, as the osge may be, the rlght to Inopoot
nnd review the cducablon yacords of their ohil-
dren, If any matenjel or dnou‘mgnt _ln the g_au-

an opp! fora Ing by such ngonoy oy
institution, in ncoordance with reguloblonn of
the Ssoretary, to challenge tho content of sch
studont’s education reoords, in order to insure
that the rucords arp nob ingoonvate, misleading,
or otherise in viclation of the privaocy rights of

antion tecord of &
on mors than one stndent, the paronts of one of
snch abudents shall haye the xight to inspoot and
veview only auch purb of such materinl or doon-
ment; as yelatos to such student or to be fo-
foxmed of the speoltio Snformation vontrined in
such part of snch materiel, Mach ed \|
aganoy or inptitution shell establish

dents, and to provide en opporkuniby for the
corraotion or deletion of any puch insconrato,
misleading or otherwiss Insppropriste dali con-
teinod thevein nnd to insert into such reaords &
wrltten tion of the 1
tho ountent of nok records.
_ (8) Tox the purposes of tlus geatlon the torm

pragednres {or the granting of « rogaest by por-
ants 101 ncooss to the eduoation regords of their
ohildron within n yeraousble period of time, but
in no cayp mora then forby<five days after the
vequost has hoen made,

BFeNOY Or ! monna any
publio or privaly agensy or inptitution whioh is
the xgoiplont of funds nnder sny appliodble pro-

m,
lz“(%)(M Tor the purposes of this seotion, tho
tarm “sducabion xeoords' means, exospt aa ey

No funds wnder any
ahall be made available to any State aducational
pgenoy (whether or nat that agenoy i8 an edu-
cational agency or institution under this sec-
tion) that ho a polloy of denying, or affeotively
pravents, the parents of atudonts the right to in-
spect end review tho sducation resards main-
tained by the Stato sduqational agenoy on thelr
dhildren who are or have been in attendonon at
any sohool of an educational agenoy or inetitu-
tion that is subjeot to the provisiona of this aso-

tion,

(a{ The first sentence of subparagraph (A)
phall not operate to malca avpllable bo Kbudents
in institutions of postsocondary eduoation the
following matorlale;
olal reanrds of the parents of the
gtudent or any information containad thevain}
) oonfidential letters mnd statements of
recommendation, which wers placed in the
education veoords prior to Jamuury 1, 1675, it
guoh lstbers or stetements ara not used for
purposes othor than thoae for which they wore
speoffioally intended;

if the ptudent has aigned s waiver of the
student's right of acosss nnder this subseation
in acoordance wlc'g a_nbpmgmyh (D), oon-

u? respeoting edmission to sny edu-
ontional agenoy or institution,

(T) xospeoting an applioktion for omploy-
ment, and

(XII) respeoting the yeoeipt of an honor o
honoyary racognition,

(D) A atudant ov @ person Applying for admis.
plon may waive his xight of acossp to contiden-
tial atatomonta desarlped in olause (i) of sub-
pavagraph (0), except that swoh waiver mhall
apply to xeoommondations only 1€ (1) the slndant
1, upon xequest, notifled of 1 nawmos of a1l per-

258

9 (B), those
vecords, fles, documonts, and pther materinls
° o
(1) contaln information dirautly related to &

stident; and

(1) ara ined by an 1 agunoy
or jnstitution or by = perapn aoting for such
agenoy or fnslitution.

(B) The term "eduoation racords" does nob in-

olude—
(4) ¥eoords of instraotionsl, suparvisory, and
adminiatrative personnel and eduoational por-
ponnsl anolllavy therato which are in the sole
yoauesplon of the malkey theraof and whioh ave
20l nouessibla or ravealad to any other porson
m;ﬂ;b & aupstitnto;
(i1) racords swaintained by o Jaw enforcemont
unit of the ednontionnl agenoy or institation
that were oremted by that law enforosmoent
unft for the of law b

(111) in the onse of peraons who ara smployed
by an ednontional agenoy or Inatitution bub
who ave not in attendance at such agenoy or
institution, rovords meds and maintained in
tho normal colixse of buslness whioh relate ex-
olupivoly to sumoh person in thal porson's ca~
peolty as an employae and are not available
for uge for any other purposs; or

(iv) rooorda on o student who is efghteen
yonrs of aga or oldey, or is atfvnding an inabi-
tution of postsecondary sdwontion, which, are
mode or maintained by & physloinn, psychla-
triat, payahologlst, or other recognized profes-
slonol ox pavaprofusalonal acting in his profes-
slonnl or paraprofessional cepnoity, or assiot-
{ng in thet oapaolty, and whioh ara mede,
maintained, or used only in connevtion with
the p of treatment to the ond
are not ayailable fo anyone other than peraons
providing such trentment, except that such

b e wes e s s 8
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reoprds uan b porsonally veviewed by a yhyst-
olan or other spproprints profensional of the
atudant's oholos.

(6)(A) For bhe purpomoy of this mectlon tho
term “direotory information’ re)ating to a st~
dent fnoludes the tha atndant's o,
address, bolophons Holing, dnta and plase of
birth, major fleld of study, partisipation in oift-
oinily reooguized activitdes and sports, welght
and hwlght of serbers of athlabln teawms, dates
of attendanoe, degreex nud awaxids raoatvod, snd
the mopt vecent praviava sduscational agency or
insfitution abbended by the student,

(B} Any eduonblonsl agensy or institubtion
moking yublio dlveotory informetion ehall glve
publfo nobloe of the oatogorier of informaefion
wilch 1t has desipnated b saoh informsati
with resneot bo aach student atbendtug the inatd-
tutfon or agenoy and shell sllow n rupgonnble
perioil of tlme aftew puch notlos hus been given
fox u payent to inform the fustitution or agoucy

(®) Stata and 1oned offioials or suthorities to
whom such. informption is specifically sllowsd
& or dizolonad p

to be rep o Btate
atatuge adopbod-—

{1} before November 18, 1874, i£ the allowed

! the Juyenila

justion Bystem snd suok sysiem's ability to
tively pexve the student .

whaus
e yelensad, or
1) after Noyember 10, 1074, 16—

(D the nlowad xepoxting or dleoloaure
conogrns the fuvedle fnshlos systom
anoh system's ahility to alfeotively serve,
priox o adjudloation, the student whoge
xouoxds ave yelopyed; pnd

{1} the offinials and authoritien to whom
suolt Joformation in disclossd captify in
yribing to $ho sdvontdona) agancy or Luali-
tabion that tho informetion will xet b
digolored to any obher party exoept ne pro-
vided nndar Stale Jaw without the pyior

nt of the pavent of the stu-

that any oy all of the
ghomd :ob ‘e ralenssd without the pavent's prior
congent,

(6) ¥or the purpopss of thin sontion, the tewm
vgindent”™ fnoludes eny person with xespsos %o
whom nn oducatfonel agenoy or institnbion
mainteing education recorde or pergonally dden-
titiapls tnformsbion, bub dass not Include & per-
son who has hobt boen in etbendanos st swdh

denkd
@) organluntionp condunting mtudiss for, or
on. Hehalf of, educational ngentles or institu-
ons for the ptpoas of devoloping, velideting,
oxr Admi_nlnfsﬁsx profivtive tests, adnﬁplaﬁ:;'-

I , and dnp -
gtraoilon, if sudh sbudies ave sondusted in
ook & maane? 23 will nob permit the personst

aganoy oy institution, $entifiontion of studants sad thets parants by

{bY Rl of sduont] a tal oone other then representsxtives of sush o~
sent raguivemoent; excepHons; compliance {gaions und snoh inf will be da-
with judiclel orders sud aubpoenas awdit  stroyed when no longer neadad for the puxpose
and evaloation of fedeyall ol aedns  for which it is pondaoted; .
catlon programd; xesoxdiceeping @) mgrediblng Oﬁmmmm ovdar tu

) 8 un oarry oub thaix anora obfons)
P s chuomionss ngemey () parenin uf  daponlont ghulont of suok

o inptitubion whivk bap & pultey ox pmﬁna(or
drontd ds (o1

parants, ax definall in Eeotion 164 of titlo 26;
(hlact of the Seorataty, in

permitting tho valanao of

1 tatnod

tlon with sn AR

poronally identiiakle Ml
thorein othey than divectory information, an de-,

1€ the knowledga of ouch aati
4p xenapgary to probeod the hosith ox safely of
6 or uther

fned 4n pavagraph (B} of subgeotion () of bthis
ggottony of atudents without tho written
of tholx pavents to any individanl, agensy, or or«
gruizption, other than bo the [llowing—

(A} othex #ohpol offiofnls, Inojuding tosdhers
within the eduoationsl Istitntion or lobmd
adnostionnd egency, who huve bean determined

guch ngenoy or insbitebion to have legiti-

mals flonel tho efu-

oations) interests of the ohild for whom oon-
pent wonld otherwiss bs reguired;

(B) ofitolals of othar sohwools or school Bys-
temp in wirdeh the studenl soska or Intends §0
anroll, upon sonditfon thab tho student's paz-
enby bs notifled of the tvansfor, xsosive & oopy
of the reoord 1f deairad, and have en oppor-
tunfty for & hesring to challangs the content
of $ho xagord;

(O)({) onthortzed veprepontabives of (1) the
Uomptroller General of the United Statod, (X)
the Searstavy, or (D) State eduoational au-~
thorities, under the conditions seb forth in

the

i) the entity oy porsons degignated in &
Fedoral grand fury subpoone, in which cage
fhe courb ghull ovder, for good cause Hhows,
tha eduosbionn] agenoy or Iunatitntion (and any
officer, direotor, omyloyes, agent, ox attorney
Jor snoh agenoy or institution) on whick the
subpoana 18 esxvad, to nok dlsclose S0 ALY oK
son. the or of the suby
or pny Anformation fornished to the grand joxy
in xesponsa to the sulspoans: and.

{4}) the entity or pevaonu designated dn say
othor subposns spaned for a Inw anfprosment
preposs, 4 widch case fhe ooury op othor fosu-~
ing sgency mey oxden, Tor good osuge shown,
tho educational agenoy or inatitution (and any
offioer, plogaes, agant, ox
for such agency or inattntion) un which the
pubposos 18 sexved, to Nob disoloms to any pex-
gon the ox of the sabp
:{ any ﬁﬂbrmnt}un Savnfehed In yesponae to

Pl

paregraph (3), or OB
tives of the A for law
menb purposss under the Fama oondibions as
2pply to the Baoretary undor paragraph (9);

(D) in conneotion with » shudenb's applica-
tlonor, or revelph ol Tinanolal aid)

¥ an
) tha Heoretary of Agvioultnre, or authos-
zail yaprogentative from the Food and Nutrl~
tHon Sexvice or contydotosa soting on hehalf.of

1110 i orlfrosd, The period prolinbly alionld bs o xamisslon,
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the Food and Nubiifdun Sozviua. for £he prx-
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xacords of ench studant, which will indioats ail
(other than those spacifiad in pare.

onos of aval-
uatfons, mnd performence mesgoraments of
State sud Jooal eduontions] and othar agenocies
and jnatitntions raceiving funGing ox provid-
ing benefitn of L or none prograves snthorized
undep the Richaxd B, Russell Nablonal School
Lunoch Aot (43 U.8,0, X158 ot geq.) or the Ohild
Nateitdon Aot of 1063 (43 U.8,0, 1771 ot seq.) for
which the resulbs wiil be xeporbed in an agey

gate form thal doss nob ddentifly any individ-
us.!, on fho conditions thot—

y dnbe A undex thiy

grapn nhnu 1o Motucked n o manner thad
wm nob pormalt tho personal tdentifloation of
atudents and theip porents bs; :&mﬂ thon the

(u) sy persona)ly ldentitlable dsta shall
bo desbroyed when the daba are no longer
naepfisd for
antd pacformanos mesaursments:

Nothing in subpavageaph (8) of this pevagraph
ghall provent o State fom farthor Mmiting tha
number or ype of State or uor) ofifelals who
wiil coptinue to have nocaus therennder,

(3) No funds phall hs made nvailabls under uny
wpplicabie progiam to any ednoatlonal agenoy
or topkitation wiich has o polloy or praotice of
reluqalng, or providlng neosdn to, aby pexsonaily
identitiabls § in
othor thaw drvacbory infomation, m' 24 18 porv
n;lzma under h {1} o
W

(A) thore i writhen oonmpent fvom the sbu~
dent’s perents speolfving xesokda to be ro-

Iensad, the reagsons for such releass, and fo

whom, and with o 0opy of me mnoms %6 be rov

leaseil to the and the

ugg)nlud lﬁthe i'&'f‘“’ﬁ“k T asagmagh (000,

exvent ag yravidel » np N
andh nformation s furnivhed in complisnce
with judfolal order, or pumsvant to any law-

Ny isued nuhpoana. ugon uonmﬁon that

asd 1l axe all
sudl oxders ov subposnas fn advance of the
oomplienae therewith by the educablonel in-
avttation or agenoy,

(8) Nothing oontained in this sgofdon shell pre«
olude authorised representatives of (A) the
Comptroller Qensral of the 'O»h‘,ed SMW. (B)

m&h J{AY of Mﬂa subsuotion), agenclep, or ox-
ations whioh have requested or ohtatned
aooesy to & student's ednosblon records malu-
tainnd by sach eliuonﬁonal REONOY OF inmtm-
ulan, apl whish cally the le-
zit!mabe intersat that ench nnoh pamn, agenoy,
or oxganigation hns in nbbatnlnz thiz fnform

tlon. Auch racord of socesy ohall he a.vnimbxe
only o pavonts, Lo tho aohoel oifialal and hip as-
aisbants who gye responstbla for the custedy of
moh récords, Bud $o poxsons or gpgunisations ar-
horized in, a0d nudac the conditions of, cavsas
{A) axd (0) of paragraph (1) a4 amem of andit-

the operation of ths a{:

) With yospeot to this anbssotion, pexsonal
infoxmation eheil only ho translerred 40 o thirg
party on the condition, that suoh party will not
yormit sy other pavty to have aoces o suoh
informablon. b the of the
paventa of the sbudent, It o third pacty outside
the edusationnl agency ox institution puvlls
uaoeng £0 information in vlolation of paragrayh
(2)(A), or ialls to destroy & in vigia-
Mon of paxagragh (1){F), the sducational agency

1 institmiion shall ba prohfbited feom parrmiée
ﬁng acgess G0 informabion from educabion
yeoords to thet third party for & perioil of mob

oy than five ya

{6) Nothlng 1n thin geotlon phell Ba conatraud
to :prnmblt Stabe and looul ednoabtonel ofoinls
feom o %mm to studont or other xooorda
which muy ho nagessary in connschion with the
ondlt and ovaluabion of oy faderally or State
mapportud aduoatdon program or in donneotion
with the anfoxsement of fho ¥uderal legnl Te-
quirexionts whidh yelate to any anch program,
rbject & the gonditions apsoitied in tha proviso

Inym'nm'anh 8},

(8)(8) No in this gectfon ghull o vom-
stensd to prohibit an inatibatdion of gostsagond-
ary eduoation from dlsclosing, to an slleged vie-
tim of any avime of violenos (a8 that torm 18 de-
finsd in gantion 10 of title 18), or a uonforotble
sex of{sngo, the final results of any dlsolplinary
procesiing condueted by such jusbitabion
against the allegad paxpstrator of snok orime or
offongs with rmmob 50 sagh orima ar offenso,

(B) Nothing in this restion shs\l ha construsd
to prohibit an {nptitution of pontsacondary edus
oation from dldloning the fnnl results of any
diuoipnna\'y mooeedmg opnducted by pnok fnnti-

whe 3 an sllogad pere

z
H
P
’?;
°

the Sscratayy, or (
"fles from heving accems Bo ptadend or ohher
Yagoyds which mey b navssgary i conneotion
With the audib mod evaluation of Federaly-aup.
:pos‘bad sinoation programs, oy In connsubion
th the enforasment of tho Foadaral lagsl re-
quuemanes ‘which velate to guch programs; Pro-
rlﬂad. '.L‘hnﬁ axusph when uon«nlﬂnn of pemonally
Gentifia !
ized by Fedeml o, sy u!a.bm ocolleotal by suuh
offfofals shall hie proteoted in & mantar whith
will not pemmnit the personal fdentifloation of
ptudents and fhelr parants by ofhsr than those
ofitofaln, and muol yersonslly 16entifiable date
ehall be destroyad whan no longer nesded Lor

noh sudlt, aval and of Fod-
ors} 1sgal rsqn!muanﬁn.
(4)(A) Esoh ednontionel ageuoy or institution

shall meintein & record, kepb with the sducetion

nutmcor of any ox'lme of violongoe {43 thah Larm
48 defiwad in seotion 18 of title 18}, or & nonfors-
Wte sox oifenne, If the lustibntion determinen as
& yopult of that disoiplinary proceading that th
atudont commttted & violation of the mmn,.
tlon's xules or polales with respect to such
arlme or offunss,

(91)1 f,"’” ‘tho p&s{:ﬂmf this pmag;‘:yh. the finel
x5! axy proosading—

) m%umdn only the namg of the stn-
dont, tho violabion committed, and auy sane-
bl.on impuaeﬂ by the fstitutlon on thet stn.

(11) muy inolude the neme of any obher atn~
dent, puch eu & victim or witness, only with

the written consent of that other atudent,

{7)(A) Nothing in this sasbitn xoey ba con-
strued to prohibiy an sdueationnl institution

TPV PN
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tion provided to the in-

() Dlyviplinary revords) disclodice

from
stitation under seotion J40718 of title 42
vy reglstexelt sox offenders whe ave xequired to
roglster undar moh seotion,

(B) The Seoratary shall taks appropriaty sheps
to notify einoationsl !nai.z}m.ﬂ;:m fhab dinolo-

Sobning in sl prahiblt en e
dational agenoy or inskitublon from—
(1) inoinding appropriste Information ia the
80 goblon 8 soh studen
fox gond wgthm osed o signifioant xlak 1o the

purs o

(A} 18 parmibted.

(o) Suxrveys or datn-gathecing aotivities; xegula-
tions

Nob Tabor then 240 duys after Octoher 20, 1894,
the Seorotary shell adopl sppropriato regulse
bions op procedvces, or identily existing regule.
tlens oz procedicos, which nvofaol the xights of
priveoy of strdonty exd their famifies in gonnsg-
Hont with any purveye or deta-gatherlng activi-
Hos conduoted, sesisbed, or authorized by the
Hoorabury o sn admintslvative Bead of an afu-
oatlon syency. Rogulatons ostablfshed wnder
this anbsantion shall {nclude provisions aontrol-
lpy the wes, inabion, snd profsotion of
pach date, No survey or deta-gathering rotivi-
tles sholl hs conduotedt by the Sscrstayy, or an
admintatvative hend of an eduostion agency
under a1 apyitealle program, wrltess snok sotivi-
f;lo8 axe authoridsd by Inw.

#alaby ox wolk-h of that student, other stu-
Aants, ne athor membors of Uhe sohool coamu-
frior e etlon 40 fonn
&
snfd achool offieiels, inoluding and
sghool officlals in obhar nahnol;;;‘ﬁw ave lo-
O A D ? i et

of tho atagent,
(&) Dy aad aloshol vielstion dizclosuxes
1) T gonoxal
Nothing in this Aot ox tha Eigher Hduoatlon
Act of 3085 {50 W.R.0, 1001 ot gag,, 42 U.8,0. 0L
ot peg,} ¥ball b oonybiusd to nrollbit an Loatl-
tation of highey sdnontian feom Mrcloslug, to
& parent or Togel guerdien of & student, inlox
mation regerding any violstion of uny Fod-
eral, Btats, or Jo0s) 16w, or of any rule or pol-
oy of the instibution, governing the yus or
possension of aloohol or e contvolled andh-
atanon, ragardloss of whother that information
§ in the studenb's edusallon

(d) Sludants’ rather then p ' paroidssion o
onngond
For the purponss of this mention, whénever a
stndent hng attained eightosh yeass of aje, ox 18
tondine &n \botion of pogt avisdn g
catlon, the ispion or of

and the rights acoorded to tlie pavenks of the
dent shall ftor only hn {xad of nnd.

rooorileil to the stndent,

(9) Infoxming porents ox stadants of ights under

this gection
No funds @)l be made avallable under any
10 any oducationnl agency

appioable p y

of institntion unloss sudk agency or fnstitution
effaptively informs the pavents of students, or
tho sbudents, it bhey sxa eightesn yoexs of age-or
cldex, or are attending an instiiution of popt-
geoondaTy ofucation, of the wighta acverded
fhom by this sacton,

® Ik 4 -
The Reoretury ghall talte agproprisis noblond
to snforeo bhig gogtion and to desl with viola~
tions of this seotion, In Rocordence with bhis
chaptey, oxceph that acbion to tarminate ansleb-
anos mey bo taken oxly If the Hagretayy linds
thets hag bean & fatluve to comply with this sac-
tion, and he hap determined that complisncs
ornnabba seourad by volunbary means, .
(g) Office and review boaxd) avantiony Fnetions
Thy Seoratary sholl eptehillih or devignat an

in
re00rds, 18-
gg the student {s nnder the age of 413 and
the Inntitmtfon determines thet the
stadant Jng committed g Asoipinary viole~
tion 'with vaspect to SRok usa or pousession.
(2) Binto lnw vegarding dleclosure
Notling in paragraph (1) shell bs consteued
to puperseda any provinlon of Alate low thab
prokibits an institntion of higher eduoation
from maldog tho digolosure described im sub-
gaption (s) of this sadtion,

P ' o <

and § af

1) Xou gontiral

Notwithstanding subseatinnn (2) thoough @)
af this sevblon, or suy provision of Stabe lnw,
the Attorney Geneyal {ox any Fadoxsl offloer
or employes, 1 a ponttion not Jowar than an
Aunlstent Attorney Ganernl, designated by the
Attorney Genexnl) may submit a writton ap
piontion o » sourt of coxopetent Soriadistion
for an ox pavte order raq on, efuoational
gganoy. or institution to permit the Attnmey
Genaral (or his dosignas) bo—

(A) qollect oduontion xeooprdn dn the yosses-
ston of the eflucationnl agency or inablbobion
that ave volovant bo an authoiasd invastige.
tlon, or prosevution of an offonse lsted in
gpotion 2B71(2)(6)(B) of title 18, o an ot of
Jdomustin or internstional tercorimm ax ds-
fingd in peotion 285X of thet title; and

(B) for piflofal purpoges velayed to the in.

tion of an nffensy da-

offios and review board within tha Dop
for tho purpose of investigating, yrocsssing, re-
viewing, and adfudicating vielations of thla meo-
tion and comylaints which mey bs fllad concern~
ing siieged violntions of fhis oction, Evoept fox
the eonduch of hesrings, none of the fanctions of
the Hearetary nndet this seotion ahall he crrrded
onl:itn any of the regionel offices of such Dayext-
ment,

—m
7946 RATRTSROAT [0 WoXLAALA DALY,

gation or
goptbed $n parggraph (1(4), rotain, dlssemi-
nate, and nee (inolnding az avidence ab trial
or in ofher administrative or fmdiofal pro-
opatings) suok records, consistens with suoh
guidalings as Yhe Atfoxnoy Gonaval, nitor
sonsmlieiion with the Beorebary, Hisll issuo
{0 proteot conftdentislity,
(2 Applicutiox uxd approval
{A) Iy GENERAL —AD sppituntion undes Yard~
grayh (1) shedl oprblfy thed thuve aes spoolfie
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and axtionlebla Pubs glving renpon fo hamwa
That the sdusabion zeoords are Ukely to oon-
taln inforxnatlon degocibad in pavagraph (li(hA
(B) The courd ghedl lsane an order denor ad
in paragraph (1) 30 the court fndet thab the ap-
pioetlon for-tho order inoludes the oertifi-
onation erorilisd An subparageaph (A)
® 1:;.-0!»1:&10)1 of edusationsl egency ox fngtlive
ok

i agenoy or snstitntion that,
in

AMENDHENTA !
Fnt0—-Buheep, {bIAIU: l’nb. ¥, 111298, which direntad,
thit puv, (1) bp amandad b omllna swbpnt, () 'A% tha
ond', was exeauted by nddin (K) nms. subpar,
(Jg“w voflact the prohlb!sﬁmmb
m—subxuo. (8)EY, Paby, Yo \O’H 10. !1053(3)(1\). Yo

mexglns,
anbnau. Q). Fub, L, 307310, uumsxo). subntitated
vgubpayagraph ()" for olanac (BY'* {n concluding pro-

(0)1
\}11!6& U, Fab, L, 107-310, §1062(3)(B), voaligned

An
In good faith,
aopordanos wxei an, order mmd nndor this
enhneuﬁion ulm‘llnnﬁ 1o Habls to a0y porson for
Hhat prodool
@ mmordkaepmg

Subspotion (b)(@) of this awotion doos nob
apply to sducstion rooprds subjeat to & cowrk
oxdar nudey this suliseotion,

(Bub. L. eu—m. S4t1e TV, f“" forsmexly ﬁaaa.
93-060, Htlo ¥, §5IS(a), Ava, 81,
1974, en smt. 571; mondedl Pab, L, 03-569, 520,
Deo, 81, 1074, ﬂs Btat. 1066 Pub.n 58-48, M(o.
Avg, 6, 1070, 63 tav. sz,r ow;z, Helo %,
§203, Mov, 6, 1690, 104 Bbat. 206; Pob, L, 202-535,
e XV, §1066(aY, July 23, 1082, 08 Stos, 8 va-
nombersd §444 end amended Pub, I, titlo
1T, §6213(0)(1), 248, 261(D), Ost, 90, 1004, 108 Skat.
018, 9084, am. Pub, L, 106044, titlo XX, mnl,
853 Oot, ¥, 1980, 112 Stab, 1685, 1635 Fab, L.
306300, dlv. B, bihe I, $3601(3), ok, 26, AUTD, 114
Bhab, 1580; Pab, Lu 107-56, fitle V, §B807, Qab. 26,
2001, 118 Sat., 847 Pub, L, 105110, title X,
§1063(3), Jax, B, 2002, 115 Stab, 206; Pub, L.
gl—a}na, Mils X, 5203(d), Deo, 13, 210, 124 Sbat,

RerngNoes I Taxy

Tha Eichard B, Hussell Nmnm.'l flohoo? Xamch Aot
.\vremﬂ £o0 In uxbuso, (b )(1)09 anl duna 4, 1818, dh,
, whicd: 1u clasxified, genarally 4o chapher
13 i een) oL it &3, oo Fiallo Basits anil el
favo, For complate olagsifioation of Fhis Ack Lo the
Oode, san Fhort Mitle noto sst sat wmlsr sevtion 1761 of
matm
The Ohifd Nutritlon Aok of 1086, vefersot w in subsoo,
(b 3, 1o Fub, L, 09613, Oob, 13, 1880, OF Stat, 560,
oh {a_olasuifl: ag}fm willy to oh-pbax- 1M (17T ot
Mu) of Ti€le 49, The Bublia Hanmx and Wamuu. x'cx.-
qumplete atnesiitoation of thiz the Gole, &
mmk Title note sab ous woter mﬂon Nl ot 'ﬂblo az

‘abilon,

Suut.lm 1L of tifle 43, yefered fo in m\uun.
{h)(3)(Ay, was repopled by Pab, L, 100248, fible I,
£130(n), .mly , 2008, 120 Koad, 600,

Aob, 8 £ 41x gobasd, (), s Pub, T, 50-341,

-Yan. 8, 165%50 Stat, 783, Jxown os tho Hismenlaxy and
dountion Amendments of 957, Titlo XV of

Aok, lmmvn 4 tho Guoeral Baogation Bruvintons

A b, 35 olaegltiod yenaeally 1o this cheptsr, For pom-
plste olmlfioaslon of this Aot to the Tode, se8 Shork

ﬁ.hl:x stD: Amondmienbnete sabons under seation 6301

Mihley,

The mahnr Tdrostion Aot of 1§08, rafercad £ in sub-

80, (13(1), I8 B bhﬂﬁw. Nov, 0, 1688, 78 8inb, 1315,
wmohls clsusitied gensralt fr Yo thgter 28 (41001 ot nen)
of s tlbla and nm. o (§5151 o) ug ) uf ybihaybus 1 of
ehnp’wn 4 of Title 42, The Publia Heaith and Walm-a.
For Nata alnssification of this Aok to tha Cofle, nes
Bhon Title Nobs Atk oub undey neotion 1001 o thin e
and Tavlas,

200 PHOVIAIORS.

A yrior gentton 44 of Bab, L, 50-247 was alnssifled fo
?.Sg“m 1235 of tids 33tle yrior to sapaal by Pud, L.,
807,

Bubooo, (Y, Pub. . 07110, FICAAOND), veatipnea

marg!
nnnx-sn\unn. (1), Pub, Xn 107-68 ndded aubeo. ().
03--nbseo, i g ), Pab, Ka lOHWwddod? W (1,
lﬂll!--ﬂnblln. bYING). Pub, X, m—m Iﬂ l(l). amend.
al uubw. (0) ganerally, Prigr o amangmons, lmb_pn\'
({0} owa: "autharizoed mn\vnuntnuvm of )
the Gcm)mllon Goneral of the UnitoR Statas, (1) the
Hageotary, ok (i) Biate sdnoptionel anthoritiss, under
f.ho aomimem et forth dn parsgraph (9) of this sub-

zotlon;
shhneu. (b)la), Xub. L, 105244, $95103), duismtoa %
tuting provistonn e subpar, (A), subaiituted Yor & uone
forathla Kax oi¥snng, ths final xeaulta® foor "cnn yasulta®,
aubmmm Hgitola arfima or offenss”? tnx-"&uoh nvlme” in
twoy ,mnunuunnunnn. (8) (

Subl\m. (1), Pal. L, 105-244, 5652, md n!:pbn. {8},

!935—-81111"0. (n)m(l!) b. x:. 103452. L ui(Al(ﬂ).
addud nulipes. (8), Por,

Bulwey, (9)(H(0). Euh.n‘mm, smﬁél)(A)‘il). (ﬂl), xo-
dwgnnhunbpm ubpava-
weogh (D) for anbm pk (o)" i o, (38 Former
suhyar, (0) radoaignated (D).

fiuhsed, (n)mmuub. . 2113-302, B2ATNCAYS), (19), xo-

ua!gn?g]u‘t‘llnh‘?na {0) an (n)mammmm aahgars-

i e
Snbuo. &)(B).P .I;. 108-862, SW(I)(B). mbutumqu
nny sighits” Top “prlvacy or othor xl

S»\buh. (t)@)(ﬂ)ﬁh. b I, 1113-8!9. iﬁlﬂ(b)(l). Aub-

ANtuted pumitalon for pmlnﬂ. uf ent

Bubseg, MY(1(A), Eah, L mmm, §240(nrAN). 1n-

nacked )uto\'u somtoolon %, Inolodtng thy oducational

mumm of tho ohﬂ for whom gontent Wowld dther- .

wize b rowim

Subece, GI)O) Fub, Ko 103-90% $281(LYAHA), onb-
siltuted “ut ( i for 406 an adminlatzative hoad of
an edtostion aenoy (v dslinedt in seotion 33ALe-3(c) of
thdo titie), or (W),

Subsep. {MEBE) Fob, L. m—aea, §24B(3)CANIL,
amenisd subpsy, (U) gonarally, Pxloy to amondmont,
onbpsr, (B) veadl as followa: "Stata and loyal offiolaly oy
anthoritl u to whom mmh {nformation if spandtioatly

10 b8 pv.r ua.n 4o State
nbam.audmudorbomvmheﬂa.

Euby o:)unm Tub, I ws-ou. smuu)mm) u\lb-
ammha "m vevnal Royonw 19BB™ Sor *'th

nternal Revenua Dade of mn" wmnh fm: yhirpoaen nL'
aoa!]!’(umnix:‘ wias hanofated ag st 26 thue raguiring
10 vbangs

fubsao. (thl-'D. Pob, I 106402, SUNBAID-(V),
nddod subpar. (¥

Bubrao, (b)) l'ub n. 108543, am(z)aaw). wnlah dt-
nmd matlsr ¥, CAY by

rutlng *, unloss-J Yor the xnrlm!. \\'&s i
by mmuum & opmma for the paviod bafore ‘oo
Yens—1 1o xolisoh the probhile intont of Jongrass.

Bobses, (MY@(S). Pub, In WR-283. SHOCHANL), In-
sartad "exoopt ax nzovmeﬂ in paragraph {1}{J)." bofars
"nunhln(ax’mmnn

Buhane, {)(8), 211\7. Yo 108-802, mxmuxc). lsn)\-

atitubsy ar (O) fu ! (D) an mwium

) ond ¢ w\

“adunation
ﬂubm. (4). Puh. L, 103-885, §240(8)(0), dnvorted nt
i WIEn Sulid pavly ontaide tho pdnoationsl axenvy or
mumﬁnn poumits aopors to information In vlo)mnn
of paragrayh @A), or Mlls to destroy Informabion in

wh
b
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violation of nn(wrmph ((E), the uduunblonnl ogonw cr
shal Jis 2 from {lb
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imbyut (0), nuhmuma &sm‘onae to “mpakton 400(0)" for
9 of this Aat" which for pnr-

to {nformatlon from sduvabion resords to m.u mm
yarhy for o pariod of nut Jous thun flvo yaurs,

Buibaao, (o), Pub, T, 103-363, §24908), \mﬁmon 'Nab
Anbor han 240 deya after omborw. 1994, the Bnomw
wholl xdopb appropriats zepalations oy procelures; ox
Adentify exiating ragalationy ar piosedores, which" for
“'.t'hu oorstaxy ahall adopt Rpprapeiate rsgulatipna

Bnhnun. @) Puh. )‘n IOHM. H201M)(D), Inserted &
comms after Yol
ﬂs;:m:f;. {o) 2&[}. Ia. 108-683, §240{9), fnoonted “offio-

valy*! hafore "4

Soliaso, (0, Pub, L, 105-309, ASC(hYa), stk out ¥, o
an admintstrativo kond of an sdudation aganoy,™ n(m-
“qthn Bonratary” and pnbatititad “snforao thisseotfon®
for Menforae ymm!ouu af Ma sention®, "xn augordance
with* for !, and Yeom-
,xmm thils fisn ,lon" o "annm!,v wlbh m provistens
of thix nes!

Bibaso, (d). I'ﬂb‘ T, 108-383, i‘lﬂ-ﬂ!)(ﬁ). amuox out Yot
Hoolth, Bincation, aud Welfave' atter *ths Depak-
mnnt" And "'the D\Wvlslons of® nma\' "wnmmins vie-

L, 108862, |Bl§(5) added uubueo. (h%
B ouos ln)(u) L. {0525 an
) Konexally, Erios to dmo ol, (1) ro v.lnsfa-
Tows: Ut the pareoninel olumw on{oxasmont Nt 4o 1ob
have poosrs to education ¥aanydn under subsootion (h)(l)
of this seoblon, tha raoprda and daowmenta of suoh. In
anforeomont unib whlch () avo kept apnxb from monm
donoriked In sabpRramisph (8), (I are mnintained sole-
1y foy law snrommmb)\u'nonau. endl {I) ara not mads
syallrble o nmom amrthan law onforosment offi-
°(mno—s°’m e Fub. 1 191548 nddapr, 0
uheap, o, e [ Dan (0
e Eober. (h Bu T, ity i )gf(u-«»
ubssa, ()1, Fub, L, ), $2(u) 3
@A) (0}, (8, atel velubiug par,
A). uuumwwmmmm to adioztional mnoleu '.ml
titublons for rofsronon to stuto vr loowl efvoationut

ngenotu, of highar
ogu-su.'uohnnlv, les olfering
and other 1 instibotdons,

the gos

sexio term sdusstion vacorde for the o umm.ﬂnn of
Fuoh veaprds, and sxtanded the right tu inspagt and xe-
viavz ::hnundn to ag:unh of childran w]‘z’? hnye bean
Bubaen, {3)(2). Pob, L, £3-50D, sz?o). subatitutad pro-
viston mn-k}na‘um nyallabillty of Mnds to efuontional
aganoles and fmtdiutions sondiblonsl on the gmnﬁu
of rn appoctuntky for & huating to parents of studants
who Ats o TAYS hasn $u Attandanas at piok Jnabitution
e agartoy bo hallsnge ko gontants of e Atudent's
tlon 1eooxdn for the patsnts
2n opportunlty for sich heaxing, and Snavted peovie
slons anthorfaing insarting tnbo the raoords o weltbon
oxmmnuun of the porents xespacking the sontent of

Bnblon. (n)(s) w {6), Pak, Ji, 99689, JAICL(A, DI)

(5!. Aiﬂoum; (S}J
u, (), Lal, X, 98-8, 2()H(DY, GXD), (&),
(B)MH ), (10)(A), $n. provislons praasding sabpnv, (A),
subnbitited “adnostionat agenay or Instibatlon whio
has & pollay of pormitéing tho mlenau of n!lnnnuon
yaoouds (or
intnad thovein othne then Alrackary information, pa d.w
Tingd (n paeageaplL {8) of subpsption (a) ntulu.uﬂn it
fox “state arloox] aduoational nganuy, any bautitati
uu:h mﬁhﬂ urmuunnﬁ‘ any o) s ty oollugw, my
sahonl, agenoy offuslug & yregohoal program, pr eny
obttex ednontivaal fstitusion which huw & polioy ol
praoties of yammmz the xalnane of pmonxﬂyldznﬂ~
fiahle yoootds o filss (0% porsonal Informeatinn a
tatnod tharein}', fn aubp M\. {A), mnbstitated "edu-
ontional agonoy, wWho Juw hgan determined hy amohy
agasioy o Snntitution to bava" on Veduaational agenoy
who Ynve®, In subpsr. (B), supptitited “iho stugent
wboka ok intouds T for “the ntudsnt intenda o' i

ponss of nmﬁnn t! bu hnm tmmlmd [ "Meﬁnn

“?:ﬁﬁﬁ"iﬁ%’rff 1t n w"fn 5 oo

3 . Pub, Tn A ) sub-
ey theal nuebog’ o oog ‘ﬁ ohioh Be

n pnuw oy praative utrulnnnlnx, o pxwldlng RO008B to,
tuy pmonﬂmonﬁnnﬁa {nfeemation fn edteation
nthex Alrsatory nformation, or a8 18 ger
thoft wnder paragraph (1) of thip nubmhinn" for
"mte op 1oosl sdnostionad sgenay. eny bbitution of
ms‘han sinoation, any community oollego, sny achaol,
offoring # pranchool propram, or any sbher edi~
m{onnl mﬂ&uﬁm whiok Zins a polley or prantios of
ahing, o sy taxm. any povgonally [dsul{fiakie in-
fyematita vontaindd 14 pectonal solinol Leeosds, t0 any
%:fmm émwz {hoa thore Ha(ed {n snbpeotton (bYC) of
a £ootion'”

Bibse0, ums). Puh. T, 93680, sn(m(sm». nuhsbumtod
Saformation i nhx ral Javs,
any dats nollenbud by mnm u'l!!ullﬂn n‘bnn lm m’nmnbnd
{1 % inannay wWhich witl nob permit the perworna) Monﬁ-
fiontion of stwdente and thely paronts by offior than
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Appendix C

MEMORANDUM OF UNDERSTANDING BETWEEN
AND THE KENTON COUNTY BOARD OF EDUCATION
TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE
KENTON COUNTY BOARD OF EDUCATION FOR THE
AUDIT/EVALUATION OF EDUCATION PROGRAMS AND
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA

Kk Rkd deddk bkl Rkl Rk ekl Rolek dedbl Relhed dededk st ek

THIS AGREEMENT is made and entered into by and between the Kenton County Board of
Rdncation (“KCBOE”) and (hereafter “Authorized Representative™) and
establishes the procedures relating to an exchange of information between the Parties.

WHEREAS, the KCBOE is the public local education agency organized under Kentncky Law and
its duties include audit or evaluation functions of federal or state-supported edncation programs ot
enforcement or compliance with federal or state legal requirements that relate to those education programs
(audit, evaluation or enforcement or compliance activity) in its role as the local education agency and in
evaluation of education programs to identify or develap the best education practices to be used in public
schools of Kenton County Kentucky;

WHEREAS, the Authorized Representative is an entity petforming audit or evaluation functions
at the direction and under the control of the KCBOE and the Authorized Representative is a conftactor
acting in the place of the KCBOE to perform the KCBOE’s audit or evaluation functions of federal or state-
supported education programs or to enforce or comply with federal legal requirements that relate to those
education programs (andit, evaluation or enforcement or compliahce activity) in its role as the state
education agency and in evaluation of education prograius, as desctibed below;

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy
Act of 1974, 5 U.8.C, 552a2; the Kentucky Family Bducational Rights and Privacy Act, KRS 160.700 et
seq,; the Family Educational Rights and Ptivacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National
School Lunch Aet, 42 U.8.C. 1751 et seq,; the Child Nuirition Act of 1966, 42 U,8.C, 1771 et seq.; the
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.;
and the Xentucky Open Records Act, KRS 61.820 et seq.;

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as
follows:

Section 1. Designation of Anthority.

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified
below as an “authorized representative™ of the KCBOE, as defined in 34 CEF.R. 99.31 (2)(3)
and 99,35, with respect to the provision of audit or evaluation funetions of federal or state-
supported education programs or t6 enforce or comply with federal or state legal requitements
that relate to those education programs (audit, evalnation or enforcement or compliance
activity) in the KCBOE’s 1ole as the local education agency and in evaluation of education
programs (“andit/evaluation services™) and, specifically, with respect to the nse of confidential
data disclosed under this agreement,




B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch
eligibility data (i.e., free or reduced price lunch eligibility data which is the stndent poverty indicator for
most education programs) is to be released to the Anthorized Representative, then the KCBOE shall identify
the Authorized Representative as a coptractor acting in the place of the KRCBOE; shall ensure that the
audit/evaluation services include a “need to know this data as required by 7 C.F.R. 245.6 (£); and shall
ensure that the deta will only be disclosed to the Authorized Representative upon written request utilizing
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement
shall be attached in Exhibit A and incorporated info this agreement as if set forth fully herein and KCBOE’s
agreement that the Authorized Representative meets the requirements for disclosure sef forth in 7 C.FR.
245.6 (f) and that the Authorized Representative has demonstrated a “need to know™ shall be evidenced by
the KCBORE's agreement o enter the USDA Prototype Agreement.

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be
Released to the Authorized Representative and Description of Use of Data by the Authorized

Representative.

A The parties acknowledge that the KCBOE is releasing confidential data including student and non-
student information to the Authorized Representative for the purposes outlined herein, and that the release
of the KCBOE confidential data including stndent and non-student information to the Authorized
Representative is necessary for the completion of the KCBOE’s audit/evaluation services. The confidential
dafa including student and non-student information to be disclosed is described in a document attached to
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision,
of audit/evaluation services. The Authorized Representative will use personally identifiable information
from education records and other records in order to perform the audit/evaluation sexvices described in
Exhibit A, The description of the audit/evaluation services, as included in Exhibit A, shall include the
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure
and an explanation as to the need for confidential data including student and non-student information to
perform these audit/evalustion services. The Authorized Representative shall notify the KCBOE and the
KCBOE shall provide written consent, if approved, of any changes to, the list of disclosed data necessaty
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be
reduced to writing and included in Exhibit A fo this agreement.

B. If free ot reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data
which is the student poverty indicator for most education programs) is to be released to the Authorized
Reprosentative, then the KCBOE shall disclose this data to the Authorized Representative, upon written
request utilizing the U.S. Department of Agriculture prototype request and confidentlality agreement, and
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is
allowed by 7 CF.R. 245.6, A description of any data protected by 7 C.F.R 245.6 which is to be disclosed
under this agreement shall be included in Exhibit A, Section IIL. Any agreed upon chauges to the data
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section

T to this agreement.
Section 3. The Authorized Representative and the Authoxized Users’ Obligations.

A, The Authorized Representative shall not share these confidential data with anyone, except those
employees of the Authorized Representative and the Authorized Representative’s subcontractors,
(“Authorized Users”) that are directly involved and have a legitimate interest under FERPA or a “need to
konow” (as defined in 7 C.ER. 245.6 in the case of disclosure of free or reduced price lunch eligibility data
which is the student poverty indicator for education programs) in the performance of the audit/evaluation

e __________|




services according to the terms of this agreement or any overarching agreement between the KCBOE and
the Authorized Representative in which the Authorized Representative agrees to perform these
audit/evaluation services on the KCBOE’s behalf (“Master Agresment”).

B. The Authorized Representative shall require all Authorized Users to comply with FERPA and
other applicable state and federal student and non-student privacy laws, The Authorized Representative
shall require and maintain confidentiality egreements or the KCBOE’s Nondisclosure Statement(s) with
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is
used which is different from the KCBOE’s Nondisclosurs Statement(s), then the terms of the Authorized
Representative’s confidentiality agreements shall contain, at a minimum, the terms and conditions of this
agreement and a copy of the current Authorized Representative’s confidentiality agreement or the
KCBOE’s Nondisclosure Statement(s), as-appropiate, shall be attached to this agreement as Exhibit B.

C. Auvthorized Representative that receive Personal Information as defined by and in accordance
with Kentucky’s Personal Information Security and Breach Investigation Procedures and Practices Act,
KRS 61.931, et seq,, (the “Act”), shall secure, protect and maintain the confidentiality of the Personal
Information by, without limitation, complying with all requiremenis applicable to “nop-affiliated third
parties” get forth in the Act,

“Personal Information” is defined in accordance with KRS 61.931(6) as “an individual’s first name or
first-initial and Iast name; personal mark; or unique biometric or genetic print or image, in combination
with one (1) or more of the following data elements:

a) An account, credit oard number, or debit card number that, in combination with any required
security code, access code or password, would permit access to an account;

b) A Social Security number;,
¢) A taxpayer identification number that incorporates a Social Security number;

d) A driver’s license number, state identification card number or other individual identification
number issued by an agency;

@) A passport number or ofher identification number issued by the United States government; or

f) Individually Identifiable Information as defined in 45 CF.R. sec, 160,013 (of the Health
Insurance Portability and Accountability Act), except for education records covered by the
Family Education Rights and Privacy Act, as amended 20 U,S.C, sec 1232¢.”

As provided in KRS 61.931(5), 2 “non-affiliated third party” means “any person or entity that
has a contract or agreement with the Commonwealth and receives (accesses, collects or
maintains) personal information from the Commonwealth pursuant to the contract or

agreement.”

Contractor shall not redisclose, without written consent of the KCBOE, any “personal
information,” as defined in KRS 61-931, or any other personally identifiable information of 2
student or other persons, such as employees. ’

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in
complying with the response, mitigation, correction, investigation, and notification requirements of the

Act.




E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two
(72) hours, the Kentucly Department of Education, the Commissioner of the Kentucky State Police, the
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)2 applies and the vendor abides
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS
61.931(1)(b), the vendor shall notify the Commissioner of the Department of Local Government in the
same manner as above. If the agency is a public school district listed in KRS 61.931(1)(d), the vendor

.shall notify the Commissioner of the Department of Education in the same manner as above. If the

agency is an educational entity listed under KRS 61.931(1)(e), the vendor shall notify the Council on
Postsecondary Education in the same manner as above. Notification shall be in writing on the form
developed by the Commonwealth Office of Technology and incorporated by reference intp Kentuclcy

Regulation 200 KAR 1:015.

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s)
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements.

G. The Authorized Representative hereby agrees to undertalke a prompt and reasonable investigation
of any breach as required by KRS 61.933.

H. Upon conclusion of an investigation of a security breach of Personal Information as required by
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the
notification, investigation, and mitigation of the security breach.

L In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain,
and update security and breach investigation procedures that are appropriate to the nature of the
information disclosed, that are at least as stringent as the security and breach investigation procedures and
practlces estabhshed by the Commonwealth Office of Technology

p://techn k is s/Info Stas

1. If Authorized Representative is a cloud computing sexvice provider (as defined in KRS
365.734(1)(b) as “any person or entity other than an educational institution that operates cloud computing
services”), Authorized Representative does further agree that:

o Authorized Representative shall not process student data for any purpose other than providing,
improving, developing, or maintaining the integrity of its cloud computing setvices, unless the
provider receives express permission from the student’s parent. The Authorized Representative
shall worlk with the student’s school and district to determine the best method of collecting
parental permission. KRS 365.734 defines “process” and “student data”.

e With a written agreement for educational research, Authorized Representative may assist an
educational institution to conduct educational research as permitted by the Family Education
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g,

o _ Pursuant to KRS 365,734, Authorized Representative shall not in any case process student data to
advertise or facilitate advertising or to create or correct an individual or household profile foi any
advertisement purposes.

o Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process
student data for any commercial purpose.



K. Pursuant to KRS 365.734, Authorized Representanve shall certify in writing to the agency that it
will comply with KRS 365.734(2).

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a
manner that does not permit personal identification of students and their parents, and non-students by
anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store
all confidential data on secure data servers using current industry best practices. The Authorized
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of
any security breach to the server containing the confidential and otherwise personally identifiable data or
of any disclosure of confidential and otherwise personally identifiable data to anyone other than the
Authorized Representative’s Authorized Users or the KCBOE officials authorized to xeceive confidential
and otherwise persopally identifiable data, The Authorized Representative shall cooperate and take all
reasonable means prescribed by the KCBOR to sécure any breaches as soon as practicable.

L. The Authorized Representative shall not redisclose the KCBOE’s confidential and otherwise
personally identifiable data to any other party without the prior consent of the parent or eligible student
except as allowed by applicable federal and stafe law.

M The Authorized Representative certifies that it has the capacity to restrict access to confidential
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential
and otherwise personally identifiable data is accessed only for the purposes described in this agreement, A
copy of the Authorized Representative’s data security policies and procedures is attached to this

agreement as Bxhibit C.

N The Authorized Representative shall destroy all confidential and otherwise personally identifiable
data within forty-five (45) days after it is no longer needed to perform the audit/evaluation services
described in this agreement, upon KCBOE’s request of upon termination of this agreement, whichever
occurs first unless agreed otherwise in writing. The Aunthorized Representative’s description of the
method(s) which will be used to destroy all confidential data shall be attached to this agteement as
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the
KCBOE within forty-five (45) days after the data is destroyed,

0. The Authorized Representative shall permit the KCBOE, at the KXCBOE’s cost and upon written
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative
is complying with the data securlty policies and procedures in Extibit C and/or that the Authorized
Representative has destroyed the data as verified. .

P, The Authorized Representative shall collect and use these confidential and otherwise personally
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to
the activities outlined in this agreement or in any Master Agreement. .

Q. The Authorized Representative shall obtain prior written approval from the KCBOE before
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a
Master Agreement shall be consistent with federal and state law requirements. Any confidential and
otherwise personally identifiable data collected by the Aunthorized Representative under activities
approved by the XCBOE under this section, which are not regularly collscted within the scope of this
agreement but are consistent with the activities described in this agreement, shall be subject to the terms
and conditions of this agreement.




R. If the Authorized Representative becomes legally compelled to disclose any confidential and
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or
regulation, or otherwise), then the Authorized Representative shall nse all reasonable efforts to provide
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other
appropriate remedy to prevent the disclosure or to ensure the KCBOE’s compliance with the
confidentiality requirements of federal or state law; provided, however, that the Authorized
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by
which any legally compelled disclosure is required, the Authorized Representative will only disclose that
portion of confidential and otherwise personally identifiable data that the Authorized Representative is

legally required to disclose.

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S,
Department of Education, Family Policy Compliance Office’s Guidance for Reasonable Methods and
Written Agteements issued pursuant to the requirements of the Family Educational Rights and Privacy
Act (“Guidance”). The Guidance is available by clicking the following hyperlink,

http://www2.ed.gov/policy/gen/guid/foco/pdf/reasonablemtd agreement.pdf and made a part of this

agreement as if stated fully herein,

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data
protected by 7 C.F.R. 245.6 (i.c., free or reduced price lunch eligibility data which is the student poverty
indicator for most education programs), abide by the restrictions of disclosure and confidentiality
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE.

Section 4. Permission to Use Data,

The KCBOE acknowledges that by entering this agreement it is approving, in wtiting, of the Authorized
Representative’s use of these confidential data within the scope of purposes outlined in this agreement.

Section 5. Transfer Protocol.

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper
medium and method for the transfer of confidential data between each other. The Authorized
Representative shall confirm the transfer of confidential data and notify the KCBOE as soon as
practicable of any discrepancies between the actual data transferred and the data described in this
agreement, The same protocol shall apply to any transfer of confidential data from the Authorized

Representative to the KCBOE.
Section 6. Breach of Data Confidentiality and Remedies.

The Authorized Representative aclmowledges that the breach of this agreement or its part may result in
irreparable and continning damage to the KCBOE for which money damages may not provide adequate
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative,
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may
be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened
breach. If the United States Department of Education’s Family Policy Compliance Office determines that
the Authorized Representative has violated paragraph 34 C.F.R. 99.31(a)(3), the KCBOE may not allow
the Authorized Representative access to personally identifiable information from education records for at
least five (5) years, If the Authorized Representative breaches the confidentiality requirements of 7 C.F.R.
245.6 relative to any confidential free or reduced price Iunch eligibility data, then the Authorized
Representative shall be responsible for any consequences or penalties which result from such breach.




Section 7. Amendment and Assignability.

The terms and conditions of this agreement may only be amended by mutual written consent of both the
KCBOE and the Authotized Representative and the Authorized Representative shall not assign fis
respective rights or obligations under this agreement without the KCBOE’s prior written consent. The
rights and obligations of each party under this agreement shall inure to the berefit of and shall be binding

upon each party and any respective successors and assigns.

Section 8. Choice of Law and Foxum.

All guestions as to the execution, validity, interpretation, and performance of this agreement shall be
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky.

Section 9. Waiver.

The failure by one party to vequire performance of any provision shall not affect that party's vight to require
performance at any time thereafier, nor shall a waiver of any breach or default of this agreement constitute a
waiver of any subsequent breach or default or a waiver of the provision itself, No modification, amendment, walver
or release of any provision of this agreement or of any right, obligation, claim or cause of action arising fiom this
agreement shall be valid or binding for any purpose unless In writing and duly executed by the party agafnst whom

they are asseried.

Section 10. Severability.

Any provision of this agreement that is declared inyalid by a court of competent jurisdiction or by operation of law,
shall not affect the validity or enforceability of any other provision of this agreement.

Section 11. Authority to Enter the Agreement.

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly

appointed representatives, that they are legally entitled to enfer into this agreement,

Section 12, Data Custodians.

The individuals who are the designated data custodians for the Authorized Representative with respectto

this confidential data release and use agreement are listed in Exhibit E with their contact information.
Section 13. Term and Termination.

The term of this agreement shall be the same as the term of any Master Agreement between the KCBOE
and the Authorized Representative / for (length of time or Insert a date here) unless terminated earlier by
either party upon thirty (30) days written notice. Either party may terminate this agteement with thirty
(30) days written notice. :

Section 14, Effective Date of This Agreement.

This agreement will become effective once the KCBOE and the Authorized Representative have both
signed.




APPROVED:

Name Date Authorized Representative’s Authorized Agent/ Date
Title Agent’s Title
Kenton County Board of Education Agent’s Name (Typed)

Authorized Representative Entity’s Name

L




Memorandum of Understanding (MOU)

Deseription of Exhibits

To authorize the release and use of confidential data under the FERPA Audit and Evaluation
Exception

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the
final MOU, Exhibits include:

o Exhibit A - Specifics of data being requested
o Section I - the initial data request that describes the audit/evaluation and data being

requested

o Section II- describes the need for Personally Identifiable Information (PII)

o Section II - required if requesting Free and Reduced Lunch information
o Exhibit B — Authorized Representative Confidentiality Agreements (one for each data

custodian)

e Exhibit C — Authorized Representative data security policy
e Exhibit D - Data destruction plan at completion of andit/evaluation
e Exhibit E - Identification of data custodians

Please refer to The U.S. Department of Education, Family Policy Compliance Office’s Guidance

for Reasonable Methods and Written Agreements for additional information on requirements for

data sharing under the Family Educational Rights and Privacy Act (FERPA).

=
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Exhibit A:

Contact Information
Research Entity Legal Name

Primary Data Custodian Name Title Phone .
Email

Secondary Data Custodian Name , Title Phone

Email

Section I~ to be completed by all requestors:
Parpose, Scope and Duyation Use of date received nuder this MOU is limited 1o purpose and scope defined.

Click here fo enter text,
Completely describe
the purpose and
scope of the
audit/evaluation,

Click here to enter text.

Describe how the
results will be used,

Duration of Start Date: End Date:
Audit/Evaluation

Data Being Requesied

Prévide specific data Click here to enter text.

elements needed to
complete audit/
evaluation

Years included in Audit Evalnation:
[2014-15  [J2013-14  [J2012-13  []2011-12  [J2010-11  [“12009-10

[12008-09  []Other:
Level of detail/aggregation: [ [Student/Individual [ School [ IDistrict [[8tate

If requesting Personally Hentifiable Information (PID), check Student/Individual box. For aggregate
level select School, District, or State,

]
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Please complete Section IL if requesting P11 detail,
Section II- Complete if Personally Identifiable Information is being reguested:

Justify your request Click bere to enter text,

for -
student/indlvidual
level data

Explaln why
audit/evaluation could not
be completed by using
aggregate-level data
without Pli

Special requirements for requests for Personally ldentifiable Information (PI)

o Student-Level/Individual detail from education records can only be used to meet the purpose
or purposes of the audit/evaluation as stated in this MOU for duration as defined,

s Requesior agrees to conduct the audit/evaluation in a manner that does not permit the personal
identification of parents, students, individuals by anyone other than designated data custodians.

s _Authorized Representative agrees o destroy all PII from education records and confidential
data fiom other records.

o IfFree & Reduced Lunch Status is needed on PII data, complete Section IIl,

]
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II- Complete if free ox rednced -price lunch eligibility data is required for PYI xecoxds.

Prototype Afreement:

Disclosure of Free and Reduced Price Information

A. Purpose and Scope
Kenton County Board of Bducation, KCBOE, and

acknowledge and agree that children’s free and

reduced price meal and free milk eligibility information obtained under provisions of Richard B, Russell
National School Lunch Act (42 USC 1751 et. seq.) (NSLA) or Child Nuirition Act of 1966 (42 USC 1771
et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is

intended to ensure that any information disclosed by the KCBOE to the

about children eligible for

free and reduced price meals or free milk will be used only for purposes specified in. this Agreement and
that the KCBOE and racognize that there are penalties for unauthorized disclosures of this eligibility

information.
B. Authority

Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) anthorizes the limited disclosure of children's free
and reduced price meal or free milk eligibility information to specific programs or individuals, without
prior parent/gnardian consent. Bxcept that, the pavent/guardian must be provided the opportunity to decline
to share eligibility information prior to the disclosure for identifying children eligible for benefits under or
enrolling children in the State Medicaid Progtam and the State children’s health insurance program.
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of

children's parents/guatdians must be obtained prior to the disclosure.

The requesting agency ceriifies that it is currently authorized to administer the following program(s) and

that information requested will only be used by the program(s) indicated.

thC:tezz ;11;’ Program mfomaﬁon Anthorized
L1 Medicaid or the State children’s health insurance All eligibility information unless
program (SCHIP), edwinistered by a State or local parents elect not to have
agency authorized under iitles XIX or XX of the Social | information disclosed.
Security Act.
Specify Program:

0 State health program other than Medicaid/SCHIP,
adniinistered by 2 State agency or local education

Eligibility status only; consent
not required

agency.
Specify Program: )
Federal health program other than Medicaid/SCHIP No eligibility information unless
Specify Program: parental consent is obtained.
Local health program No eligibility information unless
Specify Program: parental consent is obtained.

CHild Nutrition Program under the National School

All eligibility information;

Lunch Act or Child Nutrition Act consent not required.

Specify Program:

Federal education program Bligibility status only; consent
Specify Programs; not required,

State education program administered by a State agency
or looal education agency

Specify Program:

Eligibility status only; consent
not required,
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only,
without parental consent. Parental consent must be obtained to disclose any additional eligibility
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and
given opporfunity to elect not fo have information disclosed. Social secutity numbers may only be
disclosed if households are given notice of the disclosure and the uses to be made of their social security

numbers as required by Sec. 7 of the Privacy Act,

C. Responsibilities

Kenton County Board of Education will:

‘When requited, secure parents/guardians consent prior to any disclosure not authorized by the National
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving
agency and made available to the determining agency; ,

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity L
for parents/guardians to elect not to have information disclosed; o

Disclose eligibility information only to persons directly connected to the administration or enforcement of i
programs authorized sccess under the National School Lunch Act or regnlations under the Act or to o
programs or services for which parents/guardians gave consent.

will:

Ensure that only petsons designated as data custodians and listed on Exhibit E who are directly connected
with the administration or enforcement of the (program) and whose job responsibilities require use
of the eligibility information will have access to children’s eligibility information,

Use children’s free and reduced price eligibility information for the following specific purpose(s):

Desoribe:
Click here to enter text.

Inform all persons that bave access to children’s free and reduced price meal eligibility information that the E:
information is confidential, that children’s eligibility information must ouly be used for purposes specified Con
above, and the penalties for unauthorized disclosures. ¥

Protect the confidentiality of children’s free and reduced price meal or free milk eligibility information as
follows:

e ___ . _________J
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s s

Click here 1o enter text.

Specifically describe how the information will be protected from unanthorized uses and further disclosures.

Click here to enter text.

D. Effective Dates

This agreement shall be effective duting the dates of duration for the andit/evaluation,

E. Penalties

Any person who publishes, divolges, discloses, or makes known in any manner, or to any extent not

authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C)) )
or regulation, any information about a child’s eligibility for free and reduced price mesls or free milk shall i
be fined not more than a $1,000 or imprisonment of not more than 1 year or both.

00050 s S S SRS
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E. Signatuxes

The parties acknowledge that children's free and reduced price meal and free milk eligibility information
may be used only for the specific putposes stated above; that unauthorized use of free and reduced price o i
meal and free milk information or further disclosure to ofher persons or programs is prohibited and a
violation of Federal law which may result in civil and criminal penalifes.

_ Reguesting Agency/Program Administcator

Typed or Printed Name:
Title: Phone:

Signature: " Date:

Determining Agency Administrator

Printed Name:

Title: . Phone:

Signature: Date:

*dny attachmenis will become part of this agreement.

e ]
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Exhibit B: : KENTON COUNTY BOARD OF EDUCATION
CONTRACTOR’S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT

Confractor

Contractor's employee or contractor name Title:
Address Phone

Tunderstand that the performance of my duties as an employes or confractor, of a contracior for the
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or other
foderal or state law); and, that I am required to maintain the confidentiality of this information and
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to

the following:

« T will not permit access to confidential information to persons not authorized by the KCBOE and

its contractor,

I will maintain the confidentiality of the data or information.

T will not access data of persons related or known to me for personal reasons.

1will not teveal any individually identifiable information furnished, acquired, refrieved, or
assembled by me or others for any purpose other than statistical purposes specified in the
KCBOE survey, project, or proposed research.

o Ywill report, immediately and within twenty-four (24) hours, any known reasonably believed

instances of missing data, data that has been inappropriately shared, or data taken off site
o tomy immediate supervisor, Assoéiate Commissioner, and
o tothe Division of Human Resources if I am a KCBOE employee or .
o tothe KCBOE Office for whom I perform work under the contract if I am a KCBOE
contractor or an employee of a KCBOE confractor

e Tunderstand that procedures must be in place for monitoring and protecting confidential
information. .

s Iunderstand and acknowledge that FERPA-protected information obtained under provisions of
Family Educational Rights and Privacy Act of 1974 (FERPA) as a KCBOE contractor’s
employee or contractor of KCBOE is confidential information.

¢ Iunderstand that FERPA protects information in students” education records that are maintained
by an educational agency or institution or by & party acting for the agency or institution, and
includes, but is not limited fo the student's name, the name of the student's parent or other family
members, the address of the student or student's family, & personal identifier, such as the student's
social security number, student number, or biometric record, other indirect identifiors, such as the
student's date of birth, place of birth, and mother's maiden name, and other information that, alone
or in combination, is linked or linkable to a specific student that would allow a reasonable person
in the school community, who does not have personal knowledge of the relevant circumstances,
to identify the student with reasonable certainty.

s Iunderstand that any unanthorized disclosure of confidential information is illegal as provided in
FERTA and in the implementing of federal regulations found in 34 CFR, Part 99. The penalty
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.8.C. 3571) or
imprisonment for not more than five years (under 18 U.8.C. 3559), or both.

¢ Yunderstand and acknowledge that children’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions

. ]
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of the Richard B. Russell National School Lunch Act (42 U.8.C. 1751 et seq)(NSLA) or Child
Nutrition Act of 1966 (42 U.8.C. 1771 et seq.)(CNA) and the regulations implementing these
Acts, is confidential information,

¢ Yunderstand that any unauthorized disclosure of confidential free and rednced price lumch
information or information from an application for this benefit is illegal as provided in the
Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts,
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is 2 fine of not more than
$1,000.00 (under 7 C.E.R. 245.6) or imprisonment for up to one year (under 7 C.F.R. 245.6), or
both.

e Tunderstand that KRS 61,931 also defines “personal information” to include:

o anindividual's first nanae or first initial and last name; petsonal mark; or unique
‘biometric or genetic print or image, in combination with one (1) or more of the following
data elements: )

o Axn account numbet, credit card number, or debit card number that, in combination with
any required security code, access code, or password, would permit access to an
account;(b) A Social Security number;

o A taxpayer identification number that incorporates a Social Security number;

o A driver's license number, state identification card number, or other individual
identification number issued by any agency;

o A passport number or other identification number issued by the United States
government; or

o Individually identifiable health information as defined in 45 C.F.R. sec. 160,103, except
for education records covered by the Pamily Educational Rights and Privacy Act, as
amended, 20 U.8.C., sec, 1232g,

s I understand that other federal and state privacy laws protect confidential data not ofherwise
detailed above and I acknowledge my duty to maintain confidentiality of that data as well,

» I understand that any persopal characteristios that could make the person’s identity traceable,
including membership in a group such as efhnicity or progtam area, are protected,

s In addition, I understand that any data sets or output reports that I may generate using confidential
data are to be protected. Iwill not disiribute to any unauthorized person any data sets ot reports
that T have access to or may generate using confidential data. Tunderstand that X am responsible
for any computer transactions performed as a result of access authorized by use of sign

on/password(s).
Contractor’s emplayee or contractor signature Date
Contractor’s authorized agent signature Date

Contractor’s authorized agent name (typed)

b e}
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Exhibit C;

Please describe the measures you take to ensure the protection of PI released to you. If you have a
policy, please attach or copy/paste here as Exhibit C.

Clicic here to enter text.

MMW———MM
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xhibit D:

Please use the space provided to describe the methods used to destroy all confidential data at the

completion of your work. Please specify the date of destruction. If you have a policy that describes it can

be attached as Exhibit D,

Click here to enter text,

e
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Exhibit E: Tn alphabetical order by last name, provide information for those persons designated as data
custodians. This should include anyone with access to confidential data. A designated primary and
secondary data custodian are requited and a minimum of four is requested. Attach if more space is
needed. A signed nondisclosure agreement labeled as Exhibit B is equired for each data costedian,

Primary Data Custodian
1.ast Name, First Name:

Phone:
Email:
Employer:

s

Secondary Data Custodian

Last Name, First Name:
Phone:

Email:

Employer:

i

All Other Data Custodians
Last Name, First Name:
Phone:

Bmail:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

L.ast Name, First Name:
Phone:

Email;

Employer:

T.ast Name, First Name:
Phone:

Email;

Employer:
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_Appendix D

Sample Security Breach Nofification Letter

Date

Dear Recipient Name:

. We are contacting you because we have learned of a serfous data security incident that occurred
on (specific or approximate doie) OR between (dote, year and date, year) that involved some of
your personal information, -

The breach involved (provide a brief general description of the breach and include how many
records or people it may have affected). The Information breached contained {customer
names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other
information (bank account PIN, securlty codes, eic.) was not released.

We are notifying you so you can take action along with our efforts o minimize
or eliminate potential harm. Because this Is a serious incident, we strongly
encourage you to take preventive measures now to help prevent and detect any
misuse of your information. We have advised the three major U.S. credit
reporting agencies about this incident and have given those agencies a general
report, alerting them to the fact that the incident occurred, however, we have
not notified them about the presence of your specific information in the data

breach.® '

. (Optional paragraph If offering credit protection service.**)

To protect you we have retained (name of identity theft company), a specialist in identity theft
protection, to provide you with____year{s) of (description of services) services, free ofcharge.
You can enroll in the program by following the directions below. Please keep this letter; you
will need the personal access code it contains in order to register forservices.

As a first preventive step, we recommend you closely monitor your financial
accounts and, if you see any unauthorized activity, promptly contact your
financial institution. We also suggest you submit a complaint with the Federal
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online

at https:llwww.ftccomplaintgssistant.govl



As a second step, you also may want to contact the three U.S. credit reporting
agencies (Equifax, Experian and TransUnion) to obtain a free credit report
from each by calling 1-877-322-8228 or by logging onto
www.annualcreditreport.com.

Even if you do not find any suspicious activity on your initial credit reports, the
FTC recommends that you check your credit reports periodically. A victim's
personal information is sometimes held for use or shared among a group of
thieves at different times. Checking your credit reports periodically can help you
spot problems and address them quickly. ,

You also may want to consider placing a security freeze on your credit files. A
freeze prevents an authotized person from using your personal identifying
information to open new accounts or borrow money in your name.

You will need to contact the three U.S. credit reporting agencies to place the
security freeze. The fee is $10 for each credit reporting agency. The agencies
may waive the fee if you can prove that identity theft has occuired. Keep in
mind that when you place the freeze, you will not be able to borrow money,
obtain instant credit, or get a new credit card until you temporarily lift or
permanently remove the freeze.

To obtain a security freeze, contact the following
agencies: Equifax: 1-888-298-0045; web;

www.freeze.equifax.com
TransUnion: 1-800-680-7289; web: www.fransunion.com (search for

security freeze) Experian: 1-888-EXPERIAN;
www.experian.com/freeze.com

For more information, see the website for the Oregon Department of
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and

click on “How to Obtain a Security Freeze.”

If you have further questions or concerns, you may contact us at this special
telephone number: 000- 000-0000. You can also check our website at
www.ourwebsite.org for updated information.

Sincerely,

* Reporting to credit agencies is required only for breaches affecting 1,000 or

more persons.,
** Not required under ORS 646A.600-646A.628.




Appendix E

FAGIDL
Eifactiva Date: 01/03/2015

Determined Breach Notifioation Form

Section 1,
Complete and submit within 72 hours of determination or notification,
Determined
u} Finance Cahinet Secretary
o Auditor of Publlc Accounts (APA)
3] Kentuchy State Police (KSF)
3] Attorney General {AG)
[n} Commissioner of Department of Ubrary and Archives, if breach determined
n Chiefinformation Officer of Commonwealth Office of Technology
If Department of Local Government under KRS 61.931{1){b) or {c} also contuct:
o Commissioner of Department of Local Government
1 Publle School District listad In KRS 61,931(1)(d) also contact:
%] Commissioner of Kentucky Department of Education
If Educational entity listed under KRS 61.981{1){e} also contact:
i} President of Councll an Postsecondary Education
Agency Name:
Agency Contact:
Agency Contact Email:

Agency Contact Phone Number:

Date of Natification to Agencles: . Time of Notification:
Date Breach Determined:

Sectlon?,
Complete this partion after the conclusion of the investigation regarding whether the Securlty Breach has resulted Inor
is likely to result in the misuse of personal information, Provida potice to agencles within 48 hours of completing

Investigatlon.

Parsonal Information Breached: [ JYes [No
1fYes, Explain:
Total Number of individuals lmpacted: Date Individuals Notified:
Type of Notlces Sent Out (selact all that apply and pravide axplanstions)s

D —

] Web Pasting: 1 Emaits
[ tocal or Reglonal Media: [ Tetephone:
[ tetter: [[] other:

Did You Notify Consumer Credit Reporting Agencies? dYes [[no ifYes, Dafe:

Any Other Breach Compliance Requirements Apply suchas Federal? [ JYes [No
1f Yes, Explain:
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FAC-001
Effactive Date: 01/01/2015

Third Party Breach: [IYes [No
If Yes, Third Party Name:
If Third Party Involved, When DId They Notify the Agency:

If a delay then please attach the delay notiflcation record along with supporting documentation, \\as there a
delay due to:

O Law enforcement investigation. Reference to KRS 61.933 (3)(a)

0O Anagency determines that measures necassary to restore the reasonable Integrity of the data system
cannot be implemented within the timeframe established and will delay the breach determination,
Delay will need to be approved In writing from the Office of the Attorney General. Reference to KRS

61.933 (3)(b)
0
Sectlon3
Complete and submit at the concluslan of the Investigation and any notice and resolution process,

Actions Taken to Resolve Breach:

Actions Taken to Prevent Additional Securlty Breaches in Future, IFany:

A General Descriptlon of what Actions are Taken as a Matter of Course to Protect Personal Data from Securlty Breaches:

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach:

Reference:

KRS 61,931 to 61.934- hitte://wwrc ky.gov/Statutes/statute son7id=43575
KRS 42,726 - htto://www.lrc.ky.gov/Statutes/statute. aspn 2id=43580
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Appendix F

FAC-FOD2
Effactiva Data; 01/01/2015

Delay Notification Record

All documentatlon in reference to the delay should be attached to the notification record.

Agency Name:
3' Party Name, If applicable:

Agencles are to use this form to record Informatlon:

O Ifa law enforcement Investigation has delayed the notificatlon process for a breach determination,
Reference to KRS 61.933 (3)(a)

Date Law Enforcement Notifled Agency;

Law Enforcement Agency:

0O [fan agency determines that measures necessary to restore the reasonable Integrity of the data
system cannot he Implemented within the timeframe established and will delay the breach
determination. Delay will need to be approved in wrlting from the Office of the Attomey General.
Reference to KRS 61.933 (3)(b)

Date Submitted to Office of Attorney General:

Date Approvad by the Office of Attorney General:

The agency will submit form FAC-001 as required by KRS 61.833 If law enforcement has not contacted It
within saventy-two (72) hours of a determined breach.
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