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Data Security & AUP

ALL Employees




Points of Emphasis

odo

Change password regularly ; District Password Policy & implementation of 15-character &
multi factor authentication policy. DO NOT USE passwords based on “password” or the names

of the seasons, months, family members, pets, or sports teams.
DO NOT SEND emails or documents without first checking for Personal Information. ONCE SENT,
THAT EMAIL IS YOUR RESPONSIBILITY (even if you just forward if)

NEVER share your password (Students should NEVER have your password)
DO NOT OPEN EMAILS or LINKS from email accounts that vou don’t know or don’t look like

reputable agencies. Call IT to confirm.

NEVER SHARE PERSONAL INFORMATION ONLINE

Use Student SSID without other identifiers

|F BOE Email is on personal devices. we ask that you have a passcode on any device (ex:

personal phone) to protect any Pl or other confidential info visible through district email.
Protect ALL Pl info, student, em e, family, etc.




Whatis P...?

[  Personal Information: 1st Name or initial AND last name PLUS:
Account or credit card #, PIN or password, Social Security Number, Taxpayer ID, Driver’s
License, Passport Number, Identifiable Health Information



Data Security Resources

3

3

KDE Data Security and Breach Notification Best

Practice Guide

KY Educator’s Guide: Personal Information & Data
Breach Awareness

THE MOST COMMON DATA BHEACHES, AND HOW TO PREVENT THEM

> il
Huma ereer i the most conmimsn snabler of 2 data breach. While hackers get most of the spotlight, they wouldn

b 90 successiub (by & WIHIDE sargist} I, frankly, il of us weren't making it so easy for them. Here ars the four
[0St cormmon types of date breaches in K ky's K12 envi t, and how ta prévent ther,

LOSS OR YHEET OF A USE THURMRDRIVE. LAPTOPR, TABLET, GR SMARTPROME CONTAINING P4,

,*how to grevent the breach:
& [0 NOT sove or stoe top secret Information an these devices in the First place
s (0 NOT leave valuabies on the sedt or visitile in your ear; lock theda in the trank
ORI N

= Encrypt the device, or the top secret information on your device. If it's encivpted, It doss nat cause b data
breath ag laog as the password n't avaitabite
Examnphe: B & downloadaed 10 & laptop amd then the laptop is lost or stalen fran your Car or at @ school function,
& wor'Lmaties that the thief was only looking to sell the laptop; If there's P.I. on the device, that's a breact.

PRISRING ATTALKS

*«m o prevent the breach:

- mm your pastword with anyene. No reputable companty will EVER ask for your password

« OO Click on Hinks or documents you aren't expecting - Be sawy

. T casuslly browse the web of eheck persanal email from o computer or server that is used for
weliecting and managing top secret data, tuch infinite Campuy, financhal, or caleterts programs

Phishing 19 & crime i which the attacker tries to trick you into downtoading matware er sharing private
i such ag p o 35N, by masty i 35 & helpdesk, a company or even a pRrsan you knaw. If
yins Bali fise their trick, then the aitacker has SECESS 1o your AcCaUNTS, YOUE Compiutisr, or both.

POOR QR SHARED/STOLEN PASSWORDS

i (G privent the brescis
L) use passwirds based on “passwaord” or the names of the seasans, monthy, family members, pets,
oF $ports teams, Everyone uses them 0 they are VERY predictable and the first ones o hacker will try
«  Uselong AND memorable passwords of passPHRASES Hke “4sCORE&SevnYrs” (four score arat seven
years) which is easy to remember, but cannot be easily guessed

HINT. N0 ofe enfoys using pasiwords. Most people create poor, easy to femember passwords or keep thent baped
10 monttoss or “Hidden” under the kevboard, Out of the possible billions of passwords, 90% of pecple use the
same S p 45 o styles of pis Is. Yhis rakes the password meimorable, but also very easy to prediet,

ACCIDENTAL SHARING OF .1,

%ﬁm o preveat thig braach:
L send o foaward émails or doguments withous first chedking Tor P, Onde senit, that enall sad
wverything in it is YOUR responsibiity, even i you are just forwarding it slong.

Cxamplon; Studeal fepans, timest fob ations, screenshats for trainings o7 hidden colutmns aud tabs in &
g G vy ot wikgs P, are sedi y shared.




Data Security

O Data Security Best Practices
0 Signature of completion: Google Form for ALL Staff (Certified & Classified)
O Review AUP

Devices

Phishing



