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The ICenton County School District Administration shall acknowledge to the Board of 

Education in a public meeting prior to August 31st of each year that the District has reviewed 

the Data Security and Breach Notification Best Practice Guide and implemented best 

practices that meet the needs for reasonable security protection over personal information. 

Personal Information is defined as an individual's first and last name or first initial and last 

name; personal mark; or unique biometric or genetic print or image, along with any of the 

following data elements: 

• Account number, credit or debit card number, that, in combination with any required 

security code, access code, or password would p~rmit access to an account; 

• Social Security number; 

• Taxpayer identification number that incorporates a Social Security number; 

• Driver's license number, state identification card number, or other Individual 

Identification number Issued by any agency; 

• Passport number or other identification number issued by the United States 

government; or 

• Individually Identifiable health information as defin ed in 45 C.F.R. sec. 160.103 

(Appendix A) except for education records covered by the Family Educational Rights 

and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix B) 

Security Breach is defined as an unauthorized acquisition, distribution, disclosure, 

destruction, manipulation, or release of unencrypted or unredacted records or data that 

compromises or is reasonably believed to compromise the security, confidentiality, or 

integrity of personal information and results In the likelihood of harm to one or more 

individuals; or the release of encrypted records along with the key or process necessary to 

unencrypt the records. 
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KRS 61.931- House Bill 5 

Procedures and practices to safeguard against security breaches must be implemented by any 

entity that maintains or possesses personal information in accordance with applicable KRS 

and federal laws. 

For any contracts involving personal information that are entered into or amended after 

January 1, 2015, specific language requiring protection of the data must be included. The 

following Memorandum of Understanding was developed by the ICenton County School 

District legal counsel and shall be utilized with all software purchases: 

Memorandum of Understanding- See Appendix C 

The following guidelines were prepared around three major areas of consideration as 

identified by the Kentucky Department of Education: 

• Protection and Prevention 

• Preparation for Notification 

• Notification 
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Protection and Prevention 

All District employees are charged with protecting the confidentiality of personal information 

whether it pertains to customers, employees, parents, or students. The basic premise is to 

remain vigilant in the safekeeping of all paper records and all electronic records. Employees 

are encouraged to collect the minimum amount of personal information necessary to 

accomplish the given task and retain the information for the minimum time required by law. 

The following l<enton County School District departments are identified and charged with the 

use, maintenance, and safeguard of records which contain personal and confidential 

Information: 

• Personnel 

• Student Support Services 

• Finance 

• Technology 

• Special Education 

• Preschool 

• Food Service 

• Transportation 

• Support Operations 

• School Level Office Staff 

• Nursing Services 

There are many departments and employees that come into contact with and use 

_ ___ __ _.'nformation that can_be_considere..d..p_etsonal and confidential. As such, all district employees 

will be provided a brief overview and basic training in order to strengthen our coverage and 

safeguard the protection of restricted personal records from unauthorized personnel. 

Each department shall inventory all records which contain very personal and restricted 

information which must be considered for appropriate protection. These records shall be 

reviewed periodically (annually at a minimum) in order to determine the rights and privileges 

of district staff that have primary responsibility to utilize the restricted personal information. 

More importantly, the district staff charged with maintaining the records shall adhere to 

strict guidelines which are designed to protect the restricted information reflected in the 

documents. 
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The following guidelines are to be utilized by all district staff responsible for the safeguarding 

of personal and restricted Information: 

• Maintain an inventory of all electronic and paper records that contain personal 

information 

• Classify information contained in all restricted records according to sensitivity and 

level of risk if that information was accidentally or intentionally accessed by anyone 

without a need to know 

• Strictly adhere to the records retention requirements for all sensitive records 

• Supervisors shall annually assess the access rights afforded to district staff as it 

pertains to restricted flies and data bases 

• Whenever practical, all high-risk information shall use data encryption to protect the 

sensitive files in combination with host protection and access control 

• Remove rights and access privileges immediately upon severance of employment for 

employees that have the responsibility to use and maintain sensitive files; retrieve all 

keys and building access control devices; remove all staff from security alarm code 

systems 

• All employees shall have an annual awareness training regarding the importance of 
protecting and safeguarding restricted personal information contained in paper files 

and electronic data bases; the annual training shall also include a comprehensive 

review of Data Security and Breach Notification Best Practice Guide. 

• All employees shall review the following awareness training videos located on the 

Safe Schools Training Site: 

- Cybersecurity Overview 

Protection Against Malware 

FERPA: Confidentiality of Records 

• Use strong passwords or pass phrases and change them frequently 

• Keep a password, PIN, or pass code on all devices including laptops, tablets, and smart 

phones 

• Require all contract vendors that utilize personal information on behalf of the school 

district to sign and adhere to the guidelines established in the District Memorandum 

of Understanding; all MOU's must be maintained and renewed annually 

• Each district staff member that is charged with the maintenance or access to personal 

restricted information shall adhere to appropriate office maintenance requirements 

designed to protect access to confidential records throughout the course of the work 

day and after work hours 

- Only print files or records that contain restricted personal information if necessary 

Never leave restricted files on common space printers or copiers 
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Never leave restricted files on desk top computer screens or printed files laying on 
the desk surfaces when you are away from the work space 
File all confidential information in securely fastened spaces when not in use 
Properly manage and control all confidential conversations 
Pay attention to confidential information being displayed on monitors in an open 

setting 
• Establish language for solicitation of Request for Proposals that reflects the desired 

restrictions and controls necessary to safeguard personal restricted information to be 
utilized as part of the third-party work 
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Preparation for Notification of Affected Individuals 

In the event there is a suspect data breach, the Kenton County School District will initiate the 

appropriate response plan. The Preparation for Notification of Affected Individuals was 

prepared using elements from the Best Practice Gulde and pertinent data breach legislation. 

The Director of Technology shall be the Lead agent for the District and assume responsibility 

for the coordination of all internal investigation and notification procedures. The process for 

investigating a potential data breach is outlined in the following procedures: 

1) The lead staff member charged with managing the breach of data security process 

shall be Chris Setters (Director ofTechnology). 

2) The lead staff member shall immediately notify the Superintendent of Schools 

regarding any data breach incident. 

3) The Superintendent of Schools shall notify District legal counsel regarding any data 

breach incidents. 

4) The lead staff member shall engage the District Safety and Security Officer to assist 

with the investigation. 

5) The lead staff member shall work with the departmental supervisor to ascertain the 

scope of the data breach as well as the schedule of affected individuals for the 

notification process. 

6) Notification to affected individuals whose unencrypted personal information have 

been. or are reasonably believed to have been, acquired by an unauthorized person 

shall be prepared and disseminated within 35 days in accordance with House Bill 5. A 

draft notification letter to individuals is found in Appendix D. 

7) Outside law enforcement agencies with expertise in investigating crimes that involve 

tecJmology shall be contacted for advice and assistance with any data breach 

incidents. Identify any and all agencies that may be of assistance with an 

investigation and secure contact information in the case of a data breach incident. 

8) Immediately assess and prepare strategies to ·contain, control, and correct any data 

security breach incidents. Document any issues discovered and response actions 

taken. 

9) Perform a thorough review of the actions and flaws with the District data security 

platform leading up to the data breach. Make any necessary adjustments to the 

structure in order to prevent future Incidents. 

10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience 

and cyber-security practices. 
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Notification 

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data 

breaches. KRS 61.931, ET SEQ. (HB 5), ICentucky School Districts are required to notify both 

the individual of a breach and various state officials. House Bill 5 addresses the safety and 

security for personal information held by pu~lic agencies and requires public agencies and 

nonaffiliated third parties to implement, maintain, and update security procedures and 

practices, including taking any appropriate corrective action to safeguard against security 

breaches. 

House Bill 232 requires consumer notification when a private party data breach reveals 

personally identifiable information. This bill also requires cloud computing service providers 

contracting with educational institutions to maintain security of student data. The District 

Technology Coordinator shall assume responsibility for approving and finalizing all cloud 

based service provider agreements. 

The District Technology coordinator shall utilize the following forms developed by the 

Commonwealth Office of Technology for use in the event of a breach or a suspected breach of 

data. 

• Data Breach Notification Form FAC-001- See Appendix E 

• Delay of Notification Form FAC-002 - See Appendix F 

_ _____ --'-'Th=e,,,_.._,_no=t=if,__,_ic=a=tion re uirements are designed to alert individuals of such data breaches and 

provide those affected Individuals with an opportunity to take appropriate actions to 

mitigate the personal damage from potential identity theft or other harm. The following 

guidellnes were established by the l<entucl<y Data Breach legislation: 

----

• Prepare a description ofthe categories of information that were subject to the 

security breach, Including elements of personal information that were believed to be 

acquired; 

• Contact information for the notifying agency, including the address, telephone 

number; 

• A description of the general acts of the agency, excluding disclosure of defenses used 

for protection of information from the following sources about steps the Individual 

may take to avoid identity theft, for: 

- The major consumer credit reporting agencies; 
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- The Federal Trade Commission; and 
- The Office of the ICentucky Attorney General 

The data breach legislation that went Into effect in January 2015, each District has a total of 
35 days from the time of their formal notification of agency contacts to notify all individuals 
impacted by the security breach. If the internal investigation leads to a reasonable conclusion 
that an unauthorized person through criminal activity may be involved in the data breach 
then the local law enforcement should be notified. 

The appropriate State staff should be notified within 48 Hours if the investigation finds that 
the misuse of personal information has occurred or is lil<ely to _occur. The length of the 
investigation is not established by this bill and will vary with each incident. 

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form 
FAC-001 to KDEDataBreachNotification@Education.ky.gov and to the following agencies as 
required by KRS 61.933: 

• Attorney General's Office 

• Auditor of Public Accounts 
• Finance and Administration Cabinet 

• Kentucky State Police 
• Kentucky Department of Library and Archives 

• Commonwealth Office ofTechnology 

The Department of Data Breach Notification at the ICentucky Department of Education will 
provide the most current contact information for each State agency representative. If the 
inve~gation involves law enforcement officials and prevents the full disclosure of ----------
1 n formation to the Department, then form FAC-002 shall be utilized as required by ICRS 
61.933. The investigation shall be conducted in a reasonable and prompt manner in order to 
determine whether the security breach resulted in or is likely to result in the misuse of 
personal information 
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Department ol Health and Human Services § 160.103 

this eubchapter apply to the followlng
entitles: 

(1) A health plan. 
(2) A Ilea.1th ca.re oleartnghouse. 
(8) A health oare provider who trans

mits au;v health Information In eleo
tronlo form In oonneotlon with a trans
lWtlon covered by thls subohapter. 

(b) Where provided, the ste.nda.tds, re
quirements, and Implementation spsoi
f!oo.tlons adopted under this subohapter 
app]y to a business assoolate. ·. 

(o) To the extent required under the 
Soolal Seourlty Aot, 42 U,13.0. 1320e.--
7o(a)(6), nothing tn this eubohapter 
shall be construed to diminish the au
thority of a.ny Inspector General, In• 
oludtng auoh authority as provided 1n 
the Inspector General Aot of 1978, as 
emended (6 u.s.o. App.}. 
(06 FR Dl!lSD, Doo, 20, 2000, ao amandod At O'I 
FR 113266, Aug, 14, 2002; 78 li'R 68117, Jo.n, 25, 
2013] 

review, quo.Uty assurance, patient ee.fe• 
ty aottvltles llsted at 42 OFR 8.20, btl1· 
tna, benefit mana11ement1 praotice 
management, and reprlolnll'; or 

(ti) Provides, otber tban 1n tbe oapao
ity or a. member or the workforce or 
euoh covered entity, lell'al, actuarial, 
aooounttng, oonsultlng, data aQ'll'reQ'a
tlon (as defined In §164.601 of this sub
ohe.pter), management, ailmtnlstre.tlve, 
aooredltatton, or finanolal servloes to 
or for aucb covered entity, or to or for 
a.n orge.n1zed hea.lth oare atTangement 
1n whloh the covered entity pa.rtlol• 
pates, where the provtslon of the serv
loe Involves the dlsolosura of proteoted 
health Information from euoh covered 
entity or arrangement, or from a.nother 
business assoo!e.te of euoh covered enti
ty or atTangement, to the person. 

(2) A oovered entity mO¥ be a busi
ness asecols.te of another covered enti
ty, 

(3) Bulln111 o,soclato lnoludes: 
(1) A Hee.1th Information Organlza

Exoept as otherwise provided, the fol· tlon, E-presor!blng Gateway, or other 
lowing definitions apply to tble sub- parson that provides date. transmission 

§180.103 Definitions, 

obapter: service• with respect to protected 
Act mea.ns the Soolal Seourtty Act. health tnforma.tlon to a. oovered entity 
Atlminbtratlvs srmpW,ootlon prolllslon and tha.t requires a.ooees on a routine 

means any re11u1rement or prohibition baste to snob proteoted hea.lth lnforma.-
establlshed by: tton. 

(1) 42 U.13.0. 1320d-l320d--4, 1320d-7, (11) A person that offers a persona.l 
1320d-B, and 1920d-9; t d t lncllvid 

(2) section 264 or Pub. L. l04-lBl; heal b rooor o one or more . 
(3) ·Sections 134oo-lS!l24. or Publlo Law us.le on behalf of a covered entity. 

lll--6; or (111) A suboontraotor the.t cre~tes, re-
(4) This eubchapter oelves, me.Into.Ins, or tra.nem1ts pro-

_____________________ _,;, IJ meo.ns_ Adui_inletra.ttve~ teated health information on behalf or 
Judge - the business aseoola.te.--

/JNSJ stands ror the American Ne.- (4) Butlnm tmoclots does not lnolude: 
ttonal Sta.nds.rds Inetltute, (I) A healtb oa.re provider, With re-

Buslneu associate: (1) Except as pro- speot to dlsolosures by a oovered entity 
vlded In pa.ragre.ph (4) of this def!nl- to the health ca.re :Provider concerning 
tton, business tu1aoolate meana, with re- the trea.tment of the Individual. 
epcot to a covered entity, a person who: (II) A plan sponsor, with reepeot to 

(I) On behalf of such covered entity disclosures by a group hoe.1th ple.n (or 
or of an orga.nized hee.lth oa.re arra.nge- by a health lnsure.noe Issuer or HMO 
ment (as defined ID this seotlon) 1n with rospeot to a group health plan) to 
whlch the oovered entity partiolpates, the plan sponsor, to the extent that the 
but other than In the o&paolty of a. requirements of §164,604(f) of this sub
member of the wo1•kforce of euoh oov- oba.pter apply and a.re mot. 
ered entity or e.tTangoment, ores.tea, (111) A 11overnment agenoy, wltb. re
reoelves, ma1nta1ns, or tre.nsmlte pro- epeot to determln1n11 eUglblllty for, or 
tooted health Information for a funo- enrollment In, a government health 
tlon or activity regulated by this sub- ple.n that provides pub11o benefits a.nd 
chapter, tnoludlng claims processlDg or ts administered by another government 
admlnlstratlon, data analysis, proo- ngenoy, or colleotlnll' proteoted health 
ese!ng or adm1nlstra.tlon, utilization Information for euoh purposes, to the 
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§ 160.103 

extent suoh a.ot1v1t1es a,re authorized 
byla.W, 

(lv) A covered entity l)artlolpat!ng 1n 
an. organized health care arrllJl!l'ement 
that ])erforms a tunotion or a.otivlty as 
deeoribed by ])a.ragraph (1)(1} of th1B 
definition for or on behalf ofeuoh orga,
Irlzed lie,.lth oa.re arra.nl!ement, or that 
provldea & uervi0& aa desoctbed Jn P&ra,
graph (1)(11) of tills def!nltlon to or £or 
such orga.n!zed health oa.re arrange
ment by virtue of suoh a.otlv1tlee or 
serv:toes, 

CJivU moneu pen~ltu or penalty means 
the &mount daterinlned under §160.404 
of this pa:ct; a,nd ln.cludes the plura.l of 
these terms. 

OMS stands :for Centers for Medioa.re 
& Medicaid Servloes within the Depar&
ment of Rea,lth and Human Services, 

aompliance date means the da.te by 
which a covered entlty or buslnees aa
soolate must oom])lY with a etanda,rd, 
Jmplementa,tlon speolfioatlon, reqalre
ment, or modlf!oation adopted under 
this aubohapter. 

aovorei!. entity mea,ue: 
(1) A health plan, 
(2) A health care olea.rlnghouse, 
(3) A hea,lth 011,re provider who trans

mits any health lnforma.t!on in eloo• 
troll1o form In conneot1on with a. tra,us
a.otlon covered bythls 2uboha:pter. 

Disclosure meallll the release, trans• 
fer, prov1s1on of acoess to, or divulging 
In any manner of information outside 
the ent1tyholdiUI! the information, 

ETN sta.nds for the employer 1dentt
ftoat!on number aasll!'ned blf the Intel'-
118,l lJevenuo Service, U.S. Depll!'tment 
of tho Treaeu>;y. The EIN lo the ta11:
paye1: identltylng nmnber of an indi
vidual or oth•r entity (whethor or not 
a.n employer) assigned under one of the 
!ollowlng: 

(1) 26 lJ.S.O. 6011(b), which ls the por• 
tlon ofthe Internal llevenua Coda deal
mg with identlfY!ns the t=iw•r 1n 
tax returns a.n.d statements, or ooJ>. 
respondlnll provisions of prior 1e.w. 

(2) 26 u.s,o. 6109, whloh la the :portion. 
of the Internal Revenue Oode dealing 
with identlfytng numbers ln tax re• 
turn.a, statements, a.ud other reqnlred 
dooumeJC1ts, 

Electronic media :moans: 
(1) Elootronio •tora.ge material on 

wh1oh <ls.ta Is or may be reoorded eleo
tron!oally, 1no1udlng, for example, de-

45 CFRSu))tllla A (10-1-16 Edttlon) 

vloes In oomwtere (hard dctves) and 
a.ny ramovable/trallSJ)ortable d1gjt11,J 
memory medium, suoh AB magnat1o 
tape or dlek, optloal il!sk, or digJ.tal 
memory oard; 

(2) Tra.nsmisalon media. used to ex
ohanga information alreaay 1n eleo• 
tromo storage media.. Tra,nsm1Bs1on 
med!& lnolude, for exa.:mplo, the Inter
net, extrJlllet or intra.net, leaaed lines, 
dla.1-up 11nes, pctvate networkB, and the 
phyeloa.l movement of removabl&/trallll
Jlortable elootronio storage inedla. OeJ>. 
t!Lln tra.nem1Bslone, 1nolud1nl! of :pa.per, 
via. ra.os1mUe, and of voice, via tele
phone, are not oo!lBldered to be trans
llliesions via, e1eotron1o media, lfthe 1n.
forme.t1on beinl! exoha,nged did not 
exist; in eleotronlo form lmmedlately 
befor• the transmission. 

Eloatronlo proteot.ed llealt/1. Information 
mea.ne information that comes within. 
paragraphs (1)(1) or (1)(11) or the defin1-
tlon of mutectea health. tnfornw.twn as 
speoltled In thls seotion. 

1!/mplouer 1B defined as it 1B 1n 26 
u,a.o. 3401(d), 

Famil11 member mea.ns, with respect to 
e.n 1nd1V1dual: 

(1) A dependent (as auoll term ls da
il.ned 1n 46 OFR 144,103}, of the lndt· 
Vldual: or 

(2) filJY other person Who 1B a. il.l.'et-de
gree, second-degree, third-degree, or 
fou:tth-deirree rela.tlve of tlle individual 
or of a dependent of the individual. 
ll&la.tlvee by a.ffil11ty (BUOh aa by me.r
rl.age or adoption) are tree.tad the ea.lJle 
aa relative• by oonsangUlnlty (the.t la, 
rela,tivea who ahare a. oonun.on btologl
oal ancestor). In determinlnl!' the de• 
gree of the relationship, rela.t1vea by 
loss than full ooneanguin!ty (suoh as 
ha.lf-sibllnga, who share only one P8.l'
ent) are treated the same as relatives 
by t\111 00Jlll9,UIJ'Uln1ty (suoh as Bibllnl!l' 
who she.re both parents). 

(1) li'lrst-dee:ree i»latives include pru:
ente, SJ)OUBOS, slblin!!1!, and oh!ldren. 

(11) Seoond-degree relatives lnolnde 
grandparents, grandchildren, aunts, 
unolee, nepbews. and nieces. 

(111} Third-degree rela.t1ves Include 
great-grandpa.rents, great-gra.nd
ohlldren, gree.t aunts, great uncles, and 
flrot oouelna. 

(Iv) Fourth-degree relatives lnolude 
gree.t-graat grandpa.rents, BOOt1,t;rrao.t 

1128 

r.: 
J-:. 



-.~.-~: :•'...-'·'········-
.·.1 .---.-.. •:-----

Department of Health and Human services § 160.103 

gi:a.ndoh1ldran, a:nd oh11dren of flrst 
oouslnn. 

(leMl/o Information mea.ns: 
(1) SubJeot to par11.graphs (2) and (8) 

, of i;hle deflllition, with respect to e.n ln
dlvtdu.al, information a.bout: 

(1) The individual's genetlo tests; 
(it) The genetlo tests of family- mem

bem of the 1ndlv1dna.1; 
(111) The ma.nlfesta.t!on of a. disease or 

dleorder 1n fumUymembers of suoh ln
dMdual; or 

(iv) Any r<iqnost for, or reoalpt of, ge
netic servloes, or part!oipation In olin
ioe.l research whioh inoludes genet1o 
semoes, by the Individual or any fam
ily member oftbe !ndlvtdual. 

(2) Any referenoe :1n tlrts suboha.:i>ter 
to irenetio illforma.tiolL oonoern!ng a.u 
individual or !BmllY member of au indi
vidual shall tnolude the genetlo Infor
mation or. 

(1) .A. fetus oarrled by the individual 
or family member Who ls a. Dregna.nt 
woman;a.nd 

(ii) ADY embryo legally- held by- au 1n
d!vldua.l or family member utlllztnlr an 
asslstedreproduotlvo teobnology, 

(3) Genetlo informiitlon e,:oiudea tn
forme.tlon e.bout tho Belt or age of any 
indMdua.l. 

Genetfo sBtVIC68 means: 
(1) .A. genetlo teet; 
(2) Genetlo oouneol!ng (lnoludlnl!' ob

te.ln!ng, interpreting, or as,ess!ng ge
netio information); or 

(8) Genetic education. 
Genetfo test means e.n a.naJya1B of 

h1llllan DNA, RNA, chromosomes, pro
teins, or mete.bolltoo, lf the ana.w,als 
deteotu genotYJ)eB, muta.ttons, or ohro
mosoma.l oha.Dl!eB, Genatlo test does 
not include an ana.1YB1S of ;proteins or 
metabolites that 1B dtraotly related to 
a. man1fested disease, aieordar, or pa.th
ologtoe.l condition. 

Gro11'/l health :,,mn (aleo ••• daflnition 
of 1iea1m plan ln tb1s eeotlon) means an 
eml)loyee welfare benefit l)la.n (as de
fined in seotion 8(1) of the l!lmployeo 
Retirement Income and Seour!ty Aot of 
1974- (ERIS.A), 29 U,S,O, 1~02(1)), 1nolud
lng insured and self-insured plane, to 
the extent that the plan prov!dae med
ical oai:a (as defined in seotlon 
2791(a)(2) or the Publlo Ilea.1th service 
.A.ot (EHi:! Aot), 42 U,S,O. S00l!'B'-9l(o.)(2)), 

· Including items and eervioes .Paid for as 
medtoa.l oare, to erop1oyees or their de-

pendents direotly- or through lnsur
anoe, reimbursement. or otherwille, 
tlu1.t: 

(1) l'!as 50 or more partlo1Dants (as de
fJned in seot1on 3('1) ofERISA, 29 u.s.o. 
1002(1)); or 

(2) Is adm1nietered by an entity other 
than the employer that eate.bllsb.e<l. and 
malnta\ns the l)la.n. 

HHS sta.nds for the Department of 
Hee.1th and liuma.n Servioos. 

Health care mea.na oare, services, or 
supplies related to the health of an. in
dividual. Health. rore lncludos, but ls 
not limited to, the following: 

(1) Preventive, dlagnoatlo, thera..
peutlo, r<ihll.bilita.t1ve, malntena.noa, or 
pa.11111.tlve ca.re, and oounseltng, servloe, 
assessment, or procedure with respeot 
to the pbysloal or mont&l oond!tlon, or 
runotlonal statUB, of an 1ndivldua.l or 
that e.ffeots the struoture or fUnot!on 
ot the body; a.nd 

(2) Sale or dispensing of a. drug-, de
vice, e11uipment, or other Item in e.o
oorda:naa with a. presorlptlon. 

Health cc,re clea.rlnu/iousa mee.nn a. 
pnbllo or private entity, tnolud!ng a. 
billing service, r•.Prlolng company, 
oommunlty hea.lth management infor
mation e;ystem or oonununtty health 
information system, o.nd "value-added" 
networks and sw!tohes, tha.t does ei
ther otthe followinB' functions, 

(1) Processes or fao!ltte.tea the Droo-
eseing of health Information reootvod 
from a.nother entity- in a nonnta.ndard 
format or oonta.inlng nonata.ndal:d date. 
content into standard date, elements or 
a. sta.nda.rd transaction. 

(2) Reoeivea a sta.uda.rd tra.11Ba.otion 
t\:om another entity- and proooeses or 
fa.ollite.tes the processing of hea.lt/h lll
formation tnto nonetanda.rd forme,t or 
nonsta.nilal:<I de.ta. oontent for the re• 
oeiv.ing entity. 

Hl!lllth. oore 'Provider mea.ne e. provider 
of servloes (e.s defined 1n aeotlon 1861(n) 
or the Aot, 42 u.s.o. 1895-.:(u)), a. pro
vider of medloll.l or heslth servtoes (as 
defined in seot!on 1861(e) of the Aot, 42 
U,S,O, ll)9!i)c(s)), and a.ny other :person 
or orga.ntzatlon who furnishes, b1lle, or 
1B pa.Id ror llaa.lth ca.re 1n the normal 
course of buslnees. 

Health. £11/ormation means any infol'
matlon, 1no!udinB' genet!o lnforma.tlon, 
wllotho~ ora.l or reoorded in any form 
or medium, that: 
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§160,103 45 CFR Subtftle A (I0-+15 EdHlon) 

(1) rs created or received by a health (V11I) An issuer of a long-term ca.re 
care proVldar, hea.lth pla.n, public polloy, exoludlng a nnrslng home fixed 
health authority, employer-, life 1n- Indemnity pollo.v. 
surer, ,iohool or university, or health (Jx) .An. employee welfare benefit plan 
care 01elll.'1ngholll!e; and or any other arrangement that ia ea-

(2) Relates to the pa.st, present, or tu- ta.bllshed or maintained for the purpose 
ture llhyelcu.l or menta.l hea.lth or oon- of offering or provldlng hes.1th benefits 
dltlon of an lnd!V111.ua1; the provision of to the employeos of two or more em
health oa.re to a.n 1nd1Vlduo.l; or the ployere. 
pa.st, preaent, or future pa;vment for (x) The hea.ltll oa.re »rogra.m for uni
the proVislon of hes.1th oare to lln 1nd1- formed servloes under title 10 of the 
vidua.1. United Sta.tea Oode. 

Health. msurallCB 1sruer (as defined 1n (xi) The veterans liealth care pro-
aeotion 279l(b)(2) of the PlD5 Aot, 42 gram under SO U.S,O. ohapter 17, 
u.s.o. 3DOgg-ll1(b)(2) and UBed In the ()di) The Indlan Realth llerv!O!I pro
definition of health. plan In t111s seotlon) gram under the lndia.n Re&lth 08':'& Im• 
means a.n inSura.noe com:van:v, Insur- provement Act, 26 U.S.0, 1601, et seq. 
anoe service, or lwmranoe orgs.nlllation (xiii) The Federa.1 Employees Xea.lth 
(including a.n BMO) tha.t :Ill UoeDl!l!d to Beneflta Program nnder 6 U,S.0. 8902, 
engage 1n the blll!lnoss of insurance 1n et seq. 
a State and !ll eubjeot to Sta.to 1aw tha.t (xiv) An approved state child health 
re11ula.tea lnsuranoe. Suoh term does plan under title XXI of the Aot, pro
not 1nolude a. group healthpla.n. vldlll!!' benefit• for child hee,Ith asaiBt-

Hea!tll. 11U1!11f6ni,,u,e oruan/°$ation ance tha.t meet the requirements of 
(HMO) (a.s oeflned 1n seotlon a791(b)(3) seotion 2103 o! the .Al;t, !12 u.s.o. 1397, et 
of the PBS Aot, !12 U,S,O, 300irir-91(b)(ll) $~. 

and used ln the oeflnit1on of1,eolth. plan (XV) The Medtoa.re All.vantOBe pro
in thls seotlon) meana a. fedora.Uy gra.m under Part o of title XVIII of the 
qualified 11.MO, !lJl orga.n111!1.tlon reoog- Aot, 42 U.S.O, 1S96w-21 tlu:onJl)J. 131l6W
nlzed as an 11.MO under state Ia.w, or a. 20. 
similar orga.nlza.tton rell'Ula.ted for sol- (xvi) A h1gh rlsk IJool tha.t ia a meohr 
venoy unde1· Sta.ta le.w 1n the same anism established unller state law to 
manner and to the same extent as such · provide hee,lth inaumnoe ooverage or 
an Bl',10. comparable covere.ge to eligible 1ndi-

Healtll. plan means an 1nd1V1dua1 or vldue.la. 
irron11 plllll that provides, or p~s the (xvii) Any other individual or group 
cost of, medical oare (ru, defined in seo- plan, or oombination of lndlvldual or 
tlon 2791(a.)(2) or the PBS Aot, 42 u.a. o. group p1!1Jll3, that provides or paya !or 
SOOgg-91(11,)(2)). the oost of med1oa1 CIU'S (a.a defined In 

(1) Hea1tli. plan lnolndes the followtug, seotlon 2791(a)(2) of the Pl!S .A.at, 42 
sl)lgl:9' or in oomblnat1on: tr.s.o. 300gg-91(a.)(2)). 

(l) .A group hes.1th pJa.n, as defined 1n (2} Hea1t1L plan excludes: 
this aootlon. (!) /J:JJY polloy, plan, or progra.m to 

(11) A health insurance Issuer, 8B de- the extent that It provides, or pe.ys for 
fined 1n this seot!on. the oost or, exoepted benefits that am 

(l11) An lIMO, a.a defined ln tb1B BOO- lwted 1n seot1on 2791(0)(1) Of the l?lIS 
tton. Aot, 42 u.a.o. 8DOgg-9l(o)(1): and 

(lv) Part A or Part B of the Medlo(l,re (Ii) A government-funded program 
program nndertltleXVJJI of the Aot. (other th!lJl one listed 1n pa.ragra.ph 

(v) The Medloatd »ro!ll'am under title (1)(1)-(xvl} of this definition): 
XIlC of the Aot, 42 u.s,o. 1396, et ,eq. (A) Whose prlnotpal purpose lo other 

(vi) The Volunt:a.ry Presoctptlon Drug- than provJdlllg, or ptcylng the cost of, 
Benefit Progra,m under pa,rt; D of tltle hes.1th ca.re; or 
xvm of the Aot, 42 u.a.o. 1395w-101 (B) Whoso »rlnoipal a.otivity ls: 
through 1895w-152, (1) The direct provision ofheo.lth oa.re 

(vii) An issuer of a Medioa.re supple• to persona; or 
mental polio.v (as defined ln eeotion (2) The ma.klng of grauts to fund the 
1002(11)(1) of the Aot, 42 u.s.o. direct provtslon o! hes.1th care to per-
1896ss(g)(l)), sone. 
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Oep111lment of Health and Human Sarvlces § 160.103 

Jmplsirnmtatlon •PeoiFzcation means (A) Utllll!atlon review, 1n W'hioh 
speolflo requirements or 1nstruotlons he&lth oa,re deolalons bY 11a.rtl<llpa,t1ng 
for 1nl11lement1ng a, ste.nda.rd. ooverad entitles a.re reviewed l>Y other 

Individual mea.ns the ]18rson who 1s partloipat!lll! covered entitles or by /J. 
the sn11Jeot of 11roteoted health Inf or- thh'd party on their behalf; 
matlon. (B) Quality assessment and Jmprove-

IndlviduallV ide'lltlfiabls Tiealth tnfor- ment a.otlvit!es, 1n which tree.tment 
mation Is lnforma,tlon that is a. subset provided by pa.rtloipatlnir covered entl
of health informa.tlon, inoludlng demo- ties Is a,mossed by other pa.rtl<lipating 
graphlo information colleoted from an oovored entitles or by a tbit'II party on 
indMdUa.l, and: their behalf) or 

(1) ls orea.ted or received by a health (0) :Pamnent aotlvlties, 1f the flnan-
oare provider, health pla.n, employer, olal rlsk for delivering hea.lth oa.re ls 
or hes.Ith ce;,:e clearinghouse; and she.rad, 1n part or in whole, by pa.ctloi• 

(2) Rela.tes to the past, present, or f11• pat!ng oovered entitles through the 
ture pbysl08l or mental health or oon• Joint arrangement and if proteoted 
filtlon of a.n 1nd1vidual; the proVis!on of health information oreated or reoetved 
health ca.re to a.n lzjlivtdual; or the by a covered entity 1e reviewed by 
ll.,,t, :ureoent, or future payment for other partlolpatlng covered entities or 
the provision of health oare to an indi- by a third party on their behalf for the 
v!dual; and purpose of admln!eterJng the slla:ring of 

(i) That 1dent1t1es the individual; or flnauolal risk. 
(tl) With :respect to whioh there Is a (8) A group health plan a,nd a. health 

reasonable ba!lls to bellevs the !nfor- insurance 1ssuer or lIMO with reapeot 
matlon oau be uaed to 1dentlly the ind!- to suoh grou11 health plan, but only 
vidual. With reSPOot to pi,otsoted health Jn!oi,. 

Manlfesta11on or manifsstea means, mai;ton oroa.ted or received by euoh 
'With respeot to a, disease, dlsoi'iler, or health lnlluranoe issuer or lIMO tlu,t 
patholog1081 oondit!on, that an 1ndi• relates to indiv1dua.ls who a.re or who 
viclual has been or oo\lld reasonably be ha.ve been pa.rtioipa.nts or beneflola.rles 
dlalfJl0Sed with the disease, disorder, or in snob group health pla.n; 
pathological condition by a health 08re (4) A groul) bell.1th plan and one or 
professional with a11proprla.te tra.inlng more other group health plans each. of 
and expertise in the field of medlolne Whioh are maintained by the ssme plan 
lnvolved. For l)Urposea of this sub- sponsor; or 
ohal)ter, a. disease, dlsorder, or pa.tho- (6) The group health pl!lllll described 
logical oondlt!on is not m&nifested if 1n l)aragra.ph (4) of this defin!Mon and 
the itlagnosls ls based principally on hoe.1th 1neuranoe issuers or llMOs with 
genetic lnforn1at!on. resl)eot to suoh group health plans, but 

Modljy or rtWdoficat/011 refe?B to a only wltll reBpeot to proteoteil. health 
ohalll!e adopted by the Secretacy, lnforma.tton ores.toil. or received bY" 
through regula.tion, to a stande.ril. or an snob hea.lth insurance issuers or BMOs 
inlplementa.tlon speoifioatton. that relates to Individuals vlho a.re or 

Dr.oanmad Tiealth. ,x,re arr<i:ngement ha.vs been partio!pants or benef!olarles 
meOJ1S: in SXJY ofsuohgroup hea.ltll plans. 

(1) A olintoally lntegrateil. oars set- PBTson means & na.tural pe:mon, trust 
ting 1n v/htoh indiv!du&ls typloal]y re- or estate, partnemhip, oorpora.tion, 
cewe health o,u:e from more than one professional Msoo1E>,t1on or corporation, 
health oare provider; or other entity, publio or prtvate. 

(2) An organized s:vstem of health Proteote4 healtli tnform,;1/on means !n-
ee.re 1n wnloh more than one covered divldually ldentlfla,ble health lnforma
entity partiolpa.tea and 1n whioh the t!on: 
pat'tloipat!ng covered entities: (1) lilJtcept as provided in pa.ragraph 

(i) Rold themselves out to th!> pnbll.o (2) of this def1n1t!on, that is: 
aa pa.rt!olpatlng in & joint arrange- (1) Transmitted by eleotronla media; 
ment; and (11) Ma!ntalned 1n eleotronto m<1dla.; 

(Ii) Partiolpate in Joint activities or . 
that lnolude at least one of the fol• (111) Transmitted or malntalnad 1n 
lowing: any other form or medium. 
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§128211 T!TLE20-EDUOATION Pa.re sao 

11282g, Family •duootlonal and prlvaoy right• 
(o) OondlHono for nvallabllity of fund• to edu• 

oatloool uge.uoles or lostitutlona; lnepootlon 
and rovlow of eflugutio:a recordsJ apeolfto In• 
formation to ha mado a.vaUable; prooeduro 
for acoe•• to eduonitlon rt1oord1J rooaonable• 
neat ol time !01• •uch not<100; hoorln1111 ,vrlt,. 
ton 61<plaoatlnos by parenta; delinltlom 

(l)(A) No 111D~• •ball be made available undo1• 
any ap_plloo.ble program to any eduoo.tlonal 
a«euoy or lnotltutlon whiuh h .. a. ])D1103' ot d•· 
ny:lng, or whlob oll'ootlvoly pr•ven!I, tho parentu 
or etudonts who are 01· hl\vo boon In attendo.nou 
a.t a suhool or "uoh agenoy or at suoh Jnemu
tlon, as the """' ma.y be, tho rlrht to iaopoot 
n11d review the oduoaUon .ra001•ds ot their ohll• 
dren, II any ll!Aterl"l or dnoument In the edu
••tlon 1·10ord ot & 1tudent Includes lol"Drmn.tlon 
on mo1·e th&ill one ntadent, the 11&ronta of on1:1 of 
auab atndenta ahall have the right to inal)oot and 
review only auoh ])Art or •••h rn•terl•l or doou• 
ment 81! relntoa to &Uoh Btudent 01• to be 1D• 
formed of tbe BP•olll.o lnrorm&tlon oontainod ill 
•uoh ])att or euoh material. Eaoh ednoatlonal 
arenoy er illetltutlon 111111,ll oatabllsh L])proprlate 
prooedw:ee £or the gra.ntlDB' of 1< roqaaat by pol'
ont., ro1· acceee to tho eduoatlon reoorda or their 
ohlldron wlthln • re•Mnable pertod or time, but 
1n no =• more thin forty.five d&JB a.teer the 
1•aquoet has boon made, 

(B) No l\mda nnaer any e.ppllcnblo pruumm 
shall be made av&U&ble to any Btato eduoattonal 
ogenoy (whether or not that agenoy la IU1 odu
••ttonal agenoy or irultltutlon under this rec• 
I.Ion) th&t ha• a polloy or donylng, or e!!ootlvoly 
p~oventa, the 1uu·&11ts oratudont1 the rJJht to fn• 
apeot e.nd review tho eduootlon records ma1n• 
tained by the 13~to eduqatlonal arenoy on thch• 
ohildren who are or have been In attenWLDoo 11t 
any sohool or an edue&tlona.l 81:0DO:V or 1Jlat1tu
t1on thJJ.t fa aubJeot to the p<ovlalone or th1a •••· 
tlon, 

(O) The nnt aentenoe of aub11ara11r8<Ph (A) 
shall not opa1•ata to mako avollllbla to ~tudl!DIJI 
In lnst1tutlont1 or postaocondar.v eanoatlon. tho 
followlngm•w1•Jale: 

(i) llOAnola.J reonraa or tlte pa1•ents or the 
atndent or any Worm.,tlon contained thoreln: 

(ii) oolll'ldentlal letters and atatemonts o! 
recommendation, whlali. wore phoed in the 
education records prior to January L 19'15, 1f 

----------- &lWh tatters-or. ata.tements_ara not UBBd for 
purpose• other tball thoae for whtali. they were 
speolflually Intended; 

(.Ill) U tho utndent hoe algnod a W!llver or the 
student•• rlaht ot aooeos onder this aubseotlon 
ill accordance with anbps.ragra];lh (D), oon
Udentlal 1·eoommonhtlom1--

(I) reapeotlng e.dmlealon to nn:v edu
oatlolllll 11genoy or lnetltntlon, 

(II) ro•peotlng an application lor omploy
ment, and 

CIW reepeotl.ng the .reoetpt or an honor or 
hono1·ary reao~nitlon, 

(D) A atudnnt or a }Jereon applying :ror admls• 
Blon me,y waive hi• right of aoooea to oont!den
tl•l atatomonts du,orlbed 1I1 olaose (UI) oC eub
»aragra'Ph- (0), except that 0110b w1>tver abAII 
apply to reoommenda.tlons only it (I) the etudont 
IA, upon request, notll'led or tile 11amoa or all per-

aona ma.lrlng aonfidentls.l reoommendo.tione and 
(11) suoh rocommond•tlons are uoad solely !or 
the pur11oae tor whloh they wore apuol!lo..Uy In· 
tendea, Bnoh welvera may not bo x•qulred as a. 
oonditlon ror a\lmieslon to, rooeil>t or nnanolal 
old from, or reoelpt or e.ny other servloea •~ bon
ents from ouoh arenoy o.r 1nebltutlon. 

(2) No 1\mds al1al1 bo me.de available under any 
a11plloabls prol(l'4m to any eduoatlonal OQ'"11Gy 
0l' lnetltutlon unt .. s tbe ])&rents or otudontG who 
nro or have beon 1n a.ttendano• a.t e. aohool or 
auOb e.sono, or at auull 1natltutlon a.e provided 
an opportunity !or a hoat•Jog bY auoh RJonoy or 
Institution, ln ncc01'danc• wlth rogulablone or 
ths 13eorotuy, to ohnJJonge tM oontent o! BUch 
stuaont'a eduoa.tlon 1·eoorda1 in order to insure 
that the r•oordli aro :not inaoonrate, mleleadlnll', 
or othel'\vlse In violation of the prlve.oy Jighta or 
atudont•, and to J)rovlde a.n oppo1•!11Dity for the 
0O1Teotlon or deletion or any auoh tDI\COorato, 
mllfieadlnl:' or otherwloe lna.pproprlato dat11. oon• 
talned th•"•In n.nd to insert Joto &Uoh records a 
written axplanaUon of the parent• reapeotlnir 
tho ountont of •uah reoorde. 

(8) li'or the purposes or tlll.s aeatlon th• term 
ueduoa.tlonal agency or 1natltut1on" means any 
publlo or pl'lva.J;o aganuy nr inlltltutlon tvhloh la 
the .reolplnnt orflllldo under any &ppUoable pro• 

~fci.l Fo1· tho purpoees or this section, tho 
tnrm 0 udtwA-tion reoo1·dat1 mea.ne, except as roay 
be provided otberwl•e In aubps.ra~ra.pll (BJ, thoee 
1'60O1•ds, .Illes, dooumonlis, and otbor m"'tedala 
whloh-

(1) oontal.n Information dlrautly related to a 
otuaont; a.nd 

(il) an tna.b1ta1nea b;y an it1d11catlon&l al{unoy 
or Institution or lly a poraao a.otlntr for euoh 
agOJ1oy or Jootltutlon. 
(B) The term "education raoorila" doea not ln

olude--
{I) records or Instructional, •uparvleory, and 

admlnlatratlve psraonnel BJ14 eduoatlono.l pnr
aollnel anollll\l'!' thereto whiab aro In the sol• 
])oaeeaalon or tlte 111&1ter thereof and whloh a.re 
:not o.oua1Blble or revealed to any other peraon 
exoeJ)t a. aub•tltnte: 

(IIJ recorda maintained by a. law enroroement 
unit or the eduootlonnl agenoy or lnatltotlon 
that wore oreatod by that law enroroement 
unit !or tho pur11oao ofls,w tmforoement; 

(Ill) In tha oua or pe1•1one Ylho are employed 
by an odno~tlon•l airenoy or lnatitution. but 
who are not In attomlo.noo 1t.t ouoh aronoy or 
institution, rouorda ma.de o.nd rna1nt•loed to 
tho normal oourse or buelneu whloh relate ell:• 
o)u1lvoly to BUOh person In tliat pareon'e ca
P••lty ae llD employae and arc not anllabl• 

fo(1:;
8,!~~~~:X: :~~~:t: ~\o fa a{ghteen 

;years or o,;e or oldo1•, or Ill attunilfng an Insti
tution or poetnoondo.ry td\Watlon, whloh aro 
made or malntolned by a. phyalole.n, pawObla· 
trlet, payohologlat, or other r•••BllllBd pro!ea
alon&1 or ])Bl>aprofullSlonal aotlnir 1n Ills prores
a!onal or 11a.r11.protess[ona.l oa.p&otty, or uslot
tog In tlia.t oapaolty, and whloh are m•de, 
me.lntalnod, or uaed ooly 1n oon.nautlon with 
tba provlllion or treatment to tbe stuaent, and 
are not e.vdlable to anyone othar than :poraons 
11rovldln11 such treatment, exoe11t that auoh 
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reoorde ou ho poraonolly ~•vlawad by "'physl
ot"'n or <>ther "pproprl11,te pro!eaalon•l of tho 
etnaant'u oboioe. 
(li)(A) For th& Plll'!lOBeU at tb1ll ueol;lon the 

term "dlreotory mrorm .. tton" rel"ttnir to a. atn
dent tnolndes the following: tho utndent'e Mmo, 
addraoo, telephone llutlnir, dote a,nd p1aoa <>f 
birth, msJor flold or study, partlo!))atlon l:n <>fll
JJ1"Uy xooognized aotlvitl.e• and eporto, weJght 
and lle!gM at members of athletlo te..,ms, ds.to• 
<>f "'twndonoo, degrees and "w~illl rooa!vod, and 
the most rooent pravioua eduo"tlonat 118Bnoy or 
im,tltnMon attendeil b;v tb.e student, 

(B) .A:,iy odu.o .. t!o)lll,l agency or institution 
maklnir :oubllo ~ootocy- :l:nft>rme.tlon Bh8.U glvo 
publlo no!;loo or t:11• oatogoriea or inror.ina.tl<>n 
whlob. it ha.• deolgru.ted "" eaoh into,:m..,tlon 
With reBPeot to oaoh stadont attencllllg th~ ln:rt,l• 
tnldan or airenoy and oba.U ..Uow " ramlO)lable 
pel/lod or time after snob not!oo hlw been irlven 
tor a. pa.rent to 1nrorm tbs !mltitntlon or e.goney 
lihs.t e.n1, or all of tlle !nfol'lltatton deBlgns.ted 
should )lot be released wltbl>llt tbe pa.tent's prloi:, 
oonsent, 

(6) For the 1mrpoans ot tbi• seotlon, bha te!!lli 
"student" inoludes a,ny parson With. r6epeot to 
whom an eduMtloneJ airenoy or inlltltution 
me.lnba.!na ednoa.t!on reooras or persona.Uy iden
tltiabla bitorma.tion, but does not lnolude " :per• 
son wbo has nob been in attende.nou at suoll 
e.gonoy or instit;ullion, 
(b) l!olOWlo of duo•tlou recotds1 parental con

sent requkomcnt; cueptiond; oumpllanoe 
with Jndlolol orders aml aubpoonasi audlt 
and evalt111tlon of led8"al!y-supported edu· 
cetlonpro.e:rama; reo.ordlreepbig 

(1) No 11mds slul.11 be made avll,iluble lllld!ll' any 
.,p_pl1o•blo lll'OllT&m to an,v edu.Mtlona.l agency 
or :lnntltutlon wbioll hall " polley OJ! pi:aotloe or 
p•rmltttng- tb.o rolollBo or oduoatlon reoordl! (or 
poreon.e,lly 1aent111able inll:>rmat!on oont11,i.ned 
tlwroln other twm lllreotorv 1nfor.mat!on, BIi dB•. 
.fined in pa.ragre.pll. (6) or sabaeot!on Ca) ar tbis 
seotlon) otatwienta without tho written oonaont 
of their pa.renta to IJ:n::/ lnlll.vidanl, agency, or 01, .. 
irllllh!atl<>n, other than to the f<>lloWiJI~ 

(A) othar aohool omo1"'1B, inoludlnir teaob.ers 
witbln the Muoatlona,1 !natltntlnn or looeJ. 
adnoat!one.l. "lf8111>Y, who have Ileen determined 
by auah iqJenoy or l.uatitutlon to )lg,v& legit!• 
mate eduoatlollal interests, tnoludlng thB edll• 
ce.tlonal :lnteresta of tbe ohlld for whom con• 
sent wollld otb.erw1ss b• re11.n!red; 

(ll) ofllolals of other sohools or oobool ,sy1r 
tema in wlrloh the studenL aoeka or intends to 
enroll, upon ooni!itlon that tho student's p..,.. 
onts be no1;1fled or tb& trMlBfer, ieoeive o. oopy 
ot tlle teooro. if desired, and hs.v• e.n oppor
tunity tor a hea.rl.ng to o'ha.llflllge the oontent 
oftlle reoord; 

(0)(1) authol'lzed veD1•esentalliveo of (1) bho 
Oomptrolle1• General. of the UIJlood States, (ll) 
the l!eorotary, or (lll) State eduoatlonal au
thorities, UJJder the ooni!itlons set forth. in 
paragraph {3), or (il) authoi1'.ed .rapresent-a
tives or tbe Attorney Ganera.1 for Jaw enforua• 
ment pnrpoees unde1.1 the S&me tionditfona as 
al)plyto the Beoreta.cy-undorpe.ragt.,,pb.{S); 

{D) In oonneo!ilon with " student's appltoa,. 
tlon ~or, or reoe\:vb of, l'lna.nolal a.td: 

(Ill) Btata a.nd looa.l offiolals or authorlt!Elll to 
whom. ,moll illforJila.tlon Is speolf1oally allowed 
to be re:Dorted or disoloued punmant to State 
etotute l\dopwd-

(1) before November 1a, 1871, ii'. the allowed 
reporblng- OJ! dlsolooure oonoern11 the Juveml• 
jns~lce syatam and suol\ systom'• al>!Ut;v to 
oi:t:flol;J.vu!;r nervo tbo student l'l.hoea reoords 
nra xelell&ed) er 

(JI) after Noveml>er 19, 19'1¾, li'-
(0 thll Allowed ;rapoxbhiJr or diuoloslll!e 

oonoerns the juvenile jll91lloe ayeto,n a.nd 
suoh eyslalm's ability to etreotlvel;v serve. 
pr.lor to n,JJuOloo.tlon, tbe student whoso 
rooorda are released; 11ud 
~ the otlilliD,ls a.nd e.utllor!t!es to wbon> 

suoh inform&tion ill dilloloaad oeltll'Y 1n 
writing to tho edno.,tional ll!l8l1DY or inl!Li
tution tha.t the lnt0.1!1De.tlon Will not bo 
dlsolosed to any otb~ p11r!;y except Ill! pro
vided under State la.w without tho prior 
written consent of the parent of the stu• 
dont.1 

(F) or,:a.ntio.tloJUI oonduot!Dg lltlldl&• tor, or 
on llllh.a.1£ or, eduMt1ont1.l agencies or mst!tn
tlons tor the Jlllt'JIOBB ot developing, nUdll.tlDtr, 
or adminll!tering llfeiliotive tesb&, adm!n!B1ier-
1Dg ofmdent aid progauna, and :lmprovlnl!' in• 
atruotlon, !! 8Uoh stlldl.•s a.re oondWltad 1n 
suoh a manner 118 Vlill :not parn>it tb.& poreon"l 
ident!tlo"t!on ofulmdantu =cl flhsh' pa.rents by 
pe1•sans ot:ller thnn :reproaenta.tivos <>t snob or
gruw,e.tiona a.nd snch information Wlll be de• 
stroyod when no longer needed ior the pm,x,ose 
tor which it in oondnoted; 

(G) MOl'Odittnir o:rganl,s,.t!ons In order to 
oarcy out their aoorei!itlllg !.\motlo!llll 

(H) parents of a dapendenb student or snob 
pa.ronts, aa defl.ued 1n soot1on 162 or title rui; 

(0 ulllljeot to regulations or the Beorote.>.•y, In 
oonnaolllon with an emergenoy, approprte.te 
)!et'Bona ff tha knowledge of suoh Information 
le nenesoe.l.7 to iu,otao~ tb.e health OJ! aa.rety or 
the atndent or oth,n- persons; 

(J)(i) the entity or :De1sons designated In a. 
;Fedorll.l. grand jury eubpoen", In wlrloh caoe 
the oonrt shall order, for good oause ehOWll, 
the eduu&tional agono1, or inJlllitntion (and e;ny 
otfioer, dlreotor, om.ployee, agont, or attorney 
ror •nob agonoy or :lnetitu.tlon) on whloh the 
eUl)poona 1B Jl8l'Vlld, to not d!Boloso to any pe,r. 
son. tlle eXIJ!tence or oontente <>!the subpoena 
or ILllU :!nforma.tion i"0.1,ll1slled to the ID'allll JnJ:Y 
lll response to the subpOlllla: anil. 

(!1) t11e entity or parsons dastgnated 1n an,v 
other subpoeM iasuod tor e. le.w enforaement 
pur»ose, 1n wlliab. case the court or othor 18»n• 
mir airenoy nuw order, foi, good Oll.lll!B shown, 
tb.u eduoat!oJ1al agenoy or inalitutlon (a.nd r,ny 
orrioeL·\ aireotor, employee, agent, or attomey 
for llUOll Mranoy or :inst1tutlon) on wllloh th& 
sul>poana ls served, to not !Usolose to any .1181'
•on tlJb oxlBten<lo o~ oontents or tb.e ,mbpoona 
or a,ny 1Jlfoi,inatlon .OU'Dialted In r81!pOJUl8 to 
tbe suopoani,; and 

(K) the Bein,atary or .Agt'loultm:e, o~ s.utllor
i..11 l'<lP:,.'OJIOlltatlva .rroro tb.e FOod lll1l1 Nntrl· 
tlo!' Bervioe or oontraotors Mtlnir on belw,lf.<>r 
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the Food 11,nd Nutcttiun Soi'Vioe, ror the llll,,_ 
})oaes ot oonduo!lh>g 11rogram monitoring, eval
ue,tlollB, lllld pOl'Iormanae measurements or 
State and local eduoatlonnJ and other agencies 
Md Institutions reoe!vln11 runll!ng or proVid
ing benefits 0£ 1 or mo,oe proJ!l'IL1llll "uthorJ.zed 
Ullder the Rlohard B, RllSl!eU Na.tlonol Sohool 
LnllOh Aob (48 U,S,0, l?ol et SOil.,) or t)le OhUa 
Nutrition Aot of 1966 (48 U,S,O, lT/l et seq.) ror 
whioh the results will be reported in an awe
ge.te fbrm that does not iden!;!f,v 811;!' lndiv.ld
ue.l, on the oondltloru, th1>t---

(i) any (111,ta, oolleoteii under thlll subpo,,e.
irraph shall bo ;pl'otuo!Bd in a. manner tlU!.t 
Will Mt pormlt tlle personal ldelltll!Oll.tlon of 
students and thofr parents bY other tJU!.n the 
authorized repreeenlatlvee o! th& Seorata.ey; 
and 

(il) ILllY pereon,;)]:y ldentlllablo date. sho.ll. 
be dearu:oyed when lihe (le.bi. e.re no longer 
needed for ~ogrrun monl~orlng, ev,,,luatlons, 
a.nd perlormn.noo meaeurements, 

Notblnl!' in snbpa.,,agre.:ph (lil) or tlile pa.ra11rn.pli 
sha.11 prevent a. state li'om 1\lrthor llmitlllu hirn 
nnmbar or ~pa or State or 1ooal ol'Jlolal• who 
will oontlnue to havs aoceus thereunder, 

(2) No 1\llldS shall ba mM• nv..U..b!J> under on~ 
a,p_plloablo !ll'Oil!'Am to e.ny ednoa.ttona.l agenoy 
or itistdtution wbioh hna Q. poUo:, or praotioe or 
releRBlliir, or prov!dlllg n,coess to, l\llY per110MU;v 
ldent!flable Information ln eduOJLtlon reoorde 
other tllau dlrootory information, or Ill! ls pe1~ 
mlttlld under parallt'•Ph (1) or this subseotlon, 
\Ull8S<l-

(A) there I$ written consent irom tho Biro.• 
dent's 110,,E>Jlts i;peolfy1ng reoo1·da to be r&
Ieased, the reasom ro1• snob. re!eaeo, and to 
whom, anil w!tb.11, oopy ot tllO rooo1..is to be re
laued t<> the student's parent• and tlla stnaent 
1! deQlrod by the pn.,:ents, or 

(13) oxoep~ as »rovlded 1n pll.Cl\gJ:o:ph (l)(J), 
au<ih int'o.rmation lo :furnished in oomptlanoe 
with judiolal order, or 1mreu11.nt to llllY taw
.l\1lly 1sanea. oubpoew,,, ll,llOn oontlltlon th11.t 
_parentQ e.na the students e.re notl!led 0£ a.U 
anol\ orders or subpoenu in ndvanoe or the 
oom111tu.noe therewith by the eduoe.tlone.J. :in
atltutlon or agenoy. 
(3) Notblng oont~ned In this seotlon ehoU pra

olude authorloed repreeonts.tlves o! (A) the 
Oollll)trollor General ot the '(Jl)tted States, {:B) 
,the Sanretacy, or (0) Sti.te eduoat!onal authorl• 
ties from ll&Vffill' aooeaa to atudont or other 
l!BOO~IIJ! Whtoli nucy be neuassacy- lu oonneotlon 
With tho audit anil evalua.t!on or li'eders,lly-:,uJ>
.Ported ednoatlrm programs, or :In oonnaotlon 
wltll tll.6 enfol'Ollmont or lihe Fecloral lege.1 ra
quil'~menta wbio"h relate to enoh p:,ogroons: Pro-
11ldea. That extJept wll8ll aoll•otion ot 11el.'Bon&llY 
identifiable fn!orma.tlon ls e.13eoifioel)y aullho1'
"lzed by Federal law, any do.ta. oolleated by auuh 
of.flolaJs eltall be pootooted 1n a lll!UlJler whtult 
Will not permit 1lhe personal 1dent111oatton or 
students e.nd tbell.' l)Br!lllt.B by otllBr tllan. tho•• 
offlo!llols, and nuoli l)ereonally ident!i1able data. 
Bn&ll bo deab!oyed when no Ionge• needed ror 
uuoh e.udlt, eveJ.uatlon, and enforoament of Fed
ore.1 lege.l reqnlroments, 

(~)(A.) Eaoh ednou.tlonal a.ganoy- or lru<tl fro.tlon 
slmll malntaln s. record, kept wllili. the eduoatlon 

~e<!Ords at eaoh etudent, wh!oh wlll lnd!oate all 
!n<llVldUala (other than thoaa sveoifled in JJ..,,.,. 
graph (ll(A) of bhis sullsuotlon), agenoles, or or
gamzatlons wbloh bll.va reqnested or obtained 
aooess to e. atudent'B eduo.ftition reoordB ma.in
talnad by 81loh eduo .. ttonal agonoy or inlltltu• 
!llon, anil whloh will lndiae.ba 11.l)aoltiou.lly the le
g!tllnate Interest that cmoh BUah )lerson, ag8lloy, 
or organlU,tlon has in obtaining thill Informer 
tlon. l!noh raoord or aooees ellall be P.Valle.bie 
only to pa,ronta, to Uta aohool o1fiulal and his 1111-
slsta.ntll who are reapona!ble for th& ousto~ or 
BllOJI records, a.nd to }Jarsons or organffl&blona au• 
thorlzsd In, and under the oonditlona or, ole.uaes 
(A) and (0) o! peragr.,ph (1) as a means or aud1t
lnl!' the opera.tlon 0£ the system. 

(ll) Wlth ree_peot to this sllllseotlon, personal 
luformat1on slti>ll on)y be tre.nere11rad to a third 
pa.rty on the condition. that snoh party will not 
permit any othel, p1wW t;o hava p,ooese to SIIOJI 
Information without tha wrl.U:on eonsenb of the 
parents o[ the afro.dent. If e. tbh'd party ou.U!lde 
the eduoe.tlonl agency or lnsliltut1on parmUs 
u.ooeaa to lnfom111.tlon in viols.tlon ot P•l'llll'nt.llh 
(ll)(A), or 1ll,lls to deafiroy in!ormafilon ln viohl-
1:!on of pa.,,agra}ib. (:l)(F), tlle edno~tlo1111l 6!!onoy 
01• 1rultltu.tlon ella.11 be pl'ohlb!tod from permit
ting aooess to Information from eduoe.tton 
recorda to tt111,t tb1r4 ]la.rt:, Jar a J]erloil of not 
le•• than .five yenra. 

(6) NotblnS' U1 this eeolll.Oll eha.11. ll• oonsb!ned 
to prohibit l!ta.te Md Iooal ednoe.t!on~l offl.o!llJll 
from b&villll' 0.00811.!! to studeut or otber roool!ds 
whloh ma,y bo :naoessary in conneotlon with the 
&udtU and avolnatlon o! any tederallY or Sta.ta 
aupporbed sduont!oJl progre.m or In oonneot!on 
With the enroroomont or thO Fodaral legn.l :re-
11\1h'ementn wlli•h relate to a.ny snob. progr8JD, 
ll1lb)eot to tbo oonditlons apeoU'!ed 1n the provlso 
In paragraph. (S), 

(6)(A) Notl!l?lg In tJrls seatron sh.U be oon
of;J:ued to prohibit e.n lnatltutlon of poatseaond• 
e.r:v eduoa.tloi, tcom d.looloulllg, to an alleged vio
tlm o! any arlme of violenoo ("• two.t term ill de
finod 1n seotlon 1e or title 18), or a nonforolbla 
••"- of!enee, the flllal ~•aults o! a.n:r dlDolpllno.r.v 
-prooeedtng oonduoted b;sr suoli lnstltutlon 
agalnet th& e.lle1rnd pe).'petrator or B11oh crime or 
orrense Wlllh reapoat to snoh orlme or offenae, 

(B) N'oblllng :In thll! oeotlon ollall be oonetruod 
to probiblt e.n ini,tltutlon or _pontsooonda.ry adu• 
oa.tlon li:Qm ~\so1011lng the llnlil J:elllllts or an;sr 
aioolplln1>tvprooeedbls' oondnoted bY nuoll..!n.lltl• 
butio11 111!'1-IJJJ!t a stndent who ls ~ alleg•ll pel)
J>otrator o! any orlma 0£ v!olonoo {IUI tllllot tel.'tn 
i• defined in section 16 or titl<> 18), or e. non£oto
ib1e 001< oife~Be, l! lino institution dotorminea as 
a xeault or the.t lllaolPllnn.rY proceeding tlw.t lib.a 
stmlent oomndtteil e. vlolatlon 0£ tho Institu
tion's l'UlM or polioles with respeot to auob. 
or11110 or o!re!IS8, 

(0) For the »ur_p0$e or tjtia pa.cagraph, th& .l'!Ilal 
rasnlt.s at ,m;v illlloiJJllne.cy proaeedlng-

(i) Bhll,ll tnoluda only tbe DB.1118 ot the stn.
dent, tho v1ol4tlon. oommibtea, e.nd III1Y se.n0< 
tlon lmpoaad ll:, the institution on tha.t stu
dent: a.ttd 

(ll) m,w lnolude the name or any other sto.
dent, euch t>B a victim or Witness, onJy with 
the m:ltten oonsent or that other atuaent. 
(?)(A) Nolihlng In this sootl<ln may be oon-

str11ed to }Jrolllb1t an eduCl>tloMl institution 

,\ 

·,··· 

:•,:• 
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Jl:om dlsotoalnir lnformation provided to tile l11-
st1tut!on under seotlon 14Dl'la o[tltle 4Z oonoern
lnir reglstereil sex of!enaers who are r11<Lulred to 
register under anoh seotlon, 

(B) The Beoretar.v l!hall ta.kc t\pproprlate eteps 
to notify ednoa.tloDBl lnmdtu.t1ons thab diJ!olo
sure ot information deaorlbod ln aubpe.ragraph. 
(A) Is permitted, 
M Surveys oi- ilata•eatlu>.ring omvifi••l rogula• 

tiono 
Not le.tor tluw 240 da.ys a.ftlll' ootober :W, 1984, 

bhQ Beorota.cy shall ado,Pfi approprlafio roi:u].a,
tlone or prooed\lfas, or idllntll"Y ex!Btlllg regu11v
tl0l16 or proood\ll'l)S, wllloh pJ?otoot !ilia .rights of 
prlvaoy or atudonta and their fomil!u ta oonneo
t;ton with a»;r Blll'VOYS or oe.ta-ge.thaclnir activi
ties oonauoted, ru!J!lstea, or authOl'lzed by the 
Seor.taw or 1>11 IMlminl•tir,.tive heo.d of aJL edu
cation e.1ronoy. RogUlalilons osta.bllsl1ed under 
tllls anbssBt!on eba.ll !llolnde provision• aontrol
ling- tbe 11••· dlSGBrnlna!ilJm, and l)roWOtion of 
suoh dJLta,, No suwey or ds.ta-gathecing 11.0tivi
tlea al11"11 be conducted l:>Y the Socratlll'.V, or an 
adlniniat\~ttve beiw or JLll ed11o~tlon agency 
under JLll applioable program, nnleSJI snllh 11.0tivi
t!os ~e authorllled b!' law, 
(d) Slwlanta' rather than parents' pm,mlee!on or 

0M:1Bent 
For tho purpoaoa or this seotion, whenever a 

student hos attained eighteen yea•• or age, or ls 
attendlnll' an illJltltutlon of poahaoondary sd11-
oo,t!on, tbe pel'JlllBalon or ooruumt reQUlred or 
IU!d the rights eoootded to the 11arents or bhe 
otudsnt shall tberee.!ter only be rsqu:b:ad or and 
accorded to tbs student, 
(e) Informing parent,, or stndenm oflllghts under 

this aoct!on 
No :run.as sJmll be mado available under any 

appllo&.ble progre.m to ll,]l,' eduoa.tlonaJ. a11enoy 
or institntion unless such agency or institution 
e!fsot!Vllb lnfrumu bha pManh o! etudo11ts, ot• 
tba studsnt., i£ thoyMe eighteen yon.ta of age.or 
older, or are uttemlJllll' an. institution of poot
seoondary education, of the rJrhts aonorded 
them by tills soot!on, 
(j) Jlnfo;oe>ttanl;lornliwltlon ofamrl•lance 

Tho Beoretar.v shall t&ke a]l)l:opria.t• notion• 
to enforce this saotlon and to d""1. with vlol11r 
t\(lns or thls sootlon, 1n aooord!l.neo with this 
chapter, exco;pt that e.ol;lon to termlnn.te aualet
e.noo ms.y bs taken only II the Saoret,m, J:illdll 
there has been 11, rauw.-e to oompJ,rwlth tbll! sec
tion, and he liao dotm,minsd the.t oomplianoa 
oannot be eeoured by volnntary meana. 
(g) Offtee and revlow bo..,c11 ..,eaf.lon; i\,l\ollo>lS 

'l'he Seorot!l.1",V phall epts.bllllh or de•lgne.t• a.n 
office 11nd review boo,rd within tba Dspe.rliment 
:for the pur;poao of tavest!gatlng, ])rooesSUllr, ~.,. 
viewing, and a<Uudloa.tlllg Violations oftltia seo• 
tion JLUd oomplll.lnba whlohmaY be filed concel'!l
ing s.l!oged violn.tlona ot thlll sootlon. El<oept tor 
th& oonduot o[heerlnge, none of tho 1\lllot.lOll8 of 
the Seoretru,y under tlrls section sholl )le oa:rried 
out jl) lll1Y or tho regional ofiloee of suoh l'.le)1a,,t
ment, 

(L) lllooiJ,J1in.-cy r&""1'il'1/ dlsolo•-
Nolihlng ln tlllB ~•otlon Hlulll .Prohlblt a.n uau

datlonal agenoy or inubltuti<ln ftorn-
(1) lnolndlnir a..wroprla.to lni'ormatlon ln tho 

eduoatlon reuord of e.ny ~l:udont MnOlll'nJni 
dlaolpll:n~ aoMon taken aga.inllt snoh stn<tont 
for oonduot tha.t posed a.algnlfioontrlell: to tho 
nA!et..- Cl' woll-J>a!ng o! tba.t student, other utu• 
denb, nr othe, mtllllbllll! or bhtl eohool aorrunu
nicy; or 

()!) dlJolosltur euoh !ni'o.i,matlon to toe.ob.era 
o.nd •ohool off!olele, inoludini, to•ohera Md 
eobooL ofiiolals :in oUl!nr soboolB, who .have la-
g!tlmalia eduoatlonn.l lntoreota in the behe.vlor 
of tho otndonu, 

(i) D1:11g and. oloohol '1lolot!on dlllclo!IU.\'eJ! 
(l)lngenow 

Nothing in this Aot or th& mgher llldwm.tlon 
Act oU966 [90 V.8.0, 1001 et seq., ~ u.a,O. ll70l 
et ssq,) uhe.11 he oonY!u,uad to prohibit au l.natl
tutlon oi l1lrl1er education ll!om dlaoloelng, to 
,. pa,rent or lege.l l[U&tdian or " emiilent, in!Ol'
matlon rege.i:dlng- BllY vlomblon of w,y Fed
eral, State, or loca.l law, or or any rale or pol• 
ioy o[ tho :lllstltutlon, governh)g the U110 or 
poaeeaJ!lon or eloohol or e. oontrollod sub
a!;s.noo, .rag~eBB otwhethar that ln!<ll'mlltlon 
lB oontlllnad in the otlldont'e edu0&t!on 
reoorda,il'-

(JI.) the student 1s nndor the Bll'B or 21: 1111d 
(B) th" lnirt.1tnt!on dete1'1lllnea bha,i; tho 

•tudant }latt uommlt1'8d a. dtlloi.Pliru!.ry viola,. 
tton With respect to such use or poi!1!8'1Blon. 

(2) Slate law regarWDg dlaoloante 
Nothlng ln paTe.gre.ph (1) ohe.U b• oonatcQed 

to enpereede SllY prov!lllon ot State law that 
probiblta a.n inotitntion at ldgher adu.o .. tlOll 
from xnal<ill8' tho diBoloaore described in onl>
ssot!on (a) of this ao~tton. 

(j) rnveat.!)!atlon 11Dd )><ORMUtlon of tei,roril!JQ 
(1) l'n gsnorol 

Notwithsta.ndlng ~nbsaotlnn• (a.) thron11ll (I) 
at this sautlon ur any provW.on or Btate law, 
the Attorney General {or l\t1Y Federal ol'floor 
or employee, ln a poal.tlon not lowar tban. an. 
.A,11,Istmt .Attorne,' Gen'"""1, des~nated by the 
Attorney Ga11erlll) may auhmit 11. written e;p
pUoi,.tion to "coui·t or oompetent ;turllldlot!on 
for an ex pai:te order reqnirlng on oduoationn.l. 
agency. or bllltitution to permit the Attorney 
GenarJL1 (or ll1B doolgnea) to--

(A) oollect eduoi;t!on :records ln the ])ooses• 
o!oll or th• eduoe.tionol B{!Snoy or lnsblta.Lion 
(;hat ar• i:olev!Ult to m aut1101•mad mvestiga,. 
tlon or proseoa.t.ion of an -Offelllle llsted Ill 
eeotlon 2882b(8')(6)(Bl o! title 18, or an act or 
domaatlo or lntm,ne.t!onel terrorism all dn· 
nned in section 2831 or that title; an.d 

(B) for official pur.Jloaaa :tels.ted to the bl· 
vestlge.tion or ])l"Oaeoutlon ot a.n affellBa da
oorlbed ln ))at1>J1T1>))b. {l)(A), rollsin, dtlla•mi· 
ne.te, a.nd use (,tnaluding as evldsnce ab trlal 
or m o!illar adnrlnlllfirJLt1va or jnaioie.l pro
ceedings) suoh reoorda, ooJllllalJent wltb. suob. 
(!ltldolinas .., tho Abtornay 118nsre.1, after 
oollllulfie.t1on with tlll> llocreta,cy, sllall issue 
to protect conildent!Bllty. 

(ll) Ap))llcotlon and upproval 
(A) lil Gl!NBRAL,-All appU011.tlon under para

graph (l) shllll oertl1y the.t there a.ro apootito 

(} 
·.·. 



.• -_. ........ ,-n;.....-::•i. • •• ~ ............. -t ••-• .,-.~~~~--~~-~--..--.,..,,.,-~-,.---··-•1,~11•, .. ·.1"••• .. •·-•"•r-"' -...,, ,,.,,.._,,,,..-? 

TlTLJil 20-lill>UCATI0N 

and artlouh>,bla ilwha givlllg reason to believe 
tlu>t the eduna.tton xeoori!S aro likely to con• 
ta.In :lnt'.01'll1e.tlon. desorlbed in. pa.rJlllra.:ph (l)(A), 

(B) The eonrb ~hllll !l!llll& llll order desorlbed 
In 11erai:r,.l>h (1) if tho court !lndu th<>t the air 
plioa.tlon for· the order inoludoe !Iha cerill'l
oe.tton desorlbod in eub»a.rai:rc.ph {A), 
(.8) l'~otootlon or ed.wuulonol ogenoy or .fnstlt1t• 

tion 
An oauea.tloneJ. agenoy or lnBtltntlon that, 

In l)'ODd t,,.lth, produoBB od11n•tlon J:11oords in 
l\Ooordanoe with an order IBB118d llllder tb1B 
anbneotlon llllllJl X10t be liable to IUlY person !or 
that prodnotton. 
(4) &oord,keeping 

Bnl)seotlon (b)(,J Of tbla saotlon does not 
apply to eduoation reoorlls sub)oot to a court 
or4er nnder ilbts sllllseotlon. 

(Pub, 1,, e~11, title IV, HU 
e.ddtHl :Pub. t. 91Hl80, tlt1e 
.19'T!i, 8B Stat, 611; a.mended ), 
Deo, 31, 19'14, BB Stilt, 1868; '.Pub, L, fl!l.46, §4(0), 
Aug, 8, 1&79, Ill! Stat. B!!Z; Pllb. L. 101..Ji42, title JI, 
§208, Nov. 8, 1990, 104 Stat. 23Bli; Fnb, L, l02-{!21i, 
title XV, §lli51i(a,), J'l1lY 28, 19D2, 10B S~a,t, B40; ~&
nnmbe~ed §~11 e.nd a.mended Fub,L.10S-Sll2, tltlo 
II, §§212(b)(l), 249, 28l(h), Oot, 20, 1994, 108 Stat. 
3913, 3~3'1, 3921!; Pub. L. 106-Md, t1tlo DC, §§9al, 
952, Oot. ~. 1900, llll Stat, 1885, 1886; PIil). L. 
l0fHlS0, dlv. :B, bible VI, § l601{d), Oot, 28, Q000, 114 
Stat, 16~0; :Pnb, L. 10'1-li8, titlo V, §507, Oob. 28, 
2001, 115 !lt..t, 987; Pub, L, lO'l-110, title X, 
§10B2(3), Jnn, 8, ~002, 116 St..t, 2088; Pnb, L. 
Ul-:196, ti!llo I, §103(d), Deo, JJ!, 201D, 121. lltn.t. 
9192,) 

ll.Uv.m\BNO&S- lN ll'Ji](.'l' 

The lUnllilr'1 .B. ltUt1,Sell Natlona.l So.'nool :tunoh Ant, 
J.IO!Ur.i:ed to Jn 1:1abaea, (b)(1)(K)1 Jn ,:,.of; Junp 4, l!l.d81 oh. 
2811 tlO Sti-.t.JS01 wlilohis clanlfl.ed.B'enarAllY-to ~ptr.r 
13 (§17/il. et Gilli,) o[Tltle 42, The I'Ubllo B'miJflh and Wei,, 
l'Bl.'O, For oompleto olee,tnoAtlon of tblo Act to the 
C1od.D, .1588 Short 'l'ltlo noto Mi ont una:or oaotion l'l61 ClI' 

Tlft. ~"lli tl!.mon .Aot ot l886, r,fe,,od to In IUbBOO, 
(b)(1J(K}, ·lo Pu~. I,, 811-61ll, Ont, l1, IJll!Q, 60 l!tat, ~86, 
whloh is olBBB!llon gODBr"11.I' to oh•pter l8A (llTil et 
seq,) of Titlo 41, Tho Publlo Health Aild Wel!Me, .For 
oomplete 01.,,mcat.!on of tbll! Aul to Ibo Code, ••• 
Short '.ritlo note sat. out un5a1.• eotton ;L1U o! -ii1t10 al 
and'l'ables, 

Sftatlon 140'11 or tltlo 48, re.!'1m1d to in nu'b.1100, 
(bl(1l(A), WU xopoolod by Pub. L, ll!H!B, tlblo l, 
§l!IBCaJ, July 21, 2000, no i;to.v. too. 

'.l'ldo .Ao&, reto,,,ed to ln •01><00, (i)(l), 1B Pill>, L, El).4t1, 
Jan, a, 1ose, 90 .smt. '/Bai known as tl\1> llletnenUl:'Y 4nd 
SoooniWl;Y llliku:•tlon. .Amenilmente or 1967. 'l'it!B lV or 
1:Jlo .Ao~. know.Ii M the Gf!JlQ'a.1 l!:11WJa.ttun :P.tUvlalonu 
~ot, Is olualllod ganorally to Ullo ohopt9?. For oom• 
plete ol .. slli01'tlon or tlllB Aot to tbo Code, ••• f!hort 
Title o! 191l8 .6nlendmontnoto oot out undsrsoatlon 080l 
oftblB tit!.o ""4 Tab!,., 

ii'hu J{ighw: :EduoRtion Aot o! 18051 rof&rred to :In 8Ub-
Gl!l>, (1)(1), Ju Pob. L. llll·ll28, Nov, a, ms, ?8 l!t!\t, lZlB, 
wbloll lo olua!Cloa t:eneroU:r lo ol,apt<,r M (UOOl et oeq,J 
or ti~; tltlo and .PAtt a (lil'lolobtioq.) ohubwu,pter1 of 
ohnP>Or St or Title -IZ, !rlto I'llbllo x .. rn, ~d Wolf!W&, 
For co.nlpleta cle.astfica.tlan art"h!B Aot to t'ha Coile, BBB 
Short Tltlo not< .. t 011t 111\dbr noot.!Olt 1001 OCthla title 
audT•bles, 

Jil1UOU l>ROV.ffilOHS. 

.A.)Jl'lor,eotton «M of l'Ub, L. 80-ll!7w•• olnaidfled to 
1HH>t.ion mso or thus title »rlor to ro1u1al hy Pub. :r,. 
lOlHltla, 

.AM\tHlll,mtfl'S 

2010-SlllJBBO, (b)lll(K), l'Ub, L, 111-:lSB, whloh dlrocted 
that pa,,, (l) bo Amended b:, adlllng ,ml,plll'. (Jr) "At t!lA 
ond''. WAn oro-outoa. t,,y Rdcllilg sub~. (K) a.rte!.? aubp11t~ 
(J), !<l r,noot t.he prollablelntmt oracnaraea. 

l!O!l'l--Subleo. (al(lJ(B), l'ub. r. tO'l-110, U05ll(3l(A), xe
all«nedm,,irJ.n.a. 

8nb5eo, (hl(l), J:'ub, L. llYl-l\0, ll08'l(S)(O), •ubstltut<d 
"Jmb1nu'A,r.r4ph (1.))11 tor "olnueo (1])11 .in oonotn.dtng _pro-
vloloJla. 

Sub,M, (b)(l)(,J), 1/ub, L, .lll'l.,UO, l.l0112(3)(B), 1-i>AIJgnod 
matUlnli, 

Bubo,,. (b)(q), Pub. J,. lO'l-llO, ll05ll(O)(D), ~MllgnBd 
nuir,IJ!fl. 

2601-Bnbseo, (I), l'ub.L, 10'Hi6addsdaubsso, (j), 

::.::=::::~: ltl&li~~~.i: ~~~t;iit~~-~ .• o. 
• ( 
tbo Oom~ll/Olle), Genor•t or 
Se~otar:r, ot OU) Sta.to &ducn.tlonRl a.uthorlti®• under 
!;)Jo oondlt!ons ,et lovt.h !n PllraCl',.Ph (S) or thlB •Ub• 
aeot-1on;11• 

Sbb,eo, (b)(B), Full, I,, IO~!¾, !9Sl(O). dou!KJ>•ton ox
!Blil.ng _twomtona as aub_pa.r. (A), sttbatitu.tad ~'or Aa llDll-
!orolbte 11ex o«nruut• tb.a11nlll.JXtaultsl' !or "tbe te1Ultn11, 

substitnted "such crbna or of(enu,n tor ".suoh m•lnle0 in 
two11ta.oos, s.niladd~dnnhpnna. (B) imll.{O), 

Bub,so, (l),:E'ab. L, 10li4M, fD!i, a4il,daoli,ec. (Q, 
I9Dl-BU\oeso, (a)(1)(ll), l!ub, L. lOS ~ea. §MD(l)(AJ(ll), 

aadad uulJpu, (BJ, llormer •ub.P&'. (BJ .wleolgru\ted (0), 
Bub .. u. (8)(1)(O). Pnb.I,. lllHll2, Ul9(1)(A)(I), (Iii), ••· 

d""lgnotahubg.r, (B) •• (0) AWi. oubslltuted "•ol>PM"•• 
, Pormer 

!), (lv),re• 
do>{lfnated,nbJ].,,. (0) •• (D) 11lldsub1Mtn1;<d "eub.llara.
graJih (Ol" !Dl! ~•aubparagroph (D)''. 

Sub .. ,. (a.J(ll), :Pol,, L, lOB..SBg, SlMll(1)(Bl, anb•lltuted 
11prlvAc,y.rlght,iu fol/ 11.Pl'lvacy or othe~l'lg"hts0• 

Su)>.,eo, (o)(d)(ll)(ill, I'lll>, L, 11)3.l!Bm, U61(b)O). sub• 
~t.ltutad rn1mlaolon for 11m•lnd.n.t end. 

Jiu~.... (l1)(1J(AJ, Fab. L, ]OIHIOR, §MO(!l)(A)(J). in• 
f!Brted bol'ol.!e uomlcolon °, inalndfnr tho 1,1du.oa.t1onal. 
lntel'Olt., of tho olJlld fo, vlltom ooneont would Otho!'- . 
w19G borGll,.u.lMd11• 

.JI~~';'.':,!~lffi~</l· C::~1l1i i~:!1:::.~~Ii':~•g, 
an eduootlon 01!'.0AO.V- ( .. <l.•l'Jned In asotlon l~t...S(o) of 
tblo title), or (iv)", 

Suh8eo. (b)(l)(EJ, Fnb. L. 103-llBa, §V,19(R)CA)(ll), 
amenasoc oub:Par, (JD) senru•alcy-, F,lor to aniondmonl; 
eubp•~. ~) r••d ""followru "St&to a.ndlooal offiolalll or 
a.utha.tltles. to whom truoh .informe.tlon in apatdttot\lly 
raquirM. to btJ "_portiod or dlnoloued pura'18Dt- -\o St11,te 
uh.tutu adOlltodl)rlorto November 19118'14;11

• 

llubBOO, (b)(l)(H), l'llb, L. l08--08ll, 1231(b)(g)(ll), sul>
atltntod 11tb.o Intem.Al :&ov6nue, Oodt! ot U81J11 for ''tiha 
lnterMl. ll,6venua -Cado Ol lDiil", Wb.1.nb. fot );l\ll'.POBllll or 
cofllftoatlan w.aa b.ianDla.Wd aa 11tJ:tte 26° tbns. requ.lring 
no ubaugo ln tei<t. 

Subseo. (b)(l)(.U, l'ub. x,, 103··28~, §:IIO(BJ(Al(litHvl, 
addlld eub»or, (J), · 

Bubseo. (b)(~). l'Ub, I,, lOB-582, t!M9(9)(B)(t), whioh <JI.. 
raoUd amendmmit of ma,.t;tet }lreC.edlng anlipa-r. (A) l>Y 
:s.UMtJtutinz 11

• llDl~~ !or the 11et1ott -was o\!eouted 
by im1Jatitlltfng a- oo:mmo. fill" the- J9l?lod lJafo.re 1rttn~ 
leas-" to:taneotthe probl\ble±n.tnnt oroong-reM, 

jlub•"'• (b)(2)(1l). l'uli. L. lOll-4182, JMll(!ll(ll)(IJ), ln
aarted 11ex.o.o_pt aa :iitoVlded In ~aragralJh (l)(J}, 0 balm 
""eUDhJntormt\tJon°. 

au.,,.... (bJ(S). Pnb. r,. 1oa.:ie2. 1201fb.)(2XOl, •ttb· 
etituttnl "or (O)" !or 1rco) an a.d:mfuim4tlvo head ot an 
edu.on.tion qoney- or (D)n n.nd uff&wati.on pt08T4n:J8'1 for 
••edUClltton ]ll'offl'llll111• • 

l)~baeo, (b)(4), l'~b. L, 103-$8ll, 1240(9)(0), tnuortod •t 
en.a 11l£A thl~pa.l'l;:V outu..ld8tba ed~oat\GI\Q.l 41onoy or 
inatdtntlon v1;11'rn1W Q.001:urs to tnfol'Illo.tlon 1n "VlQJation 
or ]llWlllm~b (!l)tAl, o, fulle to dootro:, lnl'onru\tlon ln 

,. 

i 

I 
, .. 

r 
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v.loJ,.tlon o( pol:41<tAph (l)(F), tho uduo•tfulfill. O(OAW Ot 
tnubltutlon Wu,11 lsi:1 proldbltcd from ppr,nltll:Jng at.0couH 
to :lnf'orn,11.tlon from siluua.tioJJ. ;i-euards tr, th11t tblra 
parl;yi'ox-a porlod of JJJJt lu111J ~h.H.n fivo yalll'll.0 

Bllbsoo. (o), l'Ub, L. 103-382, 1241101), pubotlt\\lOd "Nob 
lat•t ~h~u !!lD d~• ..tter Oolobor 20, 1991, 1110 aoo,.t,u,y 
oh•U ado»b •»p,opril\i:<> ,sgalaMoBB oo P""""111l'011, or 
Jden.W'y &~Uns' regnlatlon11 011 pl.'Ocednre111 wldob.0 tor 
• 1T110 8GOrutnr,y 11l1all J.dnJlt fUllll'Opr.late rn~tlona 
to0

• 
Sllb,oo. (d), l'Ub. )'.,, 10lh'!82, 1201(11)(8), lnmtad " 

comma. a!tet 11e4ul;f&Uon"~ 
Su.bs:ao, (e), PPb, L, lOa--3091 1~110(4), lnoerted 11omia

t1vot.v11 blllpre. 11lntarnm11• 
Subaoo, (l), Pub, L, 1DH82, A~IJl(hl(4), at,aok out", or 

An admlnim11tlvo hond or on 11dnon.tion aa,mo.v,11 nftnr 
•i.rA~ aeoretary11 o.ud J1Dbfitituted 11enf0Ioa this seoticn" 
.tor uc,m'oraa J!IOVhilOill CJ! tbia s.eot!ou", 111n aooorda.nco 
with.11 tor uaooordmg to 'Ula ):O:oVialoJlS or'. ADd •1-00,n~ 
:Ptsr wlt'h thin 11ecUon° fo~ 0 oamply" with tba f!l'OV.iB[ons 
oftbJ.K.IIIMlbiM.". 

su1m,o. C!ll, l'nb, L.103-ll112, §1.61.!h)llil, at<uo1< out "o! 
l!anltll, l!k\Uoatlon, an.d Welnu•a" aftGJ.! •ttbe Da11£Wlr 
m.ont" end. 11 tba 11trov1&tona or' aite1• "ad,Judioat1ntvio• 
JQ.tkJnaor'• 

ai~;.~~~.:i~ct1J~~!~~1~d:.i::~~d~l: 
CU> 11ono,.nv. l'rlor bo =ndment, "1, (Ill NIUI. .. !ol• 
Iowa: "ltthe pe.nsonno1 ot a tn.w entoroemont un1fi ao not, Jui."• ,oo, .. to eduontlon r,oorda undor lalb!ootlon (b)Cll 
Of tb:18 ee0tton1 tho raoordd a.nt\. doomnon.ta or auoh law 
onlo"'1emont unit Wllloh (ll ..,_.., l<o»u •~Ari ll!onuaoorils 
dosorlbad ln oub»•"'lll'~ll (A), (ll) aro malntninad aol .. 
1Y Sor law onlorollJllentJ)lll'»0•••• 1111d (III) ore not made 
av.Uabl• 11> »e111oll/l otlu>r thon law onCo"""'161\I o!ll• 
olala o!tho oo.mo;jurbtdlotlon1n .. 

lllOO-SllbUOD, (b)(6). Fnb. t.,, 1O1--ti~ nddedplll', (6). 
19'1&-Subseo, (bJC6l, l'ub. L, ell-4IJ addild ~ar. (6). 
ffl4 Subaoa, C•l(l), l'ttb, L. P:HiBO, §i!(ll,)(l)(AHO), 

(a)CA) (0), (3), du,lgn•tcm o,:!atlng P••· (l) M ••b»nr. 
(A), ••b•tlt-ultidl~ferunoe to eduu•tlonal ngonole• .. d 
hwtltut;loDtt i'oL• .re!ertmoe to at11.te ur looa-1 ellu.011-tlonlll 
agonchitt, JnQt1t11.tlons ot. hi~ eduoatton, oonununlt,y 
nollege.e, aohool!r, agenoiea oft'el'Jng- »1·tsohool »roi:ra.mn, 
And otllar eduo•tlonal lnatttntloru,, snl>,,tltutcid tlu> l!O• 
1utrlo term ed110a.tion reBord:o. tor the enumora.tiDJl or 
lltlOb X'euorda, a'Wl ~xt&nded. the rig'ht to inapecfi a:nd i:e
v.iow anub.xeoarda tu l)&l'.anta ot: childl'.en Whu J:ia.v-a bam 

;In :~~~)(Z)~.:~i::iil~$~i."!~t1utodpro· 
viol on• maJdn,r tlui •vallabWb.v o[i\md& to •duo•tlolllll 
age.nataa: anil. iimtitutk,na conditim:tQ.l on lihe gi<anting 
ot o.n •J>»••tnnll;i, !or ~ lu!Atln« to parent.a or •tudents 
wh6 ate 1'.>l! 1uwo been.in -.ttondRnoa at au.oh itt.eMtutlon 
ct a,renov to 01u,11.enae t'ho oonttmts ot tlll.6 btU.dhftt'a 
edU<iAt:ton l'dOO~IJ fol' l¢C>v!.BlOJ15 ,r,:nnt.b:J(I' t'b.6 })&l'ants 
An o}1porli\l:nlt, ro,: 8\loh. heEltJ.nJr. and intU1l!tf3d Jll?DYl• 
slans autnorh!1.nJ 1naartAm1. intd the raaort'IB a. wrlttan 
trq111lna.tf.0n. or tbo prn·ant:s nftllaotfng: tbtt oonteJ:1t or 
:mohl"l!l:QDrd:I, 

SubBoo, (n)(S) to (6). l'ub, '1,,, 9!Hi69, 'fl(•l(llCGl, ~()i'J, 

68, 92(aJ(1)(D), (2)(0), (6), 
1>rscetllJJJ:' subna.r. (Al .. 

eutmtlt"tell "efftionttona.1 auaney or 1nstttu~lun whloh 
Ma 4 polioY 01 :pormttttnr- tho teleMo at oiluontlon 
r.io01'ds (o~ peraonnllY identuiabln 1n!ol'matdon oon• 
tA.lnad tbarcin othnr tlut,u Bireot.ocy :inf'orm~tlou, llll dc
;ttnqd tn 111u:AtrrAp'h. (0) of aab.11aotlon (a.) D! thf8 iie:otton)" 
!o:c '¾I ta.ta Dl" looJll aa1100.tional )4{Muy. lli1lY .bulbltutlon. 
o! hie:het education, any ot1mmunlt;y oollttge1 ,.uy 
eohoo'it arenoy offarlDB' ll ll1'at1ohool program, or o.w 
othor ednuatlonal lnetltutlolt whlob. lUI\J " policy Ul' 
p,aotlce or permitting the rale••• or pwonalllt illent.l· 
fiable reoordll or tlloa (ol!' 11or~oml !nformatimt con
talnM the.r61n}0 , in 8Ub,PM'. (A), ,n\bstltuted 1•~dU.• 
01,tlonPl ~g&J.tO}', Who luwe been determined l>Y BIJOb.. 
Ai!l!Jl.OY <It inBt!tutJott. to ha.van to~ 11e4U~a.ttottAl agano1 
Wl1o luwe". J.n Q\lbp~ .. CS)~ e11.b11t1tntea ' 1th8 itudent
ueaJra ()~ lntaurta. to" 1'111! 11th& student 1nt1mt111 to1

'. 1tt 

.llllblnU.1• (0), eubst1tuta4 t'tll&J.'AUoe to 11,i:oatton 400(0)" tor 
l'O!nrenoo to "eeotlon 409 or thto Mt" -wbJoh 1'01' Jlur-
po11s.s or oodJtloa.tion b.u bP8D tl'Mndri,ted aa 0 miotl.on 
Ul!l&-ll(o) or t'hlo till•"• ond oda.aaa~•ra. (Jll) to (I). 

.Jt:~· •. ~J!J'.!i ;';.!8:1~r1l!:lll~\~!;. C~j.1'Ji,,-:; 
a. pollw or praotluo c,truleruilllm or l>llOVJ.dhls' a.ooou t:o, 
"111' poraonol11" ldontllll\bl• Jnr=n•tlon In •du.cation 

:;t~t =c:. ~~~~ ~~~~~io~!~,JJ~ 
11atw.te- or Joo&l 1:1d.noa.t1o11'11. 11s-enoy. &ny hulUt.utlon. of 
h1uh~ sdu.oatlon) aw oommltDlty collego. 4ny .oobcol, 
B$OD.oY orcorlng & }1l&JSPllool proR')!A.Dl, ar a.ny other edu
aa.tiona.1 Ulfltltu\lon wldo'h has a. polloy or 11raatd.oo ur 
rnrnfabint, tn ,i.ey l'o~n11 e.ny poLieoJJA]ly tdantJ!lable in
fu:unntlu.n. uont:ained. in personal solloot.raoordB. to any fi:J:~:::~'l'.' thl1l1 those llat<d Jn 1111bBBOtlOD (b)(l) or 

a ...... (b)l3), l'Ub, L. 9:HiSB, J~(nJ(ij)(D), ••hatltutod 
11Jnform.t\tiO» tu spsolfiostl]y lluthok'ized by Federal ts.w, 
MY datn. oolleoWd 1,y Bu.oh u1'1loll\l.8 uba.U bo Pl'OtCGt<ld 
111 "'manner whlob. will not pBmllt the ~o,aonai Jaontl• 
.!lo•tlon ot 1tutlenlo and tholl· p,rento b;y otl!or bb•n 
those, offl.wats, nnd su.ob. pe.L'SDnally identlftablts i111tn 
ttba.U be des:tiJ:oyutl WhtlJl no longei- .neetlad. lot' a\l-Ch 
~ndUI, aVAlua.tlo», o.nd enlorr.ament otl.i'edenil legalra-
lJ.llirMUMl'.¥\11 £or "dAto. :la B.Peolflco.Uy ao.tho.r1:ised by 
Jldtu'Al law, a..uy de.ti\ oolleated hy euoh ottt.olnle wlth 
r•a»oot to llllllvlduaJ student.a shall no~ iuolltdo 1nrol'
,n&tlon (lnoludlng ooolol aoourit;r llambora) wllloh 
would Q&t.m.it tbo lJSL'Sonal idimtlf'ioq.tlon or uttoh etn
dantv or tbolr J).rmlto after tho ru,t.a ED obtultwd h•• 
l>ean collectad1~. 

.:,i::::%i::ti.:i.~.:.t::iit:~~~:~~t::~fi:; 
m,1utatn a retiol'd, kupt; with tho eduontlon rooo,rtls ot 
ell-Oh alaulont, '1Ildlea;tlD,ir indiv.lauw. n,:euaiod. oti oiae.
.»lmttr,J10 wllo obtatn()d B().06.Bli to tho 11tudent'1J record. 
ond th• leait!m•t• intorost in obtalnlnu auoh lllform•• 
tjqn1 ~b 8U1Jll uoor4 ol nOIJnaa pball b11 avAilable only 
to pm"U.to., ochaDl nttio.ialH, snd their ~lllbow.t ha.vlog 
nllJtWl!1b1Uty tor tho cuak11ly or 1n1ch. ret1t1rde, and au p, 
JII.IJDIJ&" of IUl.dtti!l# th& 0]101'4-tlon (If the eyotelll, lOl' lll'O-
v(,tone tJU\t wm, Nl!J)oot to oubooo,. (oJ(l), (oX2l, aad 
(o)(D) or this eectkm. all pw:tom, pgenDles, or Ol''°anhs.
t.lDBB de•ll:lng ....,11!1 to th• xeontilB o! " atnilBnb ellnl1 
b• te~ulr•<lto HIJµl form• l.u lffl l<e»t Wlih thO£ffllUruli o[ 

:: :::::: ~~~~!:ill'!!ti:' 1~\t::~~~ 
oatlonlll or otheriutereDt ot tbo »Ell's on seeking sa.o"h in.~ 
.torm•tlon, aua tlult tho rorm •hllll b• ayOS!Jlble to P""" 
ento and ,ohool OS!lollll!1 Juwlnl< mpmuilblllt:v !or 
reoortl Jnl\lnWn1muu sm a moans of au1Uttng the: u»er .. 
ation ot the BYBte.m, 

Sllllsoo, <•>· Pull, L, 91!-li6B, f2(~l(l)tF), llllb,t(tuted "t;o 
IU11 e&naat!onlll IIB'DDDY or IOJM\Utloll U)l!o•e aaoh M:do°l. tm .fnstltntlon11 !or ''lulle.ss tlta :roaiplent o.C ,mah 

6UbBOO. (I:), l'ub, L, ~11-609, Utl\)(7), (lO)(B), ,t,aok ont 
refcu'mlOe to eaotdOllB .12820 JL]J,dl28U ut thfu tlblu 11u4 in
•"l>lil provMun• thab ••••pt tot tho o@duot o£ho.,,_ 
ing11i ti one ot tho J\n:lotitme ot tba ,Seo re~ unttill' 'tihia. 
s11otion sball be 011.nied out lP. a.ny- or the :ragtonal or
nooa 0raachllo»a1:tmen.t. 

lilYl>X<>m'll DA'J)B OY 20lll &mNDMllll~ 

.Amenliment by FuJJ. L. l11,a9fi eff8otlya Oct. 1, asno, 
exoopt aa otllerwl<9 0J)6oillol\.ll:r provided, ••• ueot!Oll 
416 ot l'ub, L. n1~s. ••b out .. a ,,,to undo~ aootlon 
1'161 or'l'ltta !Ill. Tho l'nblloll'enlth and Welfare. 

l!JF~1'0'.UVll DATIi OF ~01)2 AMBNDMEN1' 

Amenllmonb by l'ab. L. lO'l-llO erceotlve J_,,, D, 2DDZ, 
Ol<o&pt wltll %8"paot to ce>tllln nonoompstltlvo pro
r:rinxus nnd oomvotttivo J11"0grAm&1 seu s11otion 6 or PM, 
L, l01--i110. set out RS an ~B.botl.ve Date llDte under uea.
tlon 8801 of thl.ll tltla. 

EfHO'l'Ml Dm2 OP 1998 A>IEND,..N'l' 

Amenllment bY l'nb. L, lCIHl4i ellliotlv• Oob. l, JDO0, 
eme»t a.s ot'bandsa xreovided in Pub. L. 105-.244, a0,o son~ 

..... -••..• - .. :,,.:-1·,,x-··i:,-·-
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U29llh 'l'lTlJi1 20--lllDUOATION 

tion 3 otPub, L, 106-BH, sat ou.t AU A note under neotlon 
lODl o!thle title, 

El'i1.K01'lVEl DA'l'E OP 1992 AMfilmMDNT 

soohlon ll55(bl or l'nb, L, ~ p1~vldnd ti,,,t: "Tllo 
nmontlmont m1ul.o by tblJ r.eottbn [4IllfmdillU tbls ue-
t!on] Plta.U tnke orre:ot on. the tla.ta or ena.onm.nnt o:c tltl11 
Ant [J\iJy!l3,.189'J],' 1 

lnDB07lffl tM'l'll 011" 19'/0 AMlUfDmNT 

.6.mendm•n~ l>Y l'Ob, i:,, 86-46 effeotlve Oob, 1, lll'l9, ••• 
sectton B Dr Pub. L, oo-48. sot ouh au p,, note undeit eoo• 
tJon 030 of bh!Jl title, 

IIPPI00'1'IVB Il,\TR 0~ lll'/4 AMJl!lb!IBNT 

seot!on 2(b) at Pub. L. ga .. noa J1IOVlded tbot: "'l'ho 
i>mundmunt• mod• bl' aubmtlon M [eln1J.Udill!I tb!Jl 
1n1otlon) JlllaU ba ,ttectlve, A-ntl ~ietrlJMtiVB t:o, Novem .. 
berJ0,19'14,n 

liFPll= l>A~'B 
lleo,ton 6l8(h)(l) ot Pub, L. !MOO provlded tllAt: "Th• 

provisions: nt thfo sootlon [anaotlnr th1a seotlml .and. 
»rovicloDR sat out oa a. notn nndel' seolilon lllll of th1d 
tlt!P] •1mll baoomo oll'oolilvo nlnot:r de:,,o l\ltet' tho da.te 
of ... atmonb 1A111<, al, lW/41 oC eoolilon 488 (Jiow 4l4J or 
the Genora1Ednt:at1on 1'1-ovJalOJUJ Aot [tibia aootJon.], u 

O lll8211. l.'wtocl{on of pupil rights 
(a) .wspeot.lon of hulttu.ollonnl mator!nls by par

enta or gu""'1hlnl, 
All lllstruotlonol me.too:i..ts, lllolU<llnll towh• 

er's m!llluals, Jllllll!, t,,pes, or oliblJr s111>plo-, 
inontn.ry m.,torle.1 which wlll bo 11eod In Qonnoo--
Mon with a.ny ourvoy, e.nn,lylllo, 01• evalna.tlon e.s 
ps.rt or any 11p11Uooblo program ob&U be a.va.11-
.,ble ror lllllJleotion by the p.i,e.ul;H o• lfllarni,;ns 
or the ohildl'en. 
(b) Limits on aurvey, OD11zyal•, or evllluotione 

No studon t Bholl bo roqull,ed, ns parl; of 11.uy AP.. 
plloablo progmn, to submit to s. aurva)T, ane.ly
sis, 01• sva.l.ua.tion tb&t revellll! Jnrorma.tion con• 
oei,nlnit-

(lJ ;pollt1011,1 o.filllatlone or b•liutA o! the stn• 
dant or the student's p1111ent: 

(~) mental or psyoholog!oe.l problems o! the 
student or tho student's !ami!Yi 

(8) ••x. beh&vior or atbitndes; 
(4) illoga.l., anti-aoolal, oelr-lnm•lminatlng, or 

deff>•=~•1::"~~!ka.1s o! other lnd1vldna.1s 
wlth whom respondentu have olos• family rel&
tloru,b!Plli 

(6) lege.Jl;r reoognl11edplivlloged orans.logo05 
ro1&tlonsh1p11, sWill. as tl10se or 10.w..-ers, pby.sl.-

oim"re'W:1:1:~t~~oes, Affill8.tlons, 0~ balials 
of t~o student or student's parent: or 

tU) income {other than t:hatxequll/ed by law 
to determine eltglbllity .ror porh!clpatlon In "' 
progrs.m ru, for raoelvlng !'lnanol11,l aealsta.nce 
undar suoh progr11ro), 

without tlle prior oomono of thll shudentt (if the 
student Is a.n adult or ema.nol,patad n,lnm,), or In 
ilb.E> oaoo o! an unelll!lllclpated ll\UIOI', without 
tho prior written consent ot the parent, 
(c) D•v•lopmont of lvo~ polloi•• ooiwom!ng stu

dent pclvnoy, parentlll aceeaa fo lnfonnatlon, 
and adm!Diotratlon o! ®rialn pll;yaioal &1<• 

amlnallons to mlw>rs 
(1) Development and adoption of looal policies 
-l!lxoept au provided lll suboeoh!ollJ! (8.) and (b) 

oC tllls sootion, a. looe.l eduoe.ttonal 1111enoy 

tlle.t raoelveo Junds und&l! lUlY applioe.ble lll'O
!l'rlUll ehall develop and lltlopt poll.otoo, m oon.
suUatlon with parents, regarding tho follow• 
ing-: 

(A)(!) 'l'he rl8ht of a po.rent o!,. otudont to 
Jnapeot, upon tho requoat or' thn JJBJ:ant, a 
surve;r created by a. third pl!.l'ty befora the 
SUl:VBY is e.dlnlnlsterad or dlnt,:ihuted by e. 
,obool to e. fltl}.(lent: and 

(ii) an;v appllo•hl• prooeduroa for 1111antlng 
e. r~llBllb bl/ a v11renu !or re11Sona.ble aooese 
to b-UOh ~nrv•Y wltiltln ll. rea.son.o.ble partod o! 
Mmo a.!ter tha request ill receive«. 

(ll) Arrangements to protaot studellt p11-
vaoY that are provided by tha lllrBD•Y ln the 
event or th• admiJllstr&tlon or dMmbution 
ot a. ourvoy to a. etudont oonta.tll!ng one or 
moro of the followlnft' itemo (inoluding the 

· right or a. p .... nt or a. studant to lnspeot, 
upon the request or the pn.rent, e.ny survo:r 
oontalnfng one or more oreuoh!!emu): 

(1) Politio"1 11fflllatioB11 or beliefs or the 
stuclant or the studont'll 1ui.rant. 

(11) Ment"1 or J.)IIYOlloloe-loal problB1Illl o! 
the stndont or the studont•s re.mJ.Jy, 

(ill) Sox behB.vlor or11,ttltad8ll, 
(iv) ruogs.l, a.ntl-ooo!J.l, s\lll'-lnorlmlne.t

inlr, or dom•anlnr beba.vlor, 
(v) Orlt!oal apprainaJ.a o! other llldivld· 

llllls with whom reS11ondonts hs.ve oloeo 
l.ml!Y relatlonahlJ>B, 

(VI) Leg..ny l'OO0gnlzod prlvlleged or 
o.nolbgoua rollt.tionahlpa, suol! aa 1illose ot 
Ia.w~ers, pbys!ol11ns, and ministers. 

{Vll) Rell(rlous praattoes, llfill\atlons, or 
bellefB or the studenb or tho -dent'e ;par
ent. 

(Vlil) lnoome (other than tha.t requlrad 
bf law to det8lrolne eltf!1~Ulw for pa,rb!oi• 
ps.tion in o. v•olll'MB or :for recelvblg finall.
olll.l aosiatanoe undm: suoh w,ogram}. 
(O)(i) Tllo J'ltrht ors. parent of o. student to 

ln.apeot, ll))oll the request oi the 1>arent, any 
!nsta-uotlnnll,l material ueed as plLl't of th• 
Odn.oatlonal ourrloulum fo• lihe student: and 

(li) 11n:r 8,l,)plloablo procedures !or gtantlnft' 
a request b;r a pa.rant for raaoona.ble aooess 
to lne!a-u.ot1ona1 materia.l within e. re1111on· 
able pwiod of time e.fl;a,: the raqueat 10 ra
oolved. 

(0) Tha <\dmlnietra.t!on o! physlosl oxa.mi· 
na.tlone or soreoningo that tha Bchool or 
111renoy ma.y iulro!nlllter to a ntudent. 

(E) 'l'lle oollootlon, dlooloa11ro, or use 0£ 
P8l-Sona.l 1nrormat1on oolleobail from atu• 
dentB :for the pw,posa ot niarkotlng or ror 
••llinlf that in!JJrma.tlon (or othBrw!se pro
viding tha.t in!orma.t!on to others fo11 that 
pnl'lloseJ, lnoludlng a>:i:angoment/1 to proteot 
student privao;r that e.ra 11,ovlded b.v tbs 
&gonoy !l1 the ave11t or suoh coneotlon, dJs.. 
oloanm, 011 \JHe. 

(F)(l) The right or a po.rant of a. utudent to 
Jnepeot, upon tho request or tbs parant, l>Dll 
inatrmnent naed in the oollaot1on o£ porsonaJ. 
illf0l.'!lU!.tion 1Ulller subpa,t-agJ.'aph (E) before 
the :Instrument ls admln1aterea or dlstrlb• 

u~) ~~ •:;g~~!~fe'trouedm:ee for gra.nt!llg 
s. request ey II parent £or 1·e11Sonable aaoeBs 
to snob inetrument With.In "' roauona.bla pe
riod of time aft~ tho l!equest lo reoelved. 
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AppendixC 

MEMORANDUM OF UNDERSTANDING BETWEEN_ 
AND THE KENTON COUNTY BOARD OF EDUCATION 

TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE 
KENTON COUNTY BOARD OF EDUCATION FOR THE 

AUDIT/EVALUATION OF EDUCATION PROGRAMS AND 
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 

*************************************** 

TIDS AGREEMENT is made and entered into by and between the Kenton County Board of 
Education ("KCBOE") and_~---~-~- (hereafter "Authorized Representative') and 
establishes the procedures relating to an exchange of information between the Parties. 

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and 
its duties include audit or evaluation functions of federal or state-supported education programs or 
enforcement or compliance with federal or state legal requirements that relate to those education programs 
(audit. evaluation or enforcement or compliance activity) in its role as the local education agency and in 
evaluation of education programs to identify or develop the best education practices to be used in public 
schools of Kenton County Kentucky; 

WHEREAS, the Authorized Representative is an entity perfonning audit or evaluation functions 
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor 
acting in the place of the KCBOE to perform the KCBOE's audit or evaluation functions of federal or state
supported education programs or to enforce or comply with federal legal requirements that relate to those 
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state 
education agency and in evaluation of education programs, as described below; 

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy 
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et 
seq.; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National 
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; the 
Personal Information Security and Breach fuvestigation Procedures and Practices Act, KRS 61.931 et seq.; 
and the Kentucky Open Records Act, KRS 61.820 et seq.; 

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as 
follows: 

Section 1. Designation of Authority. 

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified 
below as an "authorized representative" of the KCBOE, as defined in 34 C.F.R. 99.31 (a)(3) 
and 99.35, with respect to the provision of audit or evaluation functions of federal or state
supported education programs or to enforce or comply with federal or state legal requirements 
that relate to those education programs (audit, evaluation or enforcement or compliance 
activity) in the KCBOE's role as the local education agency and in evaluation of education 
programs ("audit/evaluation services") and, specifically, with respect to the use of confidential 
data disclosed under this agreement. 

i:? 

•,!'"•~ 
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B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch 
eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for 
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify 
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the 
audit/evaluation services include a "need to know" this data as required by 7 C.F.R. 245.6 (f); and shall 
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing 
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement 
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOE' s 
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F .R. 
245.6 (f) and that the Authorized Representative has demonstrated a "need to know" shall be evidenced by 
the KCBOE's agreement to enter the USDA Prototype Agreement. 

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be 
Released to the Authorized Representative and Description of Use of Data by the Authorized 
Representative. 

A. The parties acknowledge that the KCBOE is releasing confidential data including student and non
student information to the Authorized Representative for the purposes outlined herein, and that the release 
of the KCBOE confidential data including student and non-student information to the Authorized 
Representative is necessary for the completion of the KCBOE's audit'evaluation services. The confidential 
data including student and non-student information to be disclosed is described in a document attached to 
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall 
provide written consent, if approved, of any changes to the list of disclosed data necessazy for the provision 
of audit/evaluation services. The Authorized Representative will use personally identifiable if/.formation 
from education records and other records in order to perform the audit/evaluation services described in 
Exhibit A. The description of the audit/evaluation services, as included in Exlu'bit A, shall include the 
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure 
and an explanation as to the need for confidential data including student and non-student information to 
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the 
KCBOE shall prov'ide written consent, if approved, of any changes to. the list of disclosed data necessary 
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services 
themselves. Any agreed upon changes to the data disclosed or to the audit'evaluation services shall be 
reduced to writing and included in Exln'bit A to this agreement. 

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data 
which is the student poverty indicator for most education programs) is to be released to the Authorized 
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written 
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and 
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is 
allowed by 7 C.F .R. 245.6. A description of any data protected by 7 C.F.R 245.6 which is to be disclosed 
under this agreement shall be included in Exhibit A, Section III. Any agreed upon changes to the data 
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section 
ill to this agreement. 

Section 3. The Authorized Representative and the Authorized Users' Obligations. 

A. The Authorized Representative shall not share these confidential data with anyone, except those 
employees of the Authorized Representative and the Authorized Representative's subcontractors, 
("Authorized Users") that are directly involved and have a legitimate interest under FERP A or a "need to 
know" (as defined in 7 C.F.R. 245.6 in the case of disclosure of free or reduced price lunch eligibility data 
which is the student poverty indicator for education programs) in the performance of the audit/evaluation 
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services according to the terms of this agreement or any overarching agreement between the KCBOE and 
the Authorized Representative in which the Authorized Representative agrees to perform these 
audit/evaluation services on the KCBOE's behalf ("Master Agreement"). 

B. The Authorized Representative shall require all Authorized Users to comply with FERP A and 
other applicable state and federal student and non-student privacy laws. The Authorized Representative 
shall require and maintain confidentiality agreements or the KCBOE's Nondisclosure Statement(s) with 
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is 
used which is different from the KCBOE's Nondisclosure Statement(s), then the tenns of the Authorized 
Representative's confidentiality agreements shall contain, at a minimum, the terms and conditions of this 
agreement and a copy of the current Authorized Representative's confidentiality agreement or the 
KCBOE's Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as ExhibitB. 

C. Authorized Representative that receive Personal Information as defined by and in accordance 
with Kentucky's Personal Infonnation Security and Breach Investigation Procedures and Practices Act, 
KRS 61.931, et seq., (the ''Act"), shall secure, protect and maintain the confidentiality of the Personal 
Information by, without limitation, complying with all requirements applicable to "non-affiliated third 
parties" set forth in the Act. 

"Personal Information" is defined in accordance with KRS 61.931(6) as "an individual's first name or 
first initial and last name; personal mark; or unique biometric or-genetic print or image, in combination 
with one (1) or more of the following data elements: 

a) An account, credit card number, or debit card number that, in combination with any required 
security code, access code or password, would pennit access to an account; 

b) A Social Security number; 

c) A taxpayer identification number that incorporates a Social Security number; 

d) A driver's license number, state identification card number or other individual identification 
number issued by an agency; 

e) A passport number or other identification number issued by the United States government; or 

f) Individually Identifiable Information as defined in 45 C.F.R. sec, 160.013 (of the Health 
Insurance Portability and Accountability Act), except for education records covered by the 
Family Education Rights and Privacy Act, as amended 20 U.S.C. sec 1232g." 

As provided in KRS 61.931(5), a "non-affiliated third party" means "any person or entity that 
has a contract or agreement with the Commonwealth and receives (accesses, collects or 
maintains) personal information :from the Commonwealth pursuant to the contract or 
agreement." 

Contractor shall not redisclose, without written consent of the KCBOE, any ''personal 
information/' as defined in KRS 61-931, or any other personally identifiable infonnation of a 
student or other persons, such as employees. 

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in 
complying with the response, mitigation, correction, investigation, and notification requirements of the 
Act. 
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E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two 
(72) hours, the Kentucky Department ofEducation, the Commissioner of the Kentucky State Police, the 
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or 
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b )2 applies and the vendor abides 
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS 
61.931 (1 )(b ), the vendor shall notify the Commissioner of the Department of Local Government in the 
same manner as above. If the agency is a public school district listed in KR.S 61.93 l(l)(d), the vendor 
.shall notify the Commissioner of the Department of Education in the same manner as above. If the 
agency is an educational entity listed under KRS 61.93l(l)(e), the vendor shall notify the Council on 
Postsecondary Education in the same manner as above. Notification shall be in writing on the fonn 
developed by the Commonwealth Office of Technology and incorporated by reference into Kentucky 
Regulation 200 KAR 1:015. 

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s) 
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements. 

G. The Authorized Representative hereby agrees to unde1take a prompt and reasonable investigation 
of any breach as required by KRS 61.933. 

H. Upon conclusion of an investigation of a security breach of Personal Information as required by 
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the 
notification, investigation, and mitigation of the secw·ity breach. 

I. fu accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain, 
and update security and breach investigation procedures that are approp1iate to the natul'e of the 
infonnation disclosed, that are at least as stringent as the security and breach investigation procedures and 
practices established by the Commonwealth Office of Technology: 
http://technology.ky.gov/ciso/Pages/InfonnationSecurityPolicies,StandardsandProcedures.aspx. 

J. If Authorized Representative is a cloud computing service provider ( as defined in KR.S 
3 65. 734(1 )(b) as "any person or entity other than an educational institution that operates cloud computing 
services"), Authorized Representative does further agree that: 

- --------•- ~Ac.,:u:::th~o~r~iz~ed=Representative shall not rocess student data for any purpose other than providing, 
improving, developing, •Ol' maintaining t~e mtegrity of its cloud-computing services, unless the·--
provider receives express permission from the student's parent. The Authorized Representative 
shall work with the student's school and district to detetmine the best method of collecting 
parental pemrission. KRS 365.734 defines "process" and "student data''. 

• With a written agreement for educational research, Authorized Representative may assist an 
educational institution to conduct educational research as permitted by the Family Education 
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g. 

• _ Pursuant to KRS 3 65. 734, Authorized Representative shall not in any case process student data to 
advertise or facilitate advertising or to create or correct an individual or household profiJe foi: any 
advertisement pwposes. 

• Pursuant to KRS 3 65. 734, Authorized Representative shall not sell, disclose, or othe1wise process 
student data for any commercial purpose. 



K. Pursuant to KRS 3 65. 734, Authorized Representative shall certify in writing to the agency that it 
will comply with KRS 365.734(2). 

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a 
manner that does not pennit personal identification of students and their parents, and non~students by 
anyone except those bound by this agreement and the KCBOE. The Authorized Representative shaH store 
all confidential data on secure data servers using current industry best practices. The Authorized 
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of 
any security breach to the server containing the confidential and otherwise personally identifiable data or 
of any disclosure of confidential and otherwise personally identifiable data to anyone other than the 
Authorized Representative's Authorized Users or the KCBOE officials authorized to receive confidential 
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all 
reasonable means prescribed by the KCBOE to secure any breaches as soon as practicable. 

L. The Authorized Representative shall not redisclose the KCBOE' s confidential and otherwise 
personally identifiable data to any other party without the prior consent of the parent or eligible student 
except as allowed by applicable federal and state law. 

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential 
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential 
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A 
copy of the Authorized Representative's data security policies and procedures is attached to this 
agreement as Exhibit C. 

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable 
data within forty~five (45) days after it is no longer needed to perform the audit/evaluation services 
described in this agreement, upon KCBOE' s request or upon termination of this agreement, whichever 
occurs first unless agreed otherwise in writing. The Authorized Representative's description of the 
method(s) which will be used to destroy all confidential data shall be attached to this agreement as 
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the 
KCBOE within forty-five ( 45) days after the data is destroyed. 

0. The Authorized Representative shall pennit the KCBOE, at the KCBOE's cost and upon written 
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative 
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized 
Representative has destroyed the data as verified. 

P. The Authorized Representative shall collect and use these confidential and otherwise personally 
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to 
the activities outlined in this agr.eement o:i; in any Master Agreement. 

Q. The Author~zed Representative shall obtain prior written approval from the KCBOE before 
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified 
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a 
Master Agreement shall be consistent with federal and state law requirements. Any confidential and 
otherwise personally identifiable data collected by the Authorized Representative under activities 
approved by the KCBOE under this section, which are not regularly collected within the scope of this 
agreement but are consistent with 'the activities described in this agreement, shall be subject to the terms 
and conditions of this agreement. 
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R. If the Authorized Representative becomes legally compelled to disclose any confidential and 
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or 
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide 
the K.CBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other 
appropriate remedy to prevent the disclosure or to ensure the KCBOE's compliance with the 
confidentiality requirements of federal or state law; provided, however, that the Authorized 
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise 
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by 
which any legally compelled disclosure is required, the Authorized Representative will only disclose that 
portion of confidential and othe1wise personally identifiable data that the Authorized Representative is 
legally required to disclose. 

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. 
Department ofEducation, Family Policy Compliance Office's Guidance for Reasonable Methods and 
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy 
Act ("Guidance"). The Guidance is available by clicking the following hyperlink, 
http://www2.ed.gov/policy/gen/guid/fuco/pdf/reasonab1emtd agreement.pdf and made a part of this 
agreement as if stated fully herein. 

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data 
protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty 
indicator for most education programs), abide by the restrictions of disclosure and confidentiality 
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE. 

Section 4. Permission to Use Data. 

The KCBOE acknowledges that by entering this agreement it is approving, in writing; of the Authorized 
Representative's use ofthese confidential data within the scope of purposes outlined in this agreement. 

Section 5. Transfer Protocol. 

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper 
medium and method for the transfer of confidential data between each other. The Authorized 
Representative shall confnm the transfer of confidential data and notify the KCBOE as soon as 
practicable of any discrepancies between the actual data transfen·ed and the data described in this 
agreement. e same pro ocolsl:Tiill appl:y-to~anytransferof-confidential data from the Authorized 
Representative to the KCBOE. 

Section 6. Breach of Data Confidentiality and Remedies. 

The Authorized Representative aclmowledges that the breach of this agreement or its part may result in 
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate 
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative, 
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may 
be entitled to preliminary and permanent injunctions to eajoin and restrain the breach or threatened 
breach. If the United States Department of Education's Family Policy Compliance Office determines that 
the Authorized Representative has violated paragraph 34 C.F.R. 99.3 l(a)(3), the KCBOE may not allow 
the Authorized Representative access to personally identifiable information from education records for at 
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of 7 C.F .R. 
245.6 relative to any confidential free or reduced pl'ice lunch eligibility data, then the Authorized 
Representative shall be responsible for any consequences or penalties which result from such breach. 
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Section 7. Amendment and Assignability, 

The terms and conditions of this agreement may only be amended by mutual written consent of both the 
KCBOB and the Authorized Representative and the Authorized Representative shall not assign its 
respective rights or obligations under this agreement without the KCBOE' s prior written consent. The 
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding 
upon each party and any respective successors and assigns. 

Section 8. Choice of Law and Forum. 

All questions as to the execution, validity, interpretation, and performance of this agreement shall be 
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action 
arising from thls agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky. 

Section 9. Waiver. 

The failure by one party to require performance of any provision shall not affect that party's right to require 
performance at any time thereafter, nor shall a waiver of any breach or default of this agreement constitute a 
waiver of any subsequent breach or default or a waiver of the provision itself. No modification, amendment, waiver 
or release of any provision of this agreement or of any right, obligation, claim or cause of action arisingft·om this 
agreement shall be valid or binding for any purpose unless in writing and duly executed by the party against whom 
they are asserted 

Section 10. Severability. 

Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of law, 
shall not affect the validity or enforceability of any other provision of this agreement. 

Section 11. Authol'ity to Enter the Agreement. 

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly 
appointed representatives, that they are legally entitled to enter into this agreement. 

Section 12, Data Custodians. 

The individuals who are the designated data custodians for the Authorized Representative with respect to 
this confidential data release and use agreement are listed in Exhibit E with their contact information. 

Section 13. Term and Termination. 

The term ofthls agreement shall be the same as the term of any Master Agreement between the KCBOE 
and the Authorized Representative I for (length of time or insert a date here) unless tenninated earlier by 
either party upon thirty (30) days written notice. Either party may tenninate this agreement with thirty 
(30) days written notice. 

Section 14. Effective Date of This Agreement. 

This agreement will become effective once the KCBOE and the Authorized Representative have both 
signed. 
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APPROVED: 

Name Date 
Title 
Kenton County Board of Education 

Authorized Representative's Authorized Agent I Date 
Agent's Title __ 
Agent's Name (Typed) __ 
Authorized Representative Entity's Name 
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Memorandum of Understanding (MOU) 

Descl'iption of Exhibits 

To authm·ize the release and use of confidential data under the FERP A Audit and Evaluation 
Exception 

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the 
final MOU. Exhibits include: 

• Exhibit A - Specifics of data being requested 
o Section I - the initial data request that describes the audit/evaluation and data being 

requested 
o Section II- describes the need for Personally Identifiable Information (PII) 
o Section III - required if requesting Free and Reduced Lunch information 

• Exhibit B -Authorized Representative Confidentiality Agreements ( one for each data 
custodian) 

• Exhibit C -Authorized Representative data security policy 
• Exhibit D - Data destruction plan at completion of audit/evaluation 
• Exhibit E - Identification of data custodians 

Please refer to The U.S. Department of Education, Family Policy Compliance Office's Guidance 
for Reasonable Methods and Written Agreements for additional infonnation on requirements for 
data sharing under the Family Educational-Rights and Privacy Act (FERP A). 

Memorandum ofUnderstandingfor Audit/Evaluation -Exhibits Pagel 



Exhibit A: 
Contact Information 
Research Entity Legal Name 

Primary Data Custodian Name_~~T=it=le~-
Email 

Secondary Data Custodian Name __ ~T=itl=e~-
Email __ 

Section 1- to be completed by all requestors: 

Phone 

Phone 

Purpose, Scope and Duration Use of data received under this MOU is limited to purpose and scope defined. 

Completely describe 
the purpose and 
scope of the 
audit/evaluation. 

Describe how the 
results will be used. 

Duration of 
Audit/Evaluation 

Data Being Requested 

Provide specific data 
elements needed to 
complete audit/ 
evaluation 

Click here to enter text. 

Click here to enter text. 

Start Date: 

Click here to enter text. 

Years included in Audit Evaluation: 
D2014-15 D 2013-14 02012-13 02011-12 
02008-09 D Other: ___ _ 

End Date: 

02010-11 D2009-10 

Level of detail/aggregation: • Student/Individual • School • District Ostate 
If requesting Personally Identifiable Information (PII), check Student/Individual box. For aggregate 
level select School, District, or State. 

Memorandum of Understanding for Audit/Evaluation -Exhibits Page1 
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Please complete Section II if requesting PII detail. 

Section Il- Complete if Personally Identifiable Information (PlI) is being requested: 

Justify your request 

for 
student/individual 

level data 

Explain why 
audit/evaluation could not 

be completed by using 
oggregate•leve/ data 

without Pl/ 

Click here to enter text. 

Special requirements for requests for Personally Identifiable Information (PI/) 

• Student-Level/Individual detail from education records can only be used to meet the purpose 
or purposes of the audit/evaluation as stated in this MOU for duration as defined, 

• Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal 
identification of parents, students, individuals by anyone other than designated data custodians. 

• Authorized Representative agrees to destroy all Pllfrom education records and confidential 
data from other records. 

• If Free & Reduced Lunch Status is needed on Pll data, complete Section Ill 
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IJI.. Complete if free or reduced -price lunch eligibility data is required for PII records. 

Prototype Agreement: 
Disclosure of Free and Reduced Price Information 

A. Purpose and Scope 
Kenton County Board of Education, KCBOE, and __ acknowledge and agree that children's free and 
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell 
National Schoo1LunchAct(42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 (42 USC 1771 
et. seq.) (CNA) and the regulations implementing these Acts is confidential infonnation. This Agreement is 
intended to ensure that any information disclosed by the KCBOE to the __ about children eligible for 
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and 
that the KCBOE and __ recognize that there are penalties for unauthorized disclosures of this eligibility 
information. 

B. Authority 
Section 9(b )( 6)(A) of the NSLA ( 42 USC 1758(b )( 6)(A)) authorizes the limited disclosllt'e of children's free 
and reduced price meal or free milk eligibility information to specific programs or individuals, without 
prior parent/guardian consent. Except that, the parent/guardian must be provided the opportunity to decline 
to share eligibility infonnation prior to the disclosure for identifying children eligible for benefits under or 
enrolling children in the State Medicaid Progrnm and the State children's health insurance program. 
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of 
children's parents/guardians must be obtained prior to the disclosure. 

The requesting agency certifies that it is currently authorized to administer the following program( s) and 
that information requested will only be used by the program(s) indicated. 

Check all Program Infonnation Authorized thatAnnlv 

• Medicaid or the State children's health insurance All eligibility information unless 
program (SCfilP), admmistered by a State or local parents elect not to have 
agency authorized under titles XIX or XXI of the Social information disclosed. 
Security Act. 
Specify Program: 

• State health program other than Medicaid/SCHIP, Eligibility status only; consent 
administered by a State agency or local education not required 
agency. 
Specify Program: 

• Federal health program. other than Medicaid/SCBIP No eligibility information unless 
Specify Program: parental consent is obtained. 

• Local health prqgram No eligibility information unless 
Specify Program: parental consent is obtained. 

• Child Nutrition Program under the National School All eligibility information; 
Lunch Act or Child Nutrition Act consent not required. 
Soecifv Program: 

• Federal education program Eligibility status only; consent 
Soecifv Program: not required. 

• State education program administered by a State agency Eligibility status only; consent 
or local education agency not required. 
Specify Program: 
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, 
without parental consent. Parental consent must be obtained to disclose ariy additional eligibility 
information. Section 9(b )( 6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and 
given opportunity to elect not to have information disclosed. Social security numbers may only be 
disclosed ifhouseholds are given notice of the disclosure and the uses to be made of their social security 
numbers as required by Sec. 7 of the Privacy Act. 

C. Responsibilities 

Kenton Councy Board of Education will: 

When required, secure parents/guardians consent prior to any disclosure not authorized by the National 
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving 
agency and made available to the detennining agency; 

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity 
for parents/guardians to elec.t not to have information disclosed; 

Disclose eligibility information only to persons directly connected to the administration or enforcement of 
programs authorized access under the National School Lunch Act or regulations under the Act or to 
programs or services for which parents/guardians gave consent. 

__ will: 

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected 
with the adminislration or enforcement of the (program) and whose job responsibilities require use 
of the eligibility information will have access to children's eligibility infonnation. 

Use children's free and reduced price eligibility information for the following specific purpose(s): 

Describe: 

Click here to enter text. 

Inform all persons that have access to children's free and reduced price meal eligibility information that the 
infonnation is confidential, that children's eligibility information must only be used for purposes specified 
above, and the penalties for unauthorized disclosures. 

Protect the confidentiality of children's free and reduced price meal or free milk eligibility information as 
follows: 
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Click here to enter text. 

Specifically describe how the infonnation will be protected from unauthorized uses and further disclosures. 

Click here to enter text. 

D. Effective Dates 

This agreement shall be effective during the dates of duration for the audit/evaluation. 

E. Penalties 

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not 
authorized by Federal law (Section 9(b )( 6)(C) of the National School Lunch Act; 42 USC 17 5 8(b )( 6)(C)) 
or regulation, any infonnation about a child's eligibility for free and reduced price meals or free milk shall 
be fined not more than a $1,000 or imprisonment of not more than 1 year or both. 
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F. Signatures 

The parties acknowledge that children's free and reduced price meal and free milk eligibility infonnation 
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price 
meal and free milk information or further disclosure to other persons or programs is prohibited and a 
violation of Federal law which may result in civil and criminal penalties. 

Requesting Agency/Program Administrator 

Typed or Printed Name:-~---------------

Title: ---------------'Phone:--~-----

Signature: __________________ Date: ________ _ 

Determining Agency Administrator 

Printed Name:~~---~-~------~------
Title: _____ ~-------~Phone:-------~-

Signature: __________________ Date: ________ _ 

*Any attachments will become part of this agreement. 
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Exhibit B: KENTON COUNTY BOARD OF EDUCATION 
CONTRACTOR'S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT 

Contractor 

Contractor's employee or contractor name __ ""'Ti=tl=e: __ 

Address __ ...,Ph=o=ne,.__ __ 

I understand that the perfonnance of my duties as an employee or contractor, of a contractor for the 
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential 
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or other 
federal or state law); and, that! am required to maintain the confidentiality of this infonnation and 
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to 
the following: 

• I will not pennit access to confidential information to persons not authorized by the KCBOB and 
its contractor. 

• I will maintain the confidentiality of the data or information. 
• I will not access data of persons related or known to me for personal reasons. 
• I will not reveal any individually identi:fiable information furnished, acquired, retrieved, or 

assembled by me or others for any purp~se other than statistical purposes specified in the 
KCBOE survey, project, or proposed research. 

• I will report, immediately and within twenty-four (24) hours, any known reasonably believed 
instances of missing data, data that has been inappropriately shared, or data taken off site 

o to my immediate supervisor, Associate Commissioner, and 
o to the Division of Human Resources ifl am a KCBOE employee or 
o to the KCBOE Office for whom I perform work under the contract if! am a KCBOE 

contractor or an employee of a KCBOE contractor 
• I understand that procedures must be in place for monitoring and protecting confidential 

information. 
• I understand and acknowledge that FERP A-protected infonnation obtained under provisions of 

Family Educational Rights and Privacy Act of 1974 (FERP A) as a KCBOE contractor's 
employee or contractor ofKCBOE is confidential information. 

• I 1U1derstand that FERP A protects information in students' education records that are maintained 
by an educational agency or institution or by a party acting for the agency or institution, and 
includes, but is not limited to the studenfa name, the name of the student's parent or other family 
members, the address of the student or student's family, a personal identifier, such as the student's 
social security number, student number, or biometric record, other indirect identifiers, such as the 
student's date ofbirth, place of birth, and mother's maiden name, and other infonnation that, alone 
or in combination, is linked or linkable to a _specific student that would allow a reasonable person 
in the school community, who does not have personal knowledge of the relevant circumstances, 
to identify the student with reasonable certainty. 

• I understand that any unauthorized disclosure of confidential information is illegal as provided in 
FBRP A and in the implementing offederal regulations found in 34 CFR, Part 99. The penalty 
for unlawful disclosure is afme of not more than $250,000 (under 18 U.S.C. 3571) or 
imprisonment for not more than five years (under 18 U.S.C. 3559), or both. 

• I understand and acknowledge that children's free and reduced price meal and free milk eligibility 
information or information from the family's application for eligibility, obtained under provisions 
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of the RichardB. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child 
Nutrition Act of 1966 ( 42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these 
Acts, is confidential infonnation. 

• I understand that any unauthorized disclosure of confidential free and reduced price lunch 
information or information from an application for this benefit is illegal as provided in the 
Richard B. Russell National School Lunch Act ( 42 U.S.C. 17S 1 et seq)(NSLA) or Child Nutrition 
Act of 1966 ( 42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, 
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than 
$1,000.00 (under 7 C.F.R. 245 .6) or imprisonment for up to one year (under 7 C.F.R. 245.6), or 
both. 

• I understand that KRS 61.931 also defines "personal information'' to include: 
o an individual's first name or first initial and last name; personal mark; or unique 

biometric or genetic print or image, in combination with one (1) or more of the following 
data elements: 

o An account number, credit card number, or debit card number that, in combination with 
any required security code, access code, or password, would permit access to an 
account;(b) A Social Security number; 

o A taxpayer identification number that incorporates a Social Security numbel'; 
o A driver's license number, state identification card number, or other individual 

identification number issued by any agency; 
o A passport number or other identification number issued by the United States 

government; or 
o Individually identifiable health information as defined in 45 C.F.R. sec. 160.103, except 

for education records covered by the Family Educational Rights and Privacy Act, as 
amended, 20 U.S.C. sec. 1232g. 

• I understand that other federal and state privacy laws protect confidential data not otherwise 
detailed above and I acknowledge my duty to maintain confidentiality of that data as well. 

• I understand that any personal characteristics that could make the person's identity traceable, 
including membership in a group such as ethnicity or program area, are protected: 

• In addition, I understand that any data sets or output reports that I may generate using confidential 
data are to be protected. I will not distribute to any unauthorized person any data sets or reports 
that I have access to or may generate using confidential data. I understand that I am responsible 
for any computer transactions performed as a result of access authorized by use of sign 
on/password(s ). 

Contractor's employee or contractor signature 

Contractor's authorized agent signature 
Contractor's authorized agent name (typed) 

Date 

Date 
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Exhibit C: 

Please describe the measures you take to ensure the protection of PII released to you. If you have a 
policy, please attach or copy/paste here as Exhibit C. 

Click here to enter text. 

\. 
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;ExhibitD: 

Please use the space provided to describe the methods used to destroy all confidential data at the 
completion of your work. Plpase specify the date of destruction. If you have a policy that describes it can 

be attached as Exhibit D. 

Click here to enter text. 
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Exhibit E: In alphabetical order by last name, provide infonnation for those persons designated as data 
custodians. This should include anyone with access to confidential data. A designated primary and 
secondary data custodian are required and a minimum of four is requested. Attach if more space is 
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian. 

Primacy Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Secondary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

All Other Data Custodians 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 
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AppendixD 

Sample Security Breach Notification Letter 

Date 

Dear Recipient Name: 

. We are contacting you because we have learned of a serious data security incident that occurred 
on (specific or approximate date) OR between (date, year and date, year) that involved some of 
your personal Information. 

The breach involved (provide a brief general description of the breach and include how many 
records or people it may have affected). The information breached contained (customer 
names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.}. Other 
information (bank account PIN, security codes, etc.) was not released. 

We are notifying you so you can take action along with our efforts to minimize 
or eliminate potential harm. Because this is a serious incident, we strongly 
encourage you to take preventive measures now to help prevent and detect any 
misuse of your information. We have advised the three major U.S. credit 
reporting agencies about this incident and have given those agencies a general 
report, alerting them to the fact that the incident occurred, however, we have 
not notified them about the presence of your specific information in the data 
breach.* 

(Optional paragraph if offering credit protection service.**) 

To protect you we have retained (name of identity theft company), a specialist in identity theft 
protection, to provide you with_year(s) of (description of services) services, free ofcharge. 
You can enroll in the program by following the directions below. Please keep this letter; you 
will need the personal access code it contains in order to register for services. 

As a first preventive step, we recommend you closely monitor your financial 
accounts and, if you see any unauthorized activity, promptly contact your 
financial institution. We also suggest you submit a complaint with the Federal 
Trade Commission (FTC) by calling 1-877-1D-THEFT (1-877-438-4338) or online 
at https:l/www.ftccomplaintassistant.gov/ 
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As a second step, you also may want to contact the three U.S. credit. reporting 
agencies (Equifax, Experian and TransUnion) to obtain a free credit repor.t 
from each by calling 1-877-322-8228 or by logging onto 
www.annualcreditreport.com. · 

Even if you do not find any suspicious activity on your initial credit reports, the 
FTC recommends that you check your credit reports periodically. A victim's 
personal information is sometimes held for use or shared among a group of 
thieves at different times. Checking your credit reports periodically can help you 
spot problems and address them quickly. 
You also may want to consider placing a security freeze on your credit files. A 
freeze prevents an authorized person from using your personal identifying 
information to open new accounts or borrow money in your name. 

You will need to contact the three U.S. credit reporting agencies to place the 
security f~eeze. The fee is $10 for each cre<!it reporting agency. The agencies 
may waive the fee if you can prove that identity theft has occurred. Keep in 
mind that when you place the freeze, you will not be able to borrow money, 
obtain instant credit, or get a new credit ~ard until you temporarily lift or 
permanently remove the freeze. 

To obtain a security freeze, contact the following 

agencies: Equifax: 1-888-298-0045; web: 

www.freeze.equifax.com 
TransUnion: 1-800-680-7289; web: www.transunion.com (search for 
security freeze) Experian: 1-888-EXPERIAN; 
www.experian.com/freeze.com 

For more information, see the website for the Oregon Department of 
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and 
click on 1'How to Obtain a Security Freeze." 

If you have further questions or concerns, you may contact us at this special 
telephone number: 000- 000-0000. You can also check our website at 
www.ourwebsite.org for updated information. 

Sincerely, 

* Reporting to credit agencies is required only for breaches affecting 1,000 or 
more persons. 
** Not required under ORS 646A.600-646A.628. 
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Determined 

• 
• 
• 
D 
D 
D 

D 

• 
• 

Agency Name: 

Agency Conti ct: 

AppendixE 

Determined Breach Notification Form 

Section 1 
Com lete and submit within 72 hours of determination or notification, 

Finance Cabinet Secretary 
Auditor of Public Acrounts (APA) 
Kentucky State Police (KSP) 
Attorney General (AG) 
Commissioner of Department of Library and Archives, if breach determined 
Chief Information Officer of Commonwealth Office of Technology 
If Department of Local Government under KRS 61.931(1}(b} or (c) also contact: 

Commissioner of Department of Local Government 
If Public School District listed In KRS 61,931(1)(d) also contactt 

Commissioner of Kentucky Department of Education 
If Educational entity listed under KRS 61,931(l)(e} also contact: 

President of Council on Postsecondary Education 

Agency Contact Email: 

Agency Contact Phone Number: 

Date of Notification to Agencies: Time of Notification: 

Date Breach Determined: 

Section2 

FAC•ODl 
Efloctlvo D,tet D!/01/20!5 

Complete this portion after the conclusion of the investigation regarding whether the Security Breach has resulted In or 
is likely to result in the misuse of personal Information, Provide notice to agencles Within 48 hours of completing 
Investigation, 

Personal Information Breached: OYes ONo 

lfVes,Explain: -------------------------------
Total Number of Individuals Impacted: Date Individuals Notified: 

Type of Notices Sent Out (select all that apply and provide explanatlons): 

D Web Posting: D Email: 

D Local or Regional Media: D Telephone: 

D letter: D Other: 

Did You Notify Consumer Credit Reporting Agencies? OYes ONo If Yes, Date: 

Any Other Breach Compliance Requirements Apply such as Federal? D Yes ONo 

lfYes, Explain: 
--------------------------------Page 1of2 
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Third Party Breach: OYes ONo 

If Yes, Third Party Name: 

lfThlrd Party Involved, When Did They Notify the Agency: 

FAC-0D1 
Effedlve Date: D1/01/1015 

-----------------
If a delay then please attach the delay notification record along with supporting documentation. Was there a 
delay due to: 

• Law enforcement Investigation. Reference to KRS 61.933 (3)(a) 
• An agency determines that measures necessary to restore the reasonable Integrity of the data system 

cannot be implemented within the timeframe establlshed and will delay the breach determination. 
Delay will need to be approved In writing from the Office of the Attorney General. Reference to KRS 
61.933 (3)(b) 

• 
Sectlon3 

Complete and submit at the concluslon of the Investigation and an notice and resolution recess, 

Actions Taken to Resolve Breach: 

Actions Taken to Prevent Additional Security Breaches In Future, If any: 

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Securi.ty Breaches: 

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach: 

Reference: 
l(RS 61,931 to 61.934- http;//www.lrc.ky.goy/Statutes/statu~.aspx?jd=43575 
l(RS 42.726- http:{/www.lrc.ky.gov/Statutes(statute.aspx?id=43580 
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AppendixF 

Delay Notlfloatlon Record 

All documentation In reference to the delay should be attached to the notification record. 

Agency Name: 

FAC·F002 
Eff•d lvo Dato: 01/01/2015 

3•d Party Name, If applicable: ________________________ _ 

Agencies are to use this form to record Information : 

D If a law enforcement Investigation has delayed the notlrlcatlon process for a breach determination. 
Reference to KRS 61.933 (3)(a) 

Dale Law Enforcement Notified Agency; ------------------'-----

Law Enforcement Agency: 

D If an agency determines that measures necessary to restore the reasonable Integrity of the data 
system cannot be Implemented within the tlmeframe established and v,ill delay the breach 
determination. Delay v,ill need to be approved In writing from the Office of the Attorney General. 
Reference to KRS 61 .933 (3)(b) 

Date Submitted to Office of Attorney General: 

Date Approved by the Office of Attorney General: __________________ _ 

The agency wlll submit form FAC--001 as required by KRS 61 .933 if law enforcement has not contacted it 
within seventy-two (72) hours of a determined breach. 
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