G E Issue Paper

sunty School District IIt.rab'out]lELEyff

DATE:
5/24/2021

AGENDA ITEM (ACTION ITEM):
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for
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HISTORY/BACKGROUND:

District Staff have reviewed and selected two (2) online video courses that best meet the
intentions of this annual training requirement. Both videos are assigned to all District
Staff to review at the beginning of the fiscal year through the SafeSchools Training
System. The Technology Department has prepared a training class to me included with
the annual PGA Program this year. This course provides Best Practice Guidelines for
use with District technology and confidential information.
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RECOMMENDATION:
Receive the Annual Data Security and Breach Notification Best Practice Guidelines for

use with District technology and confidential information.
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Chris Setters, Technology Director
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Kenton County School District
Data Security and Breach Notification Guidebook
As of October 7, 2016

Board Policy - Records Management 1.61

The Kenton County School District Administration shall acknowledge to the Board of
Education in a public meeting prior to August 31% of each year that the District has reviewed
the Data Security and Breach Notification Best Practice Guide and implemented best
practices that meet the needs for reasonable security protection over personal information.

Personal Information is defined as an individual’s first and last name or first initial and last
name; personal mark; or unigue biometric or genetic print or image, along with any of the
following data elements:
e Account number, credit or debit card number, that, in combination with any required
security code, access code, or password would permit access to an account;

o Social Security number;

o Taxpayer identification number that incorporates a Social Security number;

e Driver’s license number, state identification card number, or other individual
identification number issued by any agency;

e Passport number or other identification number issued by the United States
government; or

¢ Individually identifiable health information as defined in 45 C.F.R. sec. 160.103
(Appendix A) except for education records covered by the Family Educational Rights

and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix B)

Security Breach is defined as an unauthorized acquisition, distribution, disclosun;e,
destruction, manipulation, or release of unencrypted or unredacted records or data that
compromises or is reasonably believed to compromise the security, confidentiality, or
integrity of personal information and results in the likelihood of harm to one or more
individuals; or the release of encrypted records along with the key or process necessary to
unencrypt the records.




B KRS 61.931 ~ House Bill 5

Procedures and practices to safeguard against security breaches must be implemented by any
entity that maintains or possesses personal information in accordance with applicable KRS

and federal laws.

For any contracts involving personal information that are entered into or amended after
January 1, 2015, specific language requiring protection of the data must be included. The
following Memorandum of Understanding was developed by the Kenton County School
District legal counsel and shall be utilized with all software purchases:

Memorandum of Understanding — See Appendix C

The following guidelines were prepared around thrée major areas of consideration as
identified by the Kentucky Department of Education:

e Protection and Prevention
e Preparation for Notification
e Notification



Protection and Prevention

All District employees are charged with protecting the confidentiality of personal information
whether it pertains to customers, employees, parents, or students. The basic premise is to
remain vigilant in the safekeeping of all paper records and all electronic records. Employees
are encouraged to collect the minimum amount of personal information necessary to
accomplish the given task and retain the information for the minimum time required by law.

The following Kenton County School District departments are identified and charged with the
use, maintenance, and safeguard of records which contain personal and confidential
information:

e Personnel

e Student Support Services

e Finance

e Technology

o Special Education

e Preschool

e Food Service

e Transportation

e Support Operations

e School Level Office Staff

e Nursing Services

There are many departments and employees that come into contact with and use
information that can be considered personal and confidential. As such, all district employees
will be provided a brief overview and basic training in order to strengthen our coverage and
safeguard the protection of restricted personal records from unauthorized personnel.

Each department shall inventory all records which contain very personal and restricted
information which must be considered for appropriate protection. These records shall be
reviewed periodically (annually at a minimum) in order to determine the rights and privileges
of district staff that have primary responsibility to utilize the restricted personal information.
More importantly, the district staff charged with maintaining the records shall adhere to
strict guidelines which are designed to protect the restricted information reflected in the

documents.




The following guidelines are to be utilized by all district staff responsible for the safeguarding
of personal and restricted information: '

» Maintain an inventory of all electronic and paper records that contain personal
information

e Classify information contained in all restricted records according to sensitivity and
level of risk if that information was accidentally or intentionally accessed by anyone
without a need to know

» Strictly adhere to the records retention requirements for all sensitive records

* Supervisors shall annually assess the access rights afforded to district staff as it
pertains to restricted files and data bases

¢ Whenever practical, all high-risk information shall use data encryption to protect the
sensitive files in combination with host protection and access control

» Remove rights and access privileges immediately upon severance of employment for
employees that have the responsibility to use and maintain sensitive files; retrieve all
keys and building access control devices; remove all staff from security alarm code
systems

s All employees shall have an annual awareness training regarding the importance of
protecting and safeguarding restricted personal information contained in paper files
and electronic data bases; the annual training shall also include a comprehensive
review of Data Security and Breach Notification Best Practice Guide.

s Al employees shall review the following awareness training videos located on the
Safe Schools Training Site:
- Cybersecurity Overview
- Protection Against Malware
- FERPA: Confidentiality of Records

e Use strong passwords or pass phrases and change them frequently

» Keepa passwbrd, PIN, or pass code on all devices including laptops, tablets, and smart
phones

s Require all contract vendors that utilize personal information on behalf of the school
district to sign and adhere to the guidelines established in the District Memorandum
of Understanding; all MOU’s must be maintained and renewed annually

» Each district staff member that is charged with the maintenance or access to personal
restricted information shall adhere to appropriate office maintenance requirements
designed to protect access to confidential records throughout the course of the work
day and after work hours
- Only print files or records that contain restricted personal information if necessary
- Never leave restricted files on common space printers or copiers




- Never leave restricted files on desk top computer screens or printed files laying on
the desk surfaces when you are away from the work space )
- File all confidential information in securely fastened spaces when not in use
- Properly manage and control all confidential conversations
'~ Pay attention to confidential information being displayed on monitors in an open
setting o
Establish language for solicitation of Request for Proposais that reflects the desired
restrictions and controls necessary to safeguard personal restricted information to be
utilized as part of the third-party work




Preparation for Notification of Affected Individuals

In the event there is a suspect data breach, the Kenton County School District will initiate the
appropriate response plan. The Preparation for Notification of Affected Individuals was
prepared using elements from the Best Practice Guide and pertinent data breach legislation.
The Director of Technology shall be the Lead agent for the District and assume responsibility
for the coordination of all internal investigation and notification procedures. The process for
investigating a potential data breach is outlined in the following procedures:

1) The lead staff member charged with managing the breach of data security process
shall be Chris Setters (Director of Technology). ‘

2) The lead staff member shall immediately notify the Superintendent of Schools
regarding any data breach incident.

3) The Superintendent of Schools shall notify District legal counsel regarding any data
breach incidents.

4) The lead staff member shall engage the District Safety and Security Officer to assist
with the investigation.

5) The lead staff member shall work with the departmental supervisor to ascertain the
scope of the data breach as well as the schedule of affected individuals for the
notification process.

6) Notification to affected individuals whose unencrypted personal information have

been, or are reasonably believed to have been, acquired by an unauthorized person
shall be prepared and disseminated within 35 days in accordance with House Bill 5. A
_ draft notification letter to individuals is found in Appendix D.

7) Outside law enforcement agencies with expertise in iﬁ\}estigating crimes that involve
technology shall be contacted for advice and assistance with any data breach
incidents. ldentify any and all agencies that may be of assistance with an
investigation and secure contact information in the case of a data breach incident.

8) Immediately assess and prepare strategies to contain, control, and correct any data
security breach incidents. Document any issues discovered and response actions
taken. ,

9) Perform a thorough review of the actions and flaws with the District data security
platform leading up to the data breach. Make any necessary adjustments to the
structure in order to prevent future incidents.

10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience
and cyber-security practices.




Notification

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data
breaches. KRS 61.931, ET SEQ. (HB 5), Kentucky School Districts are required to notify both
the individual of a breach and various state officials. House Bill 5 addresses the safety and
security for personal information held by public agencies and requires public agencies and
nonaffiliated third parties to implement, maintain, and update security procedures and
practices, including taking any appropriate corrective action to safeguard against security

breaches.

House Bill 232 requires consumer notification when a private party data breach reveals
personally identifiable information. This bill also requires cloud computing service providers
contracting with educational institutions to maintain security of student data. The District
Technology Coordinator shall assume responsibility for approving and finalizing all cloud
based service provider agreements.

The District Technology coordinator shall utilize the following forms developed by the
Commonwealth Office of Technology for use in the event of a breach or a suspected breach of
data.

e Data Breach Notification Form FAC-001 —See Appendix E

e Delay of Notification Form FAC-002 — See Appendix F

provide those affected individuals with an opportunity to take appropriate actions to
mitigate the personal damage from potential identity theft or other harm. The following
guidelines were established by the Kentucky Data Breach legislation:

e Prepare a description of the categories of information that were subject to the
security breach, including elements of personal information that were believed to be
acquired;

e Contact information for the notifying agency, including the address, telephone
number; ’

o A description of the general acts of the agency, excluding disclosure of defenses used
for protection of information from the following sources about steps the individual
may take to avoid identity theft, for:

- The major consumer credit reporting agencies;




- The Federal Trade Commission; and
- The Office of the Kentucky Attorney General

The data breach legislation that went into effect in January 2015, each District has a total of
35 days from the time of their formal notification of agency contacts to notify all individuals
impacted by the security breach. If the internal investigation leads to a reasonable conclusion
that an unauthorized person through criminal activity may be involved in the data breach
then the local law enforcement should be notified.

The appropriate State staff should be notified within 48 Hours if the investigation finds that
the misuse of personal information has occurred or is likely to occur. The length of the
investigation is not established by this bill and will vary with each incident.

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form
FAC-001 to KDEDataBreachNotification@Education.ky.gov and to the following agencies as
required by KRS 61.933:

e Attorney General’s Office

e Auditor of Public Accounts

e Finance and Administration Cabinet

e Kentucky State Police

e Kentucky Department of Library and Archives

e Commonwealth Office of Technology

The Department of Data Breach Notification at the Kentucky Department of Education will
provide the most current contact information for each State agency representative. If the
investigation involves law enforcement officials and prevents the full disclosure of
information to the Department, then form FAC-002 shall be utilized as required by KRS
61.933. The investigation shall be conducted in a reasonable and prompt manner in order to
determine whether the security breach resulted in or is likely to result in the misuse of
personal information



Appendix A

Depariment of Health and Human Services §160.103

this subchapter apply to the following
entities:

(1) A health plan.

(2) A health oare clearinghouse,

(8) A health care provider who trans-
mits any health information in eleo-
tronio form 1n conneotion with a trans-
aotlon covered by this subohapter,

(b) Where provided, the standards, re-
quirements, and implementation speoi-

floations adopted under this subchapter

apply to a business assoolate.

(c) To the extent required under the
Soolal Seourity Act, 42 U.8.0, 18202~
7o(2)(5), nothing in this subchapter
shall be construed to diminish the au-
thority of any Inspeotor General, in-
oluding such authority as provided in
the Inspector General Aot of 1978, as
amended (6 T.S.0. App.).

(656 TR 02788, Deo, 20, 2000, as amonded ab 07
TR 53268, Aug. 14, 2003; 78 FR 5687, Jan, 25,
2013]

$160.103 Definitions,

Except as obherwise provided, the fol-
lowing definitions apply to this sub-
chapten: :

Act means the Soofal Seourity Act.

Administrative simplification provision
means any requirement or prohibition
established by:

(1) 42 U.B.0. 1820d-1320d-4, 13204-7,
13204-8, and 13208-9;

(2) Seotion 264 of Pub. L. 104-181;

(3) Sections 13400-13424 of Public Law

111-5; or

(4) This subchapter.

AL] means Administrative Law
Judge.

ANSI gtands for the Amerloan Na-
tional Btandards Institute,

Business assodiete; (1) Exoept ag pro-
vided in paragraph (4) of this defini-
tlon, business assoolate means, with re-
speot to & oovered entity, & person who:

(1) On behalf of guch covered entiby
or of an organized health oars arrabge-
ment (a8 defined in this seotion) in
which the oovered entity partioipates,
but other then in the capacity of a
member of the workforce of such cov-
ered entity or arrangement, oreates,
recelves, maintalns, or transmits pro-
teoted health information for a func-
tion or activity regulated by this sub-
chapter, including olaims prooessing or
administration, data analysis, prooc-
essing or administration, ubilization

review, quality assurance, patient safe-
ty aotivities listed at 42 OFR 8.20, bill-
ing, benefit management, practice
management, and repricing; or

(i1) Provides, other than in the capao-
ity of a member of the workforee of
such oovered entity, legal, actuarial,
acocounting, oonpulting, date aggrega-
tion (as defined in §164.601 of this sub-
chapter), management, administrative,
aooreditation, or finaneial services to
or for such covered entity, or to or for
an organized health oare arrengement
in which the covered entity partioi-
pates, where the provision of the serv-
{06 involves the disclosure of protectad
health informabion from such covered
entity or arrangement, or from another
business assooiate of such oovered enti-
ty or arrangement, to the person.

(2) A covered entity may be a busi-
ness assoolate of another covered entl-
by,

'3y Bust tniad

(1) A Health Information Organiza-
tion, E-prescribing Gateway, or other
person that provides date transmission
services with respect to protected
health information to a covered entity
and that requires access on & roubine
basis to such protected health informa-
tion.

(i1) A porson that offers a personal
health record to one or more individ-
uals on hehalf of & covered entity.

(111) A suboontractor that creates, re-
oeives, maintains, or transmits pro-
teoted health information on behalf of
the business assoolate.

(4) Business associoia does not include:

(i) A heelth oare provider, with re-
speot tio disclosures by & coverad entity
to the herlth oare provider conoerning
the treatment of the individual.

(11) A plan sponsor, with respeot to
disclosures by a group health plan (or
by & health insurance issuer or HMO
with respact to 2 group health plan) to
the plan sponsor, to the extent that the
requirements of §164.604(f) of this sub-
chapter apply and are met.

(111) A government agenoy, with re-
speot to determining eligibility for, or
enrollment in, & government health
plan that provides public benefits and
is administered by another government
agenoy, or colleoting protected health
information for such purposes, to the
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§160.103
extent such activities ars authorized
hy

lav.

(iv) A oovered entity partloipating in
an organized health oere arrangement
that yerforms a function or activity as
degoribed by paragraph (1)(1) of this
definition for or on behalf of auch orga-
nized health care arvangesment, or that
provides & service as desoribed in pare-
graph (1)(1) of this definition bo or fox
such organized health omre arrange-
mont by virtue of msuoh sotivitles or
gervices,

Givll money pencliy or penally means
the amount determined undeyr §160.404
of this part and includes the plural of
thege terms,

OMS stands for Centors for Medioare
& Medioaid Bervioss within the Depart-
ment of Health and Human Services,

dompliance date means the date by
which o oovered entity or business as-
sooiate murt comply with a standard,

imph tatlion speolfioati rogquire-
ment, or modification adopted under
this suhohapter.

Covered entity means:

(t) A Tealth plan,

{2} A henlth care clenringhouse,

(3) A health orre provider who drans-
mits any health information in eleo-~
tronte form in connecblon with a trans-
aotion covered by this subohapter.

Disclosure means the release, trans-
far, provision of access to, or divulging
in any maoner of information outside
the entity holding the information.

EIN stands for the employer identl-
fioaion number assigned by the Inter-
el Revenue Servics, U.S, Department
of the Treasuyy. The HIN is the tax-
payer identifying numher of an indi-
viduel or other entiby (whethoer ox not
an employer) assigned under ons of the
following:

(1) 36 U.8.0. 6011(h), which 1s the por-
tlon of the Internal Revenue Code deal-
ing with identlfying the taxpayer in
tax rotwrns and statements, or oor-
vesponding provisions of priorlaw,

(2) 26 1.8,0. 8109, which 1s the portion
of the Internal Revenue Oode dealing
with identifying numhers in tax re-
turns, statements, and other required
doouments.

Flachonic media means;

(1) Elsobronle storage material on
which data 18 or may he recorded elec-
tronically, including, for exampls, de-

45 CFR Suptitle A (10~1-15 Edtiion)

vioes In compmbers (hard drives) and
any ramoveble/transportalble dalgital
memory medlum, such a8 magnatic
tape or disk, optioal disk, or digitel
mexory oard;

(%) Transmisslon medis used to ex-
change information already in elec-
tronlo storage wmedia. Transmission
medie includs, for example, the Inter-
net, extranet or intranet, leased iines,
dial-up lines, private networks, and the
physloal movenent of rexovable/trans-
yortable elactronio stoxage media, Jor-
taln transmissions, including of paper,
via faosimile, and of volos, vie tele-
phone, are not oonsidered fo be trans-
missions via electronic media if the in-
formetion belng exchanged did not
exist in electronio form immediately
vefors the transmission.

Fleotronip protectad health information
means information that comes within
paragraphs (1)) or (1)(11) of the defini-
tlon of protecied healih informaiion es
spooified in this seation,

Employer 18 defined as it is in 26
U.8.0, 8401(8).

Family member means, with respact o
an individual:

(1) A dependent (a8 suoch term s de-
fined in 46 OFR 144.108), of the indi-
vidual; or

(2) Any other person who Is a fivat-de-
gres, second-Gegree, third-degree, or
fourth-degree relative of the Individual
or of & dependent of the Individual.
Rslatives by affinibty (such as by mer-
riage or adoption) are treated the same
as relatives by consanguinity (thet I8,
relatives who share e common biologl~
cal ancestor). Tn determining the de-
gree of the relationship, relatives by
Jess than Ml oonsanguinily (such as
half-siblings, who share only one par-
ent) are treeted the same as relatives
by full oonsanguinity (such as siblings
who share both paxents).

1) First-degree relatives inolude par-
ents, spouses, aiblings, and ohildven,

(i1} Second-degree relatives inolude
grendparents, grandohlldren, annts,
unocles, nephews, and nieoes,

(ift) 'Third-degree relatives include
graat-grandparents, great-grand-
ohildren, great sunts, great uncles, and
flxst oouslns.

(iv) Fourth-depree relatives Inolude
great-great grandparents, great-great
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Depadment of Health and Human Sepvices §160.103

grandohildren, snd children of flrst
cousins,

Q@engtio information means:

{1) Bubject to pavagraphs (3) and (8)

! of this definition, with respect te ax in-
dividual, information nhont:

(1) The Individual’s genetio tests;

(i) The genetio tests of family mem-
vers of the individual;

{itf) The manifestation of & dissase oy
disorder in family members of such In-
dtvidual; ox

¢iv) Any requost for, or recsipt of, ge-
netic services, or participation in clin-
joal yesearch which includes genebio
servioss, by the individual or any fam~
1ly member of the 1ndividual.

Any 1 m this suhochapt

pondents dixestly or through Insur-
ance, rejmbursemend, or otherwise,

(1) Has 50 or more particlpants (as de-
fined in seotion 3(7) of BRISA, 20 T.8.0.
1002(7)); or

(2) Is adminiatiered by an entlby other
than the smployer thet established and
maintains the plan.

HHS stands for the Department of
Hoalth and Human Services.

Heelih core maans oaxs, services, or
supplies related to the hoalth of an in-
dividus)l. Healih cora inoludes, bub is
not Hmited to, the following:

(1) Preventive, diagnostic, thera-
peutio, rehabilitative, maintenancs, or
palliative care, and counseling, servloe,

to tio fnf ning an
individuel or family member of an indi-
vidual shell inolude the tio infor-

or proosdurs with
to the physiocal or mental condition, or
tional status, of an Individusl or

mation off

(1) A fetus carrled by the individual
or family member Who i8 & pregnant
woman; and

(i1) Any embryo legally held by an in-
dtvidual or family member ubilizing sn
as9isted reproductive technology.

{3) Genotia information exclndes in-
formation aboub the sox or age of any
Individual,

Genetio services means:

(1) A genetio fest;

(2) Genetio counseling (inolu:lmg ob~
teining, 4 . OF ge~
netic information); or

(3) Genetic eduoation.

Gengtic fest menns an analyris of
human DNA, RNA, Chrolnosomes, pro-
telns, or metabolites, if the analysls
deteots genohypas, muta.btona, or chro-
teat does
not molude an analysis of proteins or
metabolites that is diveotly xelated to
& Mmanlfested diseass, dlsorder, or path-

ologlonl condibion.

Group healih glon (@lso ses definttion
of healtit plan In this section) meaus an
employes welfare benefit plan (as de-
fined in section 3(1) of the Employee
Retirement Inocoms and Security Aot of
1974 (BRISA), 20 U.8,0. 1002(1)), inolud-
ing insured and self-insured pleus, to
the exten$ that the plan provides med-
loal care (as defined in sectlon
2181(a)(2) of the Public Health Service
Aot (PHR Aot), 42 U.8,0. $0022-91(a)(2)),

- tneluding items and services paid for as
mediosl cara, to emplayees or thelr de-

tha,t affects the struoture or function
of bhe body; and

(3) Sale or dispensing of & drug, de-
vice, equipment, or other ifem in ac-
oordanae with & presoription,

Health oere clearinghouss IMeans 3
public or private entity, including a
billing service, repricing oompany,
oommunity health management infor-
mation system or community heslth
information system, and “value-added”
networks and switches, that does ei-
ther of the following functions:

(1) Processes or faoilitates ths proc-
esning of health information received
from anobher entity in a nonstandard
format or containing nonstandaxd data
content into standard date elements or
a stondaxd transaction.

(%) Rooslver a sbendard trausaction
from snother entiby and processes or
faomﬁn.ces the processing of health in-

into nonst d format or
nonsbandexd data content for the re-
celving entity.

Health cere provider yaoens e provider
of servioes (a8 defined in seotion 1861(w)
of the Act, 42 T.S.C. 1395x(u)), & pro-
vider of medioal ox health gervices (as
defined in seoblon 1861(s) of the Aot, 42
T.8.0. 1895%(s)), and any other person
or organization who f bills, or
15 paid for lealth oare in the normal
courge of business.

Health information means sny infor-
mation, inoluding genetio information,
whether oral or recordsd in sny form
or medium, that:
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§160,103

(1) Is oreated or rsceived by a health

care provider, health plan, ypuble

* health authority, smployer, life in-
surer, gohool or university, or heslth
oaxe olearinghouse; and

(2) Relates Yo the past, presens, or fu-
ture physical or mental health or con~
dition of an individusi; the provision of
health onxe to an indlvidual; or the
past, present, or futurs payment for
the provision of health oare to an indi-
vidual. -

Huealth insurance issuey (as defined in
seotion 2791(b)(%) of the PHS Aot, 42
U.8.0, 300gz-91(b)(2) and used in the
definition of kealth ploz in this section)
mesns an fnsurance company, lnsur-
angce sexvioce, or usurance oxganization
(inclading an HMO) that is Ioensed fio
engage in the business of jnsurance In
a State and 18 subjuot to Shate law that
regulates Insurance. Such term does
nob ei;}clude & group health plan.

Health it
(HMO) (an dofived in sestion 2791¢h)(@)
of the PHB Aot, 42 U,8.0, 500ge-81(b)(3)
and used in the definition of Zealth plon
in this seoction) mesns o federally
qualified HMO, an organization raceg-
nized as an HMO under State law, or a
similar organization ragulated for sol-
venoy under State law in the same

menner and. to the same extent as such

an MO,

Health plan means sn individual or
gronp plan that provides, or pays the
cost of, medical care (a8 defined in seo-
tion 4781(s)(2) of the PHS Aot, 42 U.8,0,
800g8-91(a)(2)).

(1) Health plan inoludes the following,
singly or in combination:

(1) A group health plan, as defined in
this seotion,

(31) A health insurance issuer, 43 de-
fined in this gection.
tidm An HMO, ss defined in this seo-

01,

(iv) Part A or Part B of the Medlcare
program under title XVII of the Act.

(v) The Medicald program under titie
XIX of the Act, 42 0.8,0, 1395, al seq.

(vi) The Voluntary Prescription Drug
Benefit Program under Part D of title
XVII of the Act, 42 V.8.0. 1895w~10L
through 1956w-162,

{vi) An issuer of & Medlocare supple-
mental polioy (a8 defined in seotion
1002(eX(1) of the Act, 42 TU.L.O.
13988s()(1)).

45 CFR Sublitle A (10-1~16 Edition)

(viil) An issuer of a long-term oaxe
polioy, excludlng & nursing home fixed
indemnity poliay.

(ix) An employee welfare bensfib plan
or avy other arrangement thab I8 es-
tablished or maintained for the purpose
of offering or providing heelth benefits
Yo the employess of two or morp em-
Tloyars.

(x} 'The health cexe Drogram for uni-
formed gervices under title 10 of the
United Stabes Code,

(x1) The veberans health oave pro-
gram under 98 U.8,0. chapter 17,

(xi1) The Indian Haalth Service pro-
gram under the Indian Health Oare Im-
provement Aot, 26 U.B.0, 1601, ¢t seq.

(xi11) The Federal Hmyloyees Health
Beneflts Program under § U,8.0, 8502,
at e

(dv) An approved State ohild haalth
plan under title XXI of the Aot, pro-
viding benefits for child health assist-
ance that meet the resguirements of
seobion 2103 of the Act, 427.8.0. 1307, et

sed.

(xv) The Medicars Advantage pro-
gram under Part O of titie XVIII of the
Act, 42 U.8.0, 1885w-21 through 18p6w-
20.

{zvl) A high risk poal that 18 & meoh~
anism established under State law to
provide health insurance ooverags or
comparable coverage to eligible indl-
viduals.

(xvii) Any other Individual or group
plan, or combination of individual or
groun plans, that provides ox pays for
the oost of medical care (as defined In
gaotion 2791(a)(2) of the PHS Aoct, 42
TU.8.0. 300z2-81(2)(2)).

(2) Health glan excludes:

() Any polloy, plan, ox program to
the extent that 1t provides, or pays for
the oost of, sxoepted henefits that are
Tsted In seotion 2751(c)(L) of the PHS
Aot;, 42 U.8.0. 300gp-91(c)(1), and

() A government-funded program
(other than ome listed In paragraph
)-(zvl) of this definition):

{A) Whose principal purpose is other
than providing, or peying the cost of,
health caxe; ox

(B) Whose prindipal acbivity is:

(1) The direot provision of health care
to persons; or

(2) The making of grants bo fund the
diveot provision of health care to per-
BOnS,
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Implementatlon  specification  means
speolfio requirements or instrmotions
for implemonting & standerd.

Individuel means the pexson who 18
the suhjeoh of protacted health infor-
mation,

Indivigually identifiable health infor-
meiion is informeation that 18 a subset
of health information, inocluding demo-
graphio information collected from an
individugl, and:

(1) Is oreated or received by a health
care pravider, health plan, employer,
or health cexs clearinghouse; and

(9) Rolates to the past, present, or fu~
ture physloal or mental henlth or con~
dition of an individusl; the provision of
health oere fo en individual; or the
zash, resenb, or futwre paymext for
the provision of health care to an indi-
vidual, end

(1) That {dentifies the indlvidual; or

(1) With xespect to which there is a
reaponable basls to belleve the infor-
mation oan be used to identlfy the indi-
vidual.

{ ion  or dfested Mmesns,
with respact o a disease, disorder, or
pathological condition, that an indf-
vidual has been or could xeasonably be
dlagnosed with the disease, diaorder, or
pathologios] condition by & health cave
professional with eppropriate training
and experbise in the fleld of medicine
involved, For purposes of this sab-
chepter, g disesse, disorder, or patho-~
logical copdition is not manifested If
the alagnosis i8 based prineipally om
genetio information,

Modify ox modification refexs to a
change adopted by the gecretary,
through regulation, Yo a standard oran
implementation spesitioation,

Organized health ceve arrongement
maans:

{1) A olinloally integrated care set-
ting in which individuals byploally re-
ceive heslth oavs from more them one
‘health oare provider;

(2) Aun organized system of heslth
care in which moxre than one ooversd
entity perbticipates and in which the
participating covered antities:

(1) Hold themselves oub to the pubilic
ag pertioipabing in a joint arrange-
ment; and

(i) Partloipate in Joint aobivities
thet inolude ab Jeast one of the fol-
lowing:

§180.103

(A) TDtiljzation zeview, in whioh
health gare decisions by parbioipating
coversd enfifties eve reviewed hy other
participating covered entlbies or by a
thivd party on their behalf,

(B) Quality assessment and improve-
ment activities, in which treabment
providad by partieipating covered enti-
tles 15 assesped hy other participating
covered entities or by a third party on
thelr behalf; or

(0) Payment sotivibies, if the finan-
olal risk for delivering heslth oare 48
ghaved, in part or in whole, by parctici-
pating ooversd entitien through the
JoInt sxrangement and if proteoted
health information oreated or recetved
by a ocovered entity i reviewed by
other partioipating coversd entities or
by & third party on their behalf for the
purpose of administering the sgharing of
finanolal risk.

(3) A group health plan and & health
insurancs issuex or HMO with respeot
to such group health plan, but only
with respeot to protected heglth infor-
mation oreated or received by such
health insuranece isswer or EMO thab
xelates to individuals who are or who
have heen partiocipants or benefiolaries
{n such group health plan;

¢} A grouy health plan and one or
more obher grouyp health plans sach of
‘which axe maintained by the same plan
SDORSOY; OF

(6) The group health plans described
in paragraph (4) of this definttion and
health insurance jssuexs or HMOs with
respeot to such group health ylans, bub
only with respect to protectad health
informabion oreated or recelved by
snoh health jnsurence issuers or HMOs
that relates bo individuals who are or
have been participants or heneficlaries
in any of such group health plans.

Person means a natursl person, brust
or eptate, partmership, oorporation,
professional fobion or corporati
or obher entity, publlo or private.

Proleoted healih fnformation means in-
giivid\xally identifiable health informa-

ons

(1) Breept as provided in parsgraph
(2) of this definifion, that is:

(D) Transmitted by electronie media;

(1) Maintained in electronio madis,

or .
@ity Transmitted or maintained in
any other form or medium.
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$1282g, Family educational and privacy rights
(a) Oondlﬁonl for. nvnﬂnblllty of funds to edu-

sons maldng confidentiel tions and
(4) such racommondations are used solely for
the p for which they wero speoifionlly in-

.. £

and revlow of el § B olfi ln-

tendsn. Buoh walvmz may nol; bo required as a

o, receipt of financlal

formatlon to be mndo ilabl
for acoess to
neas of thme fox such aacass; }wnrlnnl; write
ton explanations by pavents; definitions
(1)(A) No funds shall bs made availahle under
any apploeble program to any eduocational
agenoy or institution whivh has & polioy of de-
nying, or whioh effeati , the
of students who ave or have hoen in attendanon
at o suhaol of puch agency or at such insbibu-
tion, as the oase may be, the right to inspoct
und review the eduontion véoords of their chil-
dren. If any materiul or dnoument in the edu-
oatjon yecord of &
on movre than one student, the paronts of one of

od from, or reoel,ph of any other services or bon-~
ofibs from such agenoy or institution,

(2) No funds shall be mede available undor any
applioable 'em to any educational agency
or institution unless the parents of studonts who
are or have baon in attendance at & sohool of
such agency or at such institution are provided
an opportunity for a heaving by such sgonoy or
institution, in nccordance with regulnblona of
the Seoretaxry, to challenge the content of such
sbudent's eduoation reoords, in order to hmn'a
that the ds are nob &
or otherwise in viclation of the privacy rights or
students, and to provide an opportunity for the
of any puch inaconrate,

such atudents shall have the right to i and
veview only snch part of such material or docu-
ment as relntos to such student or to be In-
formed of the speoific information unnh.i.nad in

suoh part of such materiel. Hach

misleading m: otherwise inappropriate daly con-~
tained therein and to insert into such records a
written explanation of the parents respacting

tho cuntent of snoh racords.
(a) Tox the purposes of this seation the term
ional agency or insttmtdon" means v.ny

agenoy or inatitution shall establish

for the ofu t by por-
ents for access to the eduoation revords of their
children within a reasonsble period of time, but
in no cess mora than forby-dive days aiter the
request has been made,

pubuo or privals agenovy or which is
ﬁhe xenlplnnt of funds nnder any applicable pro-

(4)(A.) Tor the purposes of this section, the
tarm “wducation xaoords" means, exoam A8 MAY

No funds nnder any
shell be meade available to any State educational
agenoy (whether or nat that agency i8 an edu-
cational agenoy or institution under this sec-
tion) that has a po'ﬂoy of denying, or aeffectively

), the p the right to in-
npscﬁ and review um aduon.ﬂon Yeoords main-
tained by the Stato educational agency on their
children who sre or have been in attendanoe at
any school of an educational agenoy or institu-
hmn that is subjeot to the provisions of this sec-

(0 ) The first sentience of subparagraph (A)
phall not operate to malce avallable bo sbudents
in institutions of postsecondary education the
following materinls;

(i) ﬂnnnoln.l ragords of the pm'ents ut ﬁhe
(i) oonﬂdonml lotters and statements of
recommendation, which were placed in the
education racords prior to Jenuary 1, 1075, if
guoh lstbers or stetements ara not used for
purposes other than those for which they were
snanmuan.v intended;
the stmdent has signed & waiver of the
slmdsnb‘n right of access nnder this subsaotion
in acgo:danca with snbparagraph (D), oon-

(I) respecting edmission to any edu-
oztions) agenoy or institution,

(IX) respeoting an appnnn.ﬂnn for employ-
ment, and

(nn respecting the rgceipt of an honor or
honorary racognition,

(D) A atwdent ov & person applying for admis-
slon may waive his right of acasss ta oonfiden-
tial statemonta desarlped in olauss (1ii) of sub-
paragraph (0), except that suoh waiver ehall
spply to recommendations only if (1) the stndent
18, upon request, notified of tlie namos of all per-

be in h (B), those
vecords, fMles, doouments, end other materials
whioh—-
[6) tain 4 tion diravtly related to @
at.mlanl;. and
) ar by an $tanal

or lnacltuhon or by a psréon aoting for such
agenoy or {nskitution.

(B) The term "aducation records" does nob in-
olude—

) ds of i , and
adminiatrative peraonnel md eduoa.tioml por-
sonnel anoillary thereto which aro in the sole
possession of the mekey theraof and which axe
nol nousssible or revealad to any other peraon
exoeph a substitnte;

records maintained by e law enforcement:
unit of the eduontionnl agency or institntion
that weve orvested by that law onmmamsnt
anit for the of law unfl
- (1) in  the oase of pamona w.ho are employe%

\vhu ars not in M‘- snoh agenoy or
institution, rosords mede and meintained in
tho normal course of business which relate ex-
olusively to such person in thet person's ca~
paolty as an employee and are not available
for use for any other purpogs; or

(iv) records on a stu ent’ who In aighteen
yoars of oge or older, or is attunding an insti-
tution of postsecondary edwontion, which arg
maode or mnintnined by & physiolan, psynhln.
trist, peyohologist, or other profes-
sional or paraprofessionel acting in his profes-
slonal or paraprofessional ceproity, or assint-
ing in thet capacity, and which ara made,
maintained, or used only in conneution with
the provision of treatment to the stundent, and
are not: ayailable to anyone other than persons
providing such treatment, except that such

s we s e A eanttn 4t

Lm0



Pags 828 TIPLE 20—EDUCATION 51232g

ds van he 1ly revieved by a yhyst-
olan or other mppropriate professional of the
atudent's choloa.

() Stabs and Inual offiofals or authorlties to
whom guch information is specifically rilowad
to be rep_'ox‘teﬁaor disolonad, pursnant to State

Fotiabs 2dont

(6){4) Tor the 1 of this ton the
ferm *& in tlon* relating to a stu-
dent includes the following: the atudant's nwme,
address, telephone listing, date and place of
birbh, major 1614 of sbudy, partisipation in offt-
ainlly recopnized activities and sports, weight
and helght of members of athletlo teams, dates
ol d i1 nud. s roopived, and
the yopb recent praviaus sduosbional agency or
inatitation atteonded by the student,

(B) Any eduonbions]l agenoy or institution
making vubllo dlvactory informetion shall give
publo notee of the ocatogories of informefion
which it hes designated a3 such information
with respeot to eaoh student atbending the ingti-
tutfon or agenoy and shell allow s yemsonable
ypexiall of time after suck noblos has been glven
fox & parent to inform the fustitutlon or agency
that any or ail of the {nformation designeted
shomid not be releassd without the pavent’s prior
oongend,

(6) For the purposes of thia ponklon, Lhe tewm
“sindent® inolidss any person with xéspsot to
whom an eduoational agency or imstitubion
maintaing education records or psrsonally iden-
titiable tuformation, bub dass nob Inclnde & per-
son who hes nob been in atbendancs at such
agency or ingtitution,

(1) before November 19, 3974, if the allowed
i the juvenila

Js ar
jnstics mystom and suck system's ability to

affaotlvely nerve the student whose records -

are xoleasad, or
1) aftor Novomber 16, 1074, 16—

(D the nllowad xepoxting or digolosure
conoprns the juvendle jnshice systom and
snch system's abiliby to elfectively aerve,
prior to adjudfcation, the student whone
xouords ave released; pnd

QII) the offinials and authorities to whom
such dnformetion i disclosed cextiy In
writing to tho sduortional aganoy o insli-
tabion that the information will neb be
disolosed to any other parby except as yro-
vidad ander State Jaw withoub the prior
x&v:n;cfn congent of the parent of the sbu-

ny,

(¥) organizations condueting gtudiss for, o
on Hehalf of, 1 tos OF Insbits
Hona for the purpose of developing, valideting,
or administering prefivtive tests, administer-
fng student add px , and dmp in-
gbrackion, If such ghudies are conduoted 1
Boch B manner a8 will not permis the pergonal
jdlentitiontion of studants and thair parents by
ofhar than » ttivos of such or~

(b} Rol of sduoatl ds} pevental sons
sent requivement; excepfions; compliance
with Judiclal cxders and subposnas; audit
and evaluation of fedexally-supported aedu-
cation programs; vasoxdkeeping

1) No fands shell be rade aga,ﬂngla u?dar any

gouizations and snch information will be de-
siroyed when no longey neadet {or the purposs
for which it is condaoted;

(@) acorediting organizations In order to
onrry out thelr anorediting funationsy

(H] ta of & & Jext ti of such

applicable program o sny

oy institubion which bas n polley or practios of
P {ng the val of a8 {or
poxeonelly identitiable fnlormation oontained

thorein othey than drectory information, s de-,

fined 1n p h () of Gubsegtion (a) of bhls
T At onth ithoub tho 5

)
parents, as definad in Reotton 163 of title 46
() anbjeot to regulations of the Seoretary, in
gonnsabion with sn emorgency, appropriate

it the o ge of suoh tlon
ip maoepgary to proteoh the hoalth or safety of
tho or other L

of thelr p 3 to any § , BZBN0Y, Or Or«
gandzation, ofher than to the following—

(A) otheyr sohool offisials, including tenchers
within the eduoations]l imstitution or lonnd
aduoztionnl egency, who huva been determined
by such sgenoy or ingtitution to have lagifi-
mats efluckbional intevssts, molndtng the adu-
cational interests of the ohild for whom con-
gent would otherwiss ba reguirad;

(B) offiolals of other sohools or achool mys-
tewmng in witdeh the studenl soeks o Intends to
onroll, upon condition theb tho student's par-

(3){i) the entity ox Dersoms designated in &
Fefloral grand jury subpoens, in which case
the oourh shell order, for good causs miowxn,
iha eduesbional sgenocy or institation (and any
officer, direotor, omyloyae, agent, or attorney
Jor such agenocy or institution) on which the
sobpoena i gervad, to not disclose to any per-
son the existente or comtents of the subpoena
or pny information fornished to the grand jaxy
in responss to the subpoena; and

(1) the entity or persons designated dn any
other subposns ispued for s luw enforuement
, i which cese the oourt or other fsmu-

enta be notified of the fe ive o oopy
of the rescord if desired, and have an oppor-
tunity for a hesring to challsnge the conbent
of the racord;

(G)(t) authorized vepresentabives of () Lho
Compbroller Gensral of the United States, (I
{ha Secratary, or (OI) State sducational an-~
thorities, under tha conditions ’set forth in

ing agemoy mey oxder, for good oange shown,
thp eduoational agonoy or nstitution (and any
officer, dl A , agant, or

for such agency or insttintion) on which the
pubposns §g gerved, to ot disclose to any per
gon the exiakende or contents of the suhpoena
oF any womatéun fumished in vssponss to
the

paragraph (3), or (1) sutl o~
tives of the Atborney General for law enfoxqe-
maent purposss under the srme oonditions as
n.p(pr;y it: the Haoratary undor pu&g{@ph [C))

&

with a
tion for, or revelnt of, Iinanolal afd;

X an
(X) the Heoretary of Agrioulture, or author-
izail xaprogontative from the Food and Nutel~
+lon Servide or aontractors acting on hehalf.of

1§30 fn orgioal, The pasiod probiably ahonld be . semisatom,
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the Yood end Nubrifion Sorviuo. Iur fhe pux-
Yoses of W program aval-
uatlons, and performance measuréements of
State aod ool educntionn) and other agencies
snd inetitutions racejving funding o provid-
ing bouefts of 1 or move prograxns anthorized
under the Richard B, Rusdell National Bohool
Lanoh Aot (43 U.8,0, 1151 % geq.) or the Child
Nuiritlon Aob of 1988 (43 U.8,0, 1771 et gog.) Jor
whigh the resulbs will ha reported in an aggre-
gate form thal doss nob Identify sny individ-
ual, on. the sondftions that—

(1) any dpba uollautea m;ger thly nnbpn.m;

thati

xacords of eaoh atudent, which will indjoate all
{ndividuels (other than those spaocifiefl in pave-
graph (13(A) of this subsuction), agenclen, or ox-
ganizations whioch have roguested or ohtained
aooess fo m stmdent's ednontion records main-
tainad by suoh eduoationnl agency or insbitu-
tian, and which indivate spuoitically the le-
gitimate Intersst that erch auch yerson, agenoy,
or orgamizabion hsg in obteining this informe-
tion. Buch racord of aocess shall bs available
only to pavonts, Lo thoe school oifielal and hig as-
sisbants who axe xesponsible for the custody of
suol recorde. and to porsons or organisations au-~

rized in, end nnder the conditions of, clavsas

graph shall bo
Wil not purmty the personnl identiftoation of
atndenba t;nd tholy poronts by ofher than the

en of tha B 4

(ﬁ) sny pergonally jdentifiable data shail
be destroyed when the data ars no longer

{A) snd (0) of paragraph (1) as a means of andit-

ingathe operation of the system.
respaoh to bms Bubsao!:lon. personnl
information shall only be transferred to g third
party on the condition, that such party will not
permit any othar pavty to have aceess to suoh
sithout the wribt 6 of the

needed for mani thons,
and 5,

Nothing in subparagraph (@) of this peragraph
shall provent a State from fucther Mmibing the
nwmber or type of Stats or loosl ofilefsls who
wiil coptinue to have noeess therennder,

(2) o funds shall b yade availabls under uny
gpplicable program to any ednoational agency
or inptdtution which hos & polloy or praotics of
releasing, or providmg /coesn to am:l personzlly
jdentifisble 1 in
other than divactory infmmation, 01’ 85 18 pare
mittsd under h (1) of
wnlesg—

(A) thare ix written oomgent from the abu-
dent’s pavents spsoliving rspoxds to be re-

pevents of the student. I€ a third party outside
the edusational AFINCY OX insumﬂon pm'mll.s
napess to i in vl of

(2)(A), or falls o desﬁroyb' t3;11'0:11»1151011 in viola-

),
m' mmmmn sha)l ba prohfbited from parmit-
ting acogess o Jnformabion from educatfon
records to that third party for & perled of nob
oy than five yenxs,

(&) Nothing 1 thig seotion shall ba sonutrned
to prohibit State and Iocnl eduostions) oftioinls
from having aocess to student or other vecorda
which may ho nsgessaxy in conneobion with the
sndl6 and ayaluation of any tedsra.!l!r or Smte
supporked r in
with the enmnoomnnt of the Fuﬂaml lsgal Te-
i which relate to any such program,

lsased, the for sich rel and fo
whom, and with o onpy of ﬂhe r3001ds 50 be ro-
lansef to the and the
1t destrad by the pm'encm

B sxoept as yrovided In pexagraph (1),
andh informetion is furnished in compliance
with judioiel order, or pursusnt to sny law-
flly fssued subposne, upon vondition that
parvents asfl the stndents are notified of all
such ordevs or subpoenas in advance of the
ocomplienas therewith by the educations) in-
atiintion or agenoy.

®) Notmng gontained in this gestion shell pre-
olude of (A) the
Goniptroller Goneral of the Unfted States, (8)
tha Ssovefary, or (0) State educatlonsl suthori-
‘$les from having sovess 0 student or other

mubjest to the conditions apsoilied in tha provise
In paxagraph (3).

(8)(A) Notuing in this eention shall bs von-
strued to promblh an nstibution of postsecond-
ary eduoation fom disclosing, to an alloged vie-
dm of any arima of viclenos (a8 that torm 1s de-
fived in saotion 16 of bitle 18), or a nonforoible
8ax oftenss, the finel results of any disolplinary
procseding oondmofed by such instltablon
against the alleged pexpstrator of such arlme or
offense with resp«nh tio gach orime ar oifenpe.

(B) Nothing in this xention ahall he oons(mlliaﬂ

an i siu-
omon from Alsclosing 'uhe muu rasults of any
digolplinary provesding oonduoted hy puoh fnsti-
bution sgainst & stndent who I8 an alloged, per-
Teotrator of any orime of violence {as that taxm
Is 4 4 in saotl 16 of title 18), oK e nuns‘otu-

yaoords whish mey Us in
with the andib pnd evsluuﬁun of Federwyvaup-
ported r In
with the enforoement of the Fadarnl legal re-
quirements which velate to sudh programs: Pro-
vided, That exdaph when aollaction of pexsonally
jdentifiable informsation js speciticelly subhow
ized by Federal Inw, any daba colleated by anch
offfofals shall he proteoted o & mannar which
will not permit the personsl identiffoation of
atudonts and thelr parents by other than those
offioinds, and suck pevaoxslly identifiable date
ghall ha dentrayed when no longer needed [or
snoh padif, eveluation, and enforcement of Fod-
eral lapal raqmements.

(@)(A) Baoh eduastionel agenoy or fustitation
#hall maintain a record, kept with the eduostion

ible sex offt i
& resull of that dinolplmm‘y progesding that r:he
student committed & violation of the insitu.
tlon’s yules or poHoles with respeot to such
arime or offense,

(0) For the purpose of this patagraph, the finnk
Tasults of any dizaiplinary procseding-——

(1) ahall inoluds only the name of the sbu.-
fent, tho violasion committed, and noy sanc.
tlon impogad Ly the imatitutlon on thet atn-

dent; and
(i) may include the neme of sny other atn~
dent, such &0 & victim or witness, only with
the written consent of that other studenti,
(1)(A) Nothing in £his soobion mey ba con-
strued to prohibit an educations! instibation

e Saatiee s ser
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from discloaing Informetion provided o the In-
stitntion under section 14071% of title 42 conoern-~
ing vegistered sex oifenders who are requived to
reglster under mach seotlon.
(BY The Baoretary shall talee appropriate sheps
to notify ednoations) Sagtitublons that discle-
degoribed in sk 5
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(k) Diyoiplinary revords; disclodurs
Nothing in this section shall prohibit an edo-
dntlonal agancy oxr institublon from—

(1) inolnding appropriste information in the
ednoation record of roy sbudont concarning
digoiplinaty actlon $elten againat such stadent
for oonduob thet posed & significont riek to the

surs of i Hon
(4 18 permitted.

(o) Surveys or data-gnthering activities; xegula-
tions

ok Jador than 240 days aftar October 20, 1984,
the Seorotary shell adopl sppropriate regula-
tiong or provedurss, or identily existing regule-
Hions or procoduros, which proteok the rights of
‘privacy of students and thelr femiifes In conneo-
tion with any surveys or data-gathering sotivi-
Hes duoted , OT authorized by the
Beoratary or an adwmintelirative ead of an adu-
oation agenoy. Rogulatlons ostablished undex
this subssation s#hall include provisions control-
ling the uss, inabion, apd % of
pagh data, No survey or data-gathering notivi-
thes phall be by the B or an
adminfatvative head of an eduostion egancy
under sn spploabie program, nnless snoh rotivi-
tios ave authorized by law.

(d) Studants’ rather then parents’ perniission or
oongent

For the purponss of thia naskion, whenever a

tudent hing attained yeard of age, or i
attending an institotion of poptsesondary edu~
catdon, the pemaission or consent requirsd of
and the rights accorded to the parenta of the
student shall thereaftor only ba raguired of and
necorded to the stndent.
(6) Infoxming pavents ox

this saction

No funds shadl be made availabls under any
applicable proguam 3o any educationnl agenocy
ar inabitntion unless hﬁ\;oh agancy fm' institution

o 3

of xights under

salaty ox well-heing of that student, other stu-
dents, ar ather mumbers of the school commu-

4 or
o guch i tion to teach
snit school offiolals, inoluding teachers and
gohool offiolals in obhar sahools, who have le+
gittmake educationnl intaveats in the hehevior
of the studenl,
(i) Dicug and aloshol vielntion disclosuras

(1) T genoxal

Nothing {n this Aot or the Higher Mdusation
Aot of 3985 [20 15.8.0, 1001 ot gaq,, 43 U,B,0. 210L
et gaq.) shall be consbrusd to prohlbit an Inati-
tation of hgher edncablon from disclosing, ta
2 parent or legel guerdian of & sbudent, jnlox-
mation regexding any violabion of nuny Fed-
eral, Stats, or Iocal 16w, ox of any rals or pol-
loy of the inst{tution, govexnfng the use or
ppssension of aleohol or a gontrolled sub-

Al

Iy that

is oontelued In the efudent’s educadlon
reooxds, 1
(A} the student {s nnder the age ol A1; and
(B) the lustitntion determines theb the
4 b Jag @ disoiplinary viole~

t1om ‘with vespect to such usa or ypossession.
(2) State Inw regariing disolosure

Nothing in paragraph (1) shall be consteved
to superseda axy provislon of State law thatb
prohibits an institntion of higher aducabion
from making the digolosurs deseribed in sub-
gectlon (a) of this sedbion,

N Py Py

Heration and of

(LR ¥
{1} Yn. genoral

At 1, .

(a) through ()

effsobively infor) ts, or
the students, il they ave elghtesn youxs of age-or
older, or are attending au institution of popt-
gecondary oducation, of the rights sovorded
them by this section,
) B £ formination of agsist

The Heorstary shall take appropriate netiona
to enforce thig mootion and to deal with viola~
tlong of this seoion, in mocordauce with this
chapter, except that notion to terminate assied-
ance may bo taken only 1f the Heoretary {inds
thers has beon 4 falluve bo comply with this ssc-
tion, snd he hap determined that complinnee
sannob be seoursd by voluntary means,
(g) Office and review board; oxantlon; fumetions

Tha Seoretary phall eptablith or designaty ax

of this sevtion or sny provision of Btade law,
the Astorney General {ox any Faderal offlcer
or employes, in 2 popitlor nat lowar than su
AgnIstent Attorney General, designated by fhe
Attoxney General) may submit a written ap-
plicetion o » tcourt of competent Jurisdiotion
for an ex puvte arder requiving on educational
ggenoy. or Institution o permit the Attorney
Genaral (or his doslgnes) to—

{A) gollect snontlon ragords in the posses-
alon of the eduoationsl agenoy or inabibabion
¢hat axe & bo an a i i 4
tlox or prosesution of au offense lsted in
asobion 2082h(g)(B)(B) of title 18, ox an met of
domestio or intersetfonsl terroriem ay de-
{ined 3n pection 2331 of that t{tle; and .

(B) for official purpoges related to the in-
igation or jon of ex nffenss da-

offios and review huard within tha D

thed in paragraph (1)(4), robain, disgemi-

for the purposs of invest b sing, re-
viewing, and adindioating violations of this Bec-
tion and oomplaints which may be filad concern~
{ng aleged violetions of this scotion. Bxeept for
the conduob of heark none of the tions of
the Becretary nnder this seotlon shall be cerried
ont in any of the repionel offices of such Depart-
ment.

78us Reterencas in Toxbnnta et

nate, and uge (nclnding ag evideuce ab trial
or in other administrative or judieial pro-
ceadings) suck rogords, consistent with swoh
guideline as the Abboxrney Gansral, aftor
oonsulietion with the Becretary, shall issue
to provect confidentiality.

(2) Application and approval
(A} Iy GENERAL —An applivntlon unmdey pard~

graph, (1) shall certify thed there nro apooifio
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and avtionlabla fuoks glving yeason to belisve
that the aduna.num 10000d5 210 mnely o con-
St 7

oh (1)

{B) The courb sho.ll Issue an order denoﬂhed
in paragraph (1) If the oourt finde that the ap-
prioatlon for-the oxder includes the ocortifi-
cation desoribed in subparagreph (A).
® Pp:nfnutlnn of sdusational agency ox ingtlt.

An aduce.tional agenoy or insl:{tuiﬂnn tha.t,
In good fulth, in
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AMBNDMBENTA

20l0—Bubzec, (BIQIK) Puh, L, 111-295, which directan
that pay, (1) bp amendad by snbpar, () “at the
o', was exaanted by nddinig suhpam (K) nxtex aubpar,
(), to raflost the probhabie intent of O

mw—subneo. (a)(l)(B), Pub. s 107—410, 51052(9)(1\). Ye-
alignad mi

Subsas, (h)u)‘ Euh L, 107330, §2082(3)(C}, subabitutad
Tgmbprasgeaph (B for *olauso {EY’ in concluding pro-

vinfons,
Hubges, (1)(1)(d), Fab, L, 107110, §1052(3)(B), roalizned

sogordapoe with an order isssd nnder this
eubsootion shiell not he Habls to any person for
that production,
) Reoard-koeping

Subsegtion (1)) of this swoklon doss nob
apply to eduontion racorids subjeat to & conrt
oxder undex this aubseotion.

(Pub, Ln 80-24%, bitde IV, §444, formexly §438, ay
added Pob, L. 93000, sitle V, §613(a), Aug, 21,
1874, 88 Btat, 6713 amended Pab, L. 83-560, §2(a),
Deo, #1, 1674, 88 Btat. 1068; Pub, L, 8646, §4(o)
Avg, 8, 100, 83 Stat, 842; Pab, L. 101-642, tible 1L,
§208, Nov. 8, 1000, 104 Stat. 2385; Pub, L. 102-325,
Hitle XV, §1556(a), July 23, 1082, 108 Stob, 840; ro-
numhbered §444 and amended Pub, L, 103-382, tifle
I, §amac)(), 240, 261(11) Oot. 20, 1684, 108 8tab.
9513, 9924, 3p28; Pub, L. 106-244, tifle 1’8:. 85951,
953, Oof, 7, 1888, 112 Stab, 1885, 1835; Pup. L.
106-306, div. B, bifle VI, smui(d). Oot, 25, 200D, 114
8tab, 1680; Pob. Tu 107-56, tifle V, §5607, Oob. 28,
2001, 115 Stat, 987; Pudb, L. 0710, ' titte X,
§1062(3), Jmm, B, 2002, 115 Siab, 2(198' Pob, L.
;115496, bitle X, 511)3(6.), Dec, 18, 2010, 124 Stat.
Rurmnuyoes I Taxe

Thas Bicherd B, Russell Nationsl Sohool Xamch Ant,
Jefertad to in unbeao, (D){I)(K), 18 ack Juna 4, 1948, oht,
201, 60 Btnt, 930, which 13 claysiflal genarally 4o chapher
13 (51151 at soq.) of Titke 43, The Fublio Haslth and Wel-
Tave, For complate olasslilostion of this Ack ko the
Codo, 5a8 Bhvzb Tme poto et onb vmder sevtion X76% of

'mh‘la
ug umtum Aok onses. refemrl 1o in subeno,
(b)(i)(K). o Pub, L, #0843, Oot, 11, 1080, 80 Stat, 465,
whioh is olgagiffad gunnrnlxy ﬁo ohapter 1A (F177L et
seq.) of Tifle 42, The Fublic Henlth and Wallnte, For
eomplets clagsiflcation of this Auh tv the Code, sun
Tt Title nots set out undol saotion W74 of Title 42

and Tables,

Bagtion 4071 of tific 42, refumed o in subseo.
(M{7(A), was reponled by Pnb. I, 109-849, tible X,
$130(n), Julyi\ b OW.WS

Thin Aok, refarra t«ninlubﬂua. (i)(l), s Poh, L, BO—M’!.

Bubgos, (B)(7), Pub. Y. 307-110, $1082(0)(D), vealigned
ins,

margins,
znnl—-subnun. ¢1), Pub. Xn, 307-59 addad ankseo, 4),
2900—fuhsso. (h)(T), Fab, Xz, 106-986 added pav. (D).

108 —sub-m. {bIANO). Fub, L. 105-244, §ASI{I), xraand-
&d subpar, () ganerally, Prigr to amandment, subpar,
{0) vead ns followa: “anthorized reprepontativea of {1}
$ha Comptroller Goneral of‘hho Umﬁou Sﬁnﬁss. {1y the

o% (}() Btats ed under
thd ueondmonu et forth in paragraph (3) of this auh-
aeotion;

Stibsen, @(6), Fubi, I, 105244, 5951(2). delgnated ex-
1sting provisfons ag snbpar, (A), subatituted “or & non-
foroibla nex offonne, the flnal results® for "the rasults',
aubstitnted “auch crims or offenas” far “such arime” in
two places, anil ndded anbpnra, (B) su{C).

Subauo, (). Pub. L, 106-244, §85%, addsd andpes, (1),

1904~ullnew, (8)(AXB). Pub, L. 103 483, gma)mw,
added shpay. (B), Former subpnyt. (B) xedesigrntad

Btile, (a)(i)(O).!'ub.L mam. §246(1)(A}(i). (ﬂl). Yo-
devignnted subpar, {B) ns () and ooty AvA
mph {Dy"* for “aubparagraph (0)* in ul. (m). Formw

sokpar, (C) rodosignated (D)

Bubgoo, (RYAID). Fub, X, muun.mnmm)m (19), xs-

derignated snpax. {G) a8 (D) i sububitnted mbpava~
gragh (0" fo “'subparagra) ph {15508

Subsao, (8)(3). Pab, I, 108-982, 5240(1)(8). sn‘[mtlmtad
“priyacy rights" fox “privacy or other righta

Subseu. (a)(d)(B)E), Pub. X, 103-282, :manm, Bub-

tutad anmiaalon for pm‘!nﬂ.m el

Subseu, M)A, Pnh 1., 103-363, sﬂiﬂ(ﬂ)(Aw). in-

nerted hofove

lnumta of tha child ror whom uonaent would other- .

wize b mmum i,

Subsge. (b)) 0). Fub, ¥ 103-502, $200(h){3)(A), sub-
siituted “or ()" for “8il) nn adminiabrative head of
an editeption agenoy (as defined in section 133e-3(c) of
thig titls), or (iv)",

Subseo, (DI(I)(E). Pub, X :msz MAB(S)CA)CU),
amended mbysy,
subpar. () vuad as followa "Stnm a.nd !uun.l officlatn ox
anthorities m whom mmh informesion 15 spordfiolly

10 b 1o Btete
statuta adumsud m'lm‘ 1o Nnvemhau 19, 10745,
Hubsoo, b)(l)(l{). Pub, D. 105-082, §204(h){2)(R), sub-

atitubad Uthe Internal Rovanue Code of 1988 for “tha
Inhemal mvemle Coda of 1951" whinh for purposes pf
wne "ihitie 26 thus yequiring

J&n. 8, 1988, B Stab, 183, kaovm 85 tho And
andeey Binestion Amendments of 1967, Title XV of
m« Aot, kmown &g the Gensral Edngstion Brovislons
Aoty 18 olaeslfiod yenerally to this chapter. For gom-
plate cmslﬂomon of this Aot to the Uode, soe Short
Titie of ,Amsndmanbnute sob oub undar seotdon 6308
of th!n tx h snd T
The Higher Educaﬂon Agt of 1665, roferrad t0 In sub-
seo, (1)(1), Is Pob. L. 05926, Nov, 8, 1065, 7§ Stat, 1318,
whiolt 16 olsseltied generally to chaptor 20 (31001 ot oyt
of this tible and part O (4761 ob ven.) o uithchapben £ of
ohspbor 94 of Title 42, The Publio Henlth and Walfava,
For complata alaseifiontion of this Act fo the Cole, see
Bhort Title note ast ont under santion 1001 of this title
4 Tables
Riuow PROVISIONS.

A yrior senbton 494 of Puh, L, 90-247 was olnasified fo
uggbivn 1293z of this titls prior to repaal by Pub, L.
103-303,

00 vhangs i

Subpag, (b)(n(-’l) Pub. L. 108882, §240(A)(AX-(v),
nddod subper. {3).

Bubeao, (b)(z). m I: 108413, imwcmux whioh gi-
raotad matier suhpar, (A) by
suhstitmidng *, unless—-" for the perlod, was oxeouted
by mmﬁmﬁng a opmms for the porfod pafore an-
Jens—¥* £0 xaflaph the probrtile intaxt of Conygrass.

Sebses, (B((B). Pub, L. B-303, §RBQABYU), Su-
sartad “exoopt ax provided in paragraph (13(J)." betors
“pioh information®.

Bubxde, )(8). Pab. Yo 108-802, JS0LBI3XOC), suh-
atitubsd *ar (G for *(0) an administrative head of an
edusation aganoy m:(D ** and “rduoation prograns® for
“giugation yrogram’,

subm. (b)(é). Pob, L, 1084982. $240(0(0), {nworted nt

q MIEp third parby outslde the ednoational agenoy or
inatibation permits gonass to Information in violation
of pavagraph (B{A), or falls to dosbroy Infermntion in

e o, 1 baae
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{olation of ph ((F), the vduurblomul agenty or

inabpuy, (0), aubsmul;stl Loference Lo “apetion 408(0)” for
n 408 of this Aat” wh!nh for pur

Fanbitation shnil b fiitad from ibtny nogous

to informution fom sduvation Tesords to thut third
party fora parlnd of not Jess shun five veurs."
Snbsoo, (o), Pub, I, 103-362, $240(8), n\mﬂmna “Neoy

Iabor bhen 240 duya atter Ootoher 20, 1994, the seonetm

eholl adoph appn or p

1denkily e:dstmg regnlnf.lom or p‘cceﬂnres. whinh"fux-

“’.l‘ho Seorutary ahall adopt mpprapriate Tsgulatipos

to*

thuun. (@), Bub, X IGHM. §201¢h)(8), Insarted &
comma after “edussiion

Sitbeso, (e). Pub. I, ma—:wa, §34044), tnesxbad “olftc-
tivaly" hnfore “Informat’s

Bnbuw. (6), Pub, LJDHW 5281011(4). phiucl out ¥, or

Tony aganoy,” nftsr

"Tha Renrstary” ond anhnt&t\usad “anforae this seotion”
for “enfores yrovisfous of this saation', ‘‘in avcordance
with' for “ancording to tha )n‘oleinns of", and *'com-~

w "»aur.lon

heen
?zm-a(n) of t‘h!s $1tJe, and adde
Bubxlm. (H){2). Pub, 14. BB-ﬁﬂB. 52(51 1)(5). [Z)Eﬂ)n sl

n. pulir.w ox praotive otx-oleanﬁng, or providing roooss to,
any paruoml!y $dsntiftable information in sdtweation
Tgvordn pthex thin direstory jnformation, or 48 8 yer-
mitted under parsgraph (1) of this aulmsoblon® for
atyte or Joos] edusetioned Agenay, sny lastitutden of
hlg‘han sinoation, any community collsgo, any school,
oy offc # yrasohool progeam, or any other adu-
omonnl snatitution which hias a poMoy or practdse of
farniabing, In sy form, any posonally fdsntifabile in-
seliool fasords, $0 anY
‘parstns other thun those Ha(ed in snbsectlon (h)() of
thia seoflon'’,
Bubseo, (h)ls). Pub, L. 93-568, ﬂ(f\l(ﬂ)m). auhstitutod
authovized by Federal law,

ply with this smﬂon“ for “oamply with the
of thix reodfon®,

Subaae. (@) Pub, L, 103-5&3 52&1(11)(5). stehok out Yof
Fardth, Blucation, and Welfave" afper “the Depavk-
mant® amx "tha provisions of” mm' “adindivating vie-

Jnhmns o
b, T, 108865, §24006) added subuco. (1.
msa.-ﬂnbnau. mw(n)w). Pob. . i i ol.
rior o 0 Y s

)] or
Tows: it the personust of & low 9nfomsmen= it 20 ot
heve acoess to aduaation ranovds under subseotion (b)(E)
of tiis seobion, tha Yaoorde and doowmenta of such law
onforsement unt which. (1) ave kept apaxs from vecoris
donoribad in pubprragvaph (A), () are maintadned sole-
1y for Jaw enforoament purposss, and (IF) axa nob made
svatlnble to persons other then law enforcament offf-
olalg of tho samo jurlrdiotion;™.

149D~Subesn, (b)(6). Fub, Lu 101—542 nudedmu‘. {0,

1979—Subseo, {h)(G), Pub, b, §3-40 added par. {6).

1874 Subsvo, (s3(1) Pab, L. 81510, Sﬂ(l'v)(l)(A)-(c),

4 (0). ), danixnnte& uxl»ﬂnu por (1) ns Bubp

any detn oanauhuﬂ by such uifloinla shall be protsated
{1t % 1nanney which wilt not permit the peveonal dontl-
tlontion of sbwlsnts and thelr parents by ofher than
thosp offtainls, snd such pavzonally identiflable datn
¥hall be destvoyst when no longer nssldad for such
andlh, ovalustion, and enforcement of Pederal Jogal ve-

quirarumbst for “dato is speolfically amthorized by
Feﬁ uxa? Jew, any datn oojlaotad by muoh offeinls with
Yespact £o Inftyldual students shall not fnotudo infor-
metlon (including Boclal scourity numboxa) which
would permit the versonal identifuation of shoh sin-
donte or thele ]zmtn ufier the dsta so obtulnad hes
‘basn enltacted!,

Bubrer, (W){4). Pub. Xo, 88 568, §2(a)(8), vwbatituked pro-
vislons that emoh eduocadlonal agenoy or institublon
mafubatn & reoond, kept with $ho sduoation rooords of
eaoh abudent, Indicating Individualy, ngenoles, or oxga-
m.mtions who obbntnoﬂ noaesn to the atudent's venord
and thi S sugh §
ton, thab puch record of avonss shall ba availshle anly
to pnvants, schonl afifalsly, and thele asslstiots heving

{
lnumublonu foi* xefexenon to slate vr Joowl sltuoationul
of higher

11, sohooly, tes offerin
and other educatlonnl Xnmcudom. snbahihma. the zm
nexie term aduoxtion rasorda for the emumuration of
such yeoords, and extended the right $o inspoct and ve-
viny aavh yeoocds to punnla of cmmmn who have basn
dn nttendancs, snd nddad | ()

Bubgao, ()(2), ¥ub, In, sa-m‘ 52(3) 4), subahmta\i pro-
vistons making the syallablilhy of funds to educational
sganales and jnstitutions condibionsl on tha

{hility for tho custoiy of such revuxds, and as n
menus of Ruditing the operation of the syatem, fox pro-
vislons that with raspoot to subaoce. (8)(L), (6X32), bnd
(0)(0) of this saption, all pavsons, agencles, or organisa-
tlony deslrlng socoss o the yecords of o student shatl
hn rau\ﬂrsatn Bign l'nr.mu Lv Y Iaph with Ehe peounls of
1] 1y the parants ar
1o otudent, lnd.(oo.ﬂns spaolﬁonny $ho lesitlma.te alu-
pational or other interest of the yarson sesking snoh in-
formation, and that the farm ghall he aynflable to P
enba and school offininls having respensibiiity for

of an. apportuntty for & hoaring to puanf.s of ntudanzs

who Are o2 hiavs bean dn ath ok i

or aganoy to challenge the oonmtu ol e student's
racords for the parants

an opportunity for ench herving, and jnssvted provi-

sions authoriting jusertion into the reoords s weltben

clemmﬁon of the purents xeapeoting the content of

Bubneo. (a)(s) 10 (6), Bul. L 953-668, AN, DF)
(6}, added pays, {8) to ()
Subaos, 30), Pul, L, 99688, $2(a)(1)(D), QYD) (6.
{BY(AX0), (10)({4), 3n. provisions praoceding subpay. (A),
substithtall "edgontional apency or Instituilon which
has & polay of powmnitting tho release of oﬂ.uunﬂon
ragoids (or o
ntnad thersin nﬁmr than airanﬁory information, as dz«
Tngd (o L (8) of n) of thixs
fox “pbate or loosl sducnbtionsd :,gamxy. nny Juwtltmtion
of Migher sducstion, nny uummunlby oollege, ~uy

cox &4 4 means of wudittng the oper~
Bhlun of tha sys

ubieo, (8). Eu!: Lo, 93-508, §2(s)(L)(F), substituted “to

any giuoationel agenoy or imstitutlon unlose auch

Bgeoy ox Fastitution® (or “unless tha rasiplent of sach

Bubsoo, (£), Pup, Xn 98-500, 43La)(7). (10)(B), traols ot
Tofevemon 6o tgoblons 1283 mud 1232€ of thiy titly aad in-
nortad provistuns that axoept for the conduct oihom:-
1nge, ttona of tha funetiona of the Seorstary undar thia
saction shall ba oareded out Sn any of the regional of-
flopx of apch Yoprztment.

BYPROTIVE DATR OF 2010 AMBNDMINT

Amgndment by Bedy L, 113298 effectlys Oct, 1, 2010,
oxeopt ag atherwlse spocifioally provided, sae meodlon
445 of Pah, Tn 111-209, 5uh onb a5 & noba wndor seokion
1751 of Tit1e A, The Puoblic Xenlth and Wslfavs,

BFFRCTIVE DATR OF 2003 AMBNDMENT
A by Pub, L, 107-H0 effective Jau, 0, 2008,

sohool, agenvy offeriog or any
other edununtional Imblmb(on which et & polioy ol
praotics of permitiing the ralease of pecsonally itentl-
fiahle rsooxds op filss (o yersonal informatisn con-
tatned therain), In aubpat, (A), avbatituted *'edu-
ontlonal agenoy, Who bave bosn determined hy amoh
agenoy ox inatitution to have o Yednaational aganny
Py

exospt Wwith respect to certain noncompstitive pro-
graps and compotitive programe, see seotion 5 of Fab,
L. 107-110, set out us an Bfitctive Dats nots under sec-
tion 0801 of thls ttla.

MPFECTIVE DATH OF 1408 AMENDMENT
Pab, X, 106-334 offsotive Oat. 3, 108D,

wha Bove", In awbpar. (B), ted “the
apska op (nteuds o' for “the studens inkends to", in

5 by P
axuom: as otherwige yrovided in Pub, L, 105-254, 900 foc-
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t{on 8 of Pub, L 105-344, sat 0ub 46 & noto under nection

1001 of this title,
ERREOTIVE DATE OF 1052 AMENDMENT

Sooblon 1655(b) of Pub, L. 100-826 pravided that; 4The
amondmont mede by this sootion Jamending this sac-
tion) ahall take offest on the fate of anastment of Phis
Aot {[July 75, 1052)."

EFFROIIVA DATR OF 1670 AMRROMENT

Amendment hy b, I, 0646 elfsotive Oob, 1, 18, noe
seption 8 of Pab, L, 5546, set oub a3 & note under sso-
ton 080 of thin title,

TFFROTIVE DATE OF 1674 AMRNOMERT

Ssotdon A(b) af Pub, L. 98-808 previded fhab “Tho

smendmenty meds by subssation (u) {sinonding this

ion) shall s effective, and vetrunotive tv, Novara-
ber 10,3004,

BFPOOSIVE DATH
Sagbion SIS(NY(1) of Pub, L 03-300 provided that: ¢ Ths
provislong of this eoction {snacting this geotfon mwd
provisiony sab out a8 0 nots under seoblon 1331 of thix
tibled shull buapmes effivotive ninoty daya atter the date
of ensotmont; [Aug. 24, 1674] of sootion 438 [now 444) of
tha Genoral Kducation Provisions Aob [this seotdon.™

§1282h. Protection of pupil rights
() Dsspestion of insknofional matexiols by
ents ox guardiang

Al Instruotionol matexfals, Including tendh.
o' manuals, flime, Papes, or othor supple-

mentary materfal which will o used in gonneo-

lion with any survey, annlysis, or evaluation ne
part of any applicable program shall he avafl-
pble for ingpaction by bhe paventd oy gnardians
of the childven.
(b) Limits on eanrvey, anslysls, or evaluations

No student shall ba reguirad, ss part of Any ap-
pHoable progeava, to suhmit to & parvey, anely-
gin, or svaluation that vevealy informetion con-
werning—
(1) politfonl aifliiations or buliufa of bhe sbu-
dent op the student's pavent;

(%) mental or psycnologionl provlems of the
student or the shudent’s family;

(8) sox behavior or atbitudss;

or

thet xacelvep funds undsx muy ayppliosble yro-
geamn phall develop and adopt polloles, in con-
aulbation with pavents, rvegavding the follow-

ing

r;'(A)(i) The right; of & parenk of & student to
inspest, upon the request of tho pavent, a
Burvey oxoated by & thivd pareby hefora the
survey is administerad or distvibuted by @

sohoo! to & student and
(i) exy Bpp L for
a request by a pavent for reasonable asossd
to sueh snryey within a, ressonakile period of

time after the requast I8 raceived.
Arrangements 0 protact stndent pu-
vaoy that are provided by tha sgenoy in the
svent of the administration ox dutribution
of & swrvoy Yo o stndent containing one or
mors of the following items (Inoluding the
- right of & pavent of a student o Inspeot,
upon the yeguest of the pavent, any survey

oontaining one or more of such lkems);
) Paliti(t!ﬁl sifiliationp or bellefs of the
tndant o the student’s pav

(11) Mextal or peyonologiesl problems of
the sradony op the simdsnt’s umily.

iiﬁ) Sox bahsvior or attitudes,

iv) Tlegad, anti-sooinl, self-ineriningt
ing, or demeaning bahavior,

(v) Orition] appraivals of othex individ-
unls with whom respondents have olose
fomlly yolationships.

{vi) Logally xsoognized privileged or
anglogond relntionships, such as thosa of
Jawyers, poysiolans, and mindsters,

tvil) Religlous praatices, affliations, or
holiels of the student or the studant’'s par-

ook,

(viif) Jnooms (other than thab requirsd
by law to detexrnine sligihfithy for partiol-
patdon in o program v for receiving finan-
nial asslst undox guch ).

(C)(1) The right of & parens of A student to
1ngpot, wpon the reguest of the parent, any
Insbruotional muterial waed as park of thu

ongl ) & an

for tha 3
(#) any appleable prooedurss for granting
8 % by & parent for rensonabls aooess

(%) iDegal, anti-zocial, pelld
domepoing hehavior;

(8) orition) apprelsals of oflier individuals
with whom raspondents have oloss family rela-
tionshipy;

{6) logadly recognized piviloged or axnglogous
yeletlonships, sudh as thoss of Jawyers, physi-
vinne, end yindstors;

(1) religlous pmot(oss, affiliations, or haliefs
of the sbudent; or student's parant; ox

(8 inoome {ofher then that reguired by law
%0 dstermine eHgibility for participation in &

Avine Ttasnotn] aeslgbad

ar for
under guch program),
withoub the prior sonsent of tho student (if the
student 18 an adulb ox smancipate’d minox), or in
the crie of an nnemancipated minoy, without
the prior weibtean consent of the parent,
{c) I()iev?up?mnt of lyoul guliuiss eon’uo'ming gtu-

to instructional meterial within o reasen-
ghle period of time after the request in ra-
colvad,

) The igtration of physloal sxami-
natlons or screeninga that tho school or
egenoy may adminiater to & atudent.

(E) The colleotion, disclosuro, or nse of
parsonal Tnformaetion oollected from sbu-
dexits for the purposs of wmarketing or for
gelling that information (or otherwlze pro-
viding thet information to others for theb
purposs), including arvangemants bo probeot
student privaoy that ave provided hy the
gganoy In the event of suok colleotion, dis-
0loHUTR, DL URE.

¢ The right of & parent of & student to
{nepsct, npon the raquest of the parveny, smy
{natroment nsed {n the polleckion of personat
jnformation undar subpsragreph (B) bafors

o s B accens 1o
and adminlstxation of cerfain physioal ex-
aminations fo minoxs
(1) Dovalopment and adaption of loosl palicies
Exoept a5 provided in submections (s) and (b)
aof thig 1ot a local sduontional ny

the i t 13 adminiatersd or st
uted to & studsnt; and

{11 any aypliuniy‘le prouaiuras for granting
& vequest by a paront for ressonebls anuess
to such Instrament within a voswonebls pe-
riod of time after the raquest 38 xaceived.




Appendix C

MEMORANDUM OF UNDERSTANDING BETWEEN
AND THE KENTON COUNTY BOARD OF EDUCATION
TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE
KENTON COUNTY BOARD OF EDUCATION FOR THE
AUDIT/EVALUATION OF EDUCATION PROGRAMS AND
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA

HAR tdedk Fekok shrbok Kok ek thkk Wk Add Rded ket XAt Kk

THIS AGREEMENT is made and entered into by and between the Kenton County Board of
Education (“KCBOE”) and (hereafter “Authorized Representative™) and
establishes the procedures relating to an exchange of information between the Parties. -

WHEREAS, the KCBOE is the public local education agency organized under Kentneky Law and
its duties include audit or evaluation functions of federal or state-supported education programus or
enforcement or compliance with federal or state legal requirements that relate to those education programs
(audit, evaluation or enforcement or compliance activity) in its role as the local education agency and in
evaluation of education programs 1o identify or develop the best education practices to be used in public
schools of Kenton County Kentucky;

WHEREAS, the Authorized Representative is an entity performing audit or evaluation functions
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor
acting in the place of the KCBOE to perform the KCBOE’s audit or evaluation functions of federal or state-
supported education programs or to enforce or comply with federal legal requirements that relate to those
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state
education agency and in evaluation of education programs, as described below;

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et
seq.; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National
School Lunch Act, 42 U.S.C. 1751 et seq,; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; the
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.;
and the Kentucky Open Records Act, KRS 61.820 et seq.;

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as
follows:

Section 1. Designation of Authority.

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified
below as an “authorized representative” of the KCBOE, as defined in 34 CFR. 99.31 (a)(3)
and 99,35, with respect to the provision of audit or evaluation functions of federal or state-
supported education programs or 10 enforce or comply with federal or state legal requirements
that relate to those education programs (andit, evaluation or enforcement or compliance
activity) in the KCBOE’s role as the local education agency and in evaluation of education
programs (“andit/evaluation services™) and, specifically, with respect to the nse of confidential
data disclosed under this agreement.




B. The XCBOE and the Authorized Representative bereby agree that, if free or reduced price Tunch
eligibility data (i.e., fiee or reduced price lunch eligibility data which is the stndent poverty indicator for
most education programs) is to be released to the Anthorized Representative, thon the KCBOE shall identify
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the
audit/evaluation services include a “need to know” this data as required by 7 C.F.R. 245.6 (f); and shall
ensure that the data will only be disclosed to the Authorized Reprosentative upon written request utilizing
the U.S. Depariment of Agriculture Prototype Agreement. The completed USDA. Prototype Agreement
shall be atfached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOB’s
agreement that the Authorized Representative meets the requirements for disclosure sef forth in 7 CF.R.
245.6 (f) and that the Authorized Representative has demonstrated a “need to know” shall be evidenced by
the KCBOE’s agreement to enter the USDA Prototype Agreement.

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be
Released to the Authorized Representative and Description of Use of Data by the Authorized
Representative.

A. The parties acknowledge that the KCBOR is releasing confidential data including student and non-
student information to the Authorized Representative for the purposes ountlined herein, and that the release
of the XCBOE confidential data including student and non-student information to the Authorized
Representative is necessary for the completion of the KCBOE’s audit/evaluation services. The confidential
data including student and non-student information to be disclosed is described in a document attached fo
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision
of audit/evaluation services. The Authorized Representative will use personally identifiable information
from education records and other records in order to perform the audit/evaluation services described in
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the
purpose and scope of the andit/evalnation services, specific description of the methodology of disclosnre
and an explanation as to the need for confidential data including student and non-student information to
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the
KCBOE shall provide written consent, if approved, of any changes to the list of disclosed data necessaty
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services
themselves, Any agreed upon changes to the data disclosed or fo the audit/evaluation services shall be
reduced to writing and included in Exhibit A fo this agreement.

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data
which is the student poverty indicator for most education programs) is to be released to the Authorized
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written
request utilizing the U.S, Department of Agriculture prototype request and confidentiality agreement, and
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is
allowed by 7 C.F.R. 245.6. A description of any data protected by 7 CF.R 245.6 which is to be disclosed
under this agreement shall be included in Exhibit A, Section Ill. Any agreed upon changes io the data
disclosed or to the audit/évaluation services shall be reduced to writing and included in Exhibit A, Section
T to this agreement.

Section 3, The Authorized Representative and the Authorized Users’ Obligations.

A, The Authorized Representative shall not share these confidential data with anyone, except those
employees of the Authorized Representative and the Authorized Representative’s subcontractors,
(“Authorized Users”) that are directly involved and have a legitimate interest under FERPA or a “need to
know™ (as defined in 7 C.ER. 245.6 in the case of disclosure of free or reduced price funch eligibility data
which is the student poverty indicator for education programs) in the performance of the audit/evaluation




services according to the terros of this agreement or any overarching agreement between the KCBOE and
the Authorized Representative in which the Anthorized Representative agrees to perform these
audit/evaluation services on the KCBOE’s behalf (“Master Agreement”).

B. The Authorized Representative shall require all Authorized Users to comply with FERPA and
other applicable state and federal student and non-student privacy laws, The Authorized Representative
shall require and maintain confidentiality agreements or the KCBOFE’s Nondisclosure Statement(s) with
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is
used which is different from the XKCBOE’s Nondisclosure Statement(s), then the terms of the Authorized
Representative’s confidentiality agreements shall contain, at a minimum, the terms and conditions of this
agresment and a copy of the current Authorized Representative’s confidentiality agreement or the
KCBOE’s Nondisclosure Statement(s), as-appropriate, shall be attached {o this agreement as Exhibit B.

C. Aunthorized Representative that receive Personal Information as defined by and in accordance
with Kentucky’s Personal Information Security and Breach Investigation Procedures and Practices Act,
KRS 61.931, et seq., (the “Act”), shall secure, protect and maintain the confidentiality of the Personal
Information by, without limitation, complying with all requirements applicable to “non-affiliated third
parties” set forth in the Act.

“Personal Information” is defined in accordance with KRS 61.931(6) as “an individual’s first name or
first-initial and last name; personal mark; or unique biometric or genetic print or image, in combination
with one (1) or more of the following data elements:

a) An account, credit card number, or debit card number that, in combination with any required
security code, access code or password, would permit access to an account;

b) A Social Security number;
¢) A taxpayer identification number that incorporates a Social Security number;

d) A driver’s license number, state identification card number or other individual identification
number issued by an agency;

e) A passport number or other identification number issued by the United States government; or

) Individually Identifiable Information as defined in 45 C.F.R. sec, 160,013 (of the Health
Insurance Portability and Accountability Act), except for education records covered by the
Family Education Rights and Privacy Act, as amended 20 U.S.C, sec 1232g.”

As provided in KRS 61.931(5), a “non-affiliated third party” means “any person or entity that
has a contract or agreement with the Commonwealth and receives (accesses, collects or
maintains) personal information from the Commonwealth pursuant to the contract or

agreemont.”

Contractor shall not redisclose, without written consent of the KCBOE, any “personal
information,” as defined in KRS 61-931, or any other personally identifiable information of a

student or other persons, such as employees.

D, The Authorized Representative hereby agrees to cooperate with the Commonwealth in
complying with the response, mitigation, correction, investigation, and notification requirements of the

Act.



E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two
(72) hours, the Kentucky Department of Education, the Commissioner of the Kentuclcy State Police, the
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)2 applies and the vendor abides
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS
61.931(1)(b), the vendor shall notify the Commissioner of the Department of Local Government in the
same manner as above. If the agency is a public school district listed in KRS 61.931(1)(d), the vendor
.shall notify the Commissioner of the Department of Education in the same manner as above. If the
agency is an educational entity listed under KRS 61.931(1)(e), the vendor shall notify the Council on
Postsecondary Education in the same manner as above. Notification shall be in writing on the form
developed by the Commonwealth Office of Technology and incorporated by reference into Kentucly
Regulation 200 XAR 1:015.

E, The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s)
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements.

G. The Authorized Representative hereby agrees to undertake a prompt and reasonable investigation
of any breach as required by KRS 61.933.

H. Upon conclusion of an investigation of a security breach of Personal Information as required by
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the
notification, investigation, and mitigation of the security breach.

L In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain,
and update security and breach investigation procedures that are appropriate to the nature of the
information disclosed, that are at least as stringent as the security and breach investigation procedures and
practices established by the Commonwealth Office of Technology:

http://technology.ky.gov/ciso/Pages/InformationSecurityPolicies.StandardsandProcedures.aspx.

1. If Authorized Representative is a cloud computing service provider (as defined in KRS
365.734(1)(b) as “any person or entity other than an educational institution that operates cloud computing
services™), Authorized Representative does further agree that:

o Authorized Representative shall not process student data for any purpose other than providing,
improving, developing, or maintaining the integrity of its cloud computing services, unless the
provider receives express permission from the student’s parent. The Authorized Representative
shall work with the student’s school and district to determine the best method of collecting
parental permission. KRS 365,734 defines “process” and “student data”.

e  With a wriiten agreement for educational research, Authorized Representative may assist an
educational institution to conduct educational research as permitted by the Family Education
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g.

o _ Pursuant to KRS 365,734, Authorized Representative shall not in any case process student data to
advertise or facilitate advertising or to create or correct an individual or household profile for any
advertisement purposes.

o Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process
student data for any commercial purpose.



K. Pursuant to KRS 365.734, Authorized Represcnta‘cwe shall certify in writing to the agency that it
will comply with KRS 365.734(2).

The Authorized Representative shall protect confidential and otherwise personally identifiable data ina
manner that does not permit personal identification of students and their parents, and non-students by
anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store
all confidential data on secure data servers using current industry best practices. The Authorized
Representative shall notify the KCBOE as soon as practicable if the Anthorized Representative leatns of
any security breach to the server containing the confidential and otherwise personally identifiable data or
of any disclosure of confidential and otherwise personally identifiable data to anyone other than the
Authorized Representative’s Authorized Users or the KCBOE officials authorized to receive confidential
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all
reagsonable means presoribed by the KCBOE to sécure any breaches as soon as practicable.

L. The Authorized Representative shall not redisclose the KCBOE’s confidential and otherwise
personally identifiable data to any other party without the prior consent of the parent or eligible student
except as allowed by applicable federal and state Jaw.

M The Authorized Representative certifies that it has the capacity fo restrict access to confidential
and otherwise personally identifiable data solely fo Authorized Users and to ensure that the confidential
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A
copy of the Authorized Representative’s data security policies and procedures is attached to this
agreement as Exhibit C.

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable
data within forty-five (45) days after it is no longer needed to perform the audit/evaluation services
described in this agreement, upon KCBOE’s request of upon termination of this agreement, whichever
ocours first unless agreed otherwise in writing. The Anthorized Representative’s description of the
method(s) which will be used to destroy all confidential data shall be attached to this agreement as
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the
KCBOE within forty-five (45) days after the data is destroyed.

0. The Authorized Representative shall permit the KCBOE, at the KCBOE’s cost and upon written
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized
Representative has destroyed the data as verified. .

P. The Authorized Representative shall collect and use these confidential and otherwise personally
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to
the activities outlined in this agreement or in any Master Agreement.

Q. The Authorized Representative shall obtain prior written approval from the KCBOR before
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified
in this agreement or in 2 Master Agreement; and, any access beyond the scope of this agreement or a
Master Agreement shall be consistent with federal and state law requirements. Any confidential and
otherwise personally identifiable data collected by the Authorized Representative under activities
approved by the KCBOE under this section, which are not regularly collected within the scope of this
agreement but are consistent with'the activities described in this agresment, shall be subject to the terms
and conditions of this agreement.




R. If the Authorized Representative becomes legally compelled to disclose any confidential and
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other
appropriate remedy to prevent the disclosure or to ensute the KCBOE’s compliance with the
confidentiality requirements of federal or state law; provided, however, that the Authorized
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by
which any legally compelled disclosure is required, the Authorized Representative will only disclose that
portion of confidential and otherwise personally identifiable data that the Authorized Representative is

legally required to disclose.

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S.
Department of Education, Family Policy Compliance Office’s Guidance for Reasonable Methods and
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy
Act (“Guidance”). The Guidance is available by clicking the following hypetlink,

http://www2.ed.gov/policy/gen/guid/fpco/pdfireasonablemtd agreement.pdf and made a part of this

agreement as if stated fully herein,

T. The Authorized Representative shall also, if the data shared by the KCBOE includes data
protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty
indicator for most education programs), abide by the restrictions of disclosure and confidentiality
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE.

Section 4. Permission to Use Data,

The KCBOE acknowledges that by entering this agreement it is approving, in writing, of the Authorized
Representative’s use of these confidential data within the scope of purposes outlined in this agreement.

Section 5. Transfer Protocol.

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper
medium and method for the transfer of confidential data between each other. The Authorized
Representative shall confirm the transfer of confidential data and notify the KCBOE as soon as
practicable of any discrepancies between the actual data transferred and the data described in this

‘agreement. The same protocol shall apply to any transfer of confidential data from the Authorized

Representative to the KCBOE.

Section 6. Breach of Data Confidentiality and Remedies.

The Authorized Representative acknowledges that the breach of this agreement or its part may result in
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative,
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may
be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened
breach. If the United States Department of Education’s Family Policy Compliance Office determines that
the Authorized Representative has violated paragraph 34 C.F.R. 99.31(2)(3), the KCBOE may not allow
the Anthorized Representative access to personally identifiable information from education records for at
least five (5) years, If the Authorized Representative breaches the confidentiality requirements of 7 C.F.R.
245.6 relative to any confidential free or reduced price Iunch eligibility data, then the Authorized
Representative shall be responsible for any consequences or penalties which result from such breach.




Section 7. Amendment and Assignability.

The terms and conditions of this agreement may only be amended by mutual written consent of both the
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its
respective rights or obligations under this agreement without the KCBOE’s prior written consent. The
rights and obligations of each party under this agreement shall inure to the bepefit of and shall be binding

upon each party and any respective successors and assigns.

Section 8. Choice of Law and Foyum.

All questions as to the execution, validity, interpretation, and performance of this agreement shall be
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky.

Section 9. Waiver.

The failure by one party to require performance of any provision shall not affect that party's vight to require
performance at any time thereafier, nor shall a waiver of any breach or default of this agreement constitute a
waiver of any subsequent breach or default ov a waiver of the provision itself, No modification, amendment, waiver
or release of any provision of this agreement or of any right, obligation, claim or cause of action arising fiom this
agreement shall be valid or binding for any purpose unless in writing and duly executed by the party against whom
they are asserted.

Section 10. Severability.

Any provision of this agreement that is declared inyalid by a court of competent jurisdiction or by operation of law,
shall not affect the validity or enforceability of any other provision of this agreement.

Section 11. Authority to Enter the Agreement.

The KCBOER and the Authorized Representative represent and warrant, by the signatures of their duly
appointed representatives, that they are legally entitled to enter into this agreement.

Section 12. Data Custodians.

The individuals who are the designated data custodians for the Authorized Representative with respect to
this confidential data release and use agreement are listed in Exhiibit E with their contact information.

Section 13. Term and Termination.

The term of this agreement shall be the same as the term of any Master Agreement between the KCBOE
and the Authorized Representative / for (length of time or insert a date here) unless terminated earlier by
either party upon thirty (30) days writien notice. Either party may terminate this agteement with thirty
(30) days written notice. :

Section 14, Effective Date of This Agreement.

This agreement will become effective once the KCBOE and the Authorized Representative have both
signed.




APPROVED:

Name Date Authorized Representative’s Authorized Agent/ Date
Title Agent’s Title
Kenton County Board of Education Agent's Name (Typed)

Anthorized Representative Entity’s Name




Memorandum of Understanding (MOU)

Description of Exhibits

To authorize the release and use of confidential data under the FERPA Audit and Evaluation
Exception

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the
final MOU. Exhibits include:

e Exhibit A - Specifics of data being requested
o Section I - the initial data request that describes the audit/evaluation and data being

requested

o Section II- describes the need for Personally Identifiable Information (PII)

o Section III - required if requesting Free and Reduced Lunch information
o Exhibit B — Authorized Representative Confidentiality Agreements (one for each data

custodian)

e Exhibit C — Authorized Representative data security policy
e Exhibit D - Data destruction plan at completion of audit/evaluation
e Exhibit E - Identification of data custodians

Please refer to The U.S. Department of Education, Family Policy Compliance Office’s Guidance

for Reasonable Methods and Written Agreements for additional information on requirements for
data sharing under the Family Educational Rights and Privacy Act (FERPA). :

Memorandum of Understanding for Audit/Evaluation -Exhibits Page1l



Exhibit A:

Contact Information
Research Entity Legal Name

Primary Data Custodian Name Title Phone .
Bmail

Secondary Data Custodian Name , Title Phone

Email

Section I- to be completed by all requestors:

Purpose, Scope and Duration Use of data received under this MOU is Himited to purpose and scope defined.

Click here to enter text,
Completely describe
the purpose and
scope of the
audit/evaluation.

Click here to enter text.

Describe how the
results will be used.

Duration of Start Date: End Date:
Audit/Evaluation

Data Being Requested

Provide specific data Click here to enter text.

elements needed to
complete audit/
evaluation

Years included in Audit Evaluation:
[Tr014-15 [12013-14 []2012-13  [J2011-12  [J2010-11 [12009-10

[12008-09  []Other:
Level of detail/aggregation: [ [Student/Individual | |School [ IDistrict [([State

If requesting Personally Ideniifiable Information (PLl), check Student/Individual box. For aggregate

Ievel select School, District, or Staie,

Memorandum of Understanding for Audit/Evaluation ~-Exhibits
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Please complete Section 1L if requesting PI detail,
Section II- Complete if Pexrsonally Ydentifiable Information (PI) is being requested:

Justify your request
for .
student/individual
level data

Exploin why
audit/evaluation could not
be completed by using
aggregate-level data
without Pli

Special requirements for requests for Personally Identifiable Information (PII)

Click here to enter text.

s Student-Level/Individual detail from education records can only be used to meet the purpose

or purposes of the audit/evaluation as stated in this MOU for duration as defined,

o Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal
identification of parents, students, individuals by anyone other than designated data custodians.

o _Authorized Representative agrees to destroy all PII from education records and confidential
data fiom other records.

o If Free & Reduced Lunch Siatus is needed on PH data, complete Section 111

e . . _ . . _______|]

Memorandum of Understanding for Audit/Evaluation -Exhibits
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IIE- Complete if free or reduced -price lunch eligibility data is reguired for PII recoxds.
Prototype Apreement:

Disclosure of Free and Reduced Price Information

A. Purpose and Scope

Kenton County Board of Education, KCBOE, and acknowledge and agree that children’s free and
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell
National School Lunch Act (42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 (42 USC 1771
et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is
intended to ensure that any information disclosed by the KCBOE to the about children eligible for
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and
that the KCBOE and recognize that there are penaliies for unauthorized disclosures of this eligibility
information.

B. Authority

Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free
and reduced price meal or free milk eligibility information to specific programs or individuals, without
prior parent/guardian consent. Except that, the parent/guardian mwst be provided the opportunity to decline
to share eligibility information prior to the disclosure for identifying children eligible for benefits under or

enrolling children in the State Medicaid Program and the State children's health insurance program.
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of
children's parents/guardians must be obtained prior to the disclosure.

The requesting agency certifies that it is currently avthorized to administer the following program(s) and
that information requested will only be used by the program(s) indicated.

tgzﬁeggsﬂl Program Mfomaﬁon Authorized

8 Medicaid or the State children’s health insurance All eligibility information unless
program (SCHIP), administered by a State or local parents elect not to have
agency authorized under titles XIX or XXI of the Social | information disclosed,
Security Act.
Specify Program:

1 State health program other than Medicaid/SCHIP, Eligibility status only; consent
administered by a State agency or local education not required
agency.
Specify Program: .
Federal health program other than Medicaid/SCHIP No eligibility information unless
Specify Program: parental consent is obtained.

M| Local health program No eligibility information unless
Specify Program: parental consent is obtained.
Child Nutrition Program wnder the National School All eligibility information;
Lunch Act or Child Nutrition Act consent not required.
Specify Program:
Federal education program Bligibility status only; consent
Specify Program.: not required,

| State education program administered by a State agency | Eligibility status only; consent
or local education agency not required,
Specify Program:
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only,
without parental consent. Parental consent must be obtained to disclose any additional eligibility
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and
given opportunity to elect not to have information disclosed. Social security mumbers may only be
disclosed if households are given notice of the disclosure and the uses to be made of their social security
numbers as required by Sec. 7 of the Privacy Act,

C. Responsibilities

Kenton County Board of Education will;

When required, secure parents/guardians consent prior to any disclosure not authorized by the National
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving
agency and made available to the determining agency,

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity L
for parents/guardians to elect not to have information disclosed; v b

Disclose eligibility information only to persons directly connected to the administration or enforcement of
programs authorized access under the National School Lunch Act or regulations under the Act or to
programs or services for which parents/gnardians gave consent.

will:

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected
with the administration or enforcement of the (progratm) and whose job responsibilities require use
of the eligibility information will have access to children’s eligibility information.

Use children’s free and reduced price eligibility information for the following specific purpose(s):

Describe:
Click here to enter text.

Inform all persons that have access to children’s free and reduced price meal eligibility information that the
information is confidential, that children’s eligibility information must only be used for purposes specified
above, and the penalties for unauthorized disclosures.

Protect the confidentiality of children’s free and reduced price meal or free milk eligibility information as
follows:

L ___ __ ___________ __ ___ _ . _______ ___ _ . ________ _______ _________}
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Click here to enter text.

Specifically describe how the information will be protected from unauthorized uses and further disclosures.

Click here to enter text,

D. Effective Dates
This agreement shall be effective during the dates of duration for the audit/evaluation.
E. Penalties

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C))
or regulation, any information about a child’s etigibility for free and reduced price meals or free milk shall
be fined not more than a $1,000 or imprisonment of not more than 1 year or both.

m
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F, Signatures

The parties acknowledge that children's free and reduced price meal and free milk eligibility information
may be used only for the specific purposes stated above; that unanthorized use of free and reduced price

meal and free milk information or further disclosure to other persons or programs is prohibited and a
violation of Federal law which may resulf in civil and criminal penalties.

 Requesting Ageney/Program Administrator

Typed or Printed Name:

Title: Phone:

Signatare: ___Date:

Determining Agency Administrator

Printed Name:

Title: : Phone:

Signature: Date:

*Any attachments will become part of this agreement,

b e e}
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Exhibit B: ' KENTON COUNTY BOARD OF EDUCATION

CONTRACTOR’S EMPLOYEE OR CONTRACTOR NONDISCLOSURE. STATEMENT

Coniractor
Contractor’s employee or contractor name Title:
Address Phone

T understand that the performance of my duties as an employee or contractor, of a contractor for the
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or other
federal or state law); and, that 1 am required to maintain the confidentiality of this information and
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree 1o

the following:

L]

T will not permit access to confidential information to persons not authorized by the KCBOE and
its contractor,
T will maintain the confidentiality of the data or information.
T will not access data of persons related or known to me for personal reasons.
1 will not reveal any individually identifiable information furnished, acquired, retrieved, or
assembled by me or others for any purpose other than statistical purposes specified in the
KCBOE survey, projeet, or proposed research,
Y will report, immediately and within twenty-four (24) hours, any known reasonably believed
instances of missing data, data that has been inappropriately shared, or data taken off site

o to my immediate supervisor, Associate Commissioner, and

o to the Division of Human Resources if I am a KCBOE employee or

o tothe KCBOE Office for whom I perform work under the contract if I am a KCBOE

contractor or an employee of a KCBOE contractor

T understand that procedures must be in place for monitoring and protecting confidential
information. .
I understand and acknowledge that FERPA-protected information obtained under provisions of
Family Educational Rights and Privacy Act of 1974 (FERPA) as a KXCBOE contractor’s
employee or contractor of KCBOE is confidential information.
T understand that FERPA protects information in students® education records that are maintained
by an educational agency or institution or by a party acting for the agency or institution, and
includes, but is not limited to the student's name, the name of the student's parent or other family
members, the address of the student or student's family, a personal identifier, such as the student's
social security number, student number, or biometric record, other indirect identifiers, such as the
student's date of birth, place of birth, and mothes's maiden name, and other information. that, alone
or in comnbination, is linked or linkable to a specific student that would allow a reasonable person
in the school community, who does not have personal knowledge of the relevant ciccumstances,
to identify the student with reasonable certainty.
T understand that any unauthorized disclosure of confidential information is illegal as provided in
FERPA and in the implementing of federal regulations found in 34 CFR, Part 99. 'The penalty
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or
imprisonment for not more than five years (under 18 U.5.C. 3559), or both.
Y understand and acknowledge that children’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions

Memorandum of Understanding for Audit/Evaluation- Exhibits Page 5




of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child fa
Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these
Acts, is confidential information.
¢ 1 understand that any unauthorized disclosure of confidential free and reduced price lunch
information or information from an application for this benefit is illegal as provided in the
Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts,
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than
$1,000.00 (under 7 C.E.R. 245.6) or imprisonment for up to one year (under 7 CE.R. 245.6), or |
both.
s Tunderstand that KRS 61.931 also defines “personal information” to include:

o anindividual's first name or first initial and last name; personal mark; or unique
biometric or genetic print or image, in combination with one (1) or more of the following ;
data elements: ' |

o An account number, credit card number, or debit card number that, in combination with
any required security code, access code, or password, would permit access to an
account;(b) A Social Security number;

o A taxpayer identification number that incorporates a Social Security number;

o A drivet's license number, state identification card number, or other individual
identification number issued by any agency;

o A passport number or other identification number issued by the United States
government; or

o Individually identifiable health information as defined in 45 C.F.R. sec. 160,103, except
for education records covered by the Family Educational Rights and Privacy Act, as
amended, 20 U.5.C. sec. 1232g.

¢ 1 understand that other federal and state privacy laws protect confidential data not ofherwise
detailed above and I acknowledge my duty to maintain confidentiality of that data as well,
s T understand that any personal characteristics that could make the person’s identity traceable,
including membership in a group such as ethnicity or progtam area, are protected.
¢ In addition, I understand that any data sets or output reports that I may generate using confidential
data are to be protected. Iwill not distribute to any unauthorized person any data sets ot reports
that I have access to or may generate using confidential data. Iunderstand that I am responsible
for any computer transactions performed as a result of access authorized by use of sign

on/password(s).
Contractor’s employee or contractor signature Date
Contractor’s authorized agent signature Date

Contractor’s authorized agent name (typed)
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Exhibit C:

Please describe the measutes you take to ensure the protection of PII released to you. If you have a
policy, please attach or copy/paste here as Exhibit C.

Click here to enter text,
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Exhibit D:

Please use the space provided to describe the methods used to destroy all confidential data at the

completion of your work. Please specify the date of destruction. If you have a policy that describes it can

be attached as Exhibit D.

Click here to enter text.
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Exhibit E: In alphabetical order by last name, provide information for those persons designated as data
custodians. This should include anyone with access to confidential data. A. designated primary and
secondary data custodian are required and a minimum of four is requested. Attach if more space is
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian,

Primary Data Custodian
Last Name, First Name:

Phone:
Email:
Employer:

i

Secondary Data Custodian
Last Name, First Name:

Phone:
Email:
Employer;

s

All Other Data Custodians
Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email;

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

R T TR




_Appendix D

Sample Security Breach Nofification Letter

Date

Dear Recipient Name:

. We are contacting you because we have learned of a serious data security incident that occurred
an (specific or approximate date) OR between (date, year and dote, year) that involved some of
your personal Information,

The breach involved (provide a brief general description of the breach and include how many
records or people it may have affected). The information breached contained (customer
names, maifing addresses, credit card numbers, and/or Social Security numbers, eic.), Other
information (bank account PIN, security codes, etc.) was not released.

We are notifying you so you can take action along with our efforts fo minimize
or eliminate potential harm. Because this is a serious incident, we strongly
encourage you to take preventive measures now to help prevent and detect any
misuse of your information. We have advised the three major U.S. credit
reporting agencies about this incident and have given those agencies a general
report, alerting them to the fact that the incident occurred, however, we have
not notified them about the presence of your specific information in the data
breach.® '

. (Optional paragraph If offering credit protection service.¥¥)

To protect you we have retained (name of identity theft company), a specialist in identity theft
protection, to provide you with___ year({s) of (description of services) services, free ofcharge.
You can enroll in the program by following the directions below. Please keep this letter; you
will need the personal access code it contains in order to register forservices.

As a first preventive step, we recommend you closely monitor your financial
accounts and, if you see any unauthorized activity, promptly contact your
financial institution, We also suggest you submit a complaint with the Federal
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online
at https:/iwww.ftccomplaintassistant.gov/




As a second step, you also may want to contact the three U.S. credit, reporting
agencies (Equifax, Experian and TransUnion) to obtain a free credit report
from each by calling 1-877-322-8228 or by logging onto
www.annualcreditreport.com.

Even if you do not find any suspicious activity on your initial credit reports, the
FTC recommends that you check your credit reports periodically. A victim’s
personal information is sometimes held for use or shared among a group of
thieves at different times. Checking your credit reports periodically can help you
spot problems and address them quickly. V

You also may want to consider placing a security freeze on your credit files. A
freeze prevents an authorized person from using your personal identifying
information to open new accounts or borrow money in your name.

You will need to contact the three U.S. credit reporting agencies to place the
security freeze. The fee is $10 for each credit reporting agency. The agencies
may waive the fee if you can prove that identity theft has occurred. Keep in
mind that when you place the freeze, you will not be able to borrow money,
obtain instant credit, or get a new credit card until you temporarily lift or
permanently remove the freeze.

To obtain a security freeze, contact the following
agencies: Equifax: 1-888-298-0045; web;

www.freeze.equifax.com
TransUnion; 1-800-680-7289; web: www.transunion.com (search for

security freeze) Experian: 1-888-EXPERIAN;
www.experian.com/freeze.com

For more information, see the website for the Oregon Department of
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.htmi and
click on “How to Obtain a Security Freeze.” :

If you have further questions or concerns, you may contact us at this special
telephone number: 000- 000-0000, You can also check our website at
www.ourwebsite.org for updated information.

Sincerely,

* Reporting to credit agencies is required only for breaches affecting 1,000 or

more persons.
** Not required under ORS 646A.600-646A.628.




Appendix E

Determined Breach Notification Form

FAC-O0L
Effactiva Date: 01/01/2015

Section 1
Complete and submit within 72 hours of determination or notification.
Determined
] Finance Cabinet Secratary
5} Auditor of Public Accounts (APA}
3] Kentucky State Police {KSP)
1] Attorney General (AG)
D Commissioner of Department of Library and Archives, if breach determined
] Chief Information Officer of Commonwealth Office of Technology
If Department of Local Government under KRS 61.931{1}(b) or {c} also contact;
3] Commissioner of Department of Local Government
If Public School District listed In KRS 61.931(1)(d) also contact:
al Commissioner of Kentucky Department of Education
If Educational entity listed under KRS 61.931(1})(e) also cantack:
al President of Councll on Postsecondary Education
Agency Name:
Agency Contact:
Agency Contact Emall:
Agency Contact Phone Number:
Date of Natification to Agencies: Time of Notification:
Date Breach Determined:

Complete this partion after the conclusion of the investigation regarding whether the Security Breach has resulted inor
is likely to result in the misuse of personal information, Provide notice to agencles within 48 hours of completing

Investigation.

Section 2

Personal Information Breached: [ JYes [INo

If Yes, Explain:

Total Number of Individuals Impacted: Date Individuals Notified:
Type of Notices Sent Out {select all that apply and provide sxplanstions):

] Web Posting: 1 Email;
[ tocal or Regional Media: [] Telephone:
] Letter: [] other:

Did You Notify Consumer Credit Reporting Agencies? [ {Yes [ INo IFYes, Date:

s e ——— et

Any Other Breach Compliance Requirements Apply suchas Federal? [ JYes [INo

IfYes, Fxplain:
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FAC-001
Effactive Date: 01/01/2015

Third Party Breach: [dYes [No
If Yes, Third Party Name:

If Third Party Involved, When DId They Notify the Agency:

If a delay then please attach the delay notification record along with supporting documentation. Was there a
delay due to:

0 Law enforcement investigation. Reference to KRS 61.933 (3)(a)

O Anagency determines that measures necassary to restore the reasonable Integrity of the data system
cannot be implemented within the timeframe established and will delay the breach determination.
Delay will need to be approved in writing from the Office of the Attorney General. Reference to KRS
61.933 (3)(b)

0

Sectlon 3
Complete and submit at the concluslon of the investigation and any notice and resolution process,

Actions Taken to Resolve Breach:

Actions Taken to Prevent Additional Security Breaches in Future, ifany:

A General Descriptlon of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches:

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach:

Reference:
KRS 61.931 to 61.934 - http://www.lrcky.gov/Statutes/statute aspx?id=43575

KRS 42,726 - http://weww.lrc.ky.gov/Statutes/statute.aspx2id=43580
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Appendix F

FAC-F0D2
Effactiva Date: 01/01/2015

Delay Notification Record

All documentation In reference to the delay should be attached to the notification record.

Agency Name:

3" Party Name, If applicable:

Agencies are to use this form to record information:

O Ifa law enforcement Investigation has delayed the notification process for a breach determination,
Reference to KRS 61.933 (3)(a)

Date Law Enforcement Notified Agency:

Law Enforcement Agency:

0O Ifan agency determines that measures necessary o restore the reasonable Integrity of the data
system cannot he Implemented within the timeframe established and will delay the breach
determination. Delay will need to be approved in wrlting from the Office of the Attomey General.
Reference to KRS 61.933 (3)(b)

Date Submitted to Office of Attorney General:

Date Approved hy the Office of Attorney General:

The agency will submit form FAC-001 as required by KRS 61.933 If law enforcement has not contacted it
within seventy-two (72) hours of a determined breach.
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