Elizabethtown School District Data Security Update

Current measures:

· Annually share a short presentation that is signed off on by all staff

· Annually share Kentucky Educator’s Guide to Top Secret Personal Information and Data Breach Awareness, provided by the state, with all staff

· Currently have access Control at all schools.  Every school or campus(TK/Morningside) now have door access card readers 

· Surveillance camera coverage is now in place at all schools, and has been increased since last year’s update

· The district maintains one point of data entry and management for all student data

· Student records are encrypted, or password protected, before being sent to other districts

· Periodic reminders of how to deal with potential threat emails are sent to all staff

· School Resource Officers have the ability to monitor cameras for all schools

· School Resource Officers have access to card entry doors at all schools 

· District wide paging is now in place, allowing a broadcast from any location to all school intercoms at once

· The state is implementing passphrases, to replace passwords, which has been proven to increase the difficulty of gaining access through users credentials

· New construction, such as the new softball complex, will be equipped with security cameras, as well as card entry doors
