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Kenton County School District
Data Security and Breach Notification Guidebook
As of October 7, 2016

Board Policy — Records Management 1.61

The Kenton County School District Administration shall acknowledge to the Board of
Education in a public meeting prior to August 31° of each year that the District has reviewed
the Data Security and Breach Notification Best Practice Guide and implemented best
practices that meet the needs for reasonable security protection over personal information.

Personal Information is defined as an individual’s first and last name or first initial and last
name; personal mark; or unique biometric or genetic print or image, along with any of the
following data elements:
e Account number, credit or debit card number, that, in combination with any required
security code, access code, or password would permit access to an account;

e Social Security number;

e Taxpayer identification number that incorporates a Social Security number;

e Driver’s license number, state identification card number, or other individual
identification number issued by any agency;

e Passport number or other identification number issued by the United States
government; or

e Individually identifiable health information as defined in 45 C.F.R. sec. 160.103
(Appendix A) except for education records covered by the Family Educational Rights
and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix B)

Security Breach is defined as an unauthorized acquisition, distribution, disclosuf‘e,
destruction, manipulation, or release of unencrypted or unredacted records or data that
compromises or is reasonably believed to compromise the security, confidentiality, or
integrity of personal information and results in the likelihood of harm to one or more
individuals; or the release of encrypted records along with the key or process necessary to
unencrypt the records.



| KRS 61.931 — House Bill 5
Procedures and practices to safeguard against security breaches must be implemented by any
entity that maintains or possesses personal information in accordance with applicable KRS

and federal laws.

For any contracts involving personal information that are entered into or amended after
January 1, 2015, specific language requiring protection of the data must be included. The
following Memorandum of Understanding was developed by the Kenton County School
District legal counsel and shall be utilized with all software purchases:

Memorandum of Understanding — See Appendix C

The following guidelines were prepared around thrée major areas of consideration as
identified by the Kentucky Department of Education:

e Protection and Prevention
e Preparation for Notification
e Notification



Protection and Prevention

All District employees are charged with protecting the confidentiality of personal information
whether it pertains to customers, employees, parents, or students. The basic premise is to
remain vigilant in the safekeeping of all paper records and all electronic records. Employees
are encouraged to collect the minimum amount of personal information necessary to
accomplish the given task and retain the information for the minimum time required by law.

The following Kenton County School District departments are identified and charged with the
use, maintenance, and safeguard of records which contain personal and confidential
information:

e Personnel

e Student Support Services

e Finance

e Technology

o Special Education

e Preschool

e Food Service

e Transportation

e Support Operations

e School Level Office Staff

e Nursing Services

There are many departments and employees that come into contact with and use
information that can be considered personal and confidential. As such, all district employees
will be provided a brief overview and basic training in order to strengthen our coverage and
safeguard the protection of restricted personal records from unauthorized personnel.

Each department shall inventory all records which contain very personal and restricted
information which must be considered for appropriate protection. These records shall be
reviewed periodically (annually at a minimum) in order to determine the rights and privileges
of district staff that have primary responsibility to utilize the restricted personal information.
More importantly, the district staff charged with maintaining the records shall adhere to
strict guidelines which are designed to protect the restricted information reflected in the

documents.



The following guidelines are to be utilized by all district staff responsible for the safeguarding
of personal and restricted information: '

Maintain an inventory of all electronic and paper records that contain personal
information

Classify information contained in all restricted records according to sensitivity and
level of risk if that information was accidentally or intentionally accessed by anyone
without a need to know

Strictly adhere to the records retention requirements for all sensitive records
Supervisors shall annually assess the access rights afforded to district staff as it
pertains to restricted files and data bases

Whenever practical, all high-risk information shall use data encryption to protect the
sensitive files in combination with host protection and access control

Remove rights and access privileges immediately upon severance of employment for
employees that have the responsibility to use and maintain sensitive files; retrieve all
keys and building access control devices; remove all staff from security alarm code
systems

All employees shall have an annual awareness training regarding the importance of
protecting and safeguarding restricted personal information contained in paper files
and electronic data bases; the annual training shall also include a comprehensive
review of Data Security and Breach Notification Best Practice Guide.

All employees shall review the following awareness training videos located on the
Safe Schools Training Site:

- Cybersecurity Overview

- Protection Against Malware

- FERPA: Confidentiality of Records

Use strong passwords or pass phrases and change them frequently

Keep a passwbrd, PIN, or pass code on all devices including laptops, tablets, and smart
phones

Regquire all contract vendors that utilize personal information on behalf of the school
district to sign and adhere to the guidelines established in the District Memorandum
of Understanding; all MOU’s must be maintained and renewed annually

Each district staff member that is charged with the maintenance or access to personal
restricted information shall adhere to appropriate office maintenance requirements
designed to protect access to confidential records throughout the course of the work
day and after work hours

- Only print files or records that contain restricted personal information if necessary
- Never leave restricted files on common space printers or copiers




- Never leave restricted files on desk top computer screens or printed files laying on
the desk surfaces when you are away from the work space ‘

- File all confidential information in securely fastened spaces when not in use

- Properly manage and control all confidential conversations

- Pay attention to confidential information being displayed on monitors in an open

setting y
Establish language for solicitation of Request for Proposals that reflects the desired
restrictions and controls necessary to safeguard personal restricted information to be

utilized as part of the third-party work




Preparation for Notification of Affected Individuals

In the event there is a suspect data breach, the Kenton County School District will initiate the
appropriate response plan. The Preparation for Notification of Affected Individuals was
prepared using elements from the Best Practice Guide and pertinent data breach legislation.
The Director of Technology shall be the Lead agent for the District and assume responsibility
for the coordination of all internal investigation and notification procedures. The process for
investigating a potential data breach is outlined in the following procedures:

1) The lead staff member charged with managing the breach of data security process
shall be Chris Setters (Director of Technology). l

2) The lead staff member shall immediately notify the Superintendent of Schools
regarding any data breach incident.

3) The Superintendent of Schools shall notify District legal counsel regarding any data
breach incidents.

4) The lead staff member shall engage the District Safety and Security Officer to assist
with the investigation.

5) The lead staff member shall work with the departmental supervisor to ascertain the
scope of the data breach as well as the schedule of affected individuals for the
notification process.

6) Notification to affected individuals whose unencrypted personal information have
been, or are reasonably believed to have been, acquired by an unauthorized person
shall be prepared and disseminated within 35 days in accordance with House Bill 5. A
draft notification letter to individuals is found in Appendix D.

7) Outside law enforcement agencies with expertise in investigating crimes that involve
technology shall be contacted for advice and assistance with any data breach
incidents. Identify any and all agencies that may be of assistance with an
investigation and secure contact information in the case of a data breach incident.

8) Immediately assess and prepare strategies to contain, control, and correct any data
security breach incidents. Document any issues discovered and response actions
taken.

9) Perform a thorough review of the actions and flaws with the District data security
platform leading up to the data breach. Make any necessary adjustments to the
structure in order to prevent future incidents.

10) Consider the use of a Cyber Resilience Review to evaluate the operational resilience
and cyber-security practices.




Notification

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data
breaches. KRS 61.931, ET SEQ. (HB 5), Kentucky School Districts are required to notify both
the individual of a breach and various state officials. House Bill 5 addresses the safety and
security for personal information held by public agencies and requires public agencies and
nonaffiliated third parties to implement, maintain, and update security procedures and
practices, including taking any appropriate corrective action to safeguard against security

breaches.

House Bill 232 requires consumer notification when a private party data breach reveals
personally identifiable information. This bill also requires cloud computing service providers
contracting with educational institutions to maintain security of student data. The District
Technology Coordinator shall assume responsibility for approving and finalizing all cloud
based service provider agreements.

The District Technology coordinator shall utilize the following forms developed by the
Commonwealth Office of Technology for use in the event of a breach or a suspected breach of
data.

e Data Breach Notification Form FAC-001 — See Appendix E

e Delay of Notification Form FAC-002 —See Appendix F

The notification requirements are designed to alert individuals of such data breaches and
provide those affected individuals with an opportunity to take appropriate actions to
mitigate the personal damage from potential identity theft or other harm. The following
guidelines were established by the Kentucky Data Breach legislation:

e Prepare a description of the categories of information that were subject to the
security breach, including elements of personal information that were believed to be
acquired;

e Contact information for the notifying agency, including the address, telephone
number; )

e A description of the general acts of the agency, excluding disclosure of defenses used
for protection of information from the following sources about steps the individual
may take to avoid identity theft, for:

- The major consumer credit reporting agencies;




- The Federal Trade Commission; and
- The Office of the Kentucky Attorney General

The data breach legislation that went into effect in January 2015, each District has a total of
35 days from the time of their formal notification of agency contacts to notify all individuals
impacted by the security breach. If the internal investigation leads to a reasonable conclusion
that an unauthorized person through criminal activity may be involved in the data breach
then the local law enforcement should be notified.

The appropriate State staff should be notified within 48 Hours if the investigation finds that
the misuse of personal information has occurred or is likely to occur. The length of the
investigation is not established by this bill and will vary with each incident.

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form
FAC-001 to KDEDataBreachNotification@Education.ky.gov and to the following agencies as
required by KRS 61.933:

e Attorney General’s Office

e Auditor of Public Accounts

e Finance and Administration Cabinet

e Kentucky State Police
e Kentucky Department of Library and Archives
e Commonwealth Office of Technology

The Department of Data Breach Notification at the Kentucky Department of Education will
provide the most current contact information for each State agency representative. If the
investigation involves law enforcement officials and prevents the full disclosure of
information to the Department, then form FAC-002 shall be utilized as required by KRS
61.933. The investigation shall be conducted in a reasonable and prompt manner in order to
determine whether the security breach resulted in or is likely to result in the misuse of
personal information



Appendix A

Department of Health and Human Services

this subchapter apply to the following
entities:

(1) A health plan.

(2) A health care clearinghouse.

(3) A health care provider who trans-
mits any health information in elec-
tronic form in conneotion with a trans-
aotion covered by this subchapter.

(b) Where provided, the standards, re-
quirements, and implementation speci-
fioations adopted under this subchapter
apply to a business associate.

(¢) To the extent required under the
Social Seourity Act, 42 U.S.0. 13202~
7o(a)(5), nothing in this subchapter
shall be construed to diminish the au-
thority of any Inspector General, in-
oluding such authority as provided in
the Inspector General Act of 1978, as
amended (6 U.S.0. App.).

[66 FR 82798, Deo, 28, 2000, as amended at 07
TR 63266, Aug. 14, 2002; 78 TR 5687, Jan. 25,
2013]

§160.103 Definitions.

Except as obherwise provided, the fol-
lowing definitions apply to this sub-
chapter: :

Act means the Soojal Seourity Act.

Admingstrative simplificotion provision
means any requirement or prohibition
established by:

(1) 42 U.8.0. 1320d-1320d-4, 13204-7,
13203-8, and 13204-9;

(2) Section 264 of Pub. L. 104-191;

(3) Sections 13400-13424 of Public Law
111-5; or

(4) This subchapter.

AL] means Administrative Law
Judge.

ANSI stands for the American Na-
tional Standards Institube.

Business ossociete: (1) Except as pro-
vided in paragraph (4) of this defini-
tion, business assoclate means, with re-
speot to a covered entity, a person who:

(i) On behalf of such covered entity
or of an organized health care arrange-
ment (as defined in this seotion) in
which the covered entity participates,
but other than in the capacity of a
member of the workforce of such cov-
ered entity or arrangement, oreates,
receives, maintains, or transmits pro-
tected health information for a func-
tion or activity regulated by this sub-
chapter, including claims processing or
administration, data analysls, proc-
essing or administration, utilization

§160.103

review, quality assurance, patient safe~
ty activities listed at 42 CFR 3.20, bill-
ing, benefit management, practice
management, and repricing; or

(i1) Provides, other than in the capac-
ity of a member of the workforce of
such covered entity, legal, actuarial,
accounting, oonsulting, data aggrega-
tion (as defined in §164.501 of this sub-
chapter), management, administrative,
acoreditation, or financlal services to
or for such covered entity, or to or for
an organized health care arrangement
in which the covered entity partioi-
pates, where the provision of the serv-
1oe involves the disclosure of protected
health information from such covered
entity or arrangement, or from another
business associate of such covered enti-
ty or arrangement, to the person.

(2) A covered entity may be a busi-
ness assoclate of another covered enti-
ty.

(3) Business associote includes:

(1) A Health Information Organiza-
tion, E-prescribing Gateway, or other
person that provides date transmission
services with respect to protected
health information to a covered entity
and that requires access on a routine
basis to such protected health informa-
tion.

(i1) A person that offers a personal
health record to one or more individ-
uals on behalf of a covered entity.

(iii) A subcontractor that creates, re-
ceives, maintains, or transmits pro-
tected health information on behalf of
the business assooiate.

(4) Business associaie does not include:

(1) A health care provider, with re-
spect to disclosures by a covered entity
to the health care provider concerning
the treatment of the individual.

(i1) A plan sponsor, with respeot to
disclosures by a group health plan (or
by a health insurance issuer or HMO
with respect to a group health plan) to
the plan sponsor, to the extent that the
requirements of §164.604(f) of this sub-
chapter apply and are met.

(iii) A government agency, with re-
spect to determining eligibility for, or
enrollment in, a government health
plan that provides public benefits and
is administered by another government
agency, or collecting protected health
information for such purposes, to the
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§160.108

extent such activities are authorized
law.

(iv) A oovered entity partieipating in
an organized health caxe arrangement
that performs a function or activity as
dercribed by paragraph (1)(1) of this
definition for or on behalf of such orga-
nized health care axrangsment, or that
provides & service as desoribed in para-
graph (1){i1) of this definition to or for
such organized health oare avrange-
ment: by virtue of such aobivitles ox
services,

Civil money penclty or penally means
the amount determined under §160.404
of this part and includes the plural of
thege terms.

OMS stands for Centers for Medicare
& Medicaid Services within the Depaxrt-
ment of Health and Human Services,

Compliance date means the date by
which a covered entity or business as-
sociate must comply with a standard,
implementation speoifioation, require-
ment, or modification adopted under
this subchapter.

Covered entily means:

(1) A health plan,

(2) A herlth care clearinghouse,

(3) A health care provider who trans-
mits any health information in elec-
tronic form in connection with a trans-
aotion covered by this subchapter.

Disclosure means the release, trans-
fer, provision of access to, or divulging
in any manner of information outside
the entity holding the Information.

EIN stands for the employer identi~
fication number assigned by the Inber-
nal Revenue Service, U.S, Department
of the Treasury. The HIN is the tax-
payer identifying number of sn indi-
vidual or other entity (whether ox no}
an employer) assigned under onse of the
following:

(1) 26 U.8.0. 8011(h), which s the por-
tion of the Internal Revenne Code deal-
ing with identifying the taxpayer in
tax returns and statements, or ocor-
responding provisions of prior law.

(2) 26 1.8.,0. 8109, which is the portion
of the Internal Revenue Oode dealing
with identifying numbers in tax re-
turns, statements, and other required
doouments.

Electrontc medic means:

(1) Electronic storage material on
which dats is or may be recorded elec-
tronically, including, for example, de-

45 CFR Suptitle A (10-1-15 Edlition)

vices In computers (hard drives) and
any removable/transportable digital
memory medlum, such g5 megnetic
tape or disk, optionl disk, or digital
memory card;

(2) Transmission media used to ex-
change information already in elec-
tronio storage media. Transmission
media include, for example, the Inter-
net, extranet or intranet, leased lines,
dial-up lines, private networks, and the
physloal movement of removable/trans-
portable slactronic storage media, Jor-
taln transmissions, including of paper,
via facsimile, and of voloe, via tele-
phone, are not considered to be trans-
missions vis electronic media if the in-
formation being exchanged did not
exist 1n eleotronio form immediately
befors the transmission.

Electronio protectad health information
means information that comes within
paragraphs (1)(1) or (1)(11) of the defini-
tlon of protected healih informaiion as
speoified in this seation,

Employer 18 defined as 16 is in 26
U.8.0. 8401(@).

Family member moaxs, with respeoct to
an indlvidual:

(1) A dependent (as such term is de-
fined in 456 OFR 144.103), of the indi-
vidual; or

(2) Any other pexson who is g firat-de-
gree, second-degres, third-degrse, or
fourth-degrea relative of the individusl
or of a dependent of the individual.
Relatives by affinity (such as by mar-
riage or adoption) are treated the same
as relatives by oconsanguinity (that s,
relatives who share a common biologl-
cal ancestor). In determining the de-
graee of the relationshlp, relatives by
Jess than full oonsanguinity (such as
half-giblings, who share only one par-
ent) are treated the same as relatives
by £l oonsenguinity (such as siblings
who shere both parents),

(1) First-degree relatives include par-
ents, spouses, siblings, and ohildren.

(i) Second-degree relatives inolnde
grandparents, grandchildren, aunts,
unoles, nephews, and nieces,

(iit) Third-degree relatives include
great-grandparents, great-grand-
ohildren, graat aunts, great uncles, and
first couslna.

(iv) Fourth-degree relatives include
groat-great grandparents, great-great
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Deparment of Health and Humun Sepvices

grandchildren, and children of flrst
cousins,

Qengtio informoation means:

(1) Bubjeob to paragraphs (3) and (3)

! of this definition, with respeot to an in-
dividual, information about:

(1) The individual's genetio tests;

(i1) The genetio tests of family mem-
bers of the individual;

(ii1) The manifestation of & disease or
disorder in family members of such in-
dividual; ox

(iv) Any request for, or recelpt of, ge-
nebic services, or participation in clin-
joal research which includes genetio
services, by the individual or sny fam-
1ly member of the ingividual.

(2) Any 1 ‘n this thohapter
to genetio information concerning am
individusl or family member of an indi-
vidual shall include the genstic infor-
mation oft

(1) A fetus carrled by the individual
or family member who I8 a pregnant
woman; and

(i1) Any embryo legally held by an in-
atvidual or family member ubilizing an
assisted reproductive technology.

(3) Genetlo information excludes In-
formation about the sex or age of any
individual,

Genetio servicss means:

(1) A genetio test;

(2) Genetio counseling (inoluding ob~
teining, interpreting, or assessing ge-
netic information); or

(3) Genstic eduocation.

Genatic test means an analysis of
human DNA, RNA, chrom pro-

§160,103

pendents direotly or through insur-
reimbursement, or otherwise,
that:

(1) Has 50 or more parbicipants (as de-
fined in seotion 3(7) of ERISA, 28 U.8.0.
1002(7); or

(2) Is administered by an entlby other
than the employer that established and
maintains the plan.

HHS stands for the Department of
Health and Human Services.

Heelih core means oare, services, or
supplies related to the health of an in-
dividual. Health cere includes, bub is
not limited to, the following:

) Preventive, dlagnostic, thera-
peutbio, rehabilibative, maintenance, ox
pallistive oare, and oounseling, service,
asgessment, or prooedurs with respect
to the physical or mental condition, or
functional status, of en individual or
that affects the structurs or funotion
of the body; and

(2) Sale or dispensing of a drug, de-
vice, squipment, or other item in ac-
cordanas with & presoription.

Health cere clearinghouss means &
public or private entlty, including &
pilling service, repricing ocompany,
community health management Infor-
mation system or community health
information system, and “value-added”
networks and switches, that does el-
ther of the following funotions:

(1) Processes or fapiltates the proc-
esping of heslth information received
from another entity in a nonstanderd
format or containing nonstandard dats

tent into stenderd dats el ts or

teins, or metabolites, if the analysis
deteots genotypes, mubations, er chro-
mogomal changes, Genetic test does
not include an analysis of proteins or
metabolites that is directly related to
# manifested disease, disorder, or path-
ologloal condibion.

Group heelth vlan (alec ses definition
of health plan in this section) means an
employes welfare benofit plan (as de-
fined in seotion 3(1) of the Employee
Retirement Tnoome and Seourity Aot of
1974 (BRISA), 20 U.8.0, 1002(1)), inolud-
ing insured and self-insured plans, to
the extent that the plan provides med-~
ionl care (s defined in seotion
2181(a)(2) of the Public Health Service
Act (PHS Aot), 42 U.8.0. 300gg-91(a)(2)),

- inelnding items and services paid for as
medical care, to employees or thelr de-

o stendexd transaction.

(2) Reoceives s Btandard transaction
from another enbity and processes or
faoilitates the processing of health in-
formation into nonstandard format or
nonstandard data oontent for the re-
celving entity.

Healih core provider means & provider
of services (as defined in section 1861(w)
of the Aoct, 42 T.S.0. 1395x(u)), & pro-
vider of medical or health gervices (as
defined in seotion 1861(s) of the Aot, 42
T.8.0. 1805x(s)), and any other person
or organization who furnishes, bills, or
15 pald for heslth care in the normal
courge of business.

Heolth, information means any infor-
mation, inoluding genetic information,

ihether oral or r ded in any form
or medivm, that:
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(1) Is oreated or received by a health

care provider, health plan, publlc

- health authority, employer, life in-
surer, school or university, or health
ocaxe clearinghouse; and

(2) Relates to the past, present, or fu-
ture physical or mental health or oon-
dition of an individual; the provision of
health cara to an individual; or the
past, present, or future payment for
the provision of health care to an indi-
vidusal. -

Heolth insurance issuer (as defined in
seotion 2791(b)2) of the PHS Act, 4
7.8.0, 300gg-91(b)(2) and used in the
definition of heelth plan in this section)
means an {msurance company, insur-
ance sexvioe, or insurance organization
(including an HMO) that is Hoensed to
engage in the business of insurance in
 State and 18 subjeot to State law that
regulates insurance. Such term Goes
not include a group health plan.

Health ion
(HMO) (as defined in section 2791(h)@)
of the PHB Aot, 42 U.8.0, 300ge-91(b)(3)
and nsed in the definition of heolih plon
in this seotion) means o federally
qualified HMO, an organization recoeg-
nized g3 an HMO under State law, or 2
similar organization regulated for sol-
venoy under State law in the same

manner and te the same extent as such

an ¥MO.

Heolih plen means sn individual or
group plan that provides, or pays the
cost of, medical care (es defined in sec-
tion 2791(e)(2) of the PHS Act, 42 U.B.0,
300gg-91()(2)).

(1) Health plan incindes the following,
slngly or in combination:

) A group health plan, as defined in
this seotion,

(i1) A health insurance issuer, as de-
fined in this section.

ﬁ(m) An HMO, as defined in this seo-
on.

(iv) Part A or Part B of the Medlcare
program under title XVII of the Aot

(v) The Medicald program under title
XIX of the Aot, 42 U.8.0. 1396, & seq.

(vi) The Voluntary Presoription Drug
Benefit Program under Part D of title
XVII of the Act, 42 U.8.0. 1895w-10L
through 1805w-152,

(vil) An issuer of a Medlocare supple-
mental polioy (as defined in seotion

45 CFR Subtitle A (10-1~15 Edition)

(viil) An issuer of & long-term oare
poloy, excluding a nursing home fixed
indemnity polioy.

(ix) An employee welfare benefit plan
or any other arrangement thab is es-
tablished or matntalned for the purpose
of offering or providing health benefits
to the employess of two or more em-
ployers.

(x) The bealth care program for uni-
formed gorvices undexr title 10 of the
United States Code.

(xi) The veterans health care pro-
gram under 88 U.8,0, chapber 117,

(xii) The Indian Health Service pro-
gram undsr the Indian Health Oare Im-
provement Aot, 26 U.B.C, 1601, ¢ seq.

(xiii) The Federal Employees Health
Benefits Program under 6 U.5.0. 8902,
at seq.

(xiv) An approved State child health
plan undoxr title XXI of the Act, pro-
viding benefits for child health assisi-
ance that meet the regquirements of
seotion 2103 of the Act, 43 U.8.0. 1307, et

sed.

(xv) The Medicare Advantage pro-
gram under Part G of title XVIII of the
Act, 42 U.8.0, 1395w-21 through 1886w-
28.
(xvi) A high risk poal that is & mech-
anism established under State law to
provide health insurance coveraga or
comparable coverage to eligible indi-
viduals.

(xvil) Any other Individual or group
plan, or combination of individusl or
group plans, that provides or pays for
the oost of medioal cars (as defined In
section 2791(a)(2) of the PHS Act, 42
U.8.0. 300ge-916)(2)).

(2) Healih plan excludes:

(i) Any polioy, plan, or program bo
the extent thet 1t provides, or pays for
the oost of, excepted benefits that are
Hsted in seotion 2791(c)(1) of the PHS
Act;, 42 U.B.0, 300gg-91(o)(1);, and

) A government-funded program
(other than one listed in paragraph
())-Cavi) of this definition):

(A) Whose principal purpose is other
than providing, or paying the cost of,
health care; or

(B) Whose prindipal aobivity is

(1) The direct provision of health care
to persons; or

(2) The making of grants to fund the

1802(g)(1) of the Act, 42 TU.S.0. direct provision of health care to per-
1395ss()(1)). sons.
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Implementotion  specification means
speoific requirements or instrmotions
for impleneonting a standard.

Individual means the pexson who 18
the subjech of profected health infor-
mation,

Individually identifiable heelth infor-
mation 1s information that 18 a subset
of heslth informetion, inoluding demo-
graphic information collected from an
individual, and:

(1) Is oreated or received by & health
care provider, health plan, employer,
or health care clearinghouse; and

(2) Relates $o the past, present, or fu-~
ture physical or mental health or con~
dition of an individual; the provision of
health oare to an Individual; or the
past, present, or future payment for
the pravision of health care to an indi-
vidual; and

(1) That identifies the Indlvidual; or

(i) With xespect to which there is a
reasonable basls o belleve the Infor-
mation oan be used to identify the indl-
vidual.

Muonifestation or monifested means,
with regpect to a disease, disorder, or
pathological condition, that an Indi-
vidual has been or could reasonably be
disgnosed with the disease, disorder, or
pathological condition by & health care
professional with appropriate training
and expertise in the fleld of medicine
involved, For purpcses of this sub-
chapter, a disease, disorder, or patho-
logicel condition is not manifested if
the dlagnosis i8 based prineipally on
genetio information,

Modify ox modification refers to a
change adopted by the Secretary,
through regulation, to & standard or an
implementation specification,

Organized heolth cere arrangemend
means:

{1} A olinloally integrated oare set-
ting in which individuals typloally re-
celve health care from more than one
‘health oare provider;

(2) An organized system of health
care in which more than one covered
entity parbicipates and in which the
participating covered antities:

(1) Hold themsslves out to the public
ag pertioipating in a joint arrange-
ment; and

(1) Partioipate in Joint activities
thet inolude at least one of the fol-
lowing:

§140.103

(A) Ttilization review, in whioh
health oare deoisions by partloipating
oovered entities are reviewed by other
parsicipating covered entities or by &
third party on their behalf;

(B) Quality assessment and improve-
ment activities, in which treatment
provided by partioipating covered enti-
tles is assessed by other participating
covered entities or by a third perty on
their behalf; or

(0) Payment aotivities, if the finan-
ofal risk for delivering health oare is
ghared, in part or in whole, by partici-
pating ocoverod entities through the
joint arrangement and if protected
health information oreated or received
by a ocovered entity is reviewed by
other participating covered entitles or
by & third party on their behalf for the
purpose of administering the sharing of
financial risk.

(3) A group health plan and a health
insurance issuer or HMO with respect
to such group health plan, but only
with rvespeot to proteocted health infor-
mation oreated or received by such
health insurance issuer or HMO thab
relates to individuals who are or who
heve been participants or benefictaries
in snch group health plan;

(4) A group health plan and one or
more other group health plans sach of
whioh axe maintained by the same plan
SPONSOX; or

(5) The group health plans described
in paragraph (4) of this definition and
health insuranoce issuers or HMOs with
respeot to such group health plans, bub
only with respect to proteoted health
information oreated or received by
sach health insurance issuers or HMOs
that relates to Jndividuals who are or
have been particlpants or beneficlaries
in any of such group health plans.

Person moans a natural pexson, trust
or estate, partnership, oorporaftion,
professional assooiation or corporation,
or obher enbity, publlc or private.

Protected heolth nformoation mesns in-
g}vld\mlly jdentifiable health infoxrma-

ons

(1) Broept as provided in paragraph
(2) of this definition, that is:

(1) Transmitted by electronic media;

(i) Maintalned in electronic media;
or
@dif) Transmitted or maintelned in
any other form or medium.
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§1282g. Family educational and privacy rights

(a) Ucndiﬁ:ms for availability of fum‘is to Zﬂ“'
o lei ‘v Suskihitiong

34
3 ey 3 ific in-

and review of  BE
formation to be made available; procedurs
for acoess to education records; xensonable-
neas of time for such access; hearings; wril-
ton explanations by parents; definitions
(1)(A) No funds shall be made available under
any applomble program to any eduocational
agenoy or insbitution which has s policy of de-
nying, or which elleotively pruvents, the parents
of students who are or have heen in attendenon
at o svhaol of puch agency or nt such institu-
tion, as the case may be, the right to inspect
and review the eduontion racords of their chil-
dren. If any materiul or doowment ,’“ the edu-

sons malking confidential recommendations and
(1) such recommendations are used solely for
the purpose for which they were specifionlly in-
tended, Such watvers may nob be reguired as a
oondition for admisgion to, receipt ol fnancial
aid from, or regelpt of any other services or bon-
efits from such agency or institution,

(2) No funds shall be made available under any
appliogbla program to any educational agency
or institution unless the parents of students who
are or have been in attendance at a school of
such agenacy or at snch instibntion are provided
an opportunity for a hearing by such agency or
institution, in accordance with regulations of
the Secretary, to challenge the content of such
student’s education records, in order to insure
that the records arp nofi inacourate, misleading,
or otherwise in violation of the privacy rights of

cation record of & stud tlon
on movre than one student, the parenis of one of
such stndents shall have the right to inspect and
veview only such part of such material or docu-
ment ag relatos to such student or to be in-
formed of the specific information vontained in
such part of such material. Each educational
agenoy or institution shall establish eppropriate
procedures for the granting of a reguest by par-
ents for access to the education records of their
children within a reasonable period of time, but
in no cass mora than forty-five days after the
request has been made.

(B) No funds mnder any applicablo program
shall be made available to any State educational
agenoy (whether or not that agency is an edu-
cational agency or institution under this sec-
tion) that has a policy of denying, or effectively
prevents, the parents of students the right to in-
spect and review the eduocation records main-
tained by the State educational agency on their
children who ars or have been in attondonce at
any school of an educational agenoy or institu-
tion that is subject to the provisions of this sec-

tion,

(C) The first sentience of subparagraph (A)
ghall not opsrate to male availeble to students
in institutions of postsecondary educabion the
following materials:

(i) finencial records of the parents of the
gtudent or eny information contained tharain;

(i) confidential letters and statements of
recommendation, which were placed in the
sducation ragords prior to January 1, 1875, if
snoh Ietters or statements ara not used for
purposes other than those for which they were
specifiocally intended;

(dii) if the stndent has signed a walver of the

tudents, and to provide an opportunity for the
correction or deletion of any puch inaccurate,
misleading or otherwise inappropriate dats con-
tained therein and to insert into such records a
written explanation of the parents respecting
the content of such racords.

(3) I'or the purposes of this seatlon the term
“sducational agency or insbitution" means eny
public or privals agenoy or institution which is
the recipiont of funds under any applicabls pro-

gram.

(4)(A) For the purpopes of this section, the
torm “education records* means, except as may
be provided otherwise in subparagraph (B), those
records, files, documents, and other msaterials
whioch—

(1) contain information dirsctly related to &
student; end

(i) are maintained by an educational agency
or institution or by a person acting for such
agenoy or inslitution.

(B) The term "education records" does not in-
clude—

(1) records of instructionsl, supervisory, and
administrative personnel and educational par-
sonnel ancillary thereto which are in the sole
possession of the maker thersof and which are
nol aovessible or ravealaed to any other person
oxcspb & substitute;

(i1) records maintained by & law enforcement
unit of the eduontional agenoy or institation
that were orested by that law enforcement
unit for the purpose of law enforcement;

(iii) in the onse of persons who are employed
by an educstionsl agenoy or institution but
who ars not in attend at such or
institution, rasords meds and maintalned in
the normal course of business which relate ex-

student’s right of access nnder this
in accordance with sut h (D), con-
f 1al dations—
(I) respecting admission to any edu-
cationa) agency or institution,
(IY) respecting an application for employ-
ment, and
(III) respecting the Ygoeipt of an honor or
honorary recognition,

(D) A gtudent or & person applying for admis-
sion may waive his right of acasss to confiden-
tial statements described in clause (1i1) of sub-
paragraph (0), except that such waiver shall
apply to recommendations only if (1) the sindent
is, upon request, notified of the namos of all psr-

lugively to such p in thay person’s ca-
paolty as an employee and are not available
for use for any other purposs; or

(iv) records on a student who is sighteen
years of age or older, or is attunding an insti-
tntion of postsecondary education, which ars
made or meintained by & physician, psychia-
trist, psyohologist, or other recognized profes-
sional or paraprofessionel acting in his profes-
slonal or paraprofessional capacity, or assist-
ing in that capacity, and which are mads,
maintained, or used only in conneubion with
the provision of treatment to the student, and
are not available to anyone other than persons
providing such treatment, except that such
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recorde ¢an be personally reviewed by a yhysi-
clan or other approprinte professional of the
sbudant's choios.

(6)(4) For the purposes of this seotlon the
term “directory information® relating to a atu-
dent inclndes the [ollowing: the stadent's name,
address, telephone listing, date snd place of
birth, major fleld of study, participation in offi-
oislty Tecognized activities and sports, weight
aud helght of members of athletlo teams, dates
of attendence, degrees and awaris raceived, and
tho yooph recent pravious eduoationsl agency or
institution attended by the student,

(8) Any oducnbtional agenoy or institubion
making public Alvastory information shall glve
public nobice of the oategories of 1 tion
which it hes designsted as such
with Yeppeot to eaoh studenti atbending the ngti-
tution or agenoy and ghall ellow s russonable
pericd of time after such notics has besn glven
for a parent to Inform the institution or agency
that any or all of the Information designafed
shomld not be releasad withou$ the pavent’s prior
oongent,

(6) Tor the parpopes of this sention, the term
“aindent” includes any yerson with respsot to
whom an eduocationel agency or imatitntion
meintaing eduoation racords or personally iden-
titiable tnformetion, buk duss not include & per-
son who has hot bsen in aftendanos at such
agency or institution,

(b} Reolease of sduoati 1 con-

It ey
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(%) State and Joeal officfals or anthoritles to
whom guch information 1s speoifically allowad
to be reported or disoloned pursnant to Stabe
atatute adopted-—

(1) before November 19, 1974, if the allowed

porting or the juvenila

justics system and such syslem’s ability to
affsotively rerve the student whoses records -
nre veleasad, or

(41) after Noyembsr 16, 1074, if—

(D ths allowed xepoxiing or digolosuve
copcerns the juvenile justics systom and
such sysbem's abilibty to elfectively serve,
prior fo adjudication, the student whose
revords ave released; and

Q1) the offioials and authorities to whom
suoh information i disclosed certify in
writing to the eduortions} agenoy or insti-
tution that the information will not bo
disolosed bo any obher parly oxcept as pro-
vided under Stebe law without the prior
written consent of the parent of the stu-
dent;2

(F) organizetions condueting gtudies for, or
on Behalf of, educations]l sgencies or institu-
tiona for the purpose of developing, valideting,
or adminintering predivtive tests, administer-
fng stodent aid programs, and improving in-
gbraction, If such studies are oconduoted I
puch B manner as will mot permit the personal
jdentitiontion of students and theiy p ta by
ofher than representativos of such or-

q

sent regquirement; excepﬁm;a;r oompliance

with fudicla]l orders and subposnas; audit

and Iuation of fedexally-supported adu-
cation programs; recoxrdleeping

(1) No funds shall be made available u?dar any

ganizations and such information will be de-
stroyed when no longer neaded for the purposs
for which it is conduoted;

(@) acorediting organizations in order to
onxry oub their acorediting funotjons;

(H) parents of e depondent sbudent of such

applioable yropram to any 30|

or institution which has s policy or practics of
permitting the volonsp of pdncation records (or
porsonally identiflable fnformation oontained

thorein other than diractory information, an de-.

fined in (6) of subgection () of bhis
seotion) of students withoub tho written consent
of thelr pavents to any individunl, sgenoy, or or-
ganizzbion, other than to the following—

(A) other sohool offioials, including tenchers
within the eduoational institution or lossl
aduoationnl agsncy, who havs been deteymined
by such sgenoy or institution to have legitl-
st tlonal including the edu-
cational interests of the obild for whom con-
gent wonld otherwise ba raguired;

(B) officlals of other sohools or school Bys-
tems in which the student sosks or Intends to
enroll, upon condition theb the student's par-
ents be notified of the tvansfer, receive a copy
of the record if desired, and have an oppor-
tunity for a hearing to challenge the content
of the regord;

(O)(1) authorized vep i of () the
Uomptroller General of the United Btates, ()
the Secrotsry, or (II) State educational an-
thorlties, under the oonditiops Jset forth ‘1n

t5, a8 definad in section 163 of title 26;

(D) subject to regulations of the Beoretary, in
gonneotion with sn emergency, apprapriate
persons it the knowledge of such information
ip necapgery to proteck the health or safety of
the atudent or other peraons;

()0 the entity or persons designated in &
Fedoral grand jury subpoena, in which case
the counrb rhall oxder, for good cause shown,
the sduvabional agenoy or institution (and any
officer, director, emyloyes, agant, ox attorney
Tor such agenoy or institution) on which the
gubpoena 1s gerved, to not disclose to any per-
son. the ex or of ths pubp
or pny information Turnished to the grand jury
in response to the subpoena: and

(11) the entity or pevsons dosignated in any
other subposns igsued for a law enforcemenb
prepose, 1o which cass the court or other fesu-
ing sgenoy mey order, for good oange shown,
the educational agency or institntion (and any
officer, director, employea, agent, or sttorney
for such agency or instituijon) on which the
pubpobna §8 served, to nob dlsclose 5o any per-
son the exisk ox 58 of the subp
or any mforme,téon fuynished in yasponse to

the suby an

paragraph (3), or (1) {2~
tives of the Attormsy General for law enforde-
ment purpoges under the same conditions as
npply to the Beoretary undor paragraph (3);

D) in tlon with 2 dent's applica~
tion for, or receipb of, Iinanolal ald;

() the Heoretary of Agrionlture, or suthor-
izad vaprogsentative from the Food and Nutrl-
tlon Sarvice or contractors acting on hehalf.of

1850 in orjginal, The pariod probably should b 2 semicdton.
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the Yood and Nufrition Sorvive, for the pur-
poses of conducting program monitoring, aval-
uations, and parformance measurements of
State and looal eduoational and other agencies
and institntions receiving funding ox provid-
ing benefits of 1 or move prograxns suthorized
under the Richard B, Russe)l Wationsl School
Lanoch Aot (42 U.8,0, 1761 et seq.) or the Child
Nutcltlon Aot of 1866 (42 U.8.0, 1771 b seq.) for
which the results will be reported in an aggre-
gate form thab doss nob identify any individ-

ugl, on. the conditions that—
(1) any dnba collected under thig subpara-
tod in B that
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reeords of each student, which will indjoate all
individuals (other than those specified in pare-
graph (1)(A) of this subsuction), agenoles, or or-
ganizations which have requested or obtained
access o & student’s eduoabion records main-
tajnad by suoh educational agenoy or institu-
tlan, and which will indicabe specifically the le-
gitimate intersst that each auch yerson, agenoy,
or vrganization has in obtaining this informe~
tlon. Such racord of soceps shall be avallable
only to paronts, to the school officlal and hip as-
sisbants who ave responsible for the tody of
suoh records, and to persons or organizations su-
thorized in, end andar the conditions of, clavsas

graph shall bs
will not permit; the personnl identirioation of
atudents and their parents by other than the
authorized repregentatives of the Searabtnry;

anil

(1) eny personally Jdentifiable data shall
be destroysd when the dabs are no longer
needed for progvam monitoring, svaluations,
and performance messursments.

Nothing in subparagraph (B) of this paragraph
shall prevent a State from further Umiting the
number or type of State or local ofiiciels who
will confinue to have access thersunder.

(2) No funds shall bs made availabls under sny
applicabla program to any edneational agenoy
or institution which has & poliey or praotice of
releasing, or providing access to, any personally
{dentifigble inf tion in sdncation records
other than divectory information, or as is per-
mitted nnder pavagraph (1) of this subsection,
wnlesy—

(A) there is written compent from the sbu-
dent’s pavents speocifying rsooxds to be re-
lensed, the reasons for such release, and fo
whom, and with 2 oopy of the recoxds to be re-
leassd to the ghadent's pav and the t
1t derired by the paxonts, or

(B) sxcepb as provided in pavagraph ((J),
snoh informasion is furnished in complisnce
with judiclal order, or pursuent to any law-
flly issued subpoenz, upon vondition that

ts and the studonts sre notified of all
guoh orders or subpoenas in advance of the
complignes th ith by the sducational
stitution or agenoy.

(8) Nothing contained in this gection shall pre-
olude authorized representati of (A) the
Oomptroller General of the United States, (B)
the Ssarstary, or {0) State educational suthort-
ties from having access to atudemb or other
yacords which maey le necessary in connection
with the andit sod evaluation of Pederally-sup-
ported ednontion programs, or in conusotion
witk the enforcement of the Fedleral legal re-
quivementa which velate to sudh progrars; Pro-
vidad, That axvept when collaction of pexsonally
identifiable fnformetion is specifiosily author-
ized by Federal law, any data colleated by such
offfoials shall be proteoted in e mamer which
will not permit the personsl identification of

and thelr p ts by other than those
offloials, and such personally identifiable dats
ghall bs destrayed when no longer needed for
suoh audll, svaluation, and enfor t of Fod-
era) legal requirements,

(4)(A) Baoch educstionnl agenoy or institution
shsll maintain a record, kept with the educetion

(A} and (O) of paragraph (1) as a means of andit-
m&ﬂm operation of the pystem.

) With respect to this subsection, personal
information ehall only be transfexred to a third
party on the oondition, that such party will not
permit any other parby to have mccess 0 Suoh
information without the writton consent of the
parents of the student. If & third party outside
the educational agency ox lustitution permibs
acoess to information in violation of paxagreph
(2)(A), or fafls to destroy information in viola-
tfon of peragraph (1)(F), the educationsl agenoy
or ingtitntion shalt be prohfbited from parmit-
ting sccess to infc from i
records to that third party for & period of nob
laup than five yaaxa,

(6) Nothing 1n this Ehall ba d
to prohiblt State and loocal educationel oificinls
from having access to student or other rescorda
which may ba nsgessaxy in conneobion with the
sudit and evalnation of any federally or State
supporked sducabion progeam or in connsobion
with the enforcement of the Foderal legal re-
gquirements which relate to any such program,
subject to the conditions specified fn the provise
in paxagraph (3).

(8)(A) Nothing in this geotion shall be von-
gtrued to prohibib an institution of postsecond-
ary eduoation Irom disclosing, to an alloged vie-
tlm of rny crime of violence (s bhat form 1s deo-
fined in ssotion 16 of $itle 18), or a nonforeible
sex offsnge, the final resulis of any disoiplinary
proceeding ocondmoted by such fnstitabion
against; the alleged pexpstrator of such orime or
offense wlth respeot to such orime or oifenss,

(B) Nothing in this section shall be construsd

Htution of P

top t 1 y edu~
ontion from &isologing the finel results of any
igolpli ding by Buch fnsti-

diaolp 'y Pr
tution sgainsh & stndent who s an alleged per-
petrator of any crime of violenae {as that texm
18 defined in section 16 of title 18), or a nonforc-
{bile sex offense, If the institution determines as
& resnlt of that diseiplinary proceeding that the
student committed s violation of the insbitw-
$lon’s xules or pollcies with respeot to such
orimse or offense,

{0) For $he purpose of this pavagraph, the final
rosults of any digaiplinary proosading——

(1) shall include only ths nama of the sta-
dent, tho violation committed, and any sanc-
tion imposed by the institutlon on that stu-

dent} and
(1) mey include the neme of any other atu-
dent, such 88 & victim or witness, only with
the written consent of that other student,
(T(A) Nothing in this sootion may ba con-
strued to prohibit an educational institution

P
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from d(isoloaing information provided to the in-
stitntion under seotion 140718 of title 42 conoern-~
ingr regintered sex offenders who nre required to
register under snch seotion,

(B) The Bearebary shall taikes app te stieps
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(k) Diyeiplinaxy revords; disclosurs
Nothing in this dection shall prohibit an edo-
dational agenoy or institution from~—
(1) including appropriste information in the
daost ragord of mny student conocerning

to notify educationsl inghitutions t_hab digtolo-

disoiplinary aotion talran againab suoh student
for oonduchb thet posed o significant risk to the

surs of informabion described in raph
(A) 18 psrmitited,
(o) Surveys or data-gathering notivities; regula-
tions

ot Jator than 240 days after October 20, 1984,
tha Seoretary shall adopt spproprate regular
tions or procedurss, ox identily existing regula~
tlons or procedurss, which profent the rights of
privacy of students and their families in gonneo-
tion with any surveys or data-gathering activi-
tles vonduobsd, sssisted, or authorized by the
Seoratary or an edminisivative head of an adu-~
catlon agonoy. Rogulailons ogtablished undex
this subseation shall incdlude provisions control-
ling the usa, di inebl and i of
pach data, No survey ur date-gathering nobivi-
ties shall be by the B , Or an
administrative head of an education egency
under an epplicable program, nnless snch eotivi-
tios ave authorized by law.
(d) Students' rather than parents’ permission or

oomsend

YFor the p of this ion, whenever a

student hag atbained eightesn yesn of age, or is

#aloty or well-being of that student, other stu-

dents, ar other mumbers of the school sommu-

nity: or
@ dlsal sucl, il tlon to teach

and school officials, inoluding teachers and
gohool offiolals in other schools, who have le-
gitimata sducational intaresta in the hehavior
of tha student.

(&) Deug and sloshal violatt
(1) T genoral

Nothing {n this Act or the Higher ldnoation

Act ol 1965 [20 U.B.0. 1001 o6 8aq., 42 U.B,0. 2761
at gaq.] shall be conutrnsd to prohibit an insti-
tation of higher educabtion jrom disclosing, to
8 parent or legal guardisn of a studaent, nfor-
mation regarding any violakion of any Fod-
eral, State, or Jooal 1aw, or of any rale or pol-
ioy of the imstitution, governing the use or
popsession of eloohol or a controlled sub-
stanos, vegaraless of whebh i 30
is oontpined in the student’s eduoablon
reoords, 1F—

{A) the student; {s under the age of 21; and

(B} the Institution dstermines thwt the
dant has hted & disoiplinary violer

lgel

attending an institotion of p y adu-
cation, the permission or consent requived of
and the rights sccorded to the porents of the
student shall thereafter only hs required of and
aceorded to the stndent,
(o) Informing p s ox
this section

No funds shall be made available under any
applicable program to any educational agenocy
or inshitution unless such agancy or institution
effsobively inf the paventa of students, or
the students, if they are eighteen yoaxs of age or
older, or are attending an institusion of papt-
gecondary education, of the rights sovorded
$hem by this section,

) Ent; £2 4 tion of asalst

The Secretury shall take appropriaty netions
o enforce thig sootion and to deal with viola-
tions of thig section, In nopordance with this
chapter, except that action to terminate ssslsb-
anos may be taken only II the Bsorstary finds
there has been a falluve ko comply with this sec-~
tion, and he has determined that liance
oannot be seoured by voluntary means.

(g) Office and review hoard} areation; fnetions

The Secretary shall epteblish or designety an
office and review hoard within the Dep 4

ta of rights uader

tion with respect to suoh usa or possession.
(2) State law regarding disolosure

Nothing in paragraph (1) shall be constroed
to guperseda any provision of State law that
prohibits an institntion of e aducat]
feora. making the disslosure described in sub-
section (a) of this sestion.

() Ynveskigation and p) fon of ter
1) ko, general
No ding (a) through (i)

af this sestlon or any provision of Biabe law,
the Attornsy General (or any Faderal officer
or employes, in a position not lowar than ax
A t Ath a J, designated Dy the
Attorney General) may submit 4 written ap-
plication to  court of competent jurisdiotion
for an ex parte order requiving an educational
agenoy. or institution to permit the Attorney
Genaral (or his designes) to—

(A) collect ednoation Tecords in the posses-
slon of the eduostional agenoy or institublon
that are volevant bo an authorized investiga.
tlon or prosevution of an offense lsted in
asobion 2882b(g)(6)(B) of ti:;le 18, or an ach of
3 or § P farn a9

tio
fined in pection 2331 of that title; and
(B) for official purposes related to the in-
igation or prosecution of an nffenss de-

for the purpose of investigating, processing, re-
viewing, and adjndicating viclations of this sec-
tion and comylaints which may be filed concern~
{ng a¥leged violations of this seobion. Bxeept fox
the conduch of hearings, none of the funotions of
the Bearetary under this seotion shall be oarxied
out in any of the reglonal offices of such Depert~
ment.

7Sy Rafsrences in Toxtnota hRloW,

goribed in parsgraph (1)(4), rotain, dissemi-
nate, and use (inolnding ag evidence ab trial
or in other adminiufrative or judfefal pro-
cesdings) such records, consistens with such
gnidelines as the Abtorney General, afbor
oonsnltetion witk the Becretary, shall issue
to protect confidentiality.
(2) Application axd approval
(A} IN GENERAL—An appliontion under pari~
graph. (1) shell certify thei theve mro spooifie
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and artioulsble fuubs giving yeason to believa
that the eduoation records ave lkely to con-
tain information described in paragraph (1(A),

(B) 'The court ghall issue an order desoribed
in paragraph (1) if the court findg that the ap-
plication for the order includes the certifi-
oatlon described in subparagraph (A).
[¢)) Il:;':tootlon of educational agancy or institu-

X

An oducatlonal sgenoy or institntlon that,
in good faith, produces sducetion records in
aooordaxce with an order issusd mnder this
guheeotion shall not be Yable to any person for
that prodnckion.
(4) Racord-keeping

Subssction (b)(4) of this ssction dces not
apply to eduortion records subject to a aourt
order undex this subseotion.

(Pub, L, 0247, title IV, 5344, foymerly §438, as
added Pub. L. 93-080, title 'V, §618(n), Aug. 21,
1974, 88 Stab, 871; amended Pub. L, §3-568, §2(a),
Deo. 31, 1674, 88 Stat. 1858; Pub. L, 56-46, §4(0),
Ang, 8, 1979, 83 Etat, 342; Pab, L. 101-542, title I,
§203, Nov. 8, 1000, 104 Stat. 2385; Pab, i, 102-025,
title XV, §1565(a), July 23, 1682, 108 Stut, 840; re-
nnmbserad §444 and amended Pub, L. 103-902, title
o, §6213(6)(1), 248, 261(h), Oot, 20, 1994, 108 Stat.
$513, 2924, 3828; Pub, L. 105-344, titlo XX, §§851,
952, Oct. 7, 1888, 112 Stat, 1885, 1835; Pub. L.
106-308, div. B, Hile VI, §1601(), Oot, 28, 2000, 114
gtab, 1536 Pub. L. 107-56, title V, §507, Oot. 26,
9001, 115 Stat. 387; Pub, L, 107110, titls X,
§1063(3), Jam, B, 2002, 116 Stat, 2088; Pob, L.
111-286, title X, §103(d), Deec, 18, 2010, 124 Stat.
8182,)
REPBRRNOES IN TEXT

The Richard B, Russell Nationel School Lamch Aot,

seferzed to in snbaao, (bYINK), is act June 4: 1948, ch.

AMENDMENTS

3010—Bubaeo, (HYNE) Pub, L, 111-295, which directad
that pax, (1) bs amendsd by adding subpae. (X) “at tha
end!, waa exaouted by ndding subpar. (K) aften aubpax,
(), to reflest the probable intent of Copgrass.

2003—Subseq. (AL)(R), Pub. T 107-120, § J052(3)(A). re-
aligned mexglng.

Subsac. (h)(1), Fub, L. 107-110, $2082(3)(0), substitutad
“gubparsgeaph (B)* for “olauso (B)' in conoluding pro-

vislons,

Bubsea, (1(1){I). Pub, L., 107-110, §1063(3)B), roalizned
muxgine,

Subges, (B)(7). Pub. Y. 107-110, §1082(3)(D), vealigned

margins,

2001—8ubsuo, (1), Pub. L, 107-56 added subseo, ().

2900—Hubseo, (b)(7). Pub. L, 106-366 added par. ().

1088-~Subsro, {(b)(1)(0), Pub, L. 105-244, §A51(1), amend-
#d subpar, (0) ganerally, Prior to amandmont, subpar,
(0) xead a8 follows: “antharized represontatives of (1)
the Comptroller General of the Unitett States, (1) the
Hpovatary, ox (i) Stata sduontional authorities, under
thé conditions set forth in paragraph (3) of this sub-
sectlom™,

Stibseo, (b)), Puh, L., 105-244, §651(2), desigoated ex-
isting provisions as snbpar, (A), subatituted “or & non-
{oroible nex offanse, the finkl results™ for *the results',
substitnted #such erima or offenss® for “such ovime” in
two places, and added anbpars. (B) snd(0).

Subswo, (1), Pab, L., 105-244, §953, sdded subpec, (1),

1994—Bithnan, (A)(EXB). Pub. L. 108 483, §HB0)(A)GD),
addtad sulipar. (B), Pormer subpaz. (B) xed tad (O),

Sulssev, (8)(1)(0). P, ., 108-863, §2(0(1)(AX(1), (1LE), xe-
deslgnated sabpar, {8) as {0) and sobatituted “'aubpava.
graph {DY* for “subparagraph (0" in al. (i) Former
suhpar, {C) redesignated (D).

Rubseo, (3)(13(D). Pob, X, 103-302, §209(1)(A)(S), (L9), xo-
designated sabpar. {C) a8 (D) and subatitated “‘aubpava-
gragh (0)" far “subparagraph (B)",

Subseo, (¢)(3). Pab, I, 103-982, §240(1)(B), substituted
“privacy sights” fox “prlvacy or ather rights*’.

Subsee, (a){A)B)). Pup. L, 103-382, §261(8)CD, sub-
atituted ssmigolon for parind at snd.

Subses, MH(1)(A), Pah, D, 103-862, $:0(DAIU). in-
sacked hofoke ", ding th tlonal

201, 60 Stré, 290, which is clasgifled

(34
13 (51751 et £oq.) of Title 42, The Fublie Herlth and Wel-
Tays, For complete olassifioation of this Aot fo the
tode, see Shork Title note set ont under seotion 1761 of
Titla 43 and Tables,

The Ohild Nutrition Aot of 1866, vaferzod to In subsav.
AH(EY, {o Bub, L, 86-643, Oot, 11, 1068, 80 Stat, §es,
which i8 classiffed genarally to chapter 13A (§1771 et
seq.) of Title 42, The Public Health and Welfate, For
complete olassiflcaston of this Ach to the Code, &ud
Short 'Title note set out under section 1774 of Thtle 42
and ‘Tables,

Seublon 071 of title 48, refurred to in subseo.
(O)(N(A), was reponled by Pub, L. 100-248, title X,
$1308(m), July 47, 2008, 120 Stat, 800,

This Act, referrad to in pobsac, (1)), is Pub, L, 90-247,

Jan. 8, 1088, B0 Stat. 783, known a5 tho Blementary and
Sesandary Bdacution Amendmenta of 1967. Title IV of
the Aot, lmown as the 1 !
Act, 18 olassifed generally to this chapter. For com-
plete classificatlon of this Aot to the Cpde, ses Short
Title of 1968 Amendment xiote set oub undar ssction 6301
of this title and Tables,

The Higher Education Aot of 1905, raferred o in sub-
sed, (1)(1), Iu Pab. L. 85.926, Nov, 8, 1065, 75 Stat, 1315,
whioh 15 olassitied genorally to chapter 28 (§1001 ot sun.)
of §his tible and parb O (§4751 eb seq.} of subchapher I of
ohupber 34 of Title 42, The Publto Henlth and Welfars.
For complsta clasaification of this Aot {o the Cofle, see
Bhort Title note ast ont undse seation 1001 of this title
and Tables.

Pauor PHROVISIONS
A yrlor seoblon 444 of Poh, L, 80-247 was clnssified to
u;ghion 1233c of this title prior to vepeal by Pud, In
103-302,

wiza bn roguired’.

Subaoe, (b)(1)(C), Fub, Ji, 103-962, §28UN)(A)(A), sub-
atlbusad “or (HOY for “Uil) an administrative hond of
an educstion agenoy (ns delined in ssotion 133te-3(0) of
thig title), or (IW)",

Subage. (DI((B). Pub. L. 103-863, 8248(HAXI),
amended subpay, () g 1y, Prior to d; b,
subpar. () ruad as followa: 'Stats and local officialn or
suthoritfes to whom such Informetion ¥ sperdfically

i d t: to Stete

1o be d or
statnte adopted prior to November 16, 18745,

Bubseo. (HU)H). Pub, L. 103-982, §261(h)(2)(B), sub-

1 “the 1 Code of 1985' for “the
Internal Revenue Code of 1954", which for purposad of
andification was tvanslated as “'title 36 thos yequiring
no vhange in Lext.

Bubbeo. (W))I). Pob. L. 109-882, §AN(R)AYE-(v),
nddueit subpar., (3).

Buhaso, (5)(2), Fub, L. 103-803, §249(2)(B)(1), which di-
reotad it t of master rohpar, (A) by
substitutlng **, unless—-" for the paried, was sxecuted
by gubstituting a comma for the perisd before *un-
Jess—" to reflegt the probehle intant of Congrass.

Sobses. (BY2)(B). Pud, L. 108-362, §240(ABUL), fn-
serted “exoapt as providad in paragraph (IXJ),"” befurs
“guch information®.

Bupsee. {(b)(8). Pub. Y. 108-883, J201(R)AXC), subh-
stitubed *or (O) for *(0) an administrative head of an
edugation agency or (D) and “aducation programs" for
Ygdugntion program”,

Bubseo, (B)(4). Bub. L, 103-382, §240()(0), insorted at
end "If4 third parly outslde the edncational agonoy or

B00ass 10
of poxagraph (BA), or falis to destroy Informatlon in

b a ey

0 U}
of tho child for whora pongent would other- .

i
1
i
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violation of i (1)(F), the vduontionul agenty or  subpul. (0), substituted roforance to “ssation 408(0)" for
fnatdtution shall by {bited from {ttbing avneus 1o 408 of this Act" whioh for pm
to i L1 d8 to thab third posss of oodificatfon has heen tuamsinted as s*saotion

mn
party fox & perfod of not less thun flve yeurs.'
Bubsso, (6), Pub, I 108-362, §248(3), pubstitated '1Nob

19218-8(0) of this title", and addsd subpars. (M) to (1.
Substo, (L)(E. Pub, L. B3-608, FAEIDNE. (IR, eub-

1ater then 240 daya after Ootober 20, 1994, the
shsll adoph app or p or
Aden tions op which** for
“’.\i‘he Seorutary shall adopt appropriste regulntions
o'
Sobsso, (@), Pub, Y. J03-383, §201(h)(8), imerted &
comms after “education",
Subssc, (6). Pub, L, 103-333, §346(4), inserted “olfo-
tively" hefore “informats
Subrso, (0. Pub, L.103-383, §461(h)(4), strack out *, or
d ive hond of an odeoation agen

an oy, afinr
*“Tho thiz seotion”
for “enforae of this seotion”, “in

with” for “assording to the provisions of”, and “com-

agency or institution w
leasf ding nooess to,
n rf

ory

& policy ox p:
1,

Ky
records nther thun direatory infarmation, or a9 i8 per-
mitbedt under paragraph (1) of this subseoklon" for
sgtete ne Inoal eduoationel agency, any institutdon of
higher edncation, any sommunity collego, sny school,
aganoy offering » yresohool program, or any other sdu-
eationa! fnstitution which has a polloy or practine of
furnishing, ln sy form, any personally [dentifiatile in-
formation vonbained in pardonal sohaol Lecords, to any
perauns other than those Hated in subnsctlon (bX(1) of
{hin sootton'’.
Bubses, (b)(3). Pub, L. §3-568, §R(aA)E)D), substltuted
{on 18 thorized by Federal law,

ply with this section” for “camply with the
of thix seotion®,

Stibgag, (¢), Pub, I, 103-863, §26L(h)(5), stcuok out *of
Hanlth, Biucation, and Welfare™ after “the Depavi-
mant™ and “the provisions of” atter “adjndicating vie-

Jations of",

Subigo, (5), Pub. L, 103-362, §249(5), added subseo, ().

1862-~Fubseo, (a)(@)(B)(14), Poh. I 103-925 amendsd ol.
)] 11y, Erior to d i, of. (11 read as fol-
lowa: “it the of & Jaw unit o not
have access to educntion records under subsection (b)(1)
of this seotion, the racords and doowments of such law
enforoement wnit which. (X) ave kept apart from vegords
desoribad {n pubparageaph (A), () are maintained sole-
1y for Jaw enforoament puvposes, and (III) are not made
avatlable to persons other than law enforcament offl-
olals of the same jurisdlotion;”.

1490--Subuen, (b)(8). Pub. L. 101-543 added var, (6),

1879—Subseo. (h)(6), Pub. I, 9840 addsd pax. (6).

1974 Subseo, ()(1). Pub, L. 63580, §2(a)1)(A)H0).
(@)(A) (O}, (D, donlynaked ::duunx par. (1) ns subpar.

(A% [

Institublony for refurenca to state ur luoxi educatlonal
)| of higher ednoatl

.‘ offering h

the ge-
naric term adncation racorda for the of

any data collested by eich offlulals shall be protected
{it & 1nannar which will noti perrit the personal fdenti-
Heatlon of studants end thelr parents by othor than
ihose offininis, rnd suoh parsonally identifiable data
#hall be destroysd wher no longer uesied for such
andit, oyaluation, and enforcament of Paderal logal re-
quiremmits® for “data is speoifically muthorized by
Pednral Jow, any data collacted by muoh offfolals with
Yospoot o individual students shall not inciudo infor-
matlon (including soclal seouxity numbers) which
would permiy the personal identiffontion of snch stu-
donts or thelr pavimis atier the data so obtainad hes
‘boen colfacted”.

Subaec, (b){4). Pub. L, 58 5§68, §2(a)(3), snbstituted pro-
vislons that each educational agenoy or institublon
muftutain & record, kept with ¥he sdnontion rooords of
£ U b, 8ot les, or orga-~
nizations who obtainedl acsass to the student's record
#ud the legitimate intorast in obtaining such }
tion, that such record of aconss shall he avallable anly
to pavents, schonl affioluly, and thelr assisbrobs haviag
raspunaibility for the custody of wuch revords, and ag a
sneaus of Ruditing the operation of the system, fox pro-
vislons that with rospeot to aubpacs. (0)(1), (0X2), and
(0)(@) of this section, all p fes, or i
tlons deslvlng socess to the records of & studsnt ghall

such reoords, and sxtended the right to inspect and re-
viesw auuh yaoards to parents of children who have been
in attendnuce, snd addsd subpavs, (8) and (0),

Bubseo, (9.)(2).&1;!1. 1., §3-B6D, §2(a)(4), subsbitutad pro-

ha £ ¥ign formn Lo be Keph with the ceourds of
tha atudent, dbut anly for imspestion by the parents or
ths student, indfcating speoiflieally the legltimate adu-
cational or otherintsrest of the parson sesking saoh in-
formation, and that the farm ghall he ayaileble to par-

vistons svallablitty of funds to aducational
N ents and school offieials having rusponsibliity for
‘;;"é:;l“l“ and b.'l'fﬂf':fl:n’ on{zdltéznul on “‘o"t m:nrﬂtm‘ & R0 80 4 moens of auditing the uper-
o6 ation of tha systam,
Who axé ot Bave beoa in 44t 24 sk & ‘Subseo, (s). Pub. L. 95-588, §2(s)(L)(E), substituted “to
e o f““ 10 § e s any tonal egenoy or institutlon unless much
renonds ok 3 @ paran agenoy o Jnstittion” for “unless the raoipient of saol

an opportunity fox swch hearilng, and inserted provi-
stons authorleing insertion into the x-antu;lrds 2 wrltben
s B

da",
Subsoo, (). Pub, L. 98-508, §3(a)(7). (R0}(B), atraolc onk
to Aons 12520 and 1332f of this titls and in-

explanation of the parents of
suoh reaoxds,

Subseo. (aM}9) to (6). Fub. L. 93-568, Fa(ICHE, ((F).
{63, added paxs, (8) to (6),

Subsos, (W)(1), Pub, L. 93-588, $2(a)CL)(D), YD), (8,
(B(AM0), (10)(A), in provisions praceding subpar. (A),
substituted "edpoatfonal agency or Insiftution whioh
has & poiiay of pormitting tho release of silvontion
ranoids {or don oom-
tnined thersin ofhar than divactory information, as da-
nad n paragranl {8) of sahsaotion () of {his sxction)™
for “state or looxl afuontional agenay, any £
of higher sducation, muy ocommuniby gollsge, any
school, agenvy offering & prueschool program, or any
other eluustional fmsbitubion which hsy & polioy or
practice of permitting the relsass of personally ldentl-
fiahls rscords or fllea (or porsonal information eon-
taed therein)”, in aubpat. (A), subatitnted “edu~
cational agency, who have been determined hy smeh
Aganoy or to have* for A agenoy

norbad provistons that axcept for the conduct of hear-
1ngs, none of tha functions of the Seorstary undar this
gootion shall boe carried out jn any of the reglonal of
floes of apch Doprytment.
EFFEOTIVE DAYR OF 2010 AMENDMENT
Amendment by Pob, L. 311.298 effective Oct. 1, 2010,
exoept as otherwise specifloally provided. see seotlon
445 of Pub, L. 111-806, Bt onk &5 & nobe under sookion
1751 of Title 42, The Public Health and Welfars,
JBFPFECTIVE DATR OF 4003 AMENDMENT
Amendment by Pub. 1. 107-H0 effective Jan, 8, 2008,
exospt with respect to certaln noncompstitive pro-
grams snd compotitive programs, sec saction & of Pub,
1., 107-110, set out as an Effsctive Date nots undey sec-
ion 0301 of this titla.
TEFRCTIVE DATE OF 1908 AMENDMENT
t by Pab, L, 106-244 offsative Oot, 1, 1080,

who have®, In subpar. (B), *the
geske or inkands to" for *the wtudent intends to", in

A
oxoept as otherwise yrovided in Pub, L. 105-224, 996 sec-
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tfon 8 of Pub, Ly 106-844, sek out as & note under ssction
1001 of this title,

BEFKCTIVE DATE OF 1802 AMENOMENT

Seotlon 1655(b) of Pub, L. 103-926 pravided that: #The
amendment xasde by thiz soction [amending this sec-
tion] ahall take effest on the date of ensetment of this
Aot {July 73, 1862).”

WFFROTIVE TIATR OF 1978 AMRROMENT

Amesndment by Pab, L, §6-46 elfootive Oct, 1, 1879, sue
seotion 8 of Pub, L., §5-46, set out as & note under asc-
tion 030 of this title,

EFFROTIVE DATE OF 1674 AMENDMERT

Seotion A(b) of Pul., L. 98-868 provided thak “E\‘:

mnde u
seotion) shall be effective, and retrosctive tv, Novera-
ber 10, 1094.”

BFPROTIVE DATH

Seatlon GI8(h)(1) of Pab. L. 83-300 provided that: *“The
provielons of this sooblon [enaoting this seobion mnd
provistons sab out 08 & nots under sechion 1331 of thia
titla] shsll bonome effoctive ninoty daya after the dats
of ensctmant [Aug. 21, 1674] of scobion 433 fnow 444) of
the General Education Provisions Act [this asotdon.”

§ 1282h. Profection of pupil rights

(s) Tuspection of inskenckional matexials by
ents or guavdiang
Al ingtruotional 1, Qnding teadsh-

er's manualy, flims, Supes, or othoxr supple-

mentary materia)l which will be used in conneo~

bion with suy survey, anslysis, or evaluation ns
part of sny appliceble program shall be avail-
nble for inspeotion by the pavents or gnardians
of the childven.
(b) Limits on survey, anslyals, or evaluations

No stndent shall ba required, as part of any &p-
pHceable program, to submit to 2 survey, anely-
sis, or svaluation that yeveals information con-

erning—
(1) political affifations or buliufs of the stu-
dent or the stndent's paxent;
(2) mental or psychologicel problems of the
student or the student’s family;
(8) sex behavior or atbitudss;
{#) ilepal, anti-social, selfHnoriminating, or
domeaning hehavior;
(%) critica) appralsals of oflier individnals
with whom respondents bave oloss family rela-

sionships;

(6) logally recognized priviloged or anslogons
relgtionships, such as those of Jawyers, physl-
vigns, end ministers;

(1) religiouy pmot{oes, afiillations, or baliefs
of the student: or student's parent; or

(8) incoms (other than that required by law
{0 determine elgihility for pacticipation in &
program ar for tving ¥ Jal 1stak
under guch program),

without the prior consent of the student (If the

student is an adult oy smancipated minox), or in

the case of an unemancipated miner, without
the prior written consent of the parent,

(c) Developmont of lucul polivies concorning shu-
dent prlvncy, P tal rceess to inf i
an £ RIS iy Sl of Eol ;'w.'El‘
aminations to minors

(1) Davsl t and adoption of looal policies

Fxoept a8 provided in subsections (a) and (b)
of this 254 a looal tional agenoy
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that recelves funds undar any applicable pro-
graqn ghall develop and adopt policles, in con-
sultation with paxents, regarding the follow-

ing:

(A)(3) The right; of & parent of & student to
jnspest, upon the request of tho pavent, &
survey oreated by a thivd party befors the
survey is administered or distiibuted by s
sohool to g student; and

(1) eny appliveble prosedures for granting
& request by a pavent for xeasoneble socsds
to sueh snrvey within a reasonalle period of
timo after the request is raceived.

{B) Arrangements to protact student pei-
yaoy that are provided by tha agancy In the
svont of the administration or dlatribution
of & survey to & stndent containing ons or
mors of the following items (including the

- pight of & parent of & sbudont tio inspsol,
upon the reguest of the parent, any survey
containing ong oy more of such items);

(1) Politioal sffiliations or beilefs of the
student oy the stndent’s pavant.

(i1) Mental or psychological problems of
the stadont or the stindent’s Tamily.

?ﬁ) Bex behavior or attitudes.

iv) Tllegal, anti-ocial, self-inoriminet-
ing, or demeaning behavior,

(v) Oritlorl appredsals of other individ-
unls with whom respondents have close
lamily relationghips.

(vi) TLagally rscognized privileged or
analogons relutionships, such as those of
lawyers, physioiang, and ministers,

{vil) Religious prantices, affiliations, or
beliels of the student or tha studant's par-

enk,

(viif) Incoms (other than thab required
by law to determine sHgibfiity for partiol-
pekion in & program or for reseiving finan-
nial agslatanoe undor such program).

(C){1) The right of & parent of a student to
Inspact, upon the vequest of the parent, any
Insbructions] material wsed as part of the
sdugational foulum for the s and

(i) any applicabls praocedures for granting
2 xoquest by & pavent for ressonable nooess
to instructional materlal within e resson-
sbla period of time after the request is ra-
ceived.

(D) The administration of phyafoal sxami-
natione or screenings that the school or
agenoy mway administer to a student.

(E) The colleotion, disclosurs, or nse of
pargonal Information sollectsd from stu-
dents for the purposs of marketing or for
salling that fuformation (or otherwlse pro-
viding thet information to others for that
purposs), including arcangements to probect
gtudent privaoy that ara provided by the
spanoy In the event of suoh collestion, dis-
clopura, or URe.

() The right of a parent of & student to
{nupect, npon the request of the parenl, any
instirnment used in the nolleotion of parsonal
information under subpsragraph (&) before
the instrument is administersd or distrib-
ubod to a student; and

(1) any apploable prousdures for granbing
& request by o parent for xessongble antess
to such instrument within a vomsonsble pe-
riod of time after the raquest: 18 raceivad.




Appendix C

MEMORANDUM OF UNDERSTANDING BETWEEN
AND THE KENTON COUNTY BOARD OF EDUCATION
TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE
KENTON COUNTY BOARD OF EDUCATION FOR THE
AUDIT/EVALUATION OF EDUCATION PROGRAMS AND
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA
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THIS AGREEMENT is made and entered into by and between the Kenton County Board of
Bducation (“KCBOE”) and, (hereafter “Authorized Representative™) and
establishes the procedures relating to an exchange of information between the Parties.

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and
its duties include audit or evaluation functions of federal or state-supported education programs or
enforcement or compliance with federal or state legal requirerents that relate to those education programs
(audit, evaluation or enforcement or compliance activity) in its role as the local education agency and in
evaluation of education programs to identify or develop the best education practices to be used in public
schools of Kenton County Kentucky;

‘WHEREAS, the Authorized Representative is an entity performing audit or evaluation functions
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor
acting in the place of the KCBOE to perform the KCBOE’s audit or evaluation functions of federal or state-
supported education programs or to enforce or comply with federal legal requirements that relate to those
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state
education agency and in evaluation of education programs, as described below;

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et
seq,; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 st seq.; the
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.;
and the Xentucky Open Records Act, KRS 61.820 et seq.;

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as
follows:

Section 1. Designation of Authority.

A The KCBOE hereby designates the Authorized Representative and its subcontractors identified
below as an “authorized representative” of the KCBOE, as defined in 34 CF.R. 99.31 (a)(3)
and 99.35, with respect to the provision of audit or evaluation functions of federal or state-
supported education programs or to enforce or comply with federal or state legal requirements
that relate to those education programs (audit, evaluation or enforcement or compliance
activity) in the KCBOE’s role as the local education agency and in evaluation of education
programs (“audit/evaluation services™) and, specifically, with respect to the use of confidential
data disclosed under this agreement.




B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch
eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for
most education programs) is to be released to the Anthorized Representative, then the KCBOE shall identify
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the
audit/evaluation services include a “need to know” this data as required by 7 C.F.R. 245.6 (f); and shall
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing
the U.S. Department of Agriculture Prototype Agreement. The completed USDA. Prototype Agreement
shall be attached in Exhibit A and incorporated into this agreement as if sef forth fully herein and KCBOE’s
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F.R.
245.6 (f) and that the Authorized Representative has demonstrated a “need to know” shall be evidenced by
the KCBOE’s agreement to enter the USDA Prototype Agreement.

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be
Released to the Authorized Representative and Description of Use of Data by the Authorized

Representative.

A. The parties acknowledge that the KCBOE is releasing confidential data including student and non-
student information to the Authorized Representative for the purposes outlined herein, and that the release
of the KCBOE confidential data including student and non-student information to the Authorized
Representative is necessary for the completion of the KCBOE’s audit/evaluation services. The confidential
data including student and non-student information to be disclosed is described in a document attached to
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision
of audit/evaluation services. The Authorized Representative will use personally identifiable information
from education records and other records in order to perform the andit/evaluation services described in
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure
and an explanation as to the need for confidential data including student and non-student information to
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the
KCBOE shall provide written consent, if approved, of any changes to the list of disclosed data necessary
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services
themselves. Any agreed upon changes to the data disclosed or fo the audit/evaluation services shall be
reduced to writing and included in Exhibit A fo this agreement.

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data
which is the student poverty indicator for most education programs) is to be released to the Authorized
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is
allowed by 7 C.F.R. 245.6. A description of any data proiected by 7 C.F.R 245.6 which is to be disclosed
under this agreement shall be included in Exhibit A, Section IIL. Any agreed upon changes to the data
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section

1 to this agreement.
Section 3. The Authorized Representative and the Authorized Users’ Obligations.

A. The Authorized Representative shall not share these confidential data with anyone, except those
employees of the Authorized Representative and the Authorized Representative’s subcontractors,
(“Authorized Users”) that are directly involved and have a legitimate interest under FERPA or a “need to
know” (as defined in 7 C.RR. 245.6 in the case of disclosure of free or reduced price lunch eligibility data
which is the stndent poverty indicator for education programs) in the performance of the audit/evaluation




services according to the terms of this agreement or any overarching agreement between the KCBOE and
the Authorized Representative in which the Authorized Representative agrees to perform these
audit/evaluation services on the KCBOE’s behalf (“Master Agreement”).

B. The Authorized Representative shall require all Authorized Users to comply with FERPA and
other applicable state and federal student and non-student privacy laws. The Authorized Representative
shall require and maintain confidentiality agreements or the KCBOE’s Nondisclosure Statement(s) with
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is
used which is different from the KCBOE’s Nondisclosure Statement(s), then the terms of the Authorized
Representative’s confidentiality agreements shall contain, at a minimum, the terms and conditions of this
agreement and a copy of the current Authorized Representative’s confidentiality agreement or the
KCBOE’s Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as Exhibit B.

C. Authorized Representative that receive Personal Information as defined by and in accordance
with Kentucky’s Personal Information Security and Breach Investigation Procedures and Practices Act,
KRS 61.931, et seq., (the “Act™), shall secure, protect and maintain the confidentiality of the Personal
Information by, without limitation, complying with all requirements applicable to “non-affiliated third
parties” set forth in the Act.

“Personal Information” is defined in accordance with KRS 61.931(6) as “an individual’s first name or
first initial and last name; personal mark; or unique biometric or genetic print or image, in combination
with one (1) or more of the following data elements:

a) An account, credit card number, or debit card number that, in combination with any required
security code, access code or password, would permit access to an account;

b) A Social Security number;
¢) A taxpayer identification number that incorporates a Social Security number;

d) A driver’s license number, state identification card number or other individua] identification
number issued by an agency;

e) A passport number or other identification number issued by the United States government; or

f) Individually Xdentifiable Information as defined in 45 C.E.R. sec. 160.013 (of the Health
Insurance Portability and Accountability Act), except for education records covered by the
Family Education Rights and Privacy Act, as amended 20 U.S.C. sec 1232g,”

As provided in KRS 61.931(5), a “pon-affiliated third party” means “any person or entity that
has a contract or agreement with the Commonwealth and receives (accesses, collects or
maintains) personal information from the Commonwealth pursuant to the contract or

agreement.”

Contractor shall not redisclose, without written consent of the KCBOE, any “petrsonal
information,” as defined in KRS 61-931, or any other personally identifiable information of a

student or other persons, such as employees.

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in
complying with the response, mitigation, correction, investigation, and notification requirements of the

Act.
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E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two
(72) hours, the Kentucky Department of Education, the Commissioner of the Kentucky State Police, the
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b)2 applies and the vendor abides
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS
61.931(1)(b), the vendor shall notify the Commissioner of the Department of Local Government in the
same manner as above. If the agency is a public school district listed in KRS 61.931(1)(d), the vendor
shall notify the Commissioner of the Department of Education in the same manner as above. If the
agency is an educational entity listed under KRS 61.931(1)(e), the vendor shall notify the Council on
Postsecondary Education in the same manner as above. Notification shall be in writing on the form
developed by the Commonwealth Office of Technology and incorporated by reference into Kentucky
Regulation 200 KAR 1:015.

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s)
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements.

G. The Authorized Representative hereby agrees to undertake a prompt and reasonable investigation
of any breach as required by KRS 61.933.

H. Upon conclusion of an investigation of a security breach of Personal Information as required by
KRS 61.933, the Authorized Representative hereby agrees to an apportionment of the costs of the
notification, investigation, and mitigation of the security breach.

L In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain,
and update security and breach investigation procedures that are appropriate to the nature of the
information disclosed, that are at least as stringent as the security and breach investigation procedures and
practices established by the Commonwealth Office of Technology:
http://technology.ky.gov/ciso/Pages/InformationSecurityPolicies.StandardsandProcedures.aspx.

1t If Authorized Representative is a cloud computing service provider (as defined in KRS
365.734(1)(b) as “any person or entity other than an educational institution that operates cloud computing
services”), Authorized Representative does further agree that:

o Authorized Representative shall not process student data for any purpose other than providing,
improving, developing, or maintaining the integrity of its cloud computing services, unless the
provider receives express permission from the student’s parent. The Authorized Representative
shall work with the student’s school and district to determine the best method of collecting
parental permission. KRS 365.734 defines “process” and “student data”.

e With a written agreement for educational research, Authorized Representative may assist an
educational institution to conduct educational research as permitted by the Family Education
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g.

o Pursuant to KRS 365.734, Authorized Representative shall not in any case process student data to
advertise or facilitate advertising or to create or correct an individual or household profile for any ,
advertisement purposes.

e Pursuant to KRS 365.734, Authorized Representative shall not sell, disclose, or otherwise process
student data for any commercial purpose.




K Pursuant to KRS 365.734, Authorized Representatlve shall certify in writing to the agency that jt
will comply with KRS 365.734(2).

The Authorized Representative shall protect confidential and otherwise personally identifiable datain a
manner that does not permit personal identification of students and their parents, and non-students by
anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store
all confidential data on secure data servers using current industry best practices. The Authorized
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of
any security breach to the server containing the confidential and otherwise personally identifiable data or
of any disclosure of confidential and otherwise personally identifiable data to anyone other than the
Authorized Representative’s Authorized Users or the KCBOE officials authorized to receive confidential
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all
reasonable means prescribed by the KCBOE to sécure any breaches as soon as practicable.

L. The Authorized Representative shall not redisclose the KCBOE’s confidential and otherwise
personally identifiable data to any other party without the prior consent of the parent or eligible student
except as allowed by applicable federal and state Jaw.

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A
copy of the Authorized Representative’s data security policies and procedures is attached to this
agreement as Exhibit C.

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable
data within forty-five (45) days after it is no longer needed to perform the audit/evaluation services
described in this agreement, upon KCBOE’s request or upon termination of this agreement, whichever
occurs first unless agreed otherwise in writing. The Authorized Representative’s description of the
method(s) which will be used to destroy all confidential data shall be attached to this agreement as
Exhibit D. The Authorized Representative shall provide written verification of the data destruction fo the
KCBOE within forty-five (45) days after the data is destroyed.

0. The Authorized Representative shall permit the KCBOE, at the KCBOE’s cost and upon written
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized
Representative has destroyed the data as verified. :

P. The Authorized Representative shall collect and use these confidential and otherwise personally
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to
the activities outlined in this agreement or in any Master Agreement.

Q. The Authorjzed Representative shall obtain prior written approval from the KCBOE before
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a
Master Agreement shall be consistent with federal and state law requirements. Any confidential and
otherwise personally identifiable data collected by the Authorized Representative under activities
approved by the KCBOE under this section, which are not regularly collected within the scope of this
agreement but are consistent with the activities described in this agreement, shall be subject to the terms
and conditions of this agreement.




R. If the Authorized Representative becomes legally compelled to disclose any confidential and
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other
appropriate remedy to prevent the disclosure or to ensure the KCBOE’s compliance with the
confidentiality requirements of federal or state law; provided, however, that the Authorized
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by
which any legally compelled disclosure is required, the Authorized Representative will only disclose that
portion of confidential and otherwise personally identifiable data that the Authorized Representative is
legally required to disclose.

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. |
Department of Education, Family Policy Compliance Office’s Guidance for Reasonable Methods and |
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy
Act (“Guidance”). The Guidance is available by clicking the following hyperlink, :
http://www?2.ed.gov/policy/gen/guid/fpco/pdf/reasonablemtd agreement.pdf and made a part of this |
agreement as if stated fully herein.

T, The Authorized Representative shall also, if the data shared by the KCBOE includes data

protected by 7 C.F.R. 245.6 (i.e., free or reduced price lunch eligibility data which is the student poverty ;
indicator for most education programs), abide by the restrictions of disclosure and confidentiality ;
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE.

Section 4. Permission to Use Data,

The KCBOE acknowledges that by entering this agreement it is approving, in writing, of the Authorized
Representative’s use of these confidential data within the scope of purposes outlined in this agreement.

Section 5. Transfer Protocol.

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper
medium and method for the transfer of confidential data between each other. The Authorized
Representative shall confirm the transfer of confidential data and notify the KCBOE as soon as
practicable of any discrepancies between the actual data transferred and the data described in this
agreement. The same protocol shall apply to any transfer of confidential data from the Authorized

Representative to the KCBOE.

Section 6. Breach of Data Confidentiality and Remedies.

The Authorized Representative acknowledges that the breach of this agreement or its part may result in
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative,
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may
be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened
breach. If the United States Department of Education’s Family Policy Compliance Office determines that
the Authorized Representative has violated paragraph 34 C.F.R. 99.31(a)(3), the KCBOE may not allow
the Authorized Representative access to personally identifiable information from education records for at
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of 7 C.F.R.
245.6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized
Representative shall be responsible for any consequences or penalties which result from such breach.




Section 7. Amendment and Assignability.

The terms and conditions of this agreement may only be amended by mutual written consent of both the
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its
respective rights or obligations under this agreement without the KCBOE’s prior written consent. The
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding
upon each party and any respective successors and assigns.

Section 8. Choice of Law and Forum.

All questions as to the execution, validity, interpretation, and performance of this agreement shall be
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky.

Section 9. Waiver.

The failure by one party to require performance of any provision shall not gffect that party's right to require
performance at any time thereafier, nor shall a waiver of any breach or default of this agreement constitute a
waiver of any subsequent breach or default or a waiver of the provision itself. No modification, amendment, waiver
or release of any provision of this agreement or of any right, obligation, claim or cause of action arising fFom this
agreement shall be valid or binding for any purpose unless in writing and duly executed by the party against whom
they are asserted,

Section 10. Severability.

Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of law,
shall not affect the validity or enforceability of any other provision of this agreement.

Section 11. Authority to Enter the Agreement.

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly
appointed representatives, that they are legally entitled to enter into this agreement.

Section 12. Data Custodians.

The individuals who are the designated data custodians for the Authorized Representative with respect to
this confidential data release and use agreement are listed in Exhibit E with their contact information.

‘ Section 13. Term and Termination.

The term of this agreement shall be the same as the term of any Master Agreement between the KCBOE
and the Authorized Representative / for (length of time or insert a date here) unless terminated earlier by
either party upon thirty (30) days written notice. Either party may terminate this agreement with thirty
(30) days written notice. ‘

Section 14, Effective Date of This Agreement.

This agreement will become effective once the KCBOE and the Authorized Representative have both
signed.



APPROVED:

Name Date Authorized Representative’s Authorized Agent / Date
Title Apgent’s Title
Kenton County Board of Education Agent’s Name (Typed)

Authorized Representative Entity’s Name




Memorandum of Understanding (MOU)

Description of Exhibits

To authorize the release and use of confidential data under the FERPA Audit and Evaluation
Exception

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the
final MOU. Exhibits include:

o Exhibit A - Specifics of data being requested
o Section I - the initial data request that describes the audit/evaluation and data being

requested

o Section II- describes the need for Personally Identifiable Information (P1L)

o Section III - required if requesting Free and Reduced Lunch information
o Exhibit B — Authorized Representative Confidentiality Agreements (one for each data

custodian)

e Exhibit C — Authorized Representative data security policy
o Exhibit D - Data destruction plan at completion of audit/evaluation
e Exhibit E - Identification of data custodians

Please refer to The U.S. Department of Education, Family Policy Compliance Office’s Guidance
for Reasonable Methods and Written Agreements for additional information on requirements for
data sharing under the Family Educational Rights and Privacy Act (FERPA).

_——_’f————————_
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Exhibit A:

Contact Information
Research Entity Legal Name

Primary Data Custodian Name, , Title Phone
Email

Secondary Data Custodian Name . Title Phone

Email

Section I- to be completed by all requestors:

Purpose, Scope and Duration Use of data received under this MOU is Iimited to purpose and scope defined.

Click here to enter text.
Completely describe

the purpose and
scope of the
audit/evaluation.

Click here to enter text.

Describe how the
results will be used.

Duration of Start Date: End Date:
Audit/Evaluation

Data Being Requested

Provide speciﬁc data CliCk here to enter text.

elements needed to
complete audit/
evaluation

Years included in Audit Evaluation:
[]2014-15 [J2013-14 [J2012-13  [J2011-12  []2010-11 [12009-10

[12008-09 [] Other:

Level of detail/aggregation: [ |Student/Individual [ ]School [CDistrict [CIstate
If requesting Personally Identifiable Information (PII), check Student/Individual box. For aggregate
level select School, District, or State,

M
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Please complete Section 11 if requesting PII detail,
Section II- Complete if Personally Identifiable Information (PI) is being requested:

Justify your request Click bere to enter text.

for .
student/individual
level data

Explain why
audit/evaluation could not
be completed by using
aggregate-level data
without Pli

Special requirements for requests for Personally Identifiable Information (PI])

o  Student-Level/Individual detail from education records can only be used to meet the purpose
or purposes of the audit/evaluation as stated in this MOU. for duration as defined.

o Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal
identification of parents, students, individuals by anyone other than designated data custodians.

e Authorized Representative agrees to destroy all PII from education records and confidential
data from other records.

e IfFree & Reduced Lunch Status is needed on PII data, complete Section IIL

M
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III- Complete if free or reduced -price lunch eligibility data is required for PII recoxds.
Prototype Agreement:

Disclosure of Free and Reduced Price Information

A. Purpose and Scope

Kenton County Board of Education, KCBOE, and acknowledge and agree that children’s free and
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell
National School Lunch Act (42 USC 1751 et. seq.) (NSLA) or Child Nutrition Act of 1966 (42 USC 1771
et. seq.) (CNA) and the regulations implementing these Acts is confidential information. This Agreement is
intended to ensure that any information disclosed by the KCBOE to the about children eligible for
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and
that the KCBOE and recognize that there are penalties for unauthorized disclosures of this eligibility
information.

B. Authority

Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free
and reduced price meal or free milk eligibility information to specific programs or individuals, without
prior parent/guardian consent. Except that, the parent/guardian must be provided the opportunity to decline
to share eligibility information prior to the disclosure for identifying children eligible for benefits under or

enrolling children in the State Medicaid Program and the State children's health insurance program.
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of
children's parents/guardians must be obtained prior to the disclosure.

The requesting agency certifies that it is currently authorized to administer the following program(s) and
that information requested will only be used by the program(s) indicated.

tg:tef;gﬁl Program Informati'on Authorized

1 Medicaid or the State children’s health insurance All eligibility information unless
program (SCHIP), administered by a State or local parents elect not to have
agency authorized under titles XIX or XXI of the Social | information disclosed.
Security Act.
Specify Program:

Il State health program other than Medicaid/SCHIP, Eligibility status only; consent
administered by a State agency or local education pof required
agency.
Specify Program: .
Federal health program other than Medicaid/SCHIP No eligibility information unless
Specify Program: parental consent is obtained.

1 Local health program No eligibility information unless
Specify Program. parental consent is obtained.
Child Nutrition Program under the National School All eligibility information;
Lunch Act or Child Nutrition Act consent not required.
Specify Program:

O Federal education program Bligibility status only; consent
Specify Program: not required,

| State education program administered by a State agency | Eligibility status only; consent
or local education agency not required.
Specify Program:

Memorandum of Understanding for Audit/Evaluation -Exhibits

Page 1




Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only,
without parental consent. Parental consent must be obtained to disclose any additional eligibility
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and
given opportunity to elect not to have information disclosed. Social security numbers may only be
disclosed if households are given notice of the disclosure and the uses to be made of their social security
numbers as required by Sec. 7 of the Privacy Act.

C. Responsibilities
Kenton County Board of Education will:

When required, secure parents/guardians consent prior to any disclosure not authorized by the National
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving
agency and made available to the determining agency;

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity
for parents/guardians to elect not to have information disclosed;

Disclose eligibility information only to persons directly connected to the administration or enforcement of
programs authorized access under the National School Lunch Act or regulations under the Act or to
programs or services for which parents/gnardians gave consent.

will:

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected
with the administration or enforcement of the (program) and whose job responsibilities require use
of the eligibility information will have access to children’s eligibility information.

Use children’s free and reduced price eligibility information for the following specific purpose(s):

Describe:

Click here to enter text,

Inform all persons that have access to children’s free and reduced price meal eligibility information that the
information is confidential, that children’s eligibility information must only be used for purposes specified
above, and the penalties for unauthorized disclosures.

Protect the confidentiality of children’s free and reduced price meal or free milk eligibility information as
follows:

e ]
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Click here to enter text.

Specifically describe how the information will be protected from unauthorized uses and further disclosures.

Click here to enter text.

D. Effective Dates
This agreement shall be effective during the dates of duration for the audit/evaluation.
E. Penalties

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C))
or regulation, any information about a child’s eligibility for free and reduced price meals or free milk shall
be fined not more than a $1,000 or imprisonment of not more than 1 year or both.

i D R
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F. Signatures

The parties acknowledge that children's free and reduced price meal and free milk eligibility information
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price
meal and free milk information or further disclosure to other persons or programs is prohibited and a
violation of Federal law which may result in civil and criminal penalties.

Requesting Ageney/Program Administrator

Typed or Printed Name:

Title: Phone:

Signature: ___Date:

PDetermining Agency Administrator

Printed Name:

Title: ) Phone:

Signature: Date:

*Any attachments will become part of this agreement.

M
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Exhibit B: ' KENTON COUNTY BOARD OF EDUCATION
CONTRACTOR’S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT

Contractor
Contractor’s employee or contractor name Title:
Address Phone

T understand that the performance of my duties as an employee or contractor, of a contractor for the
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential
information (information designated as confidential by FERPA, NSLA, CNA, KRS 61.931(6), or other
federal or state law); and, that I am required to maintain the confidentiality of this information and
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to
the following:

o I will not permit access to confidential information to persons not authorized by the KCBOE and

its contractor,
I will maintain the confidentiality of the data or information.
1 will not access data of persons related or known to me for personal reasons.

e 1 will not reveal any individually identifiable information furnished, acquired, retrieved, or
assembled by me or others for any purpose other than statistical purposes specified in the
KCBOE survey, project, or proposed research.

o I will report, immediately and within twenty-four (24) hours, any known reasonably believed
instances of missing data, data that has been inappropriately shared, or data taken off site

o to my immediate supervisor, Associate Commissioner, and

o to the Division of Human Resources if I am a KCBOE employee or .

o to the KCBOE Office for whom I perform work under the contract if I am a KCBOE
contractor or an emaployee of a KCBOE contractor

¢ T understand that procedures must be in place for monitoring and protecting confidential
information. .

» I understand and acknowledge that FERPA-protected information obtained under provisions of
Family Educational Rights and Privacy Act of 1974 (FERPA) as a KCBOE contractor’s
employee or contractor of KCBOE is confidential information.

¢ Yunderstand that FERPA protects information in students” education records that are maintained
by an educational agency or institution or by a party acting for the agency or institution, and
includes, but js not limited to the student's name, the name of the student's parent or other family
members, the address of the student or student's family, a personal identifier, such as the student's
social security number, student number, or biometric record, other indirect identifiers, such as the
student's date of birth, place of birth, and mother's maiden name, and other information that, alone
or in combination, is linked or linkable to a specific student that would allow a reasonable person
in the school community, who does not have personal knowledge of the relevant circumstances,
to identify the student with reasonable certainty.

» Tunderstand that any unanthorized disclosure of confidential information is illegal as provided in
FERPA and in the implementing of federal regulations found in 34 CFR, Part99. The penalty
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or
imprisonment for not more than five years (under 18 U.5.C. 3559), or both.

o Tunderstand and acknowledge that children’s free and reduced price meal and free milk eligibility
information or information from the family’s application for eligibility, obtained under provisions
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of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child fa
Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these
Acts, is confidential information.

¢ I understand that any unauthorized disclosure of confidential free and reduced price lunch
information or information from an application for this benefit is illegal as provided in the
Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition
Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts,
specifically 7 C.F.R 245.6. The penalty for unlawful disclosure is a fine of not more than
$1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year (under 7 C.F.R. 245.6), or
both.

o Tunderstand that KRS 61.931 also defines “personal information” to include:

o an individual's first name or first initial and last name; personal mark; or unique
biometric or genetic print or image, in combination with one (1) or more of the following
data elements: '

o An account number, credit card number, or debit card number that, in combination with
any required security code, access code, or password, would permit access to an
account;(b) A Social Security number;

o A taxpayer identification number that incorporates a Social Security number;

o A driver's license number, state identification card number, or other individual
identification number issued by any agency;

o A passport number or other identification number issued by the United States
government; or

o Individually identifiable health information as defined in 45 C.F.R. sec. 160.103, except
for education records covered by the Family Educational Rights and Privacy Act, as
amended, 20 U.5.C. sec. 1232g,

s I understand that other federal and state privacy laws protect confidential data not otherwise
detailed above and I acknowledge my duty to maintain confidentiality of that data as well,

s Tunderstand that any personal characteristics that could make the person’s identity traceable,
including membership in a group such as ethnicity or program area, are protected.

¢ In addition, I understand that any data sets or output reports that I may generate using confidential
data are to be protected. Iwill not disiribute to any unauthotized person any data sets or reports
that I have access to or may generate using confidential data. I understand that I am responsible
for any computer transactions performed as a result of access authorized by use of sign

on/password(s).
Contractor’s employee or contractor signature Date
Contractor’s authorized agent signature Date

Contractor’s authorized agent name (typed)
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Exhibit C:

Please describe the measures you take to ensure the protection of PII released to you. If you have a
policy, please attach or copy/paste here as Exhibit C.

Click here to enter text.

M
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Exhibit D:

Please use the space provided to describe the methods used to destroy all confidential data at the
completion of your work. Please specify the date of destruction. If you have a policy that describes it can

be attached as Exhibit D.

Click here to enter text.

¢ ——————— R et
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Exhibit E: In alphabetical order by last name, provide information for those persons designated as data
custodians. This should include anyone with access to confidential data. A designated primary and
secondary data custodian are required and a minimum of four is requested. Attach if more space is
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian.

Primary Data Custodian
Last Name, First Name:

Phone:
Email:
Employet:

an

Secondary Data Custodian
Last Name, First Name:

Phone:
Email:
Employer:

s

All Other Data Custodians
Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

Last Name, First Name:
Phone:

Email:

Employer:

R R TR R TR




_ Appendix D fa

Sample Security Breach Notification Letter

Date

Dear Recipient Name:

. We are contacting you because we have learned of a serious data security incident that occurred
on (specific or approximate date) OR between {dote, year and date, year) that involved some of
your personal information.

The breach involved (provide a brief general description of the breach and include how many

records or people it may have gffected). The information breached contained (customer :
names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other ‘
information {(bank account PIN, security codes, etc.) was not released. I

We are notifying you so you can take action along with our efforts to minimize
or eliminate potential harm. Because this is a serious incident, we strongly
encourage you to take preventive meastres now to help prevent and detect any
misuse of your information. We have advised the three major U.S. credit
reporting agencies about this incident and have given those agencies a general
report, alerting them to the fact that the incident occurred, however, we have
not notified them about the presence of your specific information in the data
breach.*

- (Optional paragraph if offering credit protection service.**)

To protect you we have retained (name of identity theft company), a specialist in identity theft
protection, to provide you with____year(s) of (description of services) services, free ofcharge.
You can enroll in the program by following the directions below. Please keep this letter; you
will need the personal access code it contains in order to register forservices.

As a first preventive step, we recommend you closely monitor your financial
accounts and, if you see any unauthorized activity, promptly contact your
financial institution. We also suggest you submit a complaint with the Federal
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online
at hitps:/iwww.ftccomplaintassistant.gov/



As a second step, you also may want to contact the three U.S. credit reporting
agencies (Equifax, Experian and TransUnion) to obtain a free credit report
from each by calling 1-877-322-8228 or by logging onto
www.annualcreditreport.com.

Even if you do not find any suspicious activity on your initial credit reports, the
FTC recommends that you check your credit reports periodically. A victim’s
personal information is sometimes held for use or shared among a group of
thieves at different times. Checking your credit reports periodically can help you
spot problems and address them quickly.

You also may want to consider placing a security freeze on your credit files. A
freeze prevents an authorized person from using your personal identifying
information to open new accounts or borrow money in your name.

You will need to contact the three U.S. credit reporting agencies to place the
security freeze. The fee is $10 for each credit reporting agency. The agencies
may waive the fee if you can prove that identity theft has occurred. Keep in
mind that when you place the freeze, you will not be able to borrow money,
obtain instant credit, or get a new credit card until you temporarily lift or
permanently remove the freeze.

To obtain a security freeze, contact the following
agencies: Equifax: 1-888-298-0045; web:

www.freeze.equifax.com
TransUnion: 1-800-680-7289; web: www.transunion.com (search for

security freeze) Experian: 1-888-EXPERIAN;
www.experian.com/freeze.com

For more information, see the website for the Oregon Department of
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.htmil and
click on “How to Obtain a Security Freeze.” -

If you have further questions or concerns, you may contact us at this special
telephone number: 000- 000-0000. You can also check our website at
www.ourwebsite.org for updated information.

Sincerely,

* Reporting to credit agencies is required only for breaches affecting 1,000 or

more persons.
** Not required under ORS 646A.600-646A.628.




Appendix E

FAC-001
Effactive Date: 01/01/2015

Determined Breach Notification Form

Section 1
Complete and submit within 72 hours of determination or notification,
Determined
] Finance Cabinet Secretary
0 Auditor of Public Accounts (APA)
3] Kentucky State Police {KSP)
8] Attorney General (AG)
n} Commissioner of Department of Library and Archives, if breach determined
0 Chief Information Officer of Commonwealth Office of Technology
If Department of Local Government under KRS 61.931{1)(b) or (¢} also contact:
] Commissioner of Department of Local Government
If Public School District listed in KRS 61.931(1){d) also contact:
0 Commissioner of Kentucky Department of Education
If Educational entity listed under KRS 61.931(1)(e) also cantact:
ad President of Council on Postsecondary Education
Agency Name:
Agency Contact:
Agency Contact Emalt:

Agency Contact Phone Number:

Date of Natification to Agencies: » Time of Notification:

Date Breach Determined;

Section 2
Complete this portion after the conclusion of the investigation regarding whether the Security Breach has resulted inor
is likely to result in the misuse of personal information, Provide notice to agencies within 48 hours of completing
Investigation.

Personal Information Breached: [ Yes [[Ne
ifYes, Explain:

Total Number of indlviduals Impacted: Date Individuals Notified:
Type of Notices Sent Out (select all that apply and provide explanatlons):

[[1 wWeb Posting: 1 Emait:
[ vocal or Regional Media: [] Telephone:
[l tetter: [C] other:
Did You Notify Consumer Credit Reporting Agencies? [Mves [no If Yes, Date:

Any Other Breach Compliance Requirements Apply suchas Federal?  [] Yes [Cne
If Yes, Explain:
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FAC-001
Effective Date: 01/01/2015

Third Party Breach: [dyes [No
If Yes, Third Party Name:

If Third Party Involved, When Did They Notify the Agency:

If a delay then please attach the delay notification record along with supporting documentation. \Was there a
delay due to:

O Law enforcement investigation. Reference to KRS 61.933 (3)(a)

O Anagency determines that measures necessary to restore the reasonable Integtity of the data system
cannot be implemented within the timeframe established and will delay the breach determination.
Delay will need to be approved in writing from the Office of the Attorney General. Reference to KRS

61.933 (3)(b)
0

Section 3
Complete and submit at the conclusion of the investigation and any notice and resolution process,

Actions Taken to Resolve Breach:

Actions Taken to Prevent Additional Security Breaches in Future, if any:

A General Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches:

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach:

Reference:
KRS 61.931 ta 61.934 - http://www.lrc.ky.gov, statute.

KRS 42,726 - http://www.lrc.ky.gov/Statutes/statute.aspx ?id=43580
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Appendix F

FAC-FOD2
Effective Date: 01/01/2015

Delay Notification Record

All documentation in reference to the delay should be attached to the notification record.

Agency Name:

3" Party Name, if applicable:

Agencies are to use this form to record information:

0 Ifa law enforcement investigation has delayed the notification process for a breach determination.
Reference to KRS 61.933 (3)(a)

Date Law Enforcement Notified Agency:

Law Enforcement Agency:

O If an agency determines that measures necessary to restore the reasonable integrity of the data
system cannot be implemented within the timeframe established and will delay the breach
determination. Delay will need to be approved in writing from the Office of the Attomey General.
Reference to KRS 61.933 (3)(b)

Date Submitted to Office of Attorney General:

Date Approved by the Office of Attorney General:

The agency will submit form FAC-001 as required by KRS 61.933 if law enforcement has not contacted it
within seventy-two (72) hours of a determined breach.
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