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District staff reviewed and selected two (2) online video courses that best meet the intentions of this annual 
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Kenton County School District 

Data Security and Breach Notification Guidebook 

As of October 7, 2016 

I Board Policy - Records Management 1.61 

The ICenton County School District Administration shall acknowledge to the Board of 

Education in a public meeting prior to August 31st of each year that the District has reviewed 

the Data Security and Breach Notification Best Practice Guide and implemented best 

practices that meet the needs for reasonable security protection over personal information. 

Personal Information is defined as an individual's first and last name or first initial and last 

name; personal mark; or unique biometric or genetic print or image, along with any of the 

following data elements: 

• Account number, credit or debit card number, that, in combination with any required 

security code, access code, or password would permit access to an account; 

• Social Security number; 

• Taxpayer identification number that incorporates a Social Security number; 

• Driver's license number, state identification card number, or other individual 

Identification number issued by any agency; 

• Passport number or other identification number issued by the United States 

government; or 

• Individually identifiable health information as defined in 45 C.F.R. sec. 160.103 

(Appendix A) except for education records covered by the Family Educational Rights 

and Privacy Act, as amended, 20 U.S.C. sec. 1232g. (Appendix B) 

Security Breach is defined as an unauthorized acquisition, distribution, disclosure, 

destruction, manipulation, or release of unencrypted or unredacted records or data that 

compromises or is reasonably believed to compromise the security, confidentiality, or 

integrity of personal information and results in the likelihood of harm to one or more 

individuals; or the release of encrypted records along with the key or process necessary to 

unencrypt the records. 



.··-·· 
-----

KRS 61.931- House Bill 5 
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Procedures and practices to safeguard against security breaches must be implemented by any 

entity that maintains or possesses personal information in accordance with applicable KRS 

and federal laws. 

For any contracts involving personal information that are entered into or amended after 

January 1, 2015, specific language requiring protection of the data must be included. The 

following Memorandum of Understanding was developed by the Kenton County School 

District legal counsel and shall be utilized with all software purchases: 

Memorandum of Understanding - See Appendix C 

The following guidelines were prepared around three major areas of consideration as 

identified by the Kentucky Department of Education: 

• Protection and Prevention 

• Preparation for Notification 

• Notification 
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Protection and Prevention 

All District employees are charged with protecting the confidentiality of personal information 

whether it pertains to customers, employees, parents, or students. The basic premise is to 

remain vigilant in the safekeeping of all paper records and all electronic records. Employees 

are encouraged to collect the minimum amount of personal information necessary to 

accomplish the given task and retain the information for the minimum time required by law. 

The following Kenton County School District departments are identified and charged with the 

use, maintenance, and safeguard of records which contain personal and confidential 

information: 

• Personnel 

• Student Support Services 

• Finance 

• Technology 

• Special Education 

• Preschool 

• Food Service 

• Transportation 

• Support Operations 

• School Level Office Staff 

• Nursing Services 
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There are many departments and employees that come into contact with and use 

information that can be considered_persooal and_confidential. As such, all district employees 
-------+--+---'-

will be provided a brief overview and basic training in order to strengthen our coverage and 

safeguard the protection of restricted personal records from unauthorized personnel. 

Each department shall inventory all records which contain very personal and restricted 

information which must be considered for appropriate protection. These records shall be 

reviewed periodically (annually at a minimum) in order to determine the rights and privileges 

of district staff that have primary responsibility to utilize the restricted personal information. 

More importantly, the district staff charged with maintaining the records shall adhere to 

strict guidelines which are designed to protect the restricted information reflected in the 

documents. 



The following guidelines are to be utilized by all district staff responsible for the safeguarding 

of personal and restricted information: 

• Maintain an inventory of all electronic and paper records that contain personal 

information 

• Classify information contained in all restricted records according to sensitivity and 

level of risk if that Information was accidentally or intentionally accessed by anyone 

without a need to know 

• Strictly adhere to the records retention requirements for all sensitive records 

• Supervisors shall annually assess the access rights afforded to district staff as it 

pertains to restricted flies and data bases 

• Whenever practical, all high-risk information shall use data encryption to protect the 

sensitive files in combination with host protection and access control 

• Remove rights and access privileges immediately upon severance of employment for 

employees that have the responsibility to use and maintain sensitive files; retrieve all 

keys and building access control devices; remove all staff from security alarm code 

systems 

• All ~mployees shall have an annual awareness training regarding the importance of 

protecting and safeguarding restricted personal information contained in paper files 

and electronic data bases; the annual training shall also include a comprehensive 

review of Data Security and Breach Notification Best Practice Guide. 

• All employees shall review the following awareness training videos located on the 

Safe Schools Training Site: 

Cybersecurity Overview 

Protection Against Malware 

FERPA: Confidentiality of Records 

• Use strong passwords or pass phrases and change them frequently 

• Keep a password, PIN, or pass code on all devices including laptops, tablets, and smart 

phones 

• Require all contract vendors that utilize personal information on behalf of the school 

district to sign and adhere to the guidelines established in the District Memorandum 

of Understanding; all MOU's must be maintained and renewed annually 

• Each district staff member that is charged with the maintenance or access to personal 

restricted information shall adhere to appropriate office maintenance requirements 

designed to protect access to confidential records throughout the course of the work 

day and after work hours 

Only print files or records that contain restricted personal information if necessary 

Never leave restricted files on common space printers or copiers 
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Never leave restricted files on desk top computer screens or printed files laying on 

the desk surfaces when you are away from the work space 

File all confidential information in securely fastened spaces when not in use 

Properly manage and control all confidential conversations 

Pay attention to confidential information being displayed on monitors in an open 

setting 

• Establish language for solicitation of Request for Proposals that reflects the desired 

restrictions and controls necessary to safeguard personal restricted information to be 

utilized as part of the third-party work 
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Preparation for Notification of Affected Individuals 

In the event there is a suspect data breach, the Kenton County School District will initiate the 

appropriate response plan. The Preparation for Notification of Affected Individuals was 

prepared using elements from the Best Practice Guide and pertinent data breach legislation. 

The Director of Technology shall be the Lead agent for the District and assume responsibility 

for the coordination of all internal Investigation and notification procedures. The process for 

investigating a potential data breach is outlined in the following procedures: 

1) The lead staff member charged with managing the breach of data security process 

shall be Chris Setters (Director ofTechnology). 

2) The lead staff member shall immediately notify the Superint.endent of Schools 

regarding any data breach incident. 

3) The Superintendent of Schools shall notify District legal counsel regarding any data 

breach incidents. 

4) The lead staff member shall engage the District Safety and Security Officer to assist 

with the Investigation. 

5) The lead staff member shall work with the departmental supervisor to ascertain the 

scope of the data breach as well as the schedule of affected individuals for the 

notification process. 

6) Notification to affected individuals whose unencrypted personal information have 

been, or are reasonably believed to have been, acquired by an unauthorized person 

shall be prepared and disseminated within 35 days in accordance with House Bill 5. A 

draft notification letter to individuals is found in Appendix D. 

7) Outside law enforcement agencies with expertise in investigating crimes that involve 

technology shall be contacted for advice and assistance with any data breach 

Incidents. Identify any and all agencies that may be of assistance with an 

investigation and secure contact information in the case of a data breach incident. 

8) Immediately assess and prepare strategies to ·contain, control, and correct any data 

security breach incidents. Document any issues discovered and response actions 

taken. 

9} Perform a thorough review of the actions and flaws with the District data security 

platform leading up to the data breach. Make any necessary adjustments to the 

structure in order to prevent future incidents. 

10} Consider the use of a Cyber Resilience Review to evaluate the operational resilience 

and cyber-security practices. 
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Notification 

As of January 1, 2015, Kentucky requires notification of suspected or confirmed data 

breaches. KRS 61.931, ET SEQ. (HB 5), Kentucky School Districts are required to notify both 

the individual of a breach and various state officials. House Bill 5 addresses the safety and 

security for personal information held by public agencies and requires public agencies and 

nonaffiliated third parties to implement, maintain, and update security procedures and 

practices, including taking any appropriate corrective action to safeguard against security 

breaches. 

House Bill 232 requires consumer notification when a private party data breach reveals 

personally identifiable information. This bill also requires cloud computing service providers 

contracting with educational institutions to maintain security of student data. The District 

Technology Coordinator shall assume responsibility for approving and finalizing all cloud 

based service provider agreements. 

The District Technology coordinator shall utilize the following forms developed by the 

Commonwealth Office of Technology for use in the event of a breach or a suspected breach of 

data. 

• Data Breach Notification Form FAC-001- See Appendix E 

• Delay of Notification Form FAC-002 - See Appendix F 

------~The notification requirements are designed to alert individuals of such data breaches and 

provide those affected individuals with an opportunity to take appropriate actions to 

mitigate the personal damage from potential identity theft or other harm. The following 

guidelines were established by the Kentucky Data Breach legislation: 

• Prepare a description of the categories of information that were subject to the 

security breach, including elements of personal information that were believed to be 

acquired; 

• Contact information for the notifying agency, including the address, telephone 

number; 

• A description of the general acts of the agency, excluding disclosure of defenses used 

for protection of information from the following sources about steps the individual 

may take to avoid identity theft, for: 

The major consumer credit reporting agencies; 
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The Federal Trade Commission; and 

The Office of the ICentucky Attorney General 

The data breach legislation that went into effect in January 2015, each District has a total of 

35 days from the time of their formal notification of agency contacts to notify all individuals 

impacted by the security breach. If the internal investigation leads to a reasonable conclusion 

that an unauthorized person through criminal activity may be involved in the data breach 

then the local law enforcement should be notified. 

The appropriate State staff should be notified within 48 Hours if the investigation finds that 

the misuse of personal information has occurred or is likely to .occur. The length of the 

investigation is not established by this bill and will vary with each incident. 

Within 72 hours of a suspected of confirmed breach, notification shall be sent utilizing form 

FAC-001 to KDEDataBreachNotification@Education.ky.gov and to the following agencies as 

required by KRS 61.933: 

• Attorney General's Office 

• Auditor of Public Accounts 

• Finance and Administration Cabinet 

• Kentucky State Police 

• Kentucky Department of Library and Archives 

• Commonwealth Office of Technology 

The Department of Data Breach Notification at the Kentucky Department of Education will 

provide the most current contact information for each State agency representative. If the 

__ investigation involves law enforcement officials and prevents the full disclosure of 

information to the Department, then form FAC-002 shall be utilized as required by KRS 

61.933. The investigation shall be conducted in a reasonable and prompt manner in order to 

determine whether the security breach resulted In or is likely to result in the misuse of 

personal information 
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Appendix A 

Department of Health and Human Services § 160.103 

this subchapter apply to the following 
entitles: 

(1) A health plan. 
(2) A healtll care clearinghouse. 
(3) A health care provider who trans

mits any health information In eleo
tronio form in connection with a trans
a.otlon covered by this subchapter. 

(b) Where provided, the standards , re-
1;1ulrements, and implementation speoi
floations adopted under this subchapter 
apply to a business assoolate. 

(c) To the extent required under the 
Soclal Security Aot, 42 U.S.O. 1320a.-
7o(a)(5). nothing in this subchapter 
shall be construed to diminish the au
thority of any Inspector General, In
cluding suoh authority as provided In 
the Inspector General Act of 1978, as 
amended (6 u .s.o. App.). 
[66 FR 02790, Deo. 20, 2000, o.s o.mondad at 0'1 
FR 63266, Aug. 14, 2002; 70 FR 66117, J o.u . 26, 
2013) 

review, quality assurance, patient safe
ty activities listed at 42 OFR 3.20, bl11· 
Ing, benefit management, practice 
management, and repricing; or 

(11) Provldes , other than In the capac
ity of a member of the workforce of 
such covered entity, legal, aotuarte.1, 
.a.ooounttng, consulting, date. aggrega
tion (as defined In § 164.501 of thls sub
chapter), management, administrative, 
accreditation, or financial services to 
or for such covered entity, or to or for 
an organ1zed health oare arrangement 
In whlah the covered entity partici
pates, where the provtston of the serv
loe lnvo1ves the disclosure of protected 
health 1nform.a.tlon from such covered 
entity or arrangement, or from another 
business associate of such covered enti
ty or arrangement, to the person. 

(2) A covered entity may be a busl· 
ness assoola.te of another covered entl· 
ty. 

(3) Business o.ssocto.te Includes: 
(1) A Health Information Organlza

Except as otherwise provided, the fol- tlon, E-prescrlb!ng Gateway, or other 
low1ng definitions apply to this sub- person that provides data transmission 

§160.103 Definitions. 

chapter: services with respect to protected 
Act means the Social Security Act. health information to a covered entity 
Aaminlstrattve slmpztftcatton provision and that requires access on a routine 

means any requirement or prohibition basis to suoh protected health 1nforma-
esto.blished by: tion. 

(1) 42 U.s .o. 1S20d-1320d-4, 1320d-7, (11) A person that offers a personal 
1320d-B, and 1320d-9; health record to one or more indlvld· 

(2) Section 264 of Pub. L. 104-191; uals on behalf of a covered entity. 
(3) ·Sections 13400-13424 of Public Law (11i) A suboontraotor that creates, re-

111..{i; or (4) Thls aubchapter. celves, me.lntains, or transmits pro-

~

I 

_______________________ ,.L]_means_ Adm1n1strative Law tected health information on behalf of 
Judge. -- ==--the-buslness-a.ssool~ter.-. ------------------------1.------

ANSI stands for the American Na- (4) Business associate does not Include: 
tional Standards Institute. (i) A health oare provider, with re-

Business asso®te: (1) Except as pro- spect to disclosures by a covered entlty 
v1ded In pare.graph (4) of this deflnl- to the health oare provider concerning 
tion, business associate means, with re- the treatment of the individual. 
spcot to a covered entity, a person who: (11) A plan sponsor, with respect to 

(I) On behalf of such covered entity disclosures by a group health plan (or 
or of an organized health care arrange- by a health Insurance issuer or HMO 
ment (as defined In this section) :In with respect to a group health plan) to 
which the covered entity participates, the plan sponsor, to the extent that the 
but other than In the capacity of a requirements of §164.604(!) of this sub
member of the workforce of such cov· chapter apply and are met. 
ered entity or arrangement, creates, (111) A government agency, with re
reoeives, matnte.lns, or transmits pro- spect to determining eligibility for, or 
teated health Information for a funo- enrollment in, a government health 
tlon or activity regulated by this sub- plan that provides public benefits and 
chapter, Including claims processing or is administered by another government 
administration, date. analysis, proo- ngenoy, or collecting protected health 
essing or administration, utilization information for auoh purposes, to the 
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§ 160.103 

extent euoh a.ot1v1t1ee a.re authorized 
llYia.w. 

(iv) A oovered entity pa.rtio!pa.ting 1n 
an organized health oa:re arr1111Sement 
the.t performs a tunotion or a.otivitY as 
desoribed by paragraph (1)(1} of thls 
definition for l)r on beha.1! of euoh orga
nized l1ee.lth oe.re e.rre.ngement, or the.t 
provides a. servioe Ill! descrtbed in pa.ra.
gra.ph (1)(11) of this definition ti) or for 
suoh organized health oe.re arrange
ment by virtue of euoh aottvitles or 
services. 

OivU money penalty or penalty means 
the amount determined under §lBD.4-04 
of this pa.rt and includes the plural of 
these terms. 

OMS stands for Centers for Msd1ca.re 
& Medicaid Servloes within the De pa.rt
ment of Real th and Ruman Services. 

Oomplianoe date means the date by 
which a. covered entity or business as
sooia.te must comply with a standard, 
implementation speoifioa.tion, reqnlre
ment, or modification adopted under 
this subohapter. 

ooverea entity means: 
(1) A health plan, 
(2) A health care olea.rlnghouse, 
(3} A health care provider who trans

mits a.ny health information in eleo
tronlo form in connection with a trans
action oovered by this 2ubohapter. 

Disclosure means the release, trans
fer, provision of access to, or divulging 
In any manner of 1nforma.tion outside 
the entity holding the information. 

EIN eta.nas for the employer ldentl
ftoa.tion number aes1gned by the Inter
Jlll.1 Revenue Service, U.S. Department 
of the Treasury. The ElN is the tax
payer identlt;vlng number of an indi
vidual or other entity (whether or not 
a.n employer) assigned under one of the 
following; 

(1) 26 U.S.O. 6011(b), whioh is the por
tion of the Internal Revenue Oode deal
ing with identlfY!ng the ta:x:pa;ver in 
tax returns a.nd statements, or cor
responding provisions of prior la.w. 

(2} 26 u.s.o. 6109, which is the portion 
of the Internal Revenue Oode dealing 
with identifytng numbers in tax re
turns, statements, and other required 
documents. 

Electronic media means: 
(1) Electronio storage material on 

whioh data is or may be recorded eleo
tronloa.lly, lnolud!ng, for exa.mple, de-

4l\ CFR suptltla A (10-1-15 Edition) 

vices ln oomputers (hard drtves) and 
any remova.ble/traneportable dlB'ital 
memory medium, euoh a.s magnetio 
tape or disk, optical disk, or dig1ta.1 
memory oa.l'd; 

(2) Tra.nsmisBion media. used to ex
change information already in eleo
tron1o storage media.. Transmission 
media. inolude, for example, the Inter
net, extra.net or intra.net, leased lines, 
die.I-up llnes, private networks, and the 
physical movement of remova.ble/tra.ns-
11orta.ble eleotronio storage media.. Oer
te.tn trs.nsm1Beions, inolud1nB' of paper, 
via. fa.osimUe, and of voioe, via tele
phone, a.re not ooneldered to be trans
m1ssione via electronio media. if the in
formation being exoha.nged did not 
exist in eleotronio form immediately 
before the transmission. 

Eleatronio protecwd health Information 
means information that oomee within 
pa.re.graphs (l)(i) or (1)(11} or the defini
tion of protectea health information as 
epeoified in thls section. 

EmplotJer is defined as it is in 26 
U,S.O. S401(d), 

Family member means, with respeot to 
an lndlvidual: 

(1) A dependent (as suoh term le de
fined in 46 OFR 144.103), of the 1ndt
Vldual; or 

(2) Any other person who 1B a first-de
gree, second-degree, third-<legree, or 
fourth-degree relative of the indivldua.1 
or of a dependent of the 1nd1.vidua.l. 
Relatives by e.fflnity (euoh a.s by mar
riage or adoption) are treated the same 
aa rela.ttves by oonea.ngutn1ty (that 1s, 
relatives who share a. oommon biologl
oa.l ancestor). In determining the de
gree of the relationship, relatives by 
less tha.n tull ooneanguinity (suoh as 
ha.lf-eiblings, who share only one pa.r
ent) are tree.tad the same as relatives 
by full oonsa.nguinity (sucih as siblings 
who share both parents). 

(1) F:b:st-degree relatives lnolude pa.r
ents, spouses, siblings, and oh!ldren. 

(11) Seoond-degree relatives inolnde 
grandpa.rents, gra.ndoh1Idren, aunts, 
unoles, nephews, and nieces. 

(iii) Third-degree relatives in<>lude 
great-grandpa.rents, grea.t-gra.nd
<>hildren, l!'rea.t aunts, great uncles, and 
flrot oousine. 

(iv) Fourth-degree relatlves include 
great-l!'reat grandpa.rents, grea.t-11Tea.t 
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Department of Health and Human services §160.103 

grandoh1ldren, a:nd oh11dren of first 
cousins. 

Ge7Ultlo lnformaU01/. mea.ns: 
(1) Subject to paxa.gra:Phs (2) and (Bl 

r of this definition, With respect to a.n 1n
dlvldUAl, Information a.bent: 

(1) The 1nd1v1dua.l's genetic tests; 
(ii) The genetic tests of family mem

bers of the Individual; 
(111) The manifestation of a. disease or 

disorder 1n family members of suoh in
dividual: or 

(iv) Any request for, or receipt of, ge
netic services, or participa.tlon In olin
ioa.l research whioll includes genetic 
services, by the Individual or BJJY fa.m-
1ly member of the lndlvldua.l. 

(2) Any reference 1n this suboha.pter 
to genetic information oonoernlng an 
indlvldUAl or fa.milY member of an indt
vldua.l shall include the genetic infor
mation or. 

(1) A fetus oarrled by the 1ndlv1dua.l 
or family member who ls a. :vregnant 
woman;a.:nd 

(11) Any embryo legally held by an in
dividual or family member utilizing an 
assmted reproductive technology, 

(3) Genetic information excludes in
formation a.bout the sex or age of a.ny 
indtvidual. 

Genetlo servlCBS means: 
(1) A genetic test; 
(2) Genetic oouneeling (including ob

ta.tniug, 1nterpretlng, or a.seeseing ge
netic :\nforma.tton); or 

(3) Genetic eduoa.tion. 
Genetic test means a.n a.na]Jrais of 

human DNA, RNA, chromosomes, pro
teins, or meta.bolltes, if the ana.}ysis 
detects genotypes, mutations, or chro
mosomal oha.nges. Gene tio test does 
not include a.n ana.Jyals of proteins or 
meta.bolites that 18 dlreotly related to 
a. manifested dlsea.se, disorder, or pa.th
ologtoa.l oondltton. 

Group health plan (a1ao see definition 
of nea1th p1an in this section) means an 
employee welfllXB benefit pla:n (as de
fined in section 3(1) of the Employee 
Retirement Inoome a.nd seourtty Aot of 
1974 (ERISA), 29 U.8.0. 1002(1)), 1uolud-
1ng insured and self-Insured plans, to 
the extent that the pla.n provides med
toa.l ca.re (as defined 1n section 
2791(a)(2) of the Public Rea.1th Service 
Aot (P:HS Aot), 42 U.8.0. 800gg-Sl(a.)(2)), 

· including items a.nd services paid for as 
medical cl!.l'e, to employees or their de-

pendents directly or through insur
ance, reimbursement, or otherWille, 
the.t: 

(1) RM 50 or more pa.rtiol:va:nts (as de· 
fined in seotton 3('1) of JilRISA, 29 u.s.o. 
1002(7)); or 

(2) Is a.dminlStered by an entity other 
than the em})lo;ver tha.t eata.bllehed a.nd 
ma.lnta.tus the plan. 

HHS eta.nils for the Department of 
Health and Ruma.n Services. 

Health care means oe.re, services, or 
supplies related to the health of an in
dividual. Health cars Includes, but ls 
not limited to, the following: 

(1) Preventive, dia.gnostio, thera
peutic, reha.b111tat1ve, maintenance, or 
palUative oe.re, and oounseltng, servloe, 
assessment, or procedure with respect 
to the ph;vsioa.l or mental oonditlon, or 
runcttona.l status, of a.n individual or 
tha.t affects the structure or flmotion 
of the body; and 

(2) Sa.le or dispensing of a. drug, de· 
vice, equipment, or other item in ao· 
oorda:noe with a. prescription. 

Health care c!earlnghouss means a. 
pnbl!c or private entity, including a 
bllllng service, repricing oompa.ny, 
community hea.lth management infor
mation syetem or oommuntty hea.ltll 
information system, and "va.lue-a.dded" 
networks a.nd switches, that does ei
ther of the following runotions: 

(1) Processes or ra.omtates the proc
essing of hea.lt11 information received 
from another entity ln a nonsta.nda.rd 
format or containing nonstandard data. 
content lnto standard data. elements or 
a. standard transaction. 

(2) Receives a. sta.nda.rd transaction 
from another entity a.nd processes or 
facillta.tes the processing of health In
formation Into noneta.ndard format or 
nonstandard data content for the re
ceivlnt; entity. 

Hlllllth cars pro11id61' means a. provider 
of servioes (as defined in section 1861(u) 
of the Aot, 42 U.8.d. 1896x(u)). a pro
vider of med1oa.1 or heBlth servtces (as 
defined in section 1861(s) of the Aot, 42 
U.S.d. 1S95x(s)), and any other person 
or organization who furnishes, b111s, or 
ls pa.id for health oare in the normal 
course of business. 

Health information means any infor
mation, 1noludlng genetic Information, 
wllether oral or recorded in any form 
or medium, that: 
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(1) rs orea.ted or received by a. health 
ca.re provider, health plan, public 
health authority, employer, life 1n· 
surer, school or nn1vers1ty, or health 
ca.re olea.rlngholllle; and 

(2) Relates to the pa.st, present, or fU· 
ture phynica.l or mental hea.lth or oon
dltlon of an lndlvidual; the provision of 
health oa.re to an lnd1Vldua.l; or the 
pa.st, present, or ruture payment for 
the prov16ion of hea.lth oare to a.n lndl· 
vidua.l. 

Health. insure.nee issuer (as defined ln 
section 2Wl(b)(2) of the PHS Aot, 42 
u.s.c. 300gg-9l(b)(2) a.nd lll!ed in the 
definition of health plo.n ln this eeatlon) 
means an Jnsura.noe company, lnsur
ance service, or Jnsure.noe orga.nlza.tion 
(inol11ding a.n EMO) tha.t is lloensed to 
engage in the blllllness of insurance in 
a state and 1B subject to Sta.ta law that 
regulates insurance. Suoh term does 
not lnolude a. group health plan. 

He<ilth. llllltnt8no.'IW8 oruaniaation 
(HMO) (a.s defined in sootion 2791(b)(3) 
of the PHS Aot, 42 U,S,O. 300gg-9l(b)(Jl) 
and used in the deflnltlon of heo.Ith plo.n 
in this section) means a. federally 
qua.lified HMO, an orga.n!zatlon reoog
n!zed as an EMO nnder State law, or a. 
simlla.r organlza.tlon regulated for sol
vency under State la.w in the same 
manner and to the same extent as suoh 
a.nJIMD. 

Health. plan means an lnd1v1dual or 
group pla.11 that provides, or pa;vs the 
cost of, medical ca.re (es defined in seo· 
tion 2791(a)(2) of the PBS Aot, 42 U.S.O. 
300gg-9l(a)(2)). 

(1) Health plan inoludes the fol1owlng, 
s1ng)y or in oomb!nation: 

(!) .A group health plan, as defined in 
thls seotlon. 

(11) .A health 1nsura.n.oe 1ss11er, a.a de
fined in this section. 

(fit) An HMO, as defined in th1s sec
tion. 

(lv) Part A or Pa.rt B of the :Medicare 
program under title XVJII of the Aot. 

(v) The Medioa.1d progra.m under title 
xrx: of the Aot, 42 U.S.0.1396, et seq. 

(vi) The Voluntary l?resorlptlon Drug 
Benefit Program under Pa.rt D of title 
XVIII of the Aot, 42 U.S.O. 1895w-101 
through 1S95w-152. 

(v11) An issuer of a. Med!oa.re s11pple· 
mental policy (as defined in seotion 
1BB2(g)(l) of the Act, 42 U.S.O. 
1396ss(g)(l)), 

45 CFR Sublftle A (lG-1-16 EdHlon) 

(V111) An issuer of a long-term oare 
polioy, exolud!ng a nursing home fixed 
111demnlty policy. 

(lx) An employee welfare benefit pla.n 
or a.ny other a.rrangement that is es
tablished or ma.lnta.!ned for the purpose 
of offering or provldlng health benefits 
to the employees of two or more em
ployers. 

(X) The health ca.re progra.m for un1· 
formed services under tltle 10 of the 
United States Code. 

(xl} The vetera.ns liea.lth care pro
gram under 30 U.S.O. chapter 11. 

(xll) The Indla.n Rea.Ith Service pro
gram under the Indian Rea.1th Oare Im· 
provement Aot, 26 u.s.o. 1601, et seq. 

(xiii) The Federa.1 Employees Health 
Benef1ts Progra.m under 5 u.s.O. B902, 
et seq. 

(xiv) An a.pproved state ohlld health 
plan under title XXI of the Aot, pro
viding benefits for ch!ld health asslst-
&noe tha.t meet the requirements of 
seotlon 2103 of the Act, 4Z U.S.O. 1391, et 
Wl. 

(XV) The Medicare Advantage pro· 
gram under Part O of title XVIII of the 
Aot, 42 u.s.o. 1395w-21 through 1395w-
2B. 

(xvi) A h1gh rlsk pool tha.t ls a meoh
&nism establlshed under State law to 
provide hea.lth !nsuranoe coverage or 
compare.ble ooverage to eligible ind!· 
vi duals. 

(xv!!) Any other indiv!dua.1 or group 
plan, or combination of individual or 
group plans, tha.t provides or pays for 
the cost of medioa.l ca.re (as defined 1n 
section 2791(a.)(2) of the l?Iffi Aot, 42 
U.S.O. 300gg-91(a)(2)). 

(2) Health. plo.n excludes: 
(i) AnY policy, plan, or program to 

the extent that it prov1des, or pa.ys for 
the oost of, excepted benefits that a.re 
listed ln section 279l(o)(l) of the PHS 
Act, 42 u.s.o. 300gg-9l(o)(1}: and 

(U) A government-fUnded ]ltogra.m 
(other than one listed in paragra.ph 
(1)(1)--(xvl) of this definition): 

(A) Whose prlnmpal )lurpose is other 
than proviillng, or pa.ylng the cost of, 
health care; or 

(B) Whoso prlnoipal aot1v1ty ls: 
(1) The direct provision of health care 

to persons; or 
(2) The ma.king of grants to fund the 

direct provision of hea.lth ca.re to per
sons. 

1180 

1··-· 



Department of Health and Human Servlces § 160.103 

Implementation spec1rwat1on mea.ns 
speoif!o requirements or 1nstruot1olll3 
for lmplementlng a. stands.rd. 

Individual means the person who 1s 
the subject of proteoted health infor
mation. 

Individually identifiable health tfl/or
mation ts 1nformatlon tha.t ls a. subset 
of baa.1th 1nforme.tion, lnolud1ng demo
graphto 1nforma.tlon oolleoted from an 
lndlVidual, and: 

(1) ls orea.ted or received by a health 
care provider, health plan, employer, 
or health care clea.r!nghouse; a.nd 

(2) Relates to the past, present, or fu
ture physical or mental health or oon
dltlon of an Jndlvldua.l; the provision of 
health care to an 1ni11V1dua1; or the 
:ve.st, preaent. or ruture payment for 
the provision of health oare to an lndl
vldua.1; and 

(i) That identlfles the lndivldual; or 
(tl) With respect to whtoh there is a 

reasonable basis to believe the infor
ma.tion oa,n be used to ldentllY the indl
vtdue.l. 

Mo:n.ifestation or manifested mea.lll3, 
with respeot to a disease, disorder, or 
pathological condition, that an 1nd1-
V1dual has been or could reasonably be 
d1e.gnosed with the disease, disorder, or 
pathological condltlon by a. health care 
professional with a.pproprle.te tra.1ning 
a.ud expertise in the field of medicine 
involved. For l!Ul'POBes of this sub
oha.pter, a. disease, disorder, or patho
logical condition is not manifested if 
the diagnosis is based prlncipe.lly on 
genetio lnforme.tion. 

Modify or modification refers to a. 
oha.nge adopted by the Secreta.ry, 
through regule.tlon, to a. stands.rd or an 
lmplementa.tlon speo1fioatlon. 

Oruanisec! health care arrangement 
means: 

(1) A ollnloally integrated ca.re set
ting 1n which 1nd1vidua.lfl typloally re
oeive health ca.re from more than one 
health oe.re provider; 

(2) An organized oy:,item of health 
ca.re 1n whiob more than one oovered 
entity partiolpa.tes and 1n whloh the 
pe.rttelpe.t!ng covered entitles: 

(i) Rold themselves out to ths publio 
as pe.rtioipe.tlng in a. Joint a.rra.nge
ment; and 

(it) Pa.rtioipate in Joint aotivltles 
that 1nolude at least one of the fol
lowing: 

(A) Utlllae.tion review, in whloh 
health oa,re deoislons bY pe.rtiolpe.ting 
oovered entitles are reviewed by other 
partlclpe.ting oovered entities or by a. 
third party on their behalf; 

(B) Quality a.ssessment and improve
ment e.ctivit!es, in whloh tree.tment 
provided by p.,,t!oipa.tlng oovered enti
ties ls oosessed by other pa.rtiolpating 
covered entitles or bY a. third pe.rty on 
their behalf, or 

(0) Payment activities, if the fine.n
ole.1 rlsk for delivering health oa.re ls 
she.red, Jn part or in whole, by P""tiol
patlng oovered entities through the 
joint arrangement and if protected 
health information orea.ted or received 
by a covered entity is reviewed by 
other pa.rtloil!at1ng oovered entities or 
by a third party on thelr beha1f for the 
purpose of adminleterlng the sha.rlng of 
flne.noial risk. 

(3) A groul! health plan and a. health 
Jnsuranoe issuer or !IMO with respeot 
to such group bee.1th plan, but only 
With respect to protected hee.lth infor
mation created or reoelved by such 
health insurance illsuer or lIMO that 
relates to 1nd1Vidue.ls who are or who 
he.ve been l!a.rtioipants or beneflole.ries 
in suoh group health plan; 

(4) A group health plan and one or 
more other group health plans ea.ch of 
which a.re maintained by the so.me plan 
sponsor; or 

(6) The group health plans described 
1n l!a.ragra.ph (4) of this deflnlt1on and 
health insurance issuers or lIMOs with 
respect to euoh group health pla.ns, but 
only with respect to protected hea.lth 
information oreatod or received by 
snch health insura.n.oe issuers or BMOs 
tha.t relates to 1ndividua1s who are or 
have been pa.rttcipa.nts or beneficiarles 
in a.ny of suoh groul! hea.lth p1a.ns. 

Person means a natural pemon, trust 
or estate, partnership, oorporation, 
professional assoola.tlon or corporation, 
or other entity, public or private. 

Proteote4 health tnformotion means 1n
div!dua.lly identifiable health Informa
tion: 

(1) Except as provided Jn paragraph 
(2) of this deflnitlon, tha.t is: 

(1) Transmitted by electron!e media.; 
(l1) Maintained 1n eleotronlo m<iclla; 

or . 
(ill) Tra.nsmttted or maintained Jn 

any other form or medium. 
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t J2S2g. Family educational nnd privacy rights oons me.king confldentl.a.l reoommendo.tlon• and 
(a) Conditions for availability of funds to edu- (il) suoh recommendations are used solely for 

cat!onel ugeocles or institutions,· fnspcct!on the purlJoSe !or whloh they were apeoiflo"lly in· 
tended. such waivers ma.y not bo required as e. 

and review of education records1 specific In- condition for admiaelon to, reoeillt or financle.l 
formation to be made o.vailoble; proceduro b 
for access to educ"tion records; ran.souable- a.id from, or reoelpt of S.llY other eervlcee or on-

eflts from euch ai:enoy or institution. 
ness of time for suoh aoce••I holll'inga; wrU- (2) No funds sliall bo made o,v..Uable under any 
ten ~lanatlons by parents; definitions e.ppUoe.ble progi·am to any educational agency 

(l)(A) No funds •hall be made avalla.ble unde1• 01· lnstltutlon unleos the p .. rents of studonts who 
any aplJlloa.ble program to any eduoa.tlonal are or have been in a.ttends.noe s.t a. sobool of 
egeuoy or: Institution whloh ha• e. polloy ot de- suoh e.genoy or at suoh institution are provided 
nying, or which elfeotlvoly pr•vents, the po.rents an opportunity for a ho11.1•ing by suoh sgonoy or 
of students who a.re oi- have been In e.ttende.noo ln.Btltutlon, In nccordanco with reguln.tlons of 
at a sohool of "uch agency or at such .lnatltu- the Secretary, to challenge tho oontent or such 
tlon, as the c&no may be, tho l'lght to lnspoct studont'• education i·eoordo, in order to insure 
11nd review the cduc .. tlon i•iicords ot their ohll- ths.t the r•oordB are not ina.oonre.te, mlsleadlag, 
dren. lf Bl!Y .materl1t.l or document in the edu- or othe1·w:lse in violation of the llrlvaoy rights of 
cation record of a student Includes lnforma.tlon etudents, and to provide e.n oppo1•tnnity for the 
on more ths.n one etudent, the paronte of one of co1•rectlon or deletion of a.ny suoh ina.ccurato, 
such atudents shall have the right to inSlJBct o.nd misleading or otherwise lne.pproprla.te de.tit. oon-
1·eview only such P"rt of auoh materio.l or doou- tainod therein and to Insert Into suob records e. 
ment as rnl1Ltoe to suoh student 01• to be ln- written explanation rif the parents reepoot!ng 
formed of the epoc!flo lnforma.tlon oontained in tho content ofsuoh records. 
suoh part of euch material. Each educational (S) For tbe purposes or tills eootlon tha term 
e.genoy or lnatltutlon llhaJl establish e.pproprlat• "educational agency or institution" meo.ns e.ny 
procedures fol' the granting of a roqnost by pal'- public or privo.l:o agenoy or lnrttltutlon wll1oh is 
ent.• for access to the educa.tlon records of their the reolplont or funds under eny aplJllcable pro
chlldren within a rea•onable period or time, but gram. 
in no oe.s• more than forty-five days a.rter the (4)(A) For the purposes or this section, the 
1•equeat has been made. term "educo.tion reoo1·ds0 rnea.ns. except as nie.y 

(B) No funds nnaer any appllonblo proirram be provided otherwise In subpa.ragra.ph (BJ, those 
sbs.11 be made avaUable to any State educational l'ecordB, rues, dooumonts, and other materlo.ls 
ngenoy (whether or not that agency Is Ml edu- whloh-
catlonal agsnoy or institution under thls sec- (I) contain information directly related to a 
tion) tbs.t has e. policy of denying, or e!feotlvely student; s.nd 
p1•events, the parancs of studonts the right to in- (il) are maintained by a.n educatlona.l agenoy 
spect a.nd review tho eduoa.tlon records main- or Institution or by a person aot!ng !'or suoh 
tained by the Stato eduQo.tlonal agency on theil! agency or Institution. 
oblldxen who are or have been In attsnlhLlloo at (B) The term "educ11.tlon records" does not ln-
o.ny school or o.n educatlone.l e.genoy or lnetltu- olud&-
tion that Is subject to the provisions or this aeo- (I) records of Instructional, supervisory, and 
tlon. admlnletrative personnel a.nd eduoatlono.1 per-

(0) The nrst eentence or subparagraph CA) eonnel anoll1111·y thereto wll1oh aro 1n the sole 
ohall not operate to ma.Ito available to atuilenL• possession or the make1• thereof and which are 
In lnetltutlona of postaocondary education the not oocesslble or revealed to any other ll•rson 
following mato1·1ole: exoeI>t e. eubstltnte: 

(i) fmanulaJ records or the pa1•ents or the (II,) records maintained by a. law enfo1·oement 
student or any in!ormatlon contained therein; untt of the ednontiono.l 11genoy or Institution 

(ii) confidential letters e.nd statements of tbll.t were oreo.ted by that law enforcement 
recommendation, whlah were plaoed In the unit for the purlJose or la.w •nforoement; 

·-·-·····-··r 
1 .. · 

I: 

education records prior to January l, 19'16. 1f (Iii) lo the oose or pe1•sons who a.re employed 
---------------------snoh-letters_o,,_statements_ara_not_ueedJor __ by an- educ .. tlonal- agenoy-or- lnstltutlon-but, _________________ _,_ __ '--_~ 

purposes other than those for whloh they were who are not In attendo.nce at such agency or 
speolfloally Intended; lnstltutlon, rooords me.de and malnta.lned :In 

(ill) If the student has signed a w11.lver of the tho normal course of business whloh rele.ts ex-
sliudent•H right or access nnder thie rmbaeotion olusively to such person :In t11n.\i pe:raon's ca.-
in accordance with subpa.ragraph (D), con- paolty as an employee and arc not available 
Il.denttal i·eaommonda.tlonu-- for use for any other purpose: or 

(I) respsotlag e.dmiselon to o.ny edu- (iv) reoords on a student who Is eighteen 
os.tlonal agency or inst! tutlon, years of age or oldel', or ls attonding e.n lnstl-

(II) respecting e.n appllos.tlon !or ompluy- tutlon or postsecondary educa.tlon, which aro 
mont, and . made or m.Unt11olned by e. pbyslolan, psyohle.-

(III) respecting tbe reoetpt ol an llonor or trlst, psycholoirlst, or other reoognized profes-
honorary recocnltlon. slon!LI or pa1oaprofusslonal acting ln Ills prores-

(D) A studant 01• a verson applying for admls· slonal or lJ&raprofession!Ll oa.paclty, or asslet-
slon may waive his rll!'ht of access to oonfiden- Ing 1n tl1at capacity, e.nd which are made, 
tlo.l st;atemonts desorllled In clause (111) or eub- ma.lnta.lnsd, 01· used only in connaution with 
paragraph (0), except that s11oh waiver shall tho provision of treatment to the stnaent, and 
apply to rocommsnda.tlollll only if (I) tbe stnueot e.re not av.Ulabla to anyone other than persons 
Is, upon reqaast, notified of the namos or all per- providing snoh tre11otment, exoept that auoh 
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reoorda 0"11. be personally l!evlewea by a. JhYel
o!a.n or other &pproprle.to prorestdona1 of the 
etudant'e ohoioe. 
(li)(A) For the purposes or this section the 

term "directory information" relating to & stu
dent Includes the following: the stndent's ru>me, 
address, telephone liatlng, date a.nd plaoe of 
birth, ms.jar field of swdy, partloi;patlon !n o£ll
..olally roeognl.zed aot1vltle• and sports, we!ght 
a.nd height or members Of &thlet\D tea.tnB, ds.ta5 
oI attend11-noe, degrees and awa.rllll received, and 
the most recent previous sduoatl.ollat agenoy or 
ioat!tution attended by the student. 

(B) .A:ny eduoatloll&I &genoy or institution 
maklnir Pllbllo alreotory !nform,.tlon Bha,11 give 
publlo notioe or tile ce.tegories or informe.tion 
wbloh it he.a deslgrui.ted as suoh info):Jlla.tion 
With reepeot to eaoh student atihencling the lnstl
tut!on or agency e.nd eha.ll ..Uow a r•Bllonable 
period or time after suoh notice he.II been glven 
£or a. pa.rent to inform the !nBtitution or a,gelley 
tha.t a.ny or e.ll of the tnrormatton dealgru!.ted 
should not be re1eu.sad w!thollt th• pa.rent's prlor 
oonsent, 

(6) For the purposes at tbia seahion, llltB te= 
"student" inoludes e.ny person With r~speo11 to 
whom a.n. eduna.tlonal agency or inatltnt!on 
m"inba.lns eduoa.tlon reoords or personally iden
tlf!e.ble bifO):JJle.tlon, but doBS not include e. per
son who ha.8 not beeu in attendanae a.t 11Uol1 
agency or institution. 
(b) &IOllBo of eduoatlon reeordsj parental con

sent requirement; exceptions; oornpllanee 
with Judicial order• and subpoanas; audit 
and evaluation of l'ederally·suppol"ted edu· 
cation programs: reoordkeeplng 

(1) No :!'wld11 e!Wl be ma.de a.va,ile.ble under any 
&pplioable program to an.v eduoa.tiona.l e.genoy 
or institution whiob. 1uui 11. polio.v or piaotioa or 
permitting tho rolm1110 o! odnca.t1on record!! (or 
pol'llonally ldeut!t1able tnlorma.tlon oonta.ined 
thereln other the.n dlreotory 1nfol'Ill&tlon, as de-. 
lined in pe.ragra.p:b. (6) or subsection Ca) or this 
seotlon) or students without tbo written oonsent 
of their pa.rent.a to any indivldual, agenoy, or Ol'
g'"1b!e.tion, other than to the falloWin!l'-

CAl other school offloials, inoludlng tea.ollers 
witlrln the edu.oationa.l institution or looa.t 
eduoa.tlone.l s.IJ81lnY, who ha.ve been determined 
by suah B111>noy or lnst1tutton to he.v& legitl
mo.te edno11otional interests, lnolndlng the edu
oa.t!ona.1 interests of the ohlld far whom con
sent would otherwise be required; 

(B) ofilo!a.Js of other sohools or sobool BYB
tems in which the etudent seeks or intends to 
enroll, upon oondltion tha.t tho etudent•a pa.r
ents be notified or the tre.nafer, receive a. copy 
o! the record if desired, and Jui.ve s.n oppor
tuoity for a. hea.r.l.ntr to ch..Ulll!ge the content 
of the reoord; 

(0)(1) authorized veDl'esentatives of (1) tho 
Oomp!;rol1e1• General of the United Bta.tes, (lt) 
the $eorote.ry, or (1II) State educe.t!oMl au
thorities, under the oondltlons set forth in 
pa.ragre.ph (3), or (l!J autho11zed rapreeentar 
t1ves of the Attorney General :tor law enforoe• 
ment purposes under the sa.me oond!t!ons as 
n.pply to the Beoreta.ey undar para.graph (3); 

(D) In oonneot!on with a. student's applica
tion ~or, or recel:Pt or, J'lna.nola.l. s.td; 

(lll) State a.nd Inoa.I affl.o!aJs or e.uthOrltlss to 
whom such inrorm11.tlon 1s speolfioally allowed 
to be re11orted or disoloeed pursuant to State 
statute lldopted-

(1) befQre November 19, 1974, i! the allowed 
reporting- ar d!solosure oonoerns the Jnvenile 
jnstlce system e.nd such system's ability to 
nl!eot!ve1y nerve the student Whose reoorde 
nre released, or 

(ii) a.Cber November 19, 1974, tr-
([) the allowed reporhln1r or disolosure 

concerns the Juvenile Justl.oo oystom e.nd 
suoh eysoom's e.bfilf;y to eITeotJ.vel:v serve, 
pi1or to adjualca.tlon, the student whose 
reoorde are released: e.nd 

(IQ the otliola1s and authorities ta whom 
such information is d!Golol!Od oeL'tll'Y in 
writing to the eduoa.t!onal e.genoy or insti
tution ths.t the informa.tlon Will not bo 
disclosed to any other party exoept 11.11 pro
vided ondor State law without the prior 
written consent of the :Parent of the stu
den!i.• 

(F) o~ga.nl•e.tlons oonduotlng lltlld1ee lor, or 
on lillha.1C or, eduoa.tiona.l agencies or 1nstlt1t
tions for the purpose or developing, nUdll.tlng, 
or a.dminlnte:rlnJr }lredlotive tests, admlllls1ier-
1ng sto.dent aid progru.ms, a.lld :Improving in
struotlon, 1C sueh atudies a.re oonduoted in 
such a manner as will not :Per.tnit the personal 
identlfioa.tlon ofatudente e.nd their pa.rentn by 
pe1'Bons other thon :representat!vos ot sn<lh. or
ganizations and su<lh. Information wm be de
stroyed when no longer needed for the purpose 
tor which it !I! oondooted; 

(G) aoo1·editln11" organhla.t!ons In 01•der to 
oar.cy out their aooredlting !.\motlone: 

(H) parents uf a ilepowlent student or such 
p11.rents, as defined in seotion lli2 or tltte 26; 

(l) subject to i•egulatiOllB or the Beoretru:y, In 
connection with an emergency, appropriate 
per.ions 1C the knowledge of such lnConna.tlon 
ie nenesns.cy to lll!otao~ the ho&ltll or ae.£ef;y or 
the atudent or other persons: 

(J){1) the entity or pe~sons designated In a. 
Federal. grand jury eubpoon,., in which case 
the oourt shall order, for good ca.use shown, 
the eduuatlon&l ngenny or institution (o.na s;ny 
officer, director, employee, agent, or attorney 
Ior •uch "genoy or :Institution) on whloh the 
sobpoena ls l!BrV8d, to not dleolos0 to any pe.r
son the eltlBtsnce or contents or the subpoena 
or e.ny :Jnrormation fnl•nished to the gra.11d jucy 
1n l.'esponse to the subpoena: and 

(ii) tl1e entity or persons doslgnatad in a.n,v 
other subpoene. isened for e. l"w enforcement 
pur.Pose, :In whloh caao the court or other 1ssu-
1nlf s.ganoy ma.y order, foi: good ca.use llhown, 
the ed1toatloJ1al agenay or inetitutian (a.nd any 
oii'iael.\ cUreetor, employee, agent, or attorney 
tor BUCh e.genoy or instltntJon) on which the 
subpoena ls served, to not disolose to any pe:r
son the axlstenoe or contents of the BUbpoena 
or any lnCorms.tlon rw:nished in response to 
the subpoena; and 

(K) the Sooretary or Agrloulture, OJ,' author
lzod ropxosente.tive .il:'Om the Food llJ1d Nlltrl
tlo~ Service or oontre.otors a.otlng on bells.tr.or 

tSo In 01•Jt.'11)b.], Tlle porlod. oroba,bty .ti.ou.14 ba a.sQlllleOlon. 
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the Food and Nutl'ltlon Soi-vive, far the plll'
poees ot oonduolllntr program monitoring, eval
ue.tlons, and p.,,rormanae measnreroents or 
Stats and loo"l ednoatlon"I M.d other agencies 
imd lnstltntlons receiving 1\lllfilnir or provid
ing benefits 0£ 1 or more progra.ttul a.nthorlzed 
under the Riohard ll. RllBllell Na.tlonlll School 
Lunoh Aot (42 U.S.O, 115l et BOil.) or the Child 
Nutrition Aot of 1966 {4a u.s.o. rm et seq.) ror 
which the results will be reported in an a.we
gate rorm that does not identify any lndlvld
ua.l, on the conditions tha.t-

(1) any !'Ill.ta oolleoted under tblll eub:pa;ra
graph slmll bo Jll'otuotod in a manner tbat 
will not permit the persoual identlfieatlon of 
student.a and the1r parents b.\' other t)le.n the 
authorized representatives of the Seoratacy: 
and 

(il) e.ny IJersonllllY ldentll'iable data sha.1l 
be deatl'Oyed wheu the date. a.re no longer 
needed for pro!ll'a.m monitoring, evaluations, 
s.nd pertorma.noo mal!.Burements. 

Nothlllir in subparairre.:ph (E) or this para~raph 
shall prevent a. State from further limiting hha 
number or type of State or loc11ol ofilo!a\a who 
will coutlnue to haw access tbBreunder. 

(2) No .l\llldS sba.1l be mad• avaua.bJa unaar any 
a.pplicablo program to s.ny ednoa.ttono.l agenoy 
or Uistitntion which has a. policy or praotioe or 
relallBlnir, or IJroVidlnr s.coese to, s.ny por11ona1ly 
!dant1ftabla ln!ormatlon in eduos.tlon reoorde 
other theu dh:eotocy Information, or a.s ls per
mitted under paragraph (1) of this subsection, 
nllles01-

(.A.) there !$ written oonsant .from l;he •tu
dant•s pa;rants waOifylng reoo1·ds to be re
Jee.sed, tbB reasons ro1• such release, e.nd to 
whom, s.nd with a. oopy or the reoo1..is to be re
lellolled to the student's }larents and the stnasnt 
1! desired by the Pllo\'ents, or 

(B) oxoep~ Ill! provided Ill. P9.l.'a~11ph (l){J). 
auoh lnl'arma.tion Is furnished in ooxnpllanoe 
with judicial order, or ]lursu1mt to "11.Y law
J.\lllY tssu.ed su.bpoana., 1JllOD oonUitlon tba.t 
parents s.nd the .stn.donts are notified or all 
suOll orders or snbpoane.s in advs.noe or the 
oomplla.noo therewith by the eduoatlonal in
etit11tlon or agenoy. 
(3) Nothing oonte.ined in this seotion sba.1l pro

olude authorllled representa.tives or {A) the 
Oom:ptrollor General or tho United States, (B) 
the Saorata.ry, or (d) State eduoa.tlonal .. uthort
·ties from he.vln!! aooeBO to student or other 
~eoords whloh me;y be naoassar:v In oonneatlon 
With tho i;udit and eva.lua.tlon or Ji'ederlllly-auJJ
ported eduoatloll programs, or in connection 
with the anforoement or the Federal lags,1 re
quirements whtoh relate to sn<ih programs: Pro
vided, That aXtloIJt wllen oollaotlon or val'Bonally 
identifiable fn!arme.tion ls e}laoifloally aullhor
ized by Federa.1 ls.w. llllY data. eolleoted by euoh 
of.flola.111 shllll be protected in a. mll!lllar whiuh 
Will not permit the personal 1dentll1oatlon or 
students s.nd the'!!.' parents by otl!Br tba.n. those 
offio!n.ls, and auoh personally ldentlltable data 
shB.11 be destroyed when no longs• needed for 
anoh a.uillt, eve.Juation, and enforcement or Fed
era.l lege.J requ.irllltlents. 

(4)(A) Eaoh adnoe.tlonal agency or institution 
sha.Jl maintain a reoord, kept wlfu tbe aduoa.tlon 

records oi ea.oh student, wh!oh wlll indicate all 
1ndiV1duala (other thM. those speoi:fl.ed in po.rBr 
graph (ll(.A.) of this eubeeation), agenoles, or or
ganizations whioh have requested or obtl>lned 
s.ooess to a. otuaont's eduo .. tion reoords roe.in
tained by BUOh eduoational agenoy or mlltitu
tion, and whiob will Indios.ta BIJBOifioe.Jly the le
gitimate interest that each auoh par11on, agonoy, 
or organiza.tlon he.a in obtaining th!a informBr 
tion. such reoord or acoeas shall be available 
only to parents, to Uta sohool of!iulal a.nd his M
alsbants who are responsible for the oustody or 
suob records, and to IJersons or organlllatlons a.u
thorlzad in, s.nd nuder the oondltlons or, olauees 
(A) and (O) o! puagr11oph (1) as s. mee.ns or audit
inl!" the operation or the system. 

(B) Wlth respeot to th!S snbsaotlon, personal 
informa.tion sl!e.U onlY be transferred to e. third 
pe,rty on the oondit!on. ths.t snoh party will not 
permit any other pe.1•ty to have aoaess to snoh 
informe.tlo.n without the written ooneenb of the 
pa.rents of the student. !f & third part;y outatde 
the eduos.tione.l airanay or Institution pa1•mtL .. 
S.OOBSS to intOl'JDO.tlon in viol&tlon Of pe.?a!l'l'l!.Ph 
(2)(A), or Jll,l.ls to destroy informs.tion in viola
tion of pa;ragra.}lh (l)(F), the aduoe.tloll!>l qenoy 
Dl' tnstl.tntion eM.11 be pl'obfultod from IJerm:it
tlng moesa to infOrma.t!on from education 
reaorda to that thlrd "Pa.rt:v Ior a period of not 
less tha.n five yeara. 

(6) Noth1nll' 111 tb1s seotlon sha.1l be oonutrned 
to prohibit $te,te Md looal eduoatione.l om.olaJB 
trom he.vinl.f !UlOeSS to student or otber rooords 
whloh may he nsoosse.l'y bi aonneotlon with the 
a.udit and ave.Jnatlon or any federally or State 
SUIJported eduoation }lrogra.m or in oonneotion 
with the enroroomont of tM ll'udaral legal re
quirements whtoh l'elate to any ouoh progl?a.m, 
eubjaot to the conditions spaoU'!ed 1n tb.e provlso 
in PM&lll'&:ph (3). 

(6)(11) Notbl.nl.f ill tb1il seotion shall be oon
otrued to :prohibit an 1Jll3titution of poatsaoond
ary education il:om @Joloslng, to an alleged vio
tlm or any arlme of violence (a• that term is de
fined 1n seotlon 16 or title 16), or a nonforolble 
sax. offenoa, the flne.1 resultu of any dlao!pllna.ry 
proceadlng oonduotad by sneh instltntlon 
against the e.llaged pe:r:patrator of euoh orlme or 
offense wlllh raapoot to suoh orime or offense. 

(ll) Notbillg :In thill oentlon eba.11 be oonstrued 
to prohl.bl.t an lnirtltittton of postsecondary edu· 
oatlon l'rOm d\soJoalng the Jlnal results or a.ny 
diaolplln"cy proooedlntr oonduotetI by suoll In.Btl· 
tution S.!!Soinl!t a student who le an s.lleged pe])-
11etrator of any crime of violence {118 that tel'JD 
is defined in oeotlon 16 or title 18), qr .. non£oto-
1b1e sex. offenoe, Jr the institution determine• as 
a. result o! that d!solIJlinnrY proceeding tbs.t liha 
student oommitted s. violation 0£ tho institu
tion's rttltlll or polioies with raspaot to suoh 
orlme or o!feDS&. 

(0) For the .l!Ur.1101ie of thi• :paranaph, the flnu.1 
results ot any d!sul:pllnary prooeedlng-

(i) sha.ll 1nolude only the nam.e of the atn
dant, tho violation ooxnmittad, e.nd any sanc
tion imposed by the tnstltntlon on tbs.t stu
dent: and 

(ii) ma.y Include the name or s.n::v other stu
dent, such e.s e. victim or wtrnesa, only with 
the wxitten consent or that otl!er student. 
(7)(A) Nothing In this sootldn may be oon-

strned to ]ll'ohib1t an educatloMl Institution 

·., 

; .• '-:_: 
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J:rom dlsoloalnir information provided to the in
etltution under seotton 140'11 a o£tlt1e 42 cono8l'n
lnir reirJstereil sex offenders who are r11qutred to 
rerlster under snoh seotton. 

(B) The Beoretar.v J!lhall tak<> appropriate steps 
to notlfY ednoa.tlons.l institutions that dilfolo
surs 0£ lnformatlon described In snbpo.ragraph 
(A) ls permttted. 
(o) Surveys Ol' data·eathering aotlvili••l regula· 

tions 
Not la.tor blum 240 da.ys a.fttll' October 2(), 199~, 

bha Beorobe.cy shell ado.Pt appropriate rogu].a,
tlons or prooednres, or identify ell:!Bt!ng regul11r 
tions or prooodlltOe, wllloll protect the rights of 
privao.v or students and their families in oonneo
tion with amr surveys o~ da.ta-ge.therlnir activi
ties oonduoted, aselated, or authOrlzed by the 
Beorotary or au adminlelira.tive hea.d of an edu
oe.tlon e.gonoy. ll.ogule.hiona osta.bllsb.ed under 
this subeeatlon sba.11 inolnde provision• control
ling the nss, dissemination, and protsotlon of 
snoh de.ta., No siwvey or data-gathering iwtlvi
tlea eha.11 be oontluoted by the Becretu.J:y, or an 
adminlstl-a.ttve be.W or e.n ed11catlon aganoy 
under a.n a.pplloable progra.m, 1lllleu sllllh Mtivi
bios a.re a.u.thorllled by le.w. 
(d) Students' rather then parents' pormlsslon or 

consent 
For the purposes of thia section, whenever a. 

student has attained e!ghte&n years or age, or is 
attendlnr an illl!tltutlon of posteeaonda.ry sdu
ca.t!on. the pei:mleelon or consent required of 
and t;he rlrhts aooorded to the pa.rants of bhe 
etudent shall therea.!ter only be required of and 
accorded to tha student. 
(e) Informing parent& or student& of :rights under 

this section 
No i\mas l!hlllI be made available under any 

appliOl\ble progr!Lm to any educa.ttonal e.geney 
or lnatitlltion unless suoh agency or institution 
ellect1vuly Jnr01ms bha pe.:renta of atudonts, 01• 
tha students, if they fLl'e eighteen yea.re of age or 
older, or are 11tt.ernling e.u J.netltutton or poet
seaondary edu.cation, of the rlght.s e.oaorded 
them by tbis section. 
(f) Enfotce111enl; ternlination of assistance 

The Beoretacy Bhall take a:PJ)roprle.t• actions 
to enforce this seotlon and to deal with viola.
tlons or this seotlon, 1n a.ooordanee with this 
ohaptsr, except that a.otion to termlnate aBsist
s.noe .ma.y be taken only Ir the Beoret:tl'Y finds 
there has been e. fa.Ulll.'<l to GompJywith this sec
tion, and he )li\p dettll'mined that oompliance 
oe.nnot be eeo11red by voluntary means. 
(g) Office and rovlow bo...,d1 Cl'eatlon; i'P>\ctfons 

The SeoreUi.r.v shall eetabIISh or de•lgns.t• a.u 
otfioe e.nd review boa,rd within thB Depo.rtment 
for the purpose or investigating, J>rooesslng, re· 
viewing, and a!ljudlca.ting violations or thlB seo
tion and oomplalnts whloh micy be filed coucem
ing e.lleged viole.tlona ot f;hla eooMon. Exoept for 
the aonduot or hearings, rume of tho fanotione of: 
the Beoretiwy under this eeotion ah!.11 ]Je oarrled 
out ln any or the reglone.l ortioes of suoh DepfLl't
ment. 

(h) Dl•ci_plinary reUQrdlJ) dleolo•ll<8 
Nolihlng Jn this •eotion Hlu>ll .Prohibit e.n edu

ciatlonal ageno:I' or lnstitntlon trom-
(1) 1noludlng al>J>l'oprla,te :Information In the 

education reoor'll. of &.Ill' •tudont conoB.l'Jllllil' 
disoiplin~ s.otton te.lmn aga.inllt suoh student 
for oonduat the.t posed e.llifj'llifiaa.ntrlek to the 
niu'ety or well-being of the.t etudent, other ~tu· 
denta, or other mwnbers of tho eohool commu
nity! or 

(2) dlaoloslng suoh ini'ormatlon to teachers 
and &ohool offlole.la, inoluding ta,.ohera and 
eohool o!fiolals in other aollools, who h"ve le
gitimate educational Interests in the behe.vtor 
of tho atndent. 

(i) Drug and aloohol violation dlsclosurea 
(1) ln genaral 

Nothing In this Aot or the mgher :O:dttOG.tlon 
Aot or 1965 [20 u.e.o. 1001 et aeq., 4ll u.s.o. 2761 
et seq.] •hall ba oonollrued to prohibit an iJllltl
tntlon o! higher educo.tlon li!om dlaoloelng", to 
.. pa.rent or legal guardio.n or a. etullent, inro:r
matlon regarding any vlole.f;:lon of any Fod
Ol'al, Btate, or local le.w, or of any .role or J>Ol· 
ioy or the institution, governl:ag the 11Se or 
poaaesJ!ion of alcohol or a controlled anb
sta.noe, rege.Tfilose or whethar the.t lnCorme.tion 
:IB oontl!lned In the student's educa.tlon 
reoorda, 11'-

(A) the st11dent is under the age or 21: and 
(B) the Institution determines the.t the 

atudant has uommit"ted a dl.soipllna.ry violer 
tion With respect to snob use or possOllelon. 

(2) State lllw rego.rillng dlsolosure 
Nothing in pa.ts.graph (l) she.U be construed 

to supersede any provision ot Ste.ta le.w the.t 
prohibits an institution o! ]rlgher eduoa.tion 
:Crom. :ma.king the disclosure described In enb
eeotlon (a) of thls se~tion. 

(j) tnveal.litatlan and J>>:<>ffc<)ution of terrori11m 
(1) Jn general 

NotwlthstandlDg ~nhneotlon• (s.) throngh (i) 
at this seotlon or any provision or Bt11.te le.w, 
the Attorney General (or any Federa.1 officer 
or employee, in a position not lower than e.n 
.Al!ldstant .A.ttomey General, lles:fenP.ted 'by the 
Attorney General) may submit e. written e.p
Pllce.tlon to e. court of competent ;iurllldlotlon 
for an ex parts order requil.1ng 11n eduoa.tionaJ. 
1!.8'BllOY or Institution to permit the Attorney 
Genera.I (or his deslgnee) ti>-

(A) oollect eduos.tlon records in the posses· 
slon or the edu.oe.tlonul agency or JnsbltuLion 
tbat are roleva.nt to an s.utho1•.llled investtga,. 
tlon or proseout.ion of an Offense llsted ln 
seotion 2llB2b(g)(6)(B) or title 18, or s.n act or 
domeatio or !nbarnatlonel torrorlsm as do· 
fined in eeotlon 2931 or thll.t title; e.nd 

(B) for o!Clc!al purposes :rels.ted to the in· 
vestlgation or Pl'Oseoutlon ot e.n offensa de
eorlbed !n pe.r,.graph {l)(A), rota.in, filssemi· 
ne.te, and nee (Including as evidsnoe at trial 
or in other s.dmlnhlhrnt1ve or ju.dloie.l pro· 
osedhlga) suah reoorde, oonsielJent with suoh 
l!llidelines as the Attorney Genera.I, after 
OODl!ul!mtiOn with !;ha Beorete.cy, Bhe.11 iasue 
to protect conildentiality. 

(ll) Appl!~11tion wul approval 
(A) IN GEN!ilRAL,.-.An ap.PlltJD.tlon under pam

gre.ph (l) shall certify the.t thare a.ro epoolflo 

_ . ., 
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and e.rtioul.a.blo !II.oh• givln!! renson to believe 
the.t tho ednoa.tlon reooras a.ro likely to oon
ta.!n :lnfo1'llle.tlon. dosnrlbed in pa.ragra.ph (l){A). 

(B) Tho eourb Qholl lssue M. order desorllled 
:In IJa.rai:ra.1>h (1) if tho oo\lrll llnds th<>t the air 
plioe.tlon for the order includes tlhe oertil'i
oatlon deeorlhed in subpa.ragraph {A). 
(11) :Pl.'otootlon. of eduoatlonal aganey or fnstltt<

tton 
An oduee.tlonlll agenoy or .Institution the.t, 

:In !!OOd ta.I.th, produoBB eduootion :reoords :In 
o.coordanee with M. order Issued under thls 
snbseotion sbsJl. J10t be lla.ble to e.ny person !or 
the.t prodn.otion. 
(4) Reoord-keeping 

Subseotlon (b){4) of tibia saotlon does not 
11pply to eduoation reooras subjaot to a oourt 
order under this sllbseotlon. 

(Pub. L. 91HM7, title IV, U44, !O)'lI!erly §"38, as 
added Pub. L. 93-llOll, title V, i61S(a.), Alllf, 21, 
197!1, 88 Stat, 671; a.mended Pub. L. 9iH!68, §ll(a.), 
Deo. 31, 1974, 88 Stat. 1868; Pub. L, 96-46, §4(0)1 

Aug. 6, 1979, Ill! Sta.t. 892; Pill>. L. 101-642, title JI, 
§ l!03, Nov. B, 1990, 1D4 Stat. 2386; Pub. L. 102-326, 
tltle XV, §1556(a.), J\tly 29, 1992, lOB Sbe.t. 840; re
numbered §411 and a.mended Pllll. L.103-llllll, tltlo 
Ir, §§2l2(b)(l), 249, 28l(h), Oot. 20, 1994, 108 Ste.t. 
8913, 3934, 3928; Pub. L. 1054!14, t1tlo lX, §§9~1. 
952, Oat. 7, lll99, 112 St.at, 1885, 1836; Pub. L. 
lOfHIDB, dlv. ll, tible VI, § 160l(d), Oot, 28, ROOD, 114 
Ste.t. 1538; Pub. L. 107-li6, title V, § 507, Oot. 26, 
l!OOl, U5 Sta.t. 367; Pub. L, 107-llO, title X, 
§ 1062(3), Jn.n. 8, 2002, 115 Ste.t. 21188; Pnb. L. 
111-496, titio I, §103(d), Dec, Ill, 2ll!O, 124 atn.t. 
8192,) 

lttsVBJ\BHO&& lN TJiX.'l' 

Th• Jliohllrd B. l!.UBSell Natlo~l Sohool JAmoh Aot, 
J.'ef'ar.red to in unb~ea, (b)(l){K), its 11nt June 4.> 1Sd61 oh. 
281, 60 Sta.t. iSO, whlohis clasllile4. renerallY-to clu~ptr.r 
13 (§17/il. at seq.) or Title 42. '.l1le l'ubllo Rmilllh and Wel
~.. F"or oomplete olau111'loat!on of tble Aot to the 
Cod.et &ee Short 'l'ltlo noto aot onti unaer suotion 1'161 or 
Title ta an~ ~bl66. 

The OhUd N11trltl<m Aot of 1966, rorerrod to In 1ubsoo. 
(b)(l)(K), ·lo Pub. L, a11-11~. cot, :n. lfll!B, eo Btot, eaa, 
whloh i• olassl!led B"eDllrolly to ohaptor l3A (§1'1'11 et 
aeq.) of Title 4~. The l'ubllo Health onc1 Wellirte. Far 
complete olaasmcatlon of tbl• A.ob tu the Code, ••• 
Short Title note set out un4sl' aeotlon 1771 or Title !12 
a.nd Ta.blea. 

S•atlon 14071 or tltlo 42, ral\!ri~d to In oubaoo. 
(bJ(?)(A), waa raponled by Pub. L. 10!}-2i8, title l, 
fl!l9(e.), July 27, 2006, ll!D St..11, GOO. 

TJWs .A.ot, re!cued to 1n •ob<oo, (i)(l), l• P\11>, L, 90-U~, 
.ta.n. BJ 19881 DB S"h\t. '183, known as tllo Elementary and 
Seoonlh.ey EilnoLl.lon. Amendmente of 1961. 'l'itle IV of 
tJle .A.at. know.n. as the GtmJ!la.1 l!ldnue.ttun Pruvlalona 
Aob, le olasallled 1ranei'al1Y to Ulla ollapte1•. For oom· 
plete olaaall!oatlon or tbls .Aot to tho Cods, soe Bhort 
Title of 19llll .Alllondmentnoto set out undar seatlon GBOl 
of tblB titlo and ~bl .. , 

The Jilgher Eduootlon Aot of 1905, referred to In eub
seo. (1)(1). l• Pob. L. 89·829, Nov. a, 1985, 19 Btat. lZ!ll, 
wll!oh lo ol8"sllled gen orally lo u"b&pter ~ (§1001 ohoq.) 
or tltle title and part O Cl!ll51 et uoq.) at •ulu:hl'pter 1 of 
ollapter St or Title 42, The l'ublio X.•ltb o.nd Wolfa.ro. 
For oonipleto lllaa111l'ic&tlon ol'tlda Act to th• Code, ••• 
Short Title note oot out undo• ooot!Olt 1001 <>£ thlB title 
a.ndTA1>le.s. 

1"1UOIL Fl!OVJ810NS 

A. prlor seotton 41~ or Pnb. L. 90-2i7 was o108slfled to 
u~ot.ion llaSc of" tbJJ;, title prior to ro11eal hy Pub. L. 
103-38', 

.A>ml<w.!lllfJ'a 
2010-Snliueo. (b)ClJOO, l'ub. L. lU-206, which cllraotea. 

tbat P""· (I) ho All\Qllded b:r e.ddJDg 11\lhp .... (K) "•t tbA 
end11

1 WAS exaoutod bl' Adding Bubl*l'- (K) a.Ctel! anbpnr. 
CJJ, to roneot the prol!•bl•intent oroonaress. 

l!Olll-Subseo. (a)[lJ(B), Pub. r •. tOH10, U062(3)(A), te
aJlgnedlllJU'lll.rul. 

BubEOD. (b)[l). l'ub. L. lD'l-llD. llOB!i(3)(0), substituted 
"1mbpw."Agr4ph (El" !or "olQ.DBO (E)" in conoludlng _pro
vl•!oJl•. 

l!ubsoo. {b)(l)(J), Pub. L, l0'1-.ll.O, fl01!11(3)(Jl), l'8&JlgneQ 
ma.r!!ln .. 

Bubseo. (b)(7). Pub. r .. 10'1-llO, II062(3)(D), •e&llgned 
mnrrlne. 

2001-Bubeao. (I). Pub. L. lO'l-li6 sddedaub&eo. (j). 
20~ubfOO. (b)('I). Pub. L. lOIHIUG e.ddoa PM'. {'I). 
1098·-llubaeo. (b)(l)(O), Pub, L. lOIHHt. §951(1). a.inund-

od. aub.P1itt. (0) gceraUy. Prior to IUU&lldm(mt, 8ub.Pa\.', 
(0) , ... a A• !Q1lowa: "Autltorued reprosentAtlvoo ot (1) 
the Comptroll .. General of the United Btatea, (11) tlle 
Seorotacy, or (Iii) State odnon.tlona.l anthorltl .. , under 
the conditions set Iorllh In pa.ragra.ph (ll) or thl• eub
aeotlon;11. 

Sltb•••· (b){e). Pub. L. IOl>-at4, f951(ll), doeiJJJl•tea ex
.ietitig ..Prov.latons as .s.ubpa.r. (A), etlbat1fm.ted 0 ar a. non .. 
fora lb le eex o«anee, ths 11.n.U reaultn" for 0 tbe rMUltau, 
subetitnted. "such crbno or ofiell8811 tor ".suoh Dl.'bneu 1n 
two plaOllB, and added anbpnm. (B) end(OJ. 

BubDBO. (I). Pub. L. 101>-W, f 95:1, ada.d •nll••c. (!,). 
19U-Btlboeu, (a){1)(11). Pub. L. liJS $2, !Mll(IJ(A)(il), 

allll•d snbpa.r. (B), llormer oubp111•. (B) xedeldgnl\ted (DJ, 
Sub•••· (aJ(1J(OJ. Pub.L. liJS-lllll, f2l9(1)(A)(i), (lil), re

tlestgnoted Bnllp•r. (BJ au (0) and substituted "eol>p.,,a
llX"l'.Ph (D)" !or "ool>pal'llfll'&ph (O)" JD al. (II!). Former 
:robw. (OJ roa .. 11111•ted (DJ. 

Bubsuo. (a){1)();)). Pub. L. lllHD~. §2!9{1J(A)(I), (lv), re· 
de•lgnated ollbpa.r. (0) •• (D} end subatlto.ted "eubpara
sraJih (0)0 fOl' i'aubparagraph (B)11

• 

Sub88o. (a.)(ll). l'ub, L. 103-llBZ, SM!l(l)(B), snbotltuted 
11prlvaey rlghta" for "privacy or other rlghtBu. 

IM•••o. (a)(d)(B)(il), I'lll>. L, 11l3-l1112, U61(hJCll. eub
flliltuted aemlaolon !or pn1•Ind n.t end. 

JlUbgeo, (ll)(l)(A). Pub. L. llJ&.l!B~, §M9(2J(A)(I), tn
sierted lJO.Col'e somtcolon °. inolmUnr tho eduoa.tlonal. 
lnt.erc>ts or tho ol!Ud ror whom oonuunt would othor
wtao bBMQ,.Ulrad11

a 

Subaoc. (b){1)(0), l'ub. J,, 103-39Z, 128l(h)(2)(A), eu1>
stltutod "or (Ill,)" tor "(111) an n<!mlnlstrotlvo llue.d ot 
an odu.,,tlon -llDY (as 4ettned In eeotlon 1221&-3(0) of 
thie title). or (Iv}". 

Subs••· (b)(1)(E). Pill>. L. 103-l!Oa, §249(2)CA)(ll). 
amonaea sul>Jl•i. (ID) f!OJ>lll'al!y, l'rlor tu amondmont, 
aubp•r. I») .... a as folloWA! "Ste.te a.nd looal oflio!ale or 
authorities to whom euoh lnforme.tlon ts opeolllo!.lly 
l'equtred to be re_port;cd or dlaolosed puraaa.n:b "to Stn.ta 
etatute adQlJtad:prlor to Novembel! 191 1974;". 

Bub .. o. (bJUJ(H), Pub, L. IDS-ll02, 1261(h)(3)(B), aUb
atltnted "the Internal. Bev&nue Ooda at l!IBIJ11 for 0th~ 
lntar.nal Revenue Coda ot lDH" I Whloh fo:f p\ll"posea or 
codlfioa.tlan w.aa ti.1.a.JUJla.ted as "title 2611 tbna requlrlng" 
Jlo ublllge :fll text. 

SubB6o. (b)(l,)(JJ. l'ub. L. lll3··982, §248(ll)(A)(ll!Hvl, 
nddlldsub»ILl'· (J). · 

Bubeoo. (b)(~l. l'ub. L. 108-ll!lll, §M!l(ll)(Jll(i), whloh dl
raotAd amendmont of ma.tte"t preceding aubpe"l'.. (A) l>Y 
:s.Ubetituting 0 , unlew-n far the JJBrlott waa elt:eouted 
by ,-ubatittltbJg a ooXIlil'Wt for the 11erlod. ")Je!ore 11\'.Ul.· 
leas-11 to ~eneot the prabl\ble intent o!Congr~. 

l!nbsea. (b)(ll)(B). Pub. L. lOB-3P2, lll49(ll)(B)(li), !n
aerted 0 exoa]t u IJl!Ovided in ,t1a.ra.gra_ph (l)(J)," be!Ol'B 
.. s\l.ohintorma.tton". 

lluJl$eo. {b)(S). l'ub. L. lOS-1103, 12Dl(h)[2XOJ, sllh
etltuted "or (0)11 tor "(O) an Admiu:iatra.ttvc head ot e.n 
ed1.1un.tlon ago:noy- ot' {D)" and "tsd.uol:ltion ptO&TA>nlJ0 for 
"etluQl\tton pnigta,nl", · 

Pob"•· (b}(4). Pub. L. l03-ll8ll, 5249(~)(0), inaortod at 
end "If A thlJ'd pa;rt;;v outside the od~oatlOl\e.l 41onoy or 
lnetitutlon pe1'Jlllto aoooBB to 1nrormntlon lu 'Vlolatlon 
or Jl!Wlllrapll (ll)(AJ, or falls to d .. tro:r lnrornu\~lon In 

;: 
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Pago ass Tl:l'l.JO 2()-lDDlJOA'l'lON 

W.o!At!on of paragraph (l)(Fl. tho vduo•blolllll og&n.IJY or 
fnuh.ltutlon Mall be p.roldbltad t.rom parmlllbJng aL!Oauli 
to in:l'orna11.tion from ecluca..tlon records to that third 
pa~ :for a psrlad uf ru.tt lesll thlm five ye!lra.11 

Bl1baeo. (o). l'Ub, L. 103-aln, 12§11(\1), •ubotlt\\ted "Not 
later th&u l!lll de;v• oJter Ootobor 2D, l99t th• Beo .. tary 
llhall adopt approprll\t<> rega1"t!ons or pr<JcedUl'e11, °' 
identify' exlattng regalatlon1 or pi.'Oceiln.reB, whiob.0 for 
nTlle Seorutary ab.all adopt El.PllroprJ.ata rngulo.tloms 
to0

• 

SabBOO. (d), l'Ub. L. lOll-l!Bll, 126l(h)(S), lnsorted " 
oomma. a!ter "ettuoatlon"~ 

Sab•••· Ce). l'ub, L, 103-l!IJQ, 1~19{<1), Inserted "•If .. , .. 
tlve:cyt1 ba!ore 11fn!arma'1

• 
Snbsoo. (l), Pub, L.1011-l!Oll, A~ll1(hJ(4), atruok ont ", or 

AJI admln:istr11tivo llvad Of ml cduoa.tion apnoy,11 aft11r 
"Tho Sooretar.Y0 aud pnbRtituted uenforoe this seotton" 
!or "enforoe provlslonir ot tb1s s.eotfon.", 111u aoaordance 
withu tor ••anoordf:ng to "Ole provialons or'. and • 1com~ 
plywltli thlB Hct.lou0 for ncamply With tbe praViB!DDS 
oftbisaeobton". 

Snb/loo, ((I), Pub. L.103-l!lm, iW.!hJ(li), atcook out "o! 
Real.th, Ettuoe.tlon, and Welnl.t'eu aftel! •ttbe Da11avtr 
mont11 and. "the ptiovlstone or' &iter 11t1.dhtdioattng "'Vio
lo.ttona or'~ 

Buboao. (h). l'ub. L, loa-lllm, 1~49(6), added aubueo. (hJ. 
1992-Boboeo. (a)(4)(B)(!i), Pu!>. L. lo:l-llllli amended ul. 

(ll) irenerolJY. Prior to amendment, 01. (Ii) rtMI as !ol
lowa: '11!the pensonn&l of a le.w entoroement untt; do not 
h&ve aoooss to eduootlon reoords under llUbaeotlon Cbl!ll 
01' this seotton, the raoord.s a.nc\. doownenta or suoh law 
enlnroement unit wlllch. (I) """ ke,Pt a,11Rrt !'tom 1'Goorilll 
deeorlbad In aubpatal!l'S.:Pb. (A), (11) are malnl>rlnod aol .. 
1Y !or law enroroflDlent l'lll!.PO•••· and (III) ore not made 
avallabl• to .11ersoll0 otlulr than law enrorooment uCll
olala or tlle am• !orlsdlot!on:". 

lllDll--Subeeo. (b)(6). l?nb. L.10l-li!2 ndded.por. (6). 
197!f-Subseo. (b)C6). :Pub. L. 911-48 &ddad pl\?. (G). 
1971 Subsuo. (aJ(lJ. l'ub, L. SlHiBO, §11(,.)(l)(A)-{O), 

(2)!Al (0), (3), doidgn•J;cd oxlstlng P••· (1) .. eubplU!. 
(A), auboli!L11t<iil 1"ference to ednu•l;ionol nronole• a.nd 
hwtltulilonu. fot• 1'6fure.nos to et&ta ur locK.l edu.oatlonlll 
ageno1"•, lnotltntloll8 ot ltlJhBr eduoat!on, oolllltlunity 
oollegee, pohoolu, airenoiea offe1•Jng v1·eaohoot iiroJ:J.•ama1 
And other eduo•tlo!W lnst!tutlorui, snblltltutod tllll f!O• 
nerlo term eduoa.tion reBorda tor the enumera.tiDJl. of 
:mob records, alld extended the rigbt ta bmpacfi and~ 
v.fow auuh. reoardB tu .{>&l'snt.a o! ch.Udr.en who ha.11e been 
:In a.ttendanc&, and addad aubpare. (B) and (0), 

Bnbaeo, (aJ(Z). l?ab, L. Si!-1100. §2(aJ(d). &ahlltltatod pro
-v:lslons lI!lLldnir tbs ave.Uoblll[;y or !und& to oducat!unol 
agenaf.es and :lnetitntlPD11 oondl.tiona..l on lihe gi'anting 
o! a.n OJl,POttonlW for .. luJAt[llif to porent.a o! 8tlldonts 
who a.re or ha VO beoa ln "'ttendsnc• at ancb inal;!tutlon 
or ageno:v to Ch6lll!J18'6 the conttm.ts or the atud.Gnt•s 
ednoat!.on Nll(>J:ds !or i¢ov!s!DJIS granting the paronts 
Aii opportunity for sllDh hesr!DB'. and Jnuarted provl
slous ~utb.arisslnr Jnsartf.Dll into the roaor& t\. written 
cx:planation. or tl:te po;runts rtuspeotlntr tha oontent or 
$UCb.l.'t:QDrd81 

Bubseo, (a)(S) to (6), Ji'Db, )".., 9!Hi6S, ta(a)(1J(G), {2)(li'). 
(ij), added psra, (9) to (6), 

Subaoc. (b)(I). Pub. L. 9ll-li68, §2(a)(l)(D), (2)(D), (8), 
(B)(A)-(0), (lO)(Al. Jn provJs!on• pr1oea!J1Jr onbv.r. (Al. 
eulmtit1.tte11 11ed110.nttona.1 apncy or 1nstttu~tun whloh 
M.s A- polioY of permttttn~ tho l'&leeso or ofluontlon 
rsno1'ds (or peraoDDlly idtm.tuiablfl 1n!or.matdon aon
tntned tb.ercin otlutt' tb.an dlraotoey ::1nf'orm4tlon, u de
:f1ned In 11ara111'11.P1L (D) of aabJaotlon (a) of tbls ee:at1o11)" 
!or "&ta.ta or looN e!ltldo.ti.ona.111.Henoy, mcy' .lnubltutlon 
or hi.idler edu01.tion. any oa.mmunlty onJiege, a.ny 
sohonl. srenuy off&rl.ng a. lll'ettohool program, or a.uy 
obhor eduoatlonal ln&bltut1011 which lUu! • policy 01• 
pra<>t!ce ar permitting the roleaoo or p...,on&lcy l.dentl
fia.ble reoorful: or tUoa (or personal 1nform&timt con
tained thsro!DJ", Jn •Ubpl\1'. (A), 11\ll>st!lnted "•~u
ca.tlOJtRl. qonoy, who lm.ve been determined JJy eaoh. 
AttmOY' o~ h1Btltut1on. to ba.Ve" ror 11eduoa.tt.o.na1 ageno~ 
Who have". lo subpa.?. Ol), substituted "tile •tudODt 
neeJra or lntl\nda to" t'oi' "the st11dent 1Dtenlla to", 1D. 

~ubplLI'. (OJ. substituted t•eteronoe to "aoot!on 40l!(ol" tor 
l'O!Brenoe to 1111.eotion 409 or thie Mt/' w.bfoh !or pnr
possa Of ODdft1oa.tfon huJJ buen tl'a.iJIPln.ted. 118 "$1UJtion 
U21&-S(o) or tllle tllil•". OJld addoihubparo. (Jll) to (l). 

.::~···~J!!tt::!i ~~!~ .. ~~:~\~~;,~fl~&. "b'!'.; 
a pollo;yor))raoticu ot.releauhaBj or}tl'QVldlng aooesa tor 
ADI' peraonall1' ldent!ll&bla ln!urm•tlon !n education 
ncttlda otber thtLn dlreotm.•y 1.nfotma.tton. or as Js per
lllittod under varagraJ>h (1) or this a11baeotlnn" t'or 
11atv.te or 10081 etluoa.tiouol as-etwy. r.ny hmtit.ntlon. of 
bllJ]ler eduoatlon, anY oollllDllDI~ ool!ego, any sollool, 
aienay o!forlDg a. pre.isoll.ool prorram, or a.DY other ed\1~ 
oat!onal lnlltltullon wl>loh l1AB a polioy or praot!Jle or 
rurnfab!ng, ln aey roun1 any pe1'80ns.11Y tdentiftab1e in· 
!ul'11llltlon oont:alned In peraone.l sohool2ecorGB, to a.ny 
pmons othor than thosa llated ln BUb•&ctlon (b)(l) of 
this seot1on1

•. 
Bubsoc. (b)[ll). l'Ub, L. 9iHiBB, J~(,.J(U)(D). subat!tutud 

"Jnforllll\t!on !a spoolfioslly a.uthorlzed J>y li'e4eral :i..w. 
any aata. oolleotod by aueh u!l!olal.e uball be proteotod 
111 e. mann"" Which will not permit t11s 11eraon•l taentl
.!lo•tlon ot studsnto and thell· parento l>Y olbor tb•n 
those o!da!a!a, aud auoh parsonally !dent!f!ablo 6atu 
aba.11 be dest1:0Y'Ud WhlilD no longer .needed for auch 
11.ulllii, ava.laa.tlon, and eni'oroement otFederal legalre
qnire.nund;e\11 tor 0 d.a.tii. :le speolflca.Uy mt.llo.rhed by 
Fea.nra.t la.w, a.uy 48.ta oolleoted. by euoh ofilolnle wltlt 
feapeot to lnd!v!dua.l atudanto sllall not i>loludo 1nror
lll&t!o11 (lnoludlnw soclnl oeourlty 11umb01'8) wllioh 
would per.m.lt; tbo J18l'S011al idtmtll'.totltlOn Of BtlCh lt\1· 
donts or tholr :lla.TOD.lo D.Iter the dllta so obtu.lnsd has 
boon colla<:tadu. 

Suh•••· (b)(4). Pab. L. 98 li6B, f2(a)(9), ou'liotltutoa pro
vl>lollll tlts.t eaoh eduooLlonal 811'•noy or lnatltutlon 
m•lntaln a reoo1'd. kop~ with tho edno•tlon rooordo ot 
e!Wh aim.dent, '1n(llca.tlD1r individualll, l\l'e'D.Olea, or orga
llill\ttone who obtatnod aooasa to the atudent'b reaord 
OJld th• lellitlm•to int.rest in obtaining auch Informa
tion, tluf..t ff.\lC)"h ~ocord of nOOflllB Jilla.11 be available only 
ta pJU.'mtd-., school o.m.aialB, and their 8S91Btl\llt9 ha.vJng 
.reaJnuJSibllity ror tho custody or tiuch. reuorde, and aes n. 
meaus of l\Wlitt.ng the 011era.tlon of the BYGteln, tor .Pl'O· 
vision• tllat witll rospoot to aubllocu. (o)(l). (oX2), and 
(o)(D) of tb:ls aeotion, all pe.r5ons. fl8'8nalee1 or oreanlza.
tlol!ll de•lrlng llOO<lllll to the rtoordB of " atndent llholl 

,t Wl~h ~h0£1'°t1IllH· 0£ 
n. by the J>&rentu or 
tho legitimate edu

oatlonal or otherintureet or tbe 11e.rson seeking snoh tn
.rormat!on, and tlu\t the !orm ahl\ll )le avlll!Jlble to :par
ent.a ...i sohool ofilola.1!1 luw!ng r•Bpons!blllty !or 
J.'Qaord ml\tntena.ncw ae a means of a.udlttng the: u11er
atlon ot the BYBtant, 

Sllbseo. (o). l'ub. L, 93-li6B, §2(,.)(l)(F), lll(bstltute<t "to 
l1llY eduo~t!onol ogenoy or lnotltuttoJ> nmoso 1uob 
;::~~or .fnstJ.tutlon11 I'or '~VBS t11e :rooipient Cf snob. 

Subsoo. (&'). l'ub, L. SIHi69, 1~[1>)(1), (10)(B), •trnok out 
rcre1"MOe to eaol;i0I1B .12820 &D.d 128U of this tttlif aud inM 
oeroo<l. prov Mon• thot egoept tor the conduot of he!U'
ioge, 11one or the J\.w.otitme ot the Seorets:cy" umlor this 
oaot!on ehall 1'e o•lrled out l11 any or the :eSion!ll or
noea or a~chl>eputrnent. 

EiFEMIW DA'l'B Oll' 201ll A>lnNDMllll1' 

Amtmdment by l'ul!. L. 111·2!16 o!Iootlve Oot. 1, l!ll:IO, 
except .. otllerwilil> opeclllol\lly provided, ••• seotton 
4'18 or l'ub. L. 111-$6, sot out .. • 11oto undor sootloJ\ 
l'l.11. o!Tltle 42. The l'nblio lreolth and Welfare. 

EF!'J:tr.:UVB DATR OJ' 201>2 AMKNDMEN'r 

Amendment by Pub. L. 107-110 el'leotive Ja.n. o, 200Z, 
except wlth xeapeot to certain uonoompot!t!ve pro
grnma 1md oom:votttlvo J>rograms, seo seotion 5 ol' Pub. 
L. 101-llD, set out as an Eflbotlve Date uote under uec-
fJ!on BSD! of thiB title. 

El'l'ilOO'rv.B DATE DP 1998 .AMl:NDMlmT 

Amendment b:v l'nb. x:.. 106-ll!!i eff&ative Oot. l, lDQO, 
exoe.vt a.s otbarvdse provided in Pub. L. 101>-~44. s&o seo-

; 

! 

!.i 



- - -- ---- --=-~-------------------------.. :: :.:.~ .·:·:.·:.:.:.,:.::. 

-~··:-•I•• 

§ll!B2h TlTLlil 20-.JiJDUOATION Page 831 

1don 3 at Pub. L. lOfHlH, set out as a. note under section 
1001 ottblo title, 

E~l'l<O'l'lVl!l D..,E OP lll92 A>mmMEllT 

Seotlon l!<i5(b) or l'ab, L. 100-826 p1'0vidlld that: "Tllo 
Rm•mlnumt mado by thla teotlon [amtmilhl1,t tblll .... 
tlon) eha.ll. take erceot on the date. or ena.otmant o! tbfs 
Ant [J\\lyi13,l992].'' 

lQl'i'BGTIVJl DAT.a OJ' 19'19 AMRHDUXNT' 

.Amendment by l'ob. L, 91Hl6 el'feotlv• Oot, 1, lll'IO, ••• 
section B or Pnb. L. 96-461 set out aa A. note under eeo .. 
tlon 030 of thla title. 

IllPP""'1VB DATR 01' l9'1t Ald!lllDMBNT 

Seotion 2(b) ot Pub. L. DB .. 166 llrflVlded tllot: "Tllo 
&mendmenta mad• bl' subseatlon (<) [•tnanding tbla 
neotlon] ab.all be e.ttecttv&. and i.ietr(.laotive t:u, Novam .. 
ber 10, 1974,n 

liFJ>llOTIWDAT.H 

Seotton 6l8(h)(l) of l'Ub. L. 93-l!DO provlded lihAt: "The 
provisions nt this eoatlon [ene.otlnr tb1a seat.ion ud 
provislons sot <1Ut o.e a. note undvl' seotton JJSl of thld 
tlt!o] •'ball bnoome offootivo nb1ocy dicye alter tho da.te 
o! enactment [Aug. 21, 19'14] ot oeotlon 458 [now ~ 0£ 
the Gsnera1Ednt:at1on F1'0vl1101UJ Aot [tlda aoottonJ." 

§ l282h. l'rotaclion of pupil rights 
(a) Jnapeollon of insttuolional materinls by J>8l" 

ents or guardhmll 
.All lnstr11ot1onol me.terllLJs, lnoludlng tee.db.· 

er's manue.18, mtn11, ts.pas, or olihDr s11ppla
mente.ry ma.terla.1 which will be uaed In oonneo-· 
~ion with s.uy sw:vey, a.ne.lyl!lo, or eva.lna.t!on p,e 
part or any a.pplloa.ble program sba.11 be a.va.il-
11.ble for illS}leotion by the pll.l'ents or guardians 
or the ohlldren. 
(b) Limits on aurvey, analysis, or evaluationu 

No studant shall be reqlllred, as par!; of e.ny AP
pllce.ble program, to submit to e. survey, analy
sis, 01• svalUa.t!on tba.t reveals information oon
o01'lllng-

(1) polltice.l llltlllatlona or buliufs o! the stu.
dent or the st111lent's parent: 

(2) meutu.l or psycholog1oa.l problems o! the 
student or the student's family; 

(8) sex. beh&v1or or attitndes; 
(4) illegal, anti-soola.l, aelr-lnm•lminB.tlng, or 

dllmss.nlng belmv!or; 
(5) cr1t1oa.l e.ppra.lse.18 of other lndividna.ls 

with whom raspondentu have olose family re!a
tio1111hiP11i 

(G) legally reoognlzed pi'.lvlloged or ane.logons 
re!J!.tionshlp&. sWSh as those or la.WYers, pJlYsl
uia.no, a.nd miniuter1r 

00 religious PL ... otloes, a.m11at1ons, or beliefs 
of tb,e st;udent or student's parent: or 

(B) inoome (other than that requll'ed by law 
to determine eligibility !or partlolpa.tlon In a. 
progra.m or ror reoelvlng i'lne.ncle.l assistance 
under suah program). 

without t1le prlor consent oJ! tho student (if the 
student :Is a.n a.dult OL' ema.nol,p&tad minor), or In 
llhe case ot an unemanoipated min~. wltllo11t 
the prior written oonaent or the 1111.reut. 
{c) Development of \f,)oll\ polloies conoornlng sf;u

dent priVllc>y, parental ac"""s to informe.tlon, 
and admlnlatratlon of ®rialn peysical e.:
amlnatlons t<> minor• 

(1) Development and adoption of local pollclcs 
· ]!)xaept as provided ln subeeotlolll! (o.) a.nd (b) 

oC thls section, a local eduon.t!onal agency 

that receives .l\Jnds under MY applioe.ble :pro
gram sha.11 develop and adopt poliotoa, :In. oon
suUa.tlon with parents, rega.rdlng the follow· 
inir. 

(A)(!) 'l'he r.lght ot a. po.rent of & etudent to 
1nspoot, upon the request or' tho pa.rent, a 
survey created by a. third ps.rty berore the 
survey Is admlnlsterad or dlsti1huted by a. 
oohool to a. ~dent; and 

(li) any applloe.ble procedures ror granting 
a request; by a parent !or re11Sonable aooeaa 
to b"Uch Burvey wlthln 11. rea.sona.ble period or 
time a.!ter the request Is reaelved. 

(B) Arra;ngements to protaat student p1'1-
va.o'/J that a.re provided by tbs lllfBllOY In the 
event or the a.dminlstra.tlon or dialiributlon 
ot & onrvey to a. student oonta.!ning one or 
more or the followlng items (!noludlng the 

. right or .. p&l'Bnt or & student to !n.opeot, 
upon the request or the pa.Tent, any survey 
containing one or more or suoh ltalllll): 

(1) Political a.f!'il1&tions or bellel's or tho 
stndant or the student's pa.rant. 

(11) Mental or psyohologlcal problemJI of 
the stndent or the student's fa.mily. 

(ill) Sex beb&vior or attitudes. 
(iv) maga.l, a.ntl-soclal, self-lnor!mlna.t

ln!r, or detnt1an!nr behavior. 
(v) Or1ttoal appra.isa.lll or other individ· 

Ullls with whom reS]londents ha.ve olose 
iW!llY relBt101111h!ps. 

(VI) Lego.Uy recognized privileged or 
a.noJogons relD.tlonehi:pa, suoh a.a those ot 
Ia.w:vers, pbyslole.ns, and ministers, 

(Vli) Religious !ll'B.Otloes, !lffll!a.tlona, or 
beliell3 or the student or thn student'e par
ent. 

(vlil) lncome (other than the.t required 
by law to deteL·mlne ellgibUlty !or part!ot· 
pe.tion in u. pro!ll'Am or for reoelvillg fina.n· 
ola.1 asslstanoe llllt\OJ.' suoh program). 
(O)(i) The J:'jght or a parent of a. student to 

lnepeot, upon the requelJt oi the pa.rent, a.ny 
hmllruotion!l>l me.terla.1 used as pa.Tt of th• 
cduoa.t!onol onrrloulum. for the elmdant: a.nd 

(11) a.ny e.ppllcable procedures for gta.ntmg 
a. request by a parent for rsasona.ble a.ooese 
to instructional matsrle.l wlthin a. raai;on· 
able paL'iod or time after the request is re
oo!veil. 

(D} The u.ilministra.tlon o.r pbysloal ax11mi
natlone or screen!nge tlla.t the school or 
a,genoy may administer to e. student. 

(E) 'l'lle colleotion, dlsolosure, or lll!O o[ 
PeL'Sona.l ln!orme.tlon collected from stu
dents for the purpose of marketing or for 
selllnf)' tha.t ln!orma.tlo'l\ (or othsrwlee pro
viding tha.t information to others fo11 tlmt 
pn!'Pose), Jnoludlng a.rra.ngements to proteot 
student privaoy tha.t are provided by the 
a.genoy Jn the evel\t of s11ob collection, dls
clopura1 01' use. 

(F)(i) The rltl'ht or a. po.rent of a atlldent to 
inepeot, upon the request or the parent, any 
instrument naed Jn the oolleotion or personal 
in!orm&tlon undaJ.• subpg.r&gJ.'aph (E) before 
the instrument Is adm1nlstered or dlstrlb· 
uted to a. student; e.ud 

(11) Bny a.ppl1onl>le procedures for granting 
a. request by a pe.rent for l'ol\Souable aofJells 
to snoh inetrument within e. roaaone.ble :pe
riod of time &!tor the request le reoelved. 
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AppendixC 

MEMORANDUM OF UNDERSTANDING BETWEEN __ 
AND THE KENTON COUNTY BOARD OF EDUCATION 

TO DESIGNATE AN AUTHORIZED REPRESENTATIVE FOR THE 
KENTON COUNTY BOARD OF EDUCATION FOR THE 

AUDIT/EVALUATION OF EDUCATION PROGRAMS AND 
TO AUTHORIZE THE RELEASE AND USE OF CONFIDENTIAL DATA 

*** *** *** *** *** *** *** *** *** *** *** *** *** 
THIS AGREEMENT is made and entered into by and between the Kenton County Board of 

Education (''KCBOE") and (hereafter "Authorized Representative'') and 
establishes the procedures relating to an exchange of information between the Parties. 

WHEREAS, the KCBOE is the public local education agency organized under Kentucky Law and 
its duties include audit or evaluation functions of federal or state-supported education programs or 
enforcement or compliance with federal or state legal requirements that relate to those education programs 
(audit. evaluation or enforcement or compliance activity) in its role as the local education agency and in 
evaluation of education programs to identify or develop the best education practices to be used in public 
schools of Kenton County Kentucky; 

WHEREAS, the Authorized Representative is an entity performing audit or evaluation functions 
at the direction and under the control of the KCBOE and the Authorized Representative is a contractor 
acting in the place of the KCBOE to perform the KCBOE's audit or evaluation functions of federal or state
supported education programs or to enforce or comply with federal legal requirements that relate to those 
education programs (audit, evaluation or enforcement or compliance activity) in its role as the state 
education agency and in evaluation of education programs, as described below; 

WHEREAS, various elements of the data maintained by the agencies are protected by the Privacy 
Act of 1974, 5 U.S.C. 552a; the Kentucky Family Educational Rights and Privacy Act, KRS 160.700 et 
seq.; the Family Educational Rights and Privacy Act, 20 U.S.C. 1232(g); the Richard B. Russell National 
School Lunch Act, 42 U.S.C. 1751 et seq.; the Child Nutrition Act of 1966, 42 U.S.C. 1771 et seq.; the 
Personal Information Security and Breach Investigation Procedures and Practices Act, KRS 61.931 et seq.; 
and the Kentucky Open Records Act, KRS 61.820 et seq.; 

NOW THEREFORE, the KCBOE and the Authorized Representative hereby mutually agree as 
follows: 

Section 1. Designation of Authority. 

A. The KCBOE hereby designates the Authorized Representative and its subcontractors identified 
below as an "authorized representative" of the KCBOE, as defined in 34 C.F.R. 99.31 (a)(3) 
and 99.35, with respect to the provision of audit or evaluation functions of federal or state
supported education programs or to enforce or comply with federal or state legal requirements 
that relate to those education programs (audit, evaluation or enforcement or compliance 
activity) in the KCBOE's role as the local education agency and in evaluation of education 
programs ("audit/evaluation services") and, specifically, with respect to the use of confidential 
data disclosed under this agreement. 

'. 

! 
; ·. 
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B. The KCBOE and the Authorized Representative hereby agree that, if free or reduced price lunch 
eligibility data (i.e., free or reduced price lunch eligibility data which is the student poverty indicator for 
most education programs) is to be released to the Authorized Representative, then the KCBOE shall identify 
the Authorized Representative as a contractor acting in the place of the KCBOE; shall ensure that the 
audit/evaluation services include a "need to know" this data as required by 7 C.F.R. 245.6 (f); and shall 
ensure that the data will only be disclosed to the Authorized Representative upon written request utilizing 
the U.S. Department of Agriculture Prototype Agreement. The completed USDA Prototype Agreement 
shall be attached in Exhibit A and incorporated into this agreement as if set forth fully herein and KCBOE' s 
agreement that the Authorized Representative meets the requirements for disclosure set forth in 7 C.F.R. 
245.6 (f) and thatthe Authorized Representative has demonstrated a "need to know" shall be evidenced by 
the KCBOE' s agreement to enter the USDA Prototype Agreement. 

Section 2. Acknowledgment of Release of Confidential Data, Identification of Confidential Data to be 
Released to the Authorized Representative and Description of Use of Data by the Authorized 
Representative. 

A. The parties acknowledge that the KCBOE is releasing confidential data including student and non
student information to the Authorized Representative for the purposes outlined herein, and that the release 
of the KCBOE confidential data including student and non-student information to the Authorized 
Representative is necessary for the completion of the KCBOE's audit/evaluation services. The confidential 
data including student and non-student information to be disclosed is described in a document attached to 
this agreement as Exhibit A. The Authorized Representative shall notify the KCBOE and the KCBOE shall 
provide written consent, if approved, of any changes to the list of disclosed data necessary for the provision 
of audit/evaluation services. The Authorized Representative will use personally identifiable il).formation 
from education records and other records in order to perform the audit/evaluation services described in 
Exhibit A. The description of the audit/evaluation services, as included in Exhibit A, shall include the 
purpose and scope of the audit/evaluation services, specific description of the methodology of disclosure 
and an explanation as to the need for confidential data including student and non-student information to 
perform these audit/evaluation services. The Authorized Representative shall notify the KCBOE and the 
KCBOE shall provide written consent, if approved, of any changes to.the list of disclosed data necessary 
for the audit/evaluation services or any changes to the scope or purpose of the audit/evaluation services 
themselves. Any agreed upon changes to the data disclosed or to the audit/evaluation services shall be 
reduced to writing and included in Exlnbit A to this agreement. 

B. If free or reduced price lunch eligibility data (i.e., free or reduced price lunch eligibility data 
which is the student poverty indicator for most education programs) is to be released to the Authorized 
Representative, then the KCBOE shall disclose this data to the Authorized Representative, upon written 
request utilizing the U.S. Department of Agriculture prototype request and confidentiality agreement, and 
upon the KCBOE agreeing that the Authorized Representative has demonstrated that disclosure is 
allowed by 7 C.F .R. 245.6. A description of any data protected by 7 C.F.R 245.6 which is to be disclosed 
under this agreement shall be included in Exhibit A, Section III. Any agreed upon changes to the data 
disclosed or to the audit/evaluation services shall be reduced to writing and included in Exhibit A, Section 
m to this agreement. 

Section 3. The Authorized Representative and the Authorized Users' Obligations. 

A. The Authorized Representative shall not share these confidential data with anyone, except those 
employees of the Authorized Representative and the Authorized Representative's subcontractors, 
("Authorized Users") that are directly involved and have a legitimate interest under FERP A or a "need to 
know" (as defined in 7 C.F .R. 245 .6 in the case of disclosure of free or reduced price lunch eligibility data 
which is the student poverty indicator for education programs) in the performance of the audit/evaluation 
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services according to the terms of this agreement or any overarching agreement between the KCBOE and 
the Authorized Representative in which the Authorized Representative agrees to perfonn these 
audit/evaluation services on the KCBOE's behalf ("Master Agreement"). 

B. The Authorized Representative shall require all Authorized Users to comply with FERP A and 
other applicable state and federal student and non-student privacy laws. The Authorized Representative 
shall require and maintain confidentiality agreements or the KCBOE's Nondisclosure Statement(s) with 
each Authorized User of confidential data. If a confidentiality agreement with each Authorized User is 
used which is different from the KCBOE's Nondisclosure Statement(s), then the terms of the Authorized 
Representative's confidentiality agreements shall contain, at a minimum, the terms and conditions of this 
agreement and a copy of the current Authorized Representative's confidentiality agreement or the 
KCBOE's Nondisclosure Statement(s), as appropriate, shall be attached to this agreement as Exhibit B. 

C. Authorized Representative that receive Personal Information as defined by and in accordance 
with Kentucky's Personal Information Security and Breach Investigation Procedures and Practices Act, 
KRS 61.931, et seq., (the "Act"), shall secure, protect and maintain the confidentiality of the Personal 
Information by, without limitation, complying with all requirements applicable to "non-affiliated third 
parties" set forth in the Act. 

"Personal Information" is defined in accordance with KRS 61.931(6) as "an individual's first name or 
first initial and last name; personal mark; or unique biometric or genetic print or image, in combination 
with one (1) or more of the following data elements: 

a) An account, credit card number, or debit card number that, in combination with any required 
security code, access code or password, would permit access to an account; 

b) A Social Security number; 

c) A taxpayer identification number that incorporates a Social Security number; 

d) A driver's license number, state identification card number or other individual identification 
number issued by an agency; 

e) A passport number or other identification number issued by the United States government; or 

f) Individually Identifiable Information as defined in 45 C.F.R. sec. 160.013 (of the Health 
Insurance Portability and Accountability Act), except for education records covered by the 
Family Education Rights and Privacy Act, as amended 20 U.S.C. sec 1232g." 

As provided in KRS 61.931(5), a "non-affiliated third party'' means "any person or entity that 
has a contract or agreement with the Commonwealth and receives (accesses, collects or 
maintains) personal information from the Commonwealth pursuant to the contract or 
agreement." 

Contractor shall not redisclose, without written consent of the KCBOE, any "personal 
information," as defined in KRS 61-931, or any other personally identifiable information of a 
student or other persons, such as employees. 

D. The Authorized Representative hereby agrees to cooperate with the Commonwealth in 
complying with the response, mitigation, correction, investigation, and notification requirements of the 
Act. 

:-· 
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E. The Authorized Representative shall notify as soon as possible, but not to exceed seventy-two 
(72) hours, the Kentucky Department of Education, the Commissioner of the Kentucky State Police, the 
Auditor of Public Accounts, and the Commonwealth Office of Technology of a determination of or 
knowledge of a breach, unless the exception set forth in KRS 61.932(2)(b )2 applies and the vendor abides 
by the requirements set forth in that exception. If the agency is a unit of government listed in KRS 
61.93l(l)(b), the vendor shall notify the Commissioner of the Department of Local Government in the 
same manner as above. If the agency is a public school district listed in KRS 61.93 l(l)(d), the vendor 
.shall notify the Commissioner of the Department of Education in the same manner as above. If the 
agency is an educational entity listed under KRS 61 .931 (1 )( e ), the vendor shall notify the Council on 
Postsecondary Education in the same manner as above. Notification shall be in writing on the fonn 
developed by the Commonwealth Office of Technology and incorporated by reference intp Kentucky 
Regulation 200 KAR 1:015. 

F. The Authorized Representative hereby agrees that the Commonwealth may withhold payment(s) 
owed to the vendor for any violation of the Identity Theft Prevention Reporting Requirements. 

G. The Authorized Representative hereby agrees to unde1take a prompt and reasonable investigation 
of any breach as required by KRS 61.933. 

H. Upon conclusion of an investigation of a security breach of Personal Information as required by 
KRS 61 .93 3, the Authorized Representative hereby agrees to an apportionment of the costs of the 
notification, investigation, and mitigation of the security breach. 

I. In accordance with KRS 61.932(2)(a) the Authorized Representative shall implement, maintain, 
and update security and breach investigation procedures that are appropriate to the nature of the 
information disclosed, that are at least as stringent as the security and breach investigation procedures and 
practices established by the Commonwealth Office of Technology: 
http://technology.ky.gov/ciso/Pages/lnformationSecurityPolicies.StandardsandProcedures.aspx. 

J. If Authorized Representative is a cloud computing service provider (as defined in KRS 
365.734(l)(b) as "any person or entity other than an educational institution that operates cloud computing 
services"), Authorized Representative does further agree that: 

_________ •_ A=-=u=th::.:o:::r::.:iz:::e-=d-=R=epresentative shall not process student data for any purpose other than providing, 

. -,,. . -

improving, developing, or maintaining t~e integrity of its cloud compu 'ng services, unless tl:i0e--------~-
provider receives express permission from the student's parent. The Authorized Representative 
shall work with the student's school and district to dete1mine the best method of collecting 
parental pe1mission. KRS 365.734 defines "process" and "student data". 

• With a written agreement for educational research, Authorized Representative may assist an 
educational institution to conduct educational research as permitted by the Family Education 
Rights and Privacy Act of 1974, as amended, 20 U.S.C.sec.1232g. 

• _ Pursuant to KRS 365.734, Authorized Representative shall not in any case process student data to 
adve1tise or facilitate advertising or to create or correct an individual or household profile for any 
advertisement purposes. 

• Pursuant to KRS 365. 734, Authorized Representative shall not sell, disclose, or othe1wise process 
student data for any commercial purpose. 
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K. Pursuant to KRS 365.734, Authorized Representative shall certify in writing to the agency that it 
will comply with KRS 365.734(2). 

The Authorized Representative shall protect confidential and otherwise personally identifiable data in a 
manner that does not pennit personal identification of students and their parents, and non-students by 
anyone except those bound by this agreement and the KCBOE. The Authorized Representative shall store 
all confidential data on secure data servers using current industry best practices. The Authorized 
Representative shall notify the KCBOE as soon as practicable if the Authorized Representative learns of 
any security breach to the server containing the confidential and otherwise personally identifiable data or 
of any disclosure of confidential and otherwise personally identifiable data to anyone other than the 
Authorized Representative's Authorized Users or the KCBOE officials authorized to receive confidential 
and otherwise personally identifiable data. The Authorized Representative shall cooperate and take all 
reasonable means prescribed by the KCBOE to secure any breaches as soon as practicable. 

L. The Authorized Representative shall not redisclose the KCBOE's confidential and otherwise 
personally identifiable data to any other party without the prior consent of the parent or eligible student 
except as allowed by applicable federal and state law. 

M. The Authorized Representative certifies that it has the capacity to restrict access to confidential 
and otherwise personally identifiable data solely to Authorized Users and to ensure that the confidential 
and otherwise personally identifiable data is accessed only for the purposes described in this agreement. A 
copy of the Authorized Representative's data security policies and procedures is attached to this 
agreement as Exhibit C. 

N. The Authorized Representative shall destroy all confidential and otherwise personally identifiable 
data within forty-five ( 45) days after it is no longer needed to perform the audit/evaluation services 
described in this agreement, upon KCBOE' s request or upon termination of this agreement, whichever 
occurs first unless agreed otherwise in writing. The Authorized Representative's description of the 
method(s) which will be used to destroy all confidential data shall be attached to this agreement as 
Exhibit D. The Authorized Representative shall provide written verification of the data destruction to the 
KCBOE within forty-five ( 45) days after the data is destroyed. 

0. The Authorized Representative shall pennit the KCBOE, at the KCBOE' s cost and upon written 
reasonable request, to audit the Authorized Representative to confirm that the Authorized Representative 
is complying with the data security policies and procedures in Exhibit C and/or that the Authorized 
Representative has destroyed the data as verified. 

P. The Authorized Representative shall collect and use these confidential and otherwise personally 
identifiable data only for the purpose of helping the KCBOE perform audit/evaluation services related to 
the activities outlined in this agr.eement o~ in any Master Agreement. 

Q. The Author~zed Representative shall obtain prior written approval :from the KCBOE before 
accessing confidential and otherwise personally identifiable data for activities beyond the scope specified 
in this agreement or in a Master Agreement; and, any access beyond the scope of this agreement or a 
Master Agreement shall be consistent with federal and state law requirements. Any confidential and 
otherwise personally identifiable data collected by the Authorized Representative under activities 
approved by the KCBOE under this section, which are not regularly collected within the scope of this 
agreement but are consistent with "the activities described in this agreement, shall be subject to the terms 
and conditions of this agreement. 
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R. If the Authorized Representative becomes legally compelled to disclose any confidential and 
otherwise personally identifiable data (whether by judicial or administrative order, applicable law, rule or 
regulation, or otherwise), then the Authorized Representative shall use all reasonable efforts to provide 
the KCBOE with prior notice before disclosure so that the KCBOE may seek a protective order or other 
appropriate remedy to prevent the disclosure or to ensure the KCBOE' s compliance with the 
confidentiality requirements of federal or state law; provided, however, that the Authorized 
Representative will use all reasonable efforts to maintain the confidentiality of confidential and otherwise 
personally identifiable data. If a protective order or other remedy is not obtained prior to the deadline by 
which any legally compelled disclosure is required, the Authorized Representative will only disclose that 
portion of confidential and othe1wise personally-iaentifiable data that the Authorized Representative is 
legally required to disclose. 

S. The Authorized Representative shall abide by and be bound by the requirements of the U.S. 
Department of Education, Family Policy Compliance Office's Guidance for Reasonable Methods and 
Written Agreements issued pursuant to the requirements of the Family Educational Rights and Privacy 
Act ("Guidance"). The Guidance is available by clicking the following hyperlink, 
htlJ>://www2.ed.gov/policy/gen/guid/fpco/pdf/reasonablemtd agreement.pdf and made a part of this 
agreement as if stated fully herein. 

T. The Authorized Representative shall also, ifthe data shared by the KCBOE includes data 
protected by 7 C.F.R. 245.6 (i.e., :free or reduced price lunch eligibility data which is the student poverty 
indicator for most education programs), abide by the restrictions of disclosure and confidentiality 
requirements contained in 7 C.F.R. 245.6 (f) applicable to the KCBOE. 

Section 4. Permission to Use Data. 

The KCBOE aclmowledges that by entering this agreement it is approving, in writing; of the Authorized 
Representative's use of these confidential data within the scope of purposes outlined in this agreement. 

Section 5. Transfer Protocol. 

I. 

I 

I 
i 

The KCBOE and the Authorized Representative shall work cooperatively to determine the proper I' 

medium and method for the transfer of confidential data between each other. The Authorized 

1· 

I 

practicable of any discrepancies between the actual data transfen-ed and the data described in this 
Representative shall confirm the transfer of confidential data and notify the KCBOE as soon as I 

-------±-a_gi-·e-em-en-t~. T"lie same protOCOJ.s hall apply-to-any transfer of confidential data from-th~Authorized.-----------+----1-
Representative to the K.CBOE. 

Section 6. Breach of Data Confidentiality and Remedies. 

The Authorized Representative acknowledges that the breach of this agreement or its part may result in 
irreparable and continuing damage to the KCBOE for which money damages may not provide adequate 
relief. In the event of a breach or threatened breach of this agreement by the Authorized Representative, 
the KCBOE, in addition to any other rights and remedies available to the KCBOE at law or in equity, may 
be entitled to preliminary and permanent injunctions to enjoin and restrain the breach or threatened 
breach. If the United States Department of Education's Family Policy Compliance Office dete1mines that 
the Authorized Representative has violated paragraph 34 C.F.R. 99.3 l(a)(3), the KCBOE may not allow 
the Authorized Representative access to personally identifiable information from education records for at 
least five (5) years. If the Authorized Representative breaches the confidentiality requirements of7 C.F.R. 
245.6 relative to any confidential free or reduced price lunch eligibility data, then the Authorized 
Representative shall be responsible for any consequences or penalties which result from such breach. 
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Section 7. Amendment and Assignability. 

The terms and conditions of this agreement may only be amended by mutual written consent of both the 
KCBOE and the Authorized Representative and the Authorized Representative shall not assign its 
respective rights or obligations under this agreement without the KCBOE's prior written consent. The 
rights and obligations of each party under this agreement shall inure to the benefit of and shall be binding 
upon each party and any respective successors and assigns. 

Section 8. Choice of Law and Forum. 

All questions as to the execution, validity, interpretation, and performance of this agreement shall be 
governed by the laws of the Commonwealth of Kentucky. The selected forum to hear any causes of action 
arising from this agreement, or any actions thereunder, is the Kenton Circuit Court, Covington, Kentucky. 

Section 9. Waiver. 

The failure by one party to require performance of any provision shall not qffect that party's right to require 
performance at any time thereafter, nor shall a waiver of any breach or default of this agreement constitute a 
waiver of any subsequent breach or default or a waiver of the provision itself. No modification, amendment, waiver 
or release of any provision of this agreement or of any right, obligation, claim or cause of action arising from this 
agreement shall be valid or binding/or any purpose unless in writing and duly executed by the party against whom 
they are asserted 

Section 10. Severability. 

Any provision of this agreement that is declared invalid by a court of competent jurisdiction or by operation of law, 
shall not affect the validity or enforceability of any other provision of this agreement. 

Section 11. Authority to Enter the Agreement. 

The KCBOE and the Authorized Representative represent and warrant, by the signatures of their duly 
appointed representatives, that they are legally entitled to enter into this agreement. 

Section 12. Data Custodians. 

The individuals who are the designated data custodians for the Authorized Representative with respect to 
this confidential data release and use agreement are listed in Exhibit E with their contact information. 

Section 13. Term and Termination. 

The term of this agreement shall be the same as the term of any Master Agreement between the KCBOE 
and the Authorized Representative I for (length of time or insert a date here) unless terminated earlier by 
either party upon thirty (30) days written notice. Either party may terminate this agreement with thirty 
(30) days written notice. 

Section 14. Effective Date of This Agreement. 

This agreement will become effective once the KCBOE and the Authorized Representative have both 
signed. 

::.·. 



APPROVED: 

Name D~e 
Title 
Kenton County Board of Education 

Authorized Representative's Authorized Agent I Date 
Agent's Title __ 
Agent's Name (Typed) __ 
Authorized Representative Entity's Name 
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Memorandum of Understanding (MOU) 

Description of Exhibits 

To authorize the release and use of confidential data under the FERP A Audit and Evaluation 
Exception 

Exhibits referenced in the Memorandum of Understanding must be completed and incorporated into the 

final MOU. Exhibits include: 

• Exhibit A - Specifics of data being requested 
o Section I - the initial data request that describes the audit/evaluation and data being 

requested 
o Section II- describes the need for Personally Identifiable Information (PII) 
o Section III - required if requesting Free and Reduced Lunch info1mation 

• Exhibit B - Authorized Representative Confidentiality Agreements (one for each data 

custodian) 
• Exhibit C - Authorized Representative data security policy 
• Exhibit D - Data destruction plan at completion of audit/evaluation 

• Exhibit E - Identification of data custodians 

Please refer to The U.S. Department of Education, Family Policy Compliance Office's Guidance 
for Reasonable Methods and Written 'Agreements for additional information on requirements for 
data sharing under the Family Educational Rights and Privacy Act (FERP A). 
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Exhibit A: 
Contact Information 
Research Entity Legal Name 

Primary Data Custodian Name. __ ._T,,_,i""tl,,,,_e __ 
Email 

Secondary Data Custodian Name __ _,__,,T .... itl=e,,__ __ 
Email 

Section I- to be completed by all requestors: 

Phone 

Phone 

Purpose, Scope and Duration Use of data received under this MOU is limited to purpose and scope defined. 

Completely describe 
the purpose and 
scope of the 
audit/evaluation. 

Describe how the 
results will be used. 

Duration of 
Audit/Evaluation 

Data Being Requested 

Provide specific data 
elements needed to 
complete audit/ 
evaluation 

Click here to enter text. 

Click here to enter text. 

Start Date: 

Click here to enter text. 

Years included in Audit Evaluation: 

End Date: 

02014-1s O 2013-14 02012-13 02011-12 02010-11 
02008-09 0 Other: ___ _ 

02009-10 

Level of detail/aggregation: Ostudent/Individual 0School 0District Ostate 
If requesting Personally Identifiable Information (PH), check Student/Individual box. For aggregate 
level select School, District, or State. 
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Please complete Section II if requesting fl!. detail. 

Section Il" Complete if Personally Identifiable Information (Pil) is being requested: 

Justify your request 

for 

student/individual 

level data 

Explain why 
audit/evaluation could not 

be completed by using 
aggregote·level data 

without Pl/ 

Click here to enter text. 

Special requirements for requests for Personally Identifiable Information (PJI) 

• Student-Level/Individual detail from education records can only be used to meet the purpose 
or purposes of the audit/evaluation as stated in this MOU for duration as defined. 

• Requestor agrees to conduct the audit/evaluation in a manner that does not permit the personal 
identification of parents, students, individuals by anyone other than designated data custodians. 

• Authorized Representative agrees to destroy all PIIfrom education records and confidential 
data from other records. 

• If Free & Reduced Lunch Status is needed on Pll data, complete Section lll 
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Ill- Complete if free or reduced -price lunch eligibility data is required for PJI records. 

Prototype Agreement: 
Disclosure of Free and Reduced Price Information 

A. Purpose and Scope 
Kenton County Board of Education, KCBOE. and __ acknowledge and agree that children's free and 
reduced price meal and free milk eligibility information obtained under provisions of Richard B. Russell 
National Schoo1LunchAct(42USC1751 et. seq.) (NSLA) or ChildNutritionActof1966 (42 USC 1771 
et. seq.) (CNA) and the regulations implementing these Acts is confidential infonnation. This Agreement is 
intended to ensure that any information disclosed by the KCBOE to the __ about children eligible for 
free and reduced price meals or free milk will be used only for purposes specified in this Agreement and 
that the KCBOE and __ recognize that there are penalties for unauthorized disclosures of this eligibility 
information. 

B. Authority 
Section 9(b)(6)(A) of the NSLA (42 USC 1758(b)(6)(A)) authorizes the limited disclosure of children's free 
and reduced price meal or free milk eligibility information to specific programs or individuals. without 
prior parent/ guardian consent. Except that, the parent/ guardian must be provided the opportunity to decline 
to share eligibility infonnation prior to the disclosure for identifying children eligible for benefits under or 
enrolling children in the State Medicaid Program and the State children's health insurance program. 
Additionally, the statute specifies that for any disclosures not authorized by the statute, the consent of 
children's parents/guardians must be obtained prior to the disclosure. 

The requesting agency certifies that it is currently authorized to administer the following program(s) and 
that information requested will only be used by the program(s) indicated. 

Check all Program Information Authorized that Apply 
D Medicaid or the State children's health insurance All eligibility information unless 

program (SCfilP), administered by a State or local parents elect not to have 
agency authorized under titles XIX or XXI of the Social information disclosed. 
Security Act. 
SpecifV Program: 

D State health program other than Medicaid/SCRIP, Eligibility status only; consent 
administered by a State agency or local education not required 
agency. 
Specify Program: 

D Federal health program other than Medicaid/SCHIP No eligibility information unless 
Specify Program: parental consent is obtained. 

D Local health prqgram No eligibility infonnation unless 
Specify Program: parental consent is obtained. 

D Child Nutrition Program under the National School All eligibility information; 
Lunch Act or Child Nutrition Act consent not required. 
Specify Program: 

D Federal education program Eligibility status only; consent 
Specify Program: not reauired. 

D State education program administered by a State agency Eligibility status only; consent 
or local education agency not required. 
Specify Program: 
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Note: Section 9(b(6)(A) specifies that certain programs may receive children's eligibility status only, 
without parental consent. Parental consent must be obtained to disclose atiy additional eligibility 
information. Section 9(b)(6)(D)(ii) specifies that for State Medicaid or SCHIP, parents must be notified and 
given opportunity to elect not to have information disclosed. Social security numbers may only be 
disclosed if households are given notice of the disclosure and the uses to be made of their social security 
numbers as required by Sec. 7 of the Privacy Act. 

C. Responsibilities 

Kenton County Board of Education will: 

When required, secure parents/guardians consent prior to any disclosure not authorized by the National 
School Lunch Act or any regulations under that Act, unless prior consent is secured by the receiving 
agency and made available to the determining agency; 

For State Medicaid and SCHIP, notify parents/guardians of potential disclosures and provide opportunity 
for parents/guardians to elect not to have information disclosed; 

Disclose eligibility information only to persons directly connected to the administration or enforcement of 
programs authorized access under the National School Lunch Act or regulations under the Act or to 
programs or services for which parents/guardians gave consent. 

__ will: 

Ensure that only persons designated as data custodians and listed on Exhibit E who are directly connected 
with the administration or enforcement of the (program) and whose job responsibilities require use 
of the eligibility information will have access to children's eligibility information. 

Use children's free and reduced price eligibility information for the following specific purpose(s): 

Describe: 

Click here to enter text. 

Inform all persons that have access to children's free and reduced price meal eligibility information that the 
infonnation is confidential, that children's eligibility infonnation must only be used for purposes specified 
above, and the penalties for unauthorized disclosures. 

Protect the confidentiality of children's free and reduced price meal or free milk eligibility information as 
follows: 
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Click here to enter text. 

Specifically describe how the infonnation will be protected from unauthorized uses and further disclosures. 

Click here to enter text. 

D. Effective Dates 

This agreement shall be effective during the dates of duration for the audit/evaluation. 

E. Penalties 

Any person who publishes, divulges, discloses, or makes known in any manner, or to any extent not 
authorized by Federal law (Section 9(b)(6)(C) of the National School Lunch Act; 42 USC 1758(b)(6)(C)) 
or regulation, any infonnation about a child's eligibility for free and reduced price meals or free milk shall 
be fined not more than a $1,000 or imprisonment of not more than 1 year or both. 
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F. Signatures 

The parties aclrnowledge that children's free and reduced price meal and free milk eligibility infonnation 
may be used only for the specific purposes stated above; that unauthorized use of free and reduced price 
meal and free milk information or further disclosure to other persons or programs is prohibited and a 
violation of Federal law which may result in civil and criminal penalties. 

Requesting Agency/Program Administrator 

Typed or Printed Name:------------------

Title: _____________ __;Phone:--------

Signature: __________________ Date:---------

Determining Agency Administrator 

Title: -----~-------~Phone:-------~-

Signature:. __________________ Date: ________ _ 

*Any attachments will become part of this agreement. 
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Exhibit B: KENTON COUNTY BOARD OF EDUCATION 
CONTRACTOR'S EMPLOYEE OR CONTRACTOR NONDISCLOSURE STATEMENT 

Contractor __ 

Contractor's employee or contractor name __ =Ti=tl=e: __ 

Address Phone 

I understand that the perfonnance of my duties as an employee or contractor, of a contractor for the 
Kenton County Board of Education (KCBOE), may involve a need to access and review confidential 
information (information designated as confidential by FERP A, NSLA, CNA, KRS 61.931( 6), or other 
federal or state law); and, that I am required to maintain the confidentiality of this infonnation and 
prevent any re-disclosure prohibited under the law as stated below. By signing this document I agree to 
the following: 

• I will not permit access to confidential information to persons not authorized by the KCBOE and 
its contractor. 

• I will maintain the confidentiality of the data or information. 
• I will not access data of persons related or known to me for personal reasons. 
• I will not reveal any individually identifiable information furnished, acquired, retrieved, or 

assembled by me or others for any purpose other than statistical purposes specified in the 
KCBOE survey, project, or proposed research. 

• I will report, immediately and within twenty-four (24) hours, any known reasonably believed 
instances of missing data, data that has been inappropriately shared, or data taken off site 

o to my immediate supervisor, Associate Commissioner, and 
o to the Division of Human Resources ifI am a KCBOE employee or 
o to the KCBOE Office for whom I perform work under the contract if I am a KCBOE 

contractor or an employee of a KCBOE contractor 
• I understand that procedures must be in place for monitoring and protecting confidential 

information. 
• I understand and acknowledge that FERP A-protected infonnation obtained under provisions of 

Family Educational Rights and Privacy Act of 1974 (FERPA) as aKCBOE contractor's 
employee or contractor of KCBOE is confidential information. 

• I understand that FERP A protects information in students' education records that are maintained 
by an educational agency or institution or by a party acting for the agency or institution, and 
includes, but is not limited to the student's name, the name of the student's parent or other family 
members, the address of the student or student's family, a personal identifier, such as the student's 
social security number, student number, or biometric record, other indirect identifiers, such as the 
student's date ofbirth, place of birth, and mother's maiden name, and other information that, alone 
or in combination, is linked or linkable to a .specific student that would allow a reasonable person 
in the school community, who does not have personal knowledge of the relevant circumstances, 
to identify the student with reasonable certainty. 

• I understand that any unauthorized disclosure of confidential information is illegal as provided in 
FERP A and in the implementing of federal regulations found in 34 CFR, Part 99. The penalty 
for unlawful disclosure is a fine of not more than $250,000 (under 18 U.S.C. 3571) or 
imprisonment for not more than five years (under 18 U.S.C. 35 59), or both. 

• I understand and acknowledge that children's free and reduced price meal and free milk eligibility 
information or information from the family's application for eligibility, obtained under provisions 
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of the Richard B. Russell National School Lunch Act (42 U.S.C. 1751 et seq)(NSLA) or Child 
Nutrition Act of 1966 (42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these 
Acts, is confidential information. 

• I understand that any unauthorized disclosure of confidential free and reduced price lunch 
infonnation or information from an application for this benefit is illegal as provided in the 
Richard B. Russell National School Lunch Act ( 42 U.S.C. 1751 et seq)(NSLA) or Child Nutrition 
Act of 1966 ( 42 U.S.C. 1771 et seq.)(CNA) and the regulations implementing these Acts, 
specifically 7 C.F .R 245 .6. The penalty for unlawful disclosure is a fine of not more than 
$1,000.00 (under 7 C.F.R. 245.6) or imprisonment for up to one year(under 7 C.F.R. 245.6), or 
both. 

• I understand that KRS 61.931 also defines "personal information" to include: 
o an individual's first name or first initial and last name; personal mark; or unique 

biometric or genetic print or image, in combination with one (1) or more of the following 
data elements: 

o An account number, credit card number, or debit card number that, in combination with 
any required security code, access code, or password, would permit access to an 
account;(b) A Social Security number; 

o A taxpayer identification number that incorporates a Social Security number; 
o A driver's license number, state identification card number, or other individual 

identification number issued by any agency; 
o A passport number or other identification number issued by the United States 

government; or 
o Individually identifiable health information as defined in 45 C.F.R. sec. 160.103, except 

for education records covered by the Family Educational Rights and Privacy Act, as 
amended, 20 U.S.C. sec. 1232g. 

• I understand that other federal and state privacy laws protect confidential data not otherwise 
detailed above and I acknowledge my duty to maintain confidentiality of that data as well. 

• I understand that any personal characteristics that could make the person's identity traceable, 
including membership in a group such as ethnicity or program area, are protected: 

• In addition, I understand that any data sets or output reports that I may generate using confidential 
data are to be protected. I will not distribute to any unauthorized person any data sets or reports 
that I have access to or may generate using confidential data. I understand that I am responsible 
for any computer transactions performed as a result of access authorized by use of sign 
on/password(s ). 

Contractor's employee or contractor signature 

Contractor's authorized agent signature 
Contractor's authorized agent name (typed) 

Date 

Date 
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Exhibit C: 

Please describe the measures you take to ensure the protection of PIT released to you. If you have a 
policy, please attach or copy/paste here as Exhibit C. 

Click here to enter text. 

Memorandum of Understanding for Audit/Evaluation- Exhibits 

:-:·. 

Page7 





.. -· ····--- -- ---- ------------------------------- -···:·:...:..__ :.-:....:...::·_:._.·:·. 

E:xhibitD: 

Please use the space provided to describe the methods used to destroy all confidential data at the 
completion of your work. Pl~ase specify the date of destruction. If you have a policy that describes it can 

be attached as Exhibit D. 

Click here to enter text. 
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Exhibit E: In alphabetical order by last name, provide infonnation for those persons designated as data 
custodians. This should include anyone with access to confidential data. A designated primary and 
secondary data custodian are required and a minimum of four is requested. Attach if more space is 
needed. A signed nondisclosure agreement labeled as Exhibit B is required for each data custodian. 

Primary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Secondary Data Custodian 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

All Other Data Custodians 
Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

Last Name, First Name: 
Phone: 
Email: 
Employer: 

I/ 
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AppendixD 

Sample Security Breach Notification Letter 

Date 

Dear Recipient Name: 

. We are contacting you because we have learned of a serious data security incident that occurred 

on (specific or approximate date) OR between (date, year and date, year) that involved some of 

your personal information. 

The breach involved (provide a brief general description of the breach and include how many 
records or people it may have affected). The information breached contained (customer 
names, mailing addresses, credit card numbers, and/or Social Security numbers, etc.). Other 

information (bank account PIN, security codes, etc.) was not released. 

We are notifying you so you can take action along with our efforts to minimize 
or eliminate potential harm. Because this is a serious incident, we strongly 
encourage you to take preventive measures now to help prevent and detect any 
misuse of your information. We have advised the three major U.S. credit 
reporting agencies about this incident and have given those agencies a general 
report, alerting them to the fact that the incident occurred, however, we have 
not notified them about the presence of your specific information in the data 
breach.* 

(Optional paragraph if offering credit protection service.**) 

To protect you we have retained (name of identity theft company), a specialist in identity theft 
protection, to provide you with_year(s) of (description of services) services, free of charge. 
You can enroll in the program by following the directions below. Please keep this letter; you 
will need the personal access code it contains in order to register for services. 

As a first preventive step, we recommend you closely monitor your financial 
accounts and, if you see any unauthorized activity, promptly contact your 
financial institution. We also suggest you submit a complaint with the Federal 
Trade Commission (FTC) by calling 1-877-ID-THEFT (1-877-438-4338) or online 
at https://www.ftccomplaintassistant.gov/ 
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As a second step, you also may want to contact the three U.S. credit.reporting 
agencies (Equifax, Experian and TransUnion) to obtain a free credit report 
from each by calling 1-877-322-8228 or by logging onto 
www.annualcreditreport.com. 

Even if you do not find any suspicious activity on your initial credit reports, the 
FTC recommends that you check your credit reports periodically. A victim's 
personal information is sometimes held for use or shared among a group of 
thieves at different times. Checking your credit reports periodically can help you 
spot problems and address them quickly. 
You also may want to consider placing a security freeze on your credit files. A 
freeze prevents an authorized person from using your personal identifying 
information to open new accounts or borrow money in your name. 

You will need to contact the three U.S. credit reporting agencies to place the 
security freeze. The fee is $10 for each credit reporting agency. The agencies 
may waive the fee if you can prove that identity theft has occurred. Keep in 
mind that when you place the freeze, you will not be able to borrow money, 
obtain instant credit, or get a new credit card until you temporarily lift or 
permanently remove the freeze. 

To obtain a security freeze, contact the following 

agencies: Equifax: 1-888-298-0045; web: 

www.freeze.equifax.com 
TransUnion: 1-800-680-7289; web: www.transunion.com (search for 
security freeze) Experian: 1-888-EXPERIAN; 
www.experian.com/freeze.com 

For more information, see the website for the Oregon Department of 
Consumer and Business Services at www.dfcs.oregon.gov/id_theft.html and 
click on "How to Obtain a Security Freeze." 

If you have further questions or concerns, you may contact us at this special 
telephone number: 000- 000-0000. You can also check our website at 
www.ourwebsite.org for updated information. 

Sincerely, 

* Reporting to credit agencies is required only for breaches affecting 1,000 or 
more persons. 
** Not required under ORS 646A.600-646A.628. 



Determined 
D 
D 
D 
D 
D 
D 

D 

D 

D 

Agency Name: 

Agency Contact: 

AppendixE 

Determined Breach Notification Form 

Section 1 
Complete and submit within 72 hours of determination or notification. 

Finance Cabinet Secretary 
Auditor of Public Acrounts (APA) 
Kentucky State Police (KSP) 
Attorney General (AG) 
Commissioner of Department of library and Archives, if breach determined 
Chief Information Officer of Commonwealth Office of Technology 
If Department of Local Government under KRS 61.931(1)(b) or (c) also contact: 

Commissioner of Department of Local Government 
If Publfc School District listed In KRS 61.931(1)(d) also contact: 

Commissioner of Kentucky Department of Education 
if Educational entity listed under KRS 61.931(1)(e) also contact: 

President of Council on Postsecondary Education 

Agency Contact Email: 

Agency Contact Phone Number: 

Date of Notification to Agencies: Time of Notification: 

Date Breach Determined: 

Section2 

FAC·OOl 
Ellocllvo Date: 01/01/2015 

Complete this portion after the conclusion of the investigation regarding whether the Security Breach has resulted In or 
is likely to result in the misuse of personal Information. Provide notice to agencies within 48 hours of completing 
Investigation. 

Personal Information Breached: 0 Yes 0No 

If Yes, Explain: 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Total Number of Individuals Impacted: Date Individuals Notified: 

Type of Notices Sent Out (select all that apply and provide explanations): 

D Web Posting: 0 Email: 

0 local or Regional Media: D Telephone: 

0 letter: D Other: 

Did You Notify Consumer Credit ~eporting Agencies? 0Yes 0No If Yes, Date: 

Any Other Breach Compliance Requirements Apply such as Federal? D Yes 0No 

lfYes, Explain: 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~-
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Third Party Breach: Oves 0No 

lfYes, Third Party Name: 

lfThird Party Involved, When Did They Notify the Agency: 

=-1 

FAC·OOl 
Effective Dote: 01/01/2015 

~~~~~~~~~~~~~~~~~-

If a delay then please attach the delay notification record along with supporting documentation. Was there a 
delay due to: 

D Law enforcement Investigation. Reference to KRS 61.933 (3)(a) 
D An agency determines that measures necessary to restore the reasonable Integrity of the data system 

cannot be implemented within the timeframe established and will delay the breach determination. 
Delay will need to be approved in writing from the Office of the Attorney General. Reference to KRS 
61 .933 (3)(b) 

D 
Section 3 

Complete and submit at the conclusion of the investigation and an notice and resolution recess. 

Actions Taken to Resolve Breach: 

Actions Taken to Prevent Additional Security Breaches in Future, If any: 

A Genera I Description of what Actions are Taken as a Matter of Course to Protect Personal Data from Security Breaches: 

Any Quantifiable Financial Impact to the Agency Reporting the Security Breach: 

Reference: 
KRS 61.931to61.934- http:Uwww.lrc.ky.gov/Statutes/statute.aspx?jd=43575 
l<RS 42.726 • http://www.lrc.ky.gov/Statutes/statute.aspx?id=43580 
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Appendix F 

Delay Notification Record 

All documentation in reference to the delay should be attached to the notification record. 

Agency Name: 

- - _.__::::::-- -:::- -:--~_! 

FAC-F002 
Effective Date: 01/01/2015 

3rd Party N~me, if applicable: --------------------------
Agencies are to use this form to record information : 

D If a law enforcement investigation has delayed the notification process for a breach determination. 
Reference to KRS 61.933 (3)(a) 

Date Law Enforcement Notified Agency: -----------------------

Law Enforcement Agency:_ 

D If an agency determines that measures necessary to restore the reasonable integrity of the data 
system cannot be Implemented within the timeframe established and vi.iii delay the breach 
determination. Delay will need to be approved in writing from the Office of the Attorney General. 
Reference to KRS 61.933 (3)(b) 

Date Submitted to Office of Attorney General: 

Date Approved by the Office of Attorney General: --------------------

The agency will submit form FAC-001 as required by KRS 61.933 if law enforcement has not contacted it 
within seventy-two (72) hours of a determined breach. 
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