
Jefferson County Public Schools

ARMAC



Protect digital safety, privacy, and security for 

JCPS students and staff while supporting 

instruction and daily operations.  

How do we  monitor, manage, and mitigate risk?

Objective



Framework
ISO - International Organization for Standardization 

National Institute Of Standards and Technology (NIST) IT Framework

Digital Privacy, Safety, and Security Module 

● iKeepSafe

● Common Sense Education

Risk Management Committees 
● IT3 Risk Management Committee

● JCPS Risk Management Executive Committee 

How do we mitigate and manage risk?

https://www.iso.org/about-us.html
https://www.nist.gov/topics/information-technology
https://www.brightbytes.net/digitalprivacy/
https://ikeepsafe.org/
https://www.commonsense.org/education/


How do we monitor risk?

Awareness - Behavior - Continuous Improvement



Digital Privacy, Safety, & Security

Proactively address growing concerns of safety in 21st century 

classrooms with a research-based framework that collects, stores, and 

updates formative data from diverse experts within each district. The 

module helps organizations create relevant policies to ensure a safe 

learning environment.

How do we monitor risk?

Awareness - Behavior - Continuous Improvement



Digital Privacy, Safety & Security Module
The Digital Privacy, Safety & Security framework is built around four domains that gather input from 

stakeholders at multiple levels and provide a clear picture of the strengths and gaps in an organization’s 

digital environment. 

Policies

Digital Safety and Privacy - Create a positive school culture

Programs

Educational Stakeholders - Drive Inspiring Actions

Systems 

Access & Technical Security - Build meaningful structures and routines 

Incident Responses

Process & Post Incident Assessment - Create effective processes for 

handling digital incidents

Awareness - Behavior - Continuous Improvement



Risk Management Committee

Risk Management Committees 
● IT3 Risk Management Committee

● JCPS Risk Management Executive Committee 



Organizational Coherence 

● IT reorganization - repurposed positions to focus on cybersecurity roles and 

responsibilities

Technical Controls
● Microsoft A5 upgrade

● Google domain audit

● CIS controls - Center for Internet Security

Systems of Awareness and IT Risk Management 
● IT risk assessment

● Risk management committees

● Systems implementation - Technical controls and human behavior 

● Data governance 

IT Risk Management Enhancements



Organizational Coherence 

● Request to add Assistant Director of Cybersecurity and Compliance 

for 2020 

Technical Controls

● Google Suite for EDU enterprise solution

● Network infrastructure upgrade

● Network and application analytics & security analytics

Systems of Awareness and Risk Management 

● Digital privacy, safety, and security website 

● Policy / procedures, programs & incident responses  

IT Risk Management Continuous Improvement


