








Data Breach Act "Have to" Section 

Immediately 

• Procedures and practices to safeguard against security breaches must be implemented by
any entity that maintains or possesses personal information in accordance with applicable
KRS and federal laws.

• For any contracts involving personal information that are entered into or amended after
January I st

, 2015, specific language requiring protection of the data must be included.

Christian County Schools Data Breach Contacts: 

a. Amy Wilcox -Chief Information Officer- amy.wilcox@christian.kychools.us

b. Tracey Leath - DAC/lnst. Sup. - tracey.leath@christian.kyschools.us

c. Karen Crick - Systems Support -Karen.crick@christian.kyschools.us

d. Jason Wilson- District Technology Coordinator -

jason.wilson@christia n .kyschools. us

e. Jessica Darnell - Director of Business -jessica.darnell@christian.kyschools.us

f. Jack Lackey- Board Attorney-Jlackey@dmlfirm.com 

Within 72 Hours of Suspected or Confirmed Breach 

l. Send notification, via the FAC-00 I form, to the Department via email to the
KDEDataBreachNotification@Education.ky.gov and to the following agencies as required
by KRS 61.933:

a. Attorney General's Office
b. Auditor of Public Accounts
c. Finance and Administration Cabinet
d. Kentucky State Police
e. Kentucky Department of Library and Archives
f. Commonwealth Office of Technology

Upon notification to the Department at the email address the 
KDEDataBreachNotification@Education.ky.gov, the Department shall provide the school 
district the most current contact information for the notification to the other agencies 
required by KRS 61.933. If there is an ongoing investigation involving law enforcement 
which prevents information being disclosed to the Department, use the FAC-002 form to 
provide the notification required by KRS 61.933. 

2. Begin conducting a "reasonable and prompt" investigation to determine "whether the
security breach has resulted in or is likely to result in the misuse of personal information."

Within 48 Hours of Completion of the Investigation 

Notify the above staff contacts if the investigation finds that the misuse of personal information 
has occurred or is likely to occur. The length of the investigation is not set, and will vary with each 
instance. 
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Data Breech Practices for Christian County Public Schools: 

• July 2015 - Compiled a Data Governance Team -First Meeting July 21'\ 2015

• October 21�1-Attended KYSTE conference covering law and Security
• January 1 '1 set date to phase out fax machines district wide

o Communication shared to all district employees

o Information shared during Aug, 3rd Administrator's Retreat

o Communication Dlrector(Heather) sent out media release on August 3rd
, 2015

o Technology has worked with var'lous district departments on their needs concerning an

alternative means to faxing

o Our finance officer (Jessica) and I met with Ricoh representatives to ensure our district

capability to scan -9/10/15.

• Network Security

o Requested AppHcation Control and Ransomware Policy enabled from KEN on 4/21/2016

o Requested Enhanced Firewall Policy enabled from KEN 6/13/2016
• All staff were to sign an affidavit of non-disclosure form and submit to personnel 2015-16 as

part of their Human Resource paperwork. This practice will continue with new hires.
• Training� (Staff Education/Data Diet)

o 1•1 KDE video "What is P!I?" was shared at the Admin. Meeting on 9/8/15

o Each school shared video with faculty/staff and returned copy of sign in sheet to
Technology Department.

o The 2nd KDE video "Data Access and Sharing" was shared at the Administrators meeting

on 11/10/2015.

o Each school shared video with faculty/staff and returned copy of sign in sheet to

Technology Department by December 81
�, 2015.

o The 3rd KDE video "Was that a Data Breach?" was shared at the Administrators meeting

on January 121
\ 2016.

o Each school shared video with faculty/staff and returned copy of sign in sheet to

Technology Department by March 1st, 2016.
o All new hires will watch the 3 training videos during their new employee orientation

session.
• District Software Vendors- Data Policies and Protection

o Tracey Leath, □AC was able to secure documents from:
• Infinite Campus- state held documentation
• NWEA-form held on file with technology
• Discovery Education -form held on file with technology

• Board Policy-Jack Lackey, Board Attorney-Vendor RFP Contract - July 2016








