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Data Sharing Agreement

Achieve3000 is committed to assuring the privacy of its subscribers and users.

All Achieve3000 subscribers are provided with a private user name and password, which allows students to
gain access to the websites to which they are subscribed and teachers to track student progress and
assignments.

Individually Identifiable Personal Information

Achieve3000 complies with applicable provisions of the Children's Online Privacy Protection Act
(COPPA), which regulates how the operators of commercial websites directed to children may
collect, use and disclose individually identifiable personal information concerning children under
the age of 13.

Educational institutions that use our products must comply with applicable provisions of the Family
Educational Rights and Privacy Act (FERPA) which gives parents certain rights with respect to a
school’s use of their children's education records.

Achieve3000 provides website user names and passwords to students under the age of 13 only after
the student's school has obtained verifiable parental consent for Achieve3000 to collect, use

and disclose individually identifiable personal information concerning such students.

In order to enable Achieve3000 to provide student users of our websites individualized content, and
teachers and school administrators reports on individual students' academic progress during their
use of these services, schools provide Achieve3000 certain individually identifiable information
about student users of these services - including students' names and academic levels. This
information is used by Achieve3000 and its agents solely for these internal purposes.

Achieve3000 does not collect any more personal information than reasonably necessary to provide
individualized content, to enable participation in student contests and to generate reports

on individual student academic progress.

Achieve3000 does not request individually identifiable information from children other than in
response to their requests for a subscription or to participate in a student contest, and does

not condition participation in student contests on students disclosing more information than is
reasonably necessary for their participation.

Nor does Achieve3000 collect any individually identifiable information through the use of cookie
technology or sell or otherwise transfer any student personal information to any third party (other
than to Achieve3000 subcontractors who are contractually obligated to use such information only to
provide Achieve3000 services).

Parents can review the information that Achieve3000 has collected from their child, withdraw their
consent to Achieve3000's further use of such information or direct the deletion of such information
by contacting office@achieve3000.com.

*Achieve3000 ensures that all information that it receives is secure against unauthorized access by

mai

ntaining it on a secure system that is isolated from direct connection to the Internet.

Page 1 of 3

www.achieve3000.com 888-968-6822 office@achieve3000.com 1985 Cedar Bridge Avenue, Suite 3, Lakewood, NJ 08701


mailto:office@achieve3000.com

ACH I EVE;EO‘Q The Leader in Differentiated Instruction

believe

Achieve3000 uses District Data solely to deliver the Achieve3000 Services to and through
associated Schools, provide Students with individualized content within those Services, and
provide Administrators with reports on Students' academic progress in using the Services.
Achieve3000 may also perform internal research and analysis on aggregated and anonymous data
to assess Service effectiveness and improvements in Student performance. Achieve3000 may
provide access to District Data, including anonymized, to its employees and subcontractors who
need to access the data to fulfill obligations under this Agreement. Achieve3000 will ensure that
employees and subcontractors who perform work under this Agreement have read, understood,
and received appropriate instruction as to how to comply with data protection and handling
requirements.

Upon termination or expiration of the Service Agreement with Achieve3000, and at the request of
the District, Achieve3000 will ensure that all requested District Data, in its possession and in the
possession of any subcontractors or agents to which the Achieve3000 might have shared District
Data, is deleted or rendered unusable through depersonalization methods.

Achieve3000 solutions are hosted in SOC 3, ISO 27001 compliant data centers. In addition,

Achieve3000 operates a dedicated Information Security Team that defines, implements and
monitors data protection controls including encryption of data in transit and at rest, a layered
security infrastructure with DDOS protection and Web Application Firewall (WAF), network
firewalls in front of web servers, network firewalls between web and database servers, access, IP
and protocol restrictions, vulnerability scans, intrusion detection and anti-malware.
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Acceptance

Achieve3000

Account Name

Signature Signature

Name, Title Name,_ Title

Date Date
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