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Consent Agenda Item (Action Item): Approve the Floyd County Data Security Best
Practices Presentation

Applicable Statue or Regulation: BOE Policy 01.11 General Powers and Duties of the
Board.

Fiscal/Budgetary Impact: N/A

Recommended Action: Approve as presented.

Contact Person(s): Courtney DeRossett, CIO
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status, sex, or disability in employment, educational programs, or activities as set forth in Title IX & VI, and in Section 504.



Data Security & AUP

2018-2019 Training
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Data Security

Data Security Best Practices - Show on Opening Day to ALl Emplovees
Signature of completion: Google Form for ALL Staff (Certified & Classified)
Floyd Co AUP

Floyd Co AUP Signature Agreement (Students & Community)
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What is P.1.?

L1 Personal Information: 1st Name or initial AND last name PLUS:
Account or credit card #, PIN or password, Social Security Number, Taxpayer D, Driver’s
License, Passport Number, Identifiable Health Information



Points of Emphasis

ooC

Change password regularly; DO NOT USE passwords based on “password” or the names of the
seasons, months, family members, pets, or sports teams.

DO NOT SEND emails or documents without first checking for P.1. ONCE SENT, THAT EMAIL IS
YOUR RESPONSIBILITY (even if you just forward if)

NEVER share your password (Students should NEVER have your password)

DO NOT OPEN EMAILS or LINKS from email accounts that you don’t know or don’t look like
reputable agencies. Gall IT to confirm.

NEVER SHARE PERSONAL INFORMATION ONLINE
Use Student SSID without other identifiers

IF Floyd Co BOE Email is on personal devices. we ask that you have a passcode on any device

(ex personal phone) to protect any FC Pl or other confidential info visible through district
mail.
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Data Security Resources

0  KDE Data Security and Breach Notification Best
Practice Guide

0 KY.Educator’s Guide: Personal Information & Data

Breach Awareness

THE MOST COMMON DATA BREACHES, AND HO'W TO PREVENT THEM

-
Human error is the most common enabler of 8 data bregch. While hack most of the ght, they wouldn'

be 10 suceeistul {by 2 WIKIDE marging . frankly, 2 of us weren't making It 30 easy for them. Here sre the four
mast common types of data breaches in Kentucky's K12 environment, and how to prevent themo

LOSS OR THEFT OF A US8 THUMBDRIVE, LAPTOP, TABLET, OR SMARTPHONE CONTAINING P}

ﬁnw to prevent the breath:

» DO NOT save or stare 10p secret information on these devices in the lirt place
& DO NOT leave valusbies on the seat or visible in your car; otk them In the trunk
s Encrypt the device, or the top secret Information on your device. I it's encrypted, it does not cause a data
beeath atlong a3 the patsword sn't avalable
Example: P.1. is downdoaded 10 2 laptop 3nd then the Laptop is lost of stolen from your car or 3t a school fenetlon,
it won't malles that the thief was only looking to sell the laptop; If there’s P.1 on the device, that's s breach.

PHISHING ATTACKS

%-Nw 10 prevent ihe breach:
= DJ

T share your patsword with anyone. No reputable company wil EVER ask for youl patiword
+ DO NOT chck on links of SOCUMENLs you aren't expecting - Be savvy
+ DO HOT casually browse the web or check personal email [rom 3 comparter oF server that i used for
collecting and managing top secret data, such Infiniie Campus, financial, or cafetests progracm

Phishing ks a crime in which the attacker tries to Lrick you into downloading malware or sharing private
miormation, such 21 password of SSN, by masquerading a1 a helpdesk, 3 COMPaNy OF even a pefion you knpw. If
you fall for their trick, then the attacker has actess Lo your accounts, your computer, or both,

POOR OR SHARED/STOLEN PASSWORDS

* Hiow ta prevent the breach
*  DOKOT vie passwords based on “patiword” of the names of ihe seasons, months, amily members, pets,
or $ports teami. Everyone uses them so they are VERY predictable and the first ones 2 hacker wi try
*  Use long AND memorable passwords or passPHRASES ke *4sCOREASewTs” [four score and seven
years) which is easy 10 remember, bul cannct be eatlly gueited

HINT: Ho one enjoys uung passwords. Most people create poor, eaty 10 remmember passwords or keep them taped
tomonitors or “hidden® uncer the keyboard. Dul of the postible billions of pasiwords, S0% of people use the
same 50 reds of styles of p This makes the password memorable, but also very easy 1o predict.

ACCIDEHTAL SHARIHG OF P.L.

%{m 16 peevent 1his breach
. Mmﬂ or lorward emails or documents without first ehecking for P.1. Once sent, that emaid and
ything in it Ik YOUR fity, even If you are just forwarding Rt slony.

Examples: Student reports, lob L 0 for g3 of hiiden eoly and talnin g
i are vry ways Pl are ac y shared,




