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http://www.youtube.com/watch?v=ZAbtm01_0u8


Our Task
1.  Understanding the story (why)

2. Toolkit  (how)
a. Teacher Email (from Superintendent) - draft
b. Partner Email (from EdTech Leader/ CIO)
c. Workflow/Logic Model
d. Data Sharing Signature sheet >>Crosswalk>>>TOS/Privacy Policy
e. Teacher Training (next steps)

3. Amy’s List  (what)
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risk vs. reward 

zero risk ton of risk
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Key: Breach Notification
Work that happens after (something bad happens).

Key: Cloud Partners
Work that happens before you engage



An account number, credit card number, or debit card number that, in combination with any 
required security code, access code, or password, would permit access to an account
A Social Security number
A taxpayer identification number that incorporates a Social Security number
A driver's license number, state identification card number, or other individual identification 
number issued by any agency
A passport number or other identification number issued by the United States government; 
Individually identifiable health information 

PI
5

Student name
Email Address
Email messages
Postal address
Phone number
Any documents, photos or 
unique identifiers relating 
to the student

Student Data
232

≠

the why

first name + last name
first initial + last name
personal mark 
biometric or genetic print or imageat
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Is it data/work of A child… or 
data/work of THE child?

(A = anonymous)

the why



additional perspective.

HB 232 
student data

FERPA 
Student 
PI Data

HB 5 
PI Data

*model not drawn to scale

All student Data

“Top Secret Data”



Statutes
http://www.lrc.ky.gov/statutes/statute.aspx?id=43327 - 365.734 Prohibited uses of 
personally identifiable student information by cloud computing service provider -- 
Administrative regulations.

http://www.lrc.ky.gov/statutes/statute.aspx?id=43576 - 61.932 Personal 
information security and breach investigation procedures and practices for certain 
public agencies and nonaffiliated third parties. 

http://www.lrc.ky.gov/statutes/statute.aspx?id=43575 61.931Definitions for KRS 
61.931 to 61.934. 

the how
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the how

http://policy.ksba.org/Chapter.aspx?distid=51 Policy 01.61 and Related Procedure 01.61 AP.11

Some districts…. But not all.

http://policy.ksba.org/Chapter.aspx?distid=51
http://policy.ksba.org/Chapter.aspx?distid=51


Toolkit rules of engagement

“the logic model is not an emotional model.”  

Goal = consistency



Toolkit rules of engagement

“what is the fastest way to yes?”  

….but sometimes it may be a no.



toolkit



Crosswalk Checklist

❏ A cloud computing service provider shall not 
process student data for any purpose other 
than providing, improving, developing, or 
maintaining the integrity of its cloud 
computing services, 

❏ may assist an educational institution to 
conduct educational research

❏ shall not in any case process student data 
to advertise or facilitate advertising

❏ create or correct an individual or household 
profile for any advertisement

❏ shall not sell, disclose, or otherwise 
process student data for any commercial 
purpose.

toolkit

❏ Personally Identifiable Information
❏ Data Disposal
❏ Breach Notification Time (24 hr/ 48 hr/ 72 

hr)
❏ Securely maintaining the data
❏ Measures against unlawful access
❏ Age 

nice to have’s in writing (HB 5)have to have’s in writing (HB 232)



Crosswalk Checklist

❏ A cloud computing service provider shall not 
process student data for any purpose other 
than providing, improving, developing, or 
maintaining the integrity of its cloud 
computing services, 

❏ may assist an educational institution to 
conduct educational research

❏ shall not in any case process student data 
to advertise or facilitate advertising

❏ create or correct an individual or household 
profile for any advertisement

❏ shall not sell, disclose, or otherwise 
process student data for any commercial 
purpose.

❏ Is it PII
❏ Data Disposal
❏ Breach Notification Time (24 hr/ 48 hr/ 72 

hr)
❏ Securely maintaining the data
❏ Measures against unlawful access
❏ Age 

nice to have’s (HB 5)have to have’s (HB 232)

terms  |  privacy
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https://www.khanacademy.org/about/tos
https://www.khanacademy.org/about/privacy-policy
https://www.khanacademy.org/about/tos
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but… 
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More Data Sharing Info for Principals/ STC’s to share with Teachers - 1 pager - DRAFT example to be revised 

Sample email to Teachers

This email is to share important information with you regarding Kentucky legislation pertaining to online sharing of 
student data. It is imperative that our schools look at online tools and resources closely prior to sharing student 
information or asking students to use apps or websites to ensure we are complying with the law.  We must 
remember there are no “free” apps. The currency for so-called “free” apps may be the data you provide in using the 
app. 

Kentucky law in this instance, defines student data as any of the following:
● Student name
● Email Address
● Email messages
● Postal address
● Phone number
● Any documents, photos or unique identifiers relating to the student

Our district has put a process in place to help teachers and schools identify which tools are acceptable to use and 
under what parameters.  A sharepoint page (hyperlink) has been developed to allow teachers to check to see what 
online tools have already been approved.  If the tool you wish to use is not listed, please contact your STC for 
further information on how to request approval for a site/app.  

While it is our hope that all online partners will meet the state’s legal requirements, we know that not all tools have 
been designed with education in mind.  In some cases, the district will not be able to approve use of tool and 
expect all teachers to adhere to those decisions.

https://drive.google.com/file/d/0B3fcs22JhR7ZN25GVlRIR0xoWEk/view?usp=sharing
https://drive.google.com/file/d/0B3fcs22JhR7ZN25GVlRIR0xoWEk/view?usp=sharing


toolkit

Teacher Training…..Next Steps…  Call to Action

?



toolkit

Sample email to Third Party Partners:

As you may know, Kentucky recently passed legislation that requires school districts to have written agreements with any cloud 

service providers that we may provide student data and/or student personally identifiable information (PII) to in the course of 

using their online products (either paid or free.)  The agreements address several areas of concern, including data security and 

allowable uses of the data by the 3rd party as well as requirements in the event of a data breach.

We highly value the importance of protecting student data, and we have a data sharing agreement that we are asking third 

party providers to sign in order for us to begin or continue using their products.  We are contacting providers to request the 

signing of this agreement to be kept on file by the district.  This agreement will cover the usage of the entire district and all of 

our students.

If you could help direct this to the appropriate people in your organization and get it returned as soon as possible, we would 

greatly appreciate it.  Our teachers are excited about using your product and we don't want this requirement to stand in the way 

of that progress.

Thanks for your attention to this matter.  Please contact us if you have any questions.

Fayette County - Data Sharing Agreement v4 
(with future revisions likely)

https://drive.google.com/file/d/0B3fcs22JhR7ZazNPZ3dkU19sX2c/view?usp=sharing
https://drive.google.com/file/d/0B3fcs22JhR7ZazNPZ3dkU19sX2c/view?usp=sharing
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Keeping Track
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Keeping Track



the what.



hang ups.

what if the terms/privacy change over time (point in time event)?

free service versus $$ service

data disposal

personal accounts (services) versus organizational accounts (services)

the process… 

what if the answer is not desirable… 



http://www.bluenose.com/wp-content/uploads/2014/09/r
ed-flag.jpg 

http://efdreams.com/data_images/dreams/go/go-04.jpg
http://blog.powerdnn.com/wp-content/uploads/2012/12/Stop-Button.jpg  

● Best Practice Guide 
● PII and Data Breach Awareness
● Data Quality Campaign Student Data Privacy
● Privacy Policy Browser (Common Sense Education)

more resources 

http://www.bluenose.com/wp-content/uploads/2014/09/red-flag.jpg
http://www.bluenose.com/wp-content/uploads/2014/09/red-flag.jpg
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http://education.ky.gov/districts/tech/Pages/Best-Practice.aspx
http://education.ky.gov/districts/tech/Pages/Best-Practice.aspx
https://drive.google.com/file/d/0B4k4OxlPmLy9cUJ6RVdjQkRrNDQ/view?usp=sharing
https://drive.google.com/file/d/0B4k4OxlPmLy9cUJ6RVdjQkRrNDQ/view?usp=sharing
http://dataqualitycampaign.org/wp-content/uploads/files/Student-Data-Principles.pdf
http://dataqualitycampaign.org/wp-content/uploads/files/Student-Data-Principles.pdf
https://privacy.graphite.org/
https://privacy.graphite.org/

