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Overview

House Bill 341, passed by the 2006 Kentucky General Assembly, mandated that the Kentucky Department of Education conduct a study of the requirements for data security and a notification process when a breach of data security occurs. HB 341 also called for a determination of costs, benefits, feasibility and implications of adoption of specifications for statewide education data designed to facilitate the exchange of information among different instructional and administrative software applications at the local, state and federal levels.
The intent of the study requested by the legislature was to provide some general guidelines and recommendations to KDE and school districts related to some basic measures that can be considered to protect and prevent the access to restricted personal information by any person that does not have the proper access rights, authority or the “need to know” (a.k.a., an unauthorized person) and to provide some considerations and protocols in regards to notifying any affected individual should this type of information be made available in paper or electronic form to any unauthorized person.
Unlike the private sector or most other parts of government, a very high percentage of the data elements collected and used in P-12 schools are not considered confidential and are usually made directly accessible to any public citizen either instantly through a variety of electronic means (e.g., Web sites at schools, district offices, the Kentucky Department of Education and the federal Department of Education) or very quickly in response to open records requests that must be provided in paper or e-mail form. Also, most of the data collected at the state and federal level are in summative form and therefore do not contain individually identifiable or confidential data. This means that the majority of the truly private P-12 data actually resides physically (e.g., on paper within cabinets, on electronic files inside a fileserver or workstation) within the district, and mainly only district staff control the rights to assign and access the most sensitive P-12 data.

P-12 data typically is not targeted and attractive to sophisticated domestic and international hackers that are willing to spend great amounts of time, energy and resources to obtain information that can be sold or would be considered otherwise very valuable to others. This is because most of the P-12 data can be obtained directly by the methods mentioned above by any person or is the type of data that does not generate much interest by expert hackers whose goal usually is to obtain information that they can sell, use for personal gain or achieve a viable advantage over their competitors. Also, in general, no matter the type of information, a very large percentage of the deliberate personal data security attempts and successful breaches of restricted information come from the personnel within the organizational structure that typically have novice-level hacking or burglary skills versus private citizens or organizations with incredibly refined hacking skills.

There is a category of P-12 data that is considered very personal and restricted (e.g., an individual student’s medical information, an individual teacher’s social security number) that requires a true “need to know” before it is accessed or shared with anyone else. Most of the time, if there is an exposure of this type of restricted personal data, it happens accidentally (e.g., confidential personal data is printed to an unintended printer in a building, e-mailed to the wrong person or placed on an incorrect Web site). Also, the number of people who accidentally see confidential data that they should not be viewing tends to be limited to a small; most of which disregard or destroy what they have seen because they do not realize that it is restricted personal data. Yet, there are times where there are intentional attempts (e.g., a laptop or cabinet drawer containing paper files is stolen from a school, someone is just curious about a fellow employee’s personal information) to access restricted personal information by unauthorized people who do not have a true need to know.

Whether the exposure happens accidentally or intentionally, the same prevention steps and notification protocols should be considered for all restricted personal data, no matter the media form (i.e. paper or electronic) that that data is stored on. In fact, most organizations already have well-established procedures for confidential personal data that is on paper form, which also can be considered for the same type of restricted data that is available and stored in electronic form.

The bottom line is that pre-emptive measures to protect and prevent the access by unauthorized people should be taken by each P-12 organization that controls and manages restricted personal information. However, if an individual’s restricted personal information possibly has been seen by an unauthorized person, no matter how small or large the level of knowledgeable exposure, there is an obligation to let the affected individual know as quickly as possible that restricted personal data may have been compromised and disclosed to unauthorized people. If possible, that affected person should be informed what specific restricted data has been exposed, how long it has been exposed, who it has been exposed to and how the exposure occurred. This must be done no matter how embarrassing this announcement may be to the organization that is responsible for that restricted data becoming accidentally exposed or a victim of its data system being successfully accessed through criminal activity.

The Three Major Areas of Consideration of Personal Data Security Management
This study was conducted by Kentucky Department of Education with research derived from information received from Gartner, NOREX and various state departments around the nation. Gartner provides independent research and analysis to private and public organizations over a wide range of technology subjects. Norex is a consortium of public and private companies that share their policies, lessons learned and processes with the other association members to consider for use in their organizations. Finally, a large number of states already have established legislation and policies that we can learn from without trying to reinvent the wheel. Therefore, we considered and consolidated information gathered from all these sources into a concise report that focuses on three major areas:

· Protection and Prevention

· Preparation for Notification

· Notification

1. Protection and Prevention

Organizations must implement an effective incident response program that includes pre-incident preparation; detection and analysis; containment; mitigation and recovery; and post-incident activities. Proper preparation and awareness of legal and ethical issues are crucial.

The level of acceptable risk should be articulated, and security procedures should be balanced with available funding for information and data security, access and safeguards. In the event that more secure measures are needed, these measures should be identified for implementation and allocation of resources.

An organization should protect the confidentiality of personal information whether it pertains to customers, employees, parents or students. For both paper and electronic records, these components include physical, technical and administrative safeguards. Among such safeguards are the following recommended practices: 
· Collect the minimum amount of personal information necessary to accomplish your business purposes, and retain it for the minimum time necessary.

· Inventory all of your records systems (e.g., electronic and paper storage media) to identify those containing any type of personal information. Then, classify personal information in each of those paper and electronic records systems according to sensitivity and levels of risk should that information be accidentally or intentionally accessed by those that do not have a need to know. A simple rule of thumb that can be used to quickly identify the data in an organization that has the highest levels of sensitivity and confidentiality would be the data, once in final form, that is prohibited by law to be seen by each and every person viewing a Web site or by each and every person making an open records request to see all data elements in a district that are on paper or electronic form. 
· Use appropriate physical and technological safeguards to protect personal information, particularly higher-risk information, in paper as well as electronic records.

· Pay particular attention to protecting higher-risk personal information on laptops and other portable computers and mobile storage devices (e.g. cell phones, PDAs, CDs, thumb drives).

· Promote awareness of security and privacy policies (e.g., using alpha-numeric passwords, changing passwords often, changing security entry codes/locks for buildings/rooms containing sensitive information when there is a changeover of staff) and procedures through ongoing employee training and communications. This should help reduce the number of incidences or magnitude of exposure of very sensitive data, while at the same time increasing the speed of proper notification and protocol should this exposure occur. 
· Require service providers and business partners who handle personal information on behalf of your organization to follow your security policies and procedures.

· Use intrusion detection technology (e.g., security alarms on rooms or buildings that store sensitive paper or electronic files) and procedures to ensure rapid detection of unauthorized attempts to access information systems.

· Wherever feasible, use data encryption in combination with host protection and access control to protect higher-risk personal information.

· Dispose of records and equipment containing personal information in a secure manner.

· Review your security plan at least annually or whenever there is a material change in business practices, delivery mechanism, where the data is stored and how it accessed that may reasonably implicate the security of sensitive personal information. 

2. Preparation for Notification

· Adopt written procedures for internal notification of security incidents that may involve unauthorized access to higher-risk personal information.

· Designate an individual as responsible for coordinating your internal notification procedures for the paper and electronic restricted personal data for which you are responsible.

· Regularly train employees, including all new, temporary and contract employees, in their roles and responsibilities in your incident response plan.

· Define key terms in your incident response plan, and identify responsible individuals.

· Plan for and use measures to contain, control and correct any security incident that may involve higher-risk personal information.

· Identify appropriate law enforcement contacts to notify on security incidents that may involve illegal activities.

· Consider suggestions from law enforcement with expertise in investigating crimes that use technology (e.g., hackers breaking into fileservers) and nontechnology (e.g., burglars breaking into buildings) means for intentionally accessing unauthorized restricted personal information for inclusion in your incident response plan.

· Consider suggestions from your legal staff during planning. They have the greatest knowledge and expertise on what data does and does not meet the requirements of the open records law. This means they can be very valuable in helping you identify the most restricted personal data in your organization. They also can help you craft the wording for your written or verbal notifications that must be provided when an exposure occurs. They can point you to the most appropriate law enforcement official to contact should criminal activity be the reason the data became exposed or if the exposed data is possibly being used for criminal purposes (e.g., identity theft, fraud). 
· Adopt written procedures for notification of individuals whose unencrypted notice-triggering personal information have been, or are reasonably believed to have been, acquired by an unauthorized person. Notification can take many forms that include a face-to-face meeting, a phone call, posting on a Web site or sending a paper notice to each affected person’s home. The number of people that need to be contacted will usually influence the form of notification that is chosen and how quickly each person can be reasonably notified

· Document response actions taken on an incident.

· Review your incident response plan at least annually or whenever there is a significant change in your business practices or how the data can be accessed electronically or in paper form.

3. Notification

The purpose of notifying individuals of such incidents is to enable them to take actions to protect themselves against, or mitigate the damage from, identity theft or other possible harm. To ensure giving timely and helpful notice to affected individuals, the following practices are recommended:

Contents of Notification

· Each affected person, if possible, should be informed of the specific restricted data that has been exposed, how long the restricted data has been exposed (i.e., list the start and end dates, including time of day), who it has been exposed to and how the exposure occurred. Also, note if you believe the information is or is not in the physical possession and control of an unauthorized person; was downloaded or copied; and/or was used by an unauthorized person for identity theft or fraud purposes.
Timing of Notification

· Notify affected individuals in the most expedient time and reasonable manner possible after the discovery of an incident involving unauthorized access.
Contact Law Enforcement

· If your assessment leads you to reasonably believe that an unauthorized person through criminal activity versus by accident acquired restricted personal information, then a notification to law enforcement should occur as well.
Suggested Implementation Plan For Personal Data Security

The Kentucky Department of Education suggests the following steps and timelines to implement a thorough data security plan:

· By January 1, 2007, KDE will name a security officer to serve as a resource to KDE and districts in dealing with security and protection of all data, including personally identifiable information.

· By June 1, 2007, the feasibility and costs to implement the three major areas that have been identified in the study (Protection and Prevention; Preparation for Notification; and Notification) must be evaluated for each paper and electronic data system in KDE and schools that contain restricted personal data meeting a certain criteria

· By June 1, 2008, KDE and schools should address each of the three areas for each applicable paper and electronic data system for which they have the overall lead for managing and providing direction.

Here are some examples of links to government and private organizations that have already addressed this issue: 
·  http://www.sia.com/state_affairs/pdf/BreachofSecurityChart.pdf 

· http://appl003.lsu.edu/itsweb/breachlawweb.nsf/$Content/Procedures?OpenDocument
· http://www.hipaadvisory.com/news/NewsArchives/2003/0703sb1386.htm
Cost Considerations When Implementing Personal Data Security

Please note that none of the other states and private organizations identify the total cost to fully implement all three major areas mentioned above. But if cost was mentioned, it was a cap amount that had to be spent in notifying people of a potential compromise of their personal data. A cap is something that should be considered by the department and school districts. 
Some of the suggested items listed under Protection and Prevention can be very expensive to implement (e.g., encryption, intrusion detection systems), so some owners of data systems will implement these, and others will take their chances and will do the best they can with the methods they are now using. This will cause the costs to fully implement all the recommendations mentioned above to fluctuate greatly between all the different paper and electronic data systems in school districts and KDE. This makes it very difficult to estimate overall cost to implement statewide at this time. It is, however, fair to ask each organization to prepare for and implement these three major areas the best they can, while at the same time placing a cap on what must be spent toward actual notification.

Each organization should identify a reasonable, maximum amount of time in which an affected person must be notified when a detection of a compromise of restricted personal data has occurred (Some states use 45 days.). There should be a direct correlation with amount of time it takes to notify each affected person with the number of people that need to be contacted. For example, if 10 teachers have their Social Security numbers accidentally exposed on a school district fileserver that has been accessed only by 30 of their own district office staff taking a MUNIS training class, then it should take much less time to ensure each of those 10 people are aware that 30 other unauthorized persons may have seen their personal information during a training class. More time will be needed to notify all of the parents of all students in the state if their children’s Social Security numbers had accidentally been posted on a Web site for several hours and could have been viewed and downloaded by thousands of people within and outside the district.

Conclusion

The Kentucky Department of Education recommends the consideration of the practices and guidelines outlined in this document.
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