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Background/Summary of Information:
Attached are the HB 341: Personal data security study and the KED Data security and breach notification best practice guide. This August marks the first time that the annual data security report to local boards of education, as required by 702 KAR 1:170, are due. The KAR only requires some form of “acknowledgement,” written or verbal, that “the district has reviewed this guidance (meaning the Data Security and Breach Notification and Best Practice Guide) and implemented the best practices that meet the needs of personal information reasonable security in that district.” It doesn’t require a point-by-point description of the weaknesses or strengths of each data system. It is important to note the following two points: 
a. there’s no such thing as “100% secure.”

b. the security applied to each system will reflect BOTH the importance of the system AND the resources available to protect it. In other words, there is not a single, blanket level of security for all systems, nor are the resources always sufficient to provide ideal, as close to perfect as possible, security.

This is more about the definition and understanding of what is Personal Identifiable Information (PII) and how to know if it has been compromised, than the details of how we protect that (PII). The board needs to be made aware of this HB and that we are using the attached KDE Data security and breach notification best practice guide to comply. We have implemented or in the process of implementing the safeguards listed in this document. This can be an opportunity to discuss data security and how it’s implemented, or not implemented, and why.
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