POWERS AND DUTIES OF THE BOARD OF EDUCATION
01.61 AP.11

Notice of Information Security Breach

Protection and Prevention

The District will take reasonable security measures to guard against the foreseeable loss or exposure of restricted personal information about staff, students, and parents. The District will consider practices concerning physical, technical and administrative safeguards for both paper and electronic records addressed in the Kentucky Department of Education report entitled HB 341: Personal Data Security Study.

The Superintendent/designee shall oversee a process to identify the following information to be kept on file in the Central Office:
· What information is considered restricted:

· Where it currently resides;

· How it is protected;

· As included in the District budget, the maximum amount to be spent in notifying individuals of a breach; and

· Who is responsible for providing each level of security for each piece of restricted information.
Restricted personal information is defined as that information protected under federal or state law (FERPA, HIPAA, Kentucky Open Records law, etc.). Examples of restricted personal information includes, but is not limited to, social security or other identification number, financial account access information, medical records, computer passwords and security codes. Restricted personal information does not include information that is lawfully made available to the general public pursuant to state or federal law or regulation.

A breach of information security refers to an unauthorized acquisition of data in either electronic or paper format. Good-faith acquisition of such information by an employee is not a security breach if the information is not used or is not disclosed to others without authorization.

Incident Response Plan

The District shall consider developing an incident response plan to provide direction in the event of a suspected information breach. That plan should be reviewed annually by staff designated by the Superintendent.

In determining whether restricted personal information is reasonably believed to have been acquired by a person without valid authorization, appropriate action should be taken after the following have been considered:
1. Indications that the information is in the physical possession and control of an unauthorized person such as, but not limited to, a lost or stolen computer or document, file or other record containing personal information;

2. Indications that the information has been downloaded or copied;

3. Indications that the information has been used by an unauthorized person to establish fraudulent accounts or instances of identity theft; and

4. Any other factors that the District deems appropriate and relevant to such a determination.
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Notification of Breach

Notice of a breach of information security should be provided to the individual whose restricted personal information has been acquired by an unauthorized person. Notification will be made in the most expedient time frame possible and without unreasonable delay, except when a law enforcement agency advises the District that notification will impede criminal investigation. Notification should be provided to the individual within three (3) working days of discovery of the breach but no later than thirty (30) working days.

Depending on the number of people to be contacted, notification may be in the form of a face-to-face meeting, phone call, posting on a Web site or sending a written notice to each affected person’s home. Notice should include the specific information involved and, when known, an estimate of how long it has been exposed, to whom the information has been released and how the breach occurred. In addition, the individual should be advised whether the information remains in the physical possession of an unauthorized person, if it has been downloaded or copied, and/or, if known, whether it was used by an unauthorized person for identify theft or fraud purposes.
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